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Abst r act

Thi s docunent describes how to use | P-based energency services
mechani sns to support the next generation of emergency calls placed
by vehicles (automatically in the event of a crash or serious

i ncident, or nanually invoked by a vehicle occupant) and conveyi ng
vehicle, sensor, and location data related to the crash or incident.
Such calls are often referred to as "Automatic Crash Notification"
(ACN), or "Advanced Automatic Crash Notification" (AACN), even in the
case of manual trigger. The "Advanced" qualifier refers to the
ability to carry a richer set of data

Thi s docunent al so registers a MME nedia type and Energency Cal

Data Type for the vehicle, sensor, and |location data (often referred
to as "crash data" even though there is not necessarily a crash) and
an | NFO package to enable carrying this and related data in SIP I NFO
requests. An external specification for the data format, contents,
and structure is referenced in this docunment.

Thi s docunent reuses the technical aspects of next-generation Pan-
Eur opean eCall (a nandated and standardi zed system for emergency
calls by in-vehicle systens (1VSs) within Europe and ot her regions).
However, this docunent specifies use of a different set of vehicle
(crash) data, specifically, the Vehicle Energency Data Set (VEDS)
rather than the eCall M ninmum Set of Data (MSD). This docunent is an
extension of the | ETF eCall docurment, with the primary differences
bei ng that this document makes the MSD data set optional and VEDS
mandatory, and it adds attribute values to the netadatal/contro

object to permt greater functionality. This docunent registers a
new | NFO package (identical to that registered for eCall but with the
addition of the VEDS M ME type). This docunent al so describes |egacy
(circuit-switched) ACN systens and their nigration to next-generation
emergency calling, to provide background information and context.
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Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8148.

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

| ntroducti on

Emer gency calls nmade by in-vehicle systens (e.g., automatically in
the event of a crash or serious incident or manually by a vehicle
occupant) assist in significantly reducing road deaths and injuries
by al |l owi ng energency services to respond quickly and appropriately
to the specifics of the incident, often with better |ocation
accuracy.

Drivers often have a poor |ocation awareness, especially outside of
maj or cities, at night, and when away from home (especially abroad).
In the nost crucial cases, the victim(s) mght not be able to cal
because they have been injured or trapped.

For nore than two decades, some vehicles have been equi pped with
telematics systens that, anong other features, place an energency
call automatically in the event of a crash or manually in response to
an energency call button. Such systens generally have on-board

| ocation determination systens that nake use of satellite-based

posi tioning technol ogy, inertial sensors, gyroscopes, etc., which can
provi de an accurate position for the vehicle. Such built-in systens
can take advantage of the benefits of being integrated into a
vehicl e, such as nmore power capacity, ability to have |l arger or
speci al i zed antenna, ability to be engineered to avoid or mnimze
degradati on by vehicle glass coatings, interference from ot her
vehicle systens, etc. Thus, the Public Safety Answering Point (PSAP)
can be provided with a good estimte of where the vehicle is during
an energency. Vehicle manufacturers are increasingly adopting such
systens, both for the safety benefits and for the additional features
and services they enable (e.g., renpte engi ne di agnostics, renote
door unl ock, stolen vehicle tracking and di sabling, etc.).

A common termfor such systens is Automatic Crash Notification (ACN)
or Advanced Automatic Crash Notification (AACN). Sometines the word
"Collision" is used instead of "Crash.” In this docunment, "ACN' is
used as a general term ACN systens transmt sone anpunt of data
specific to the incident, referred to generally as "crash data" (the
termis comonly used even though there night not have been a crash).
Wiile different systens transmt different ampbunts of crash data,
standardi zed formats, structures, and mechani sms are needed to
provide interoperability anbng systens and PSAPs.

As of the date of this docunent, currently depl oyed in-vehicle
telematics systens are circuit-switched and | ack a standards-based
ability to convey crash data directly to the PSAP (generally relying
on either a human advi sor or an automated text-to-speech systemto
provide the PSAP call taker with some crash data orally, or in sone
cases via a proprietary mechanism. |In nost cases, the PSAP cal
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taker needs to first realize that the call is related to a vehicle
incident, and then listen to the data and transcribe it. Circuit-
swi tched ACN systens are referred to here as "CS-ACN'

The transition to next-generation energency calling provides an
opportunity to vastly inprove the scope, breadth, reliability, and
useful ness of crash data by transmitting a standardi zed set during
call setup; the data can be processed by the PSAP in an integrated,
aut omat ed way and made available to the call taker at cal

presentation. It also provides the ability for the call taker to
request that a vehicle take certain actions, such as flashing lights
or unl ocking doors. |In addition, vehicle manufacturers are provided

an opportunity to take advantage of the sane standardi zed nmechani snms
for data transm ssion and request processing for internal use if they
wi sh (such as telemetry between the vehicle and a service center for
bot h emergency and non-energency uses, including |ocation-based
services, multimedia entertai nnent systens, renpte door unl ocking,
renote diagnostics, and roadsi de assi stance applications).

Next - generation ACN provi des an opportunity for such calls to be
recogni zed and processed as such during call setup, and routed to an
equi pped PSAP where the vehicle data is available to assist the cal
taker in assessing and responding to the situation. Next-generation
(I P-based) ACN systens are referred to here as NG ACN.

An ACN call can be initiated by a vehicle occupant or autonatically
initiated by vehicle systens in the event of a serious incident.

(The "A" in "ACN' does stand for "Automatic", but the termis broadly
used to refer to the class of calls that are placed by an in-vehicle
system (IVS) or by Telematics Service Providers (TSPs) and that carry
incident-rel ated data as well as voice.) Automatically triggered
calls indicate a car crash or some other serious incident (e.g., a
fire). Manually triggered calls include reports of observed crashes
or serious hazards (such as inpaired drivers or roadway debris),
requests for nedical assistance, etc.

The Associ ation of Public-Safety Conmunications Oficials (APCO and
the National Emergency Nunber Association (NENA) have jointly

devel oped a standardi zed set of incident-related vehicle data for ACN
use, called the Vehicle Emergency Data Set (VEDS) [VEDS]. Such data
is often referred to as crash data although it is applicable in

i nci dents other than crashes.

Thi s docunent describes how the | ETF nechani sns for |P-based
emergency calls are used to provide the realization of next-
generation ACN. Although this specification is designed with the
requi rements for North America ACN in mind (and both APCO and NENA
are based in the US.), it is specified generically such that the
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technol ogy can be reused or extended to suit requirenents in other
regi ons.

Thi s docunent reuses the technical aspects of next-generation Pan-
Eur opean eCall (a nandated and standardi zed system for emergency
calls by in-vehicle systens within Europe), as described in

[ RFC8147]. However, this docunment specifies use of a different set
of vehicle (crash) data, specifically, VEDS rather than the eCal

M ni mum Set of Data (MSD). This document is an extension of

[ RFC8147], with the differences being that this docunent nakes the
MSD data set optional and VEDS nandatory, and it adds new attribute
val ues to the nmetadata/control object defined in that docunent. This
docunent also registers a new | NFO package (identical to that defined
in [RFC8147] with the addition of the VEDS M ME type).

Thi s docunent registers the application/EmrergencyCal | Dat a. VEDS+xn
M ME nedia type, the VEDS Energency Call Data Type, and the

Ener gencyCal | Dat a. VEDS | NFO package to enable carrying this and
related data in SIP I NFO requests.

Section 6 introduces VEDS. Section 7 describes how VEDS data and
nmet adat a/ control bl ocks are transported within NG ACN calls.
Section 8 describes how such calls are placed.

These nechani sns are used to place energency calls that are
identifiable as ACN calls and that carry standardi zed crash data in
an interoperabl e way.

Calls by in-vehicle systens are placed using cellular networks, which
m ght ignore location infornmation sent by an originating device in an
enmergency call INVITE, instead substituting their own |ocation

i nformation (although often determ ned in cooperation with the
originating device). Standardized crash data structures typically

i nclude location as determined by the IVS. A benefit of this is that
it allows the PSAP to see both the | ocation as determ ned by the
cellular network and the |ocation as determ ned by the |VS.

This specification inherits the ability to utilize test cal
functionality from Section 15 of [RFC6881].

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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Thi s docunent reuses term nol ogy defined in Section 3 of [RFC5012].
Addi tionally, we use the follow ng abbreviations:

3GPP: 3rd CGeneration Partnership Project

AACN: Advanced Automatic Crash Notification

ACN: Automatic Crash Notification

APCO Associ ati on of Public-Safety Comunications Officials
EENA: Eur opean Energency Nunmber Associ ation

ESlI net: Emergency Services |P network

GN\SS: G obal Navigation Satellite System (which includes
various systens such as the G obal Positioning System or
GPS)

| VS: I n-Vehi cl e System

MNO: Mobi | e Networ k Operator

VSD: M ni mum Set of Data

NENA: Nat i onal Energency Number Associ ation

NG Next Generation

POTS: Plain A d Tel ephone Service (normal, circuit-swtched

voi ce calls)

PSAP: Public Safety Answering Point
TSP: Tel emati cs Service Provider
VEDS: Vehi cl e Energency Data Set

Because the endpoints of a next-generation ACN call are a PSAP and
either an IVS or a TSP, to avoid repetitively witing "IVS or TSP",
the term"IVS" is used to represent either an IVS or a TSP when

di scussi ng signaling behavior (e.g., sending VEDS data, sending a SIP
I NVI TE request, receiving a SIP INFO request, etc.).
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3. Docunent Scope

This docunent is focused on how an ACN energency call is set up and
incident-rel ated data (including vehicle, sensor, and |ocation data)
is transmtted to the PSAP using | ETF specifications. For the direct
nodel, this is the end-to-end description (between the vehicle and
the PSAP). For the TSP nodel, this describes the call |eg between
the TSP and the PSAP, |eaving the call |eg between the vehicle and
the TSP up to the entities involved (i.e., VS and TSP vendors) who
are free to use the sane nechani smfor both I egs, or not.

Not e that Europe has a nmandated and standardi zed system for energency
calls by in-vehicle systens. This Pan-European systemis known as
"eCall" and is the subject of a separate docunment, [RFC8147], which
thi s docunent builds on. Vehicles designed to operate in nmultiple
regi ons mght need to support eCall as well as NG ACN as descri bed
here. A vehicle IVS mght determ ne whether to use eCall or ACN by
first determining the region or country in which it is |located (e.g.
froma GNSS | ocation estinmate and/or identity of or information from
an MNO. If other regions adopt other data formats, a nmulti-region
vehicle m ght need to support those as well. This docunent adopts
the call setup and other technical aspects of [RFC38147], which uses
[ RFC7852]; this makes it straightforward to use a different data set
whi | e keepi ng other technical aspects unchanged. Hence, both next-
generation eCall (NG eCall) and the NG ACN nechani sm descri bed here
are conpatible, differing primarily in the specific data bl ock that
is sent (the eCall MSD in the case of NG eCall and VEDS in this
docunent) and sone additions to the netadatal/control data block. If
ot her regions adopt their own vehicle data sets, this can be
simlarly accommbpdat ed wi t hout changi ng other technical aspects.
Note that any additional data formats require a new | NFO package to
permt transport within SIP I NFO requests.

4. Overview of Legacy Depl oynent Mbdel s

Legacy (circuit-switched) systens for placing enmergency calls by

i n-vehicle systens generally have sone ability to convey at | east

| ocation and in sonme cases telematics data to the PSAP. Modst such
systens use one of three architectural nodels, which are described
here as: "TSP', "direct", and "paired". These three nodels are
illustrated bel ow

In the TSP nodel, both energency and routine TSP service calls are

placed to a TSP; a proprietary technique (e.g., a proprietary in-band
nodem) is used for data transfer between the TSP and the vehicle.
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In an energency, typically a TSP agent verifies the energency,
bridges in the PSAP, and communicates | ocation, crash data (such as

i mpact severity and trauma prediction), and other data (such as the
vehicl e description) to the PSAP call taker orally (in sone cases, a
proprietary out-of-band interface is used). Since the TSP knows the
| ocation of the vehicle (fromon-board G\SS and sensors), |ocation-

based routing is usually used to route to the appropriate PSAP. In
sone cases, the TSP is able to transnit |ocation automatically, using
simlar techniques as for wireless calls. A three-way voice call is

general |y established between the vehicle, the TSP, and the PSAP
al  owi ng comuni cati on between the PSAP call taker, the TSP agent,
and the vehicl e occupants (who m ght be unconsci ous).

[1]----\\\ proprietary +----- + 911 trunk or POTS  +------ +
[1] 'VvS |]||-------------- S| TSP |------mmimmm e - >| PSAP
\W\\----/// crash data +----- + J|ocation via trunk +------ +

Figure 1. Legacy TSP Mde

In the paired nodel, the IVS uses a local link (typically Bluetooth
[Bluetooth]) with a previously paired handset to establish an
emergency call with the PSAP (by dialing a standard emergency nunber;
9-1-1 in North America) and then comuni cates | ocation data to the
PSAP vi a text-to-speech; crash data m ght or m ght not be conveyed

al so using text-to-speech. Sone such systens use an automated voice
prompt nenu for the PSAP call taker (e.g., "this is an automatic
emergency call froma vehicle; press 1 to open a voice path to the
vehicle; press 2 to hear the location read out") to allow the cal
taker to request |ocation data via text-to-speech

[1]----\\\ +----+ 911/ etc. voice call via handset +------ +
[1] TVS []]-->] HS |-----mmmmmmmm e e e - - - >| PSAP
\\\---- /) +----+ location via text-to-speech R +

(Note: "HS" is handset.)
Figure 2: Legacy Paired Mde

In the direct nodel, the IVS directly places an energency call with
the PSAP by dialing a standard energency number (9-1-1 in North
Amrerica). Such systens mi ght conmunicate | ocation data to the PSAP
via text-to-speech; crash data might or m ght not be conveyed using
text-to-speech. Sone such systens use an automated voi ce pronpt nenu
(e.g., "this is an automatic energency call froma vehicle; press 1
to open a voice path to the vehicle; press 2 to hear the location
read out") to allow the call taker to request |ocation data via

t ext -t o- speech.
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[1]----\\\ 911/etc. voice call via IVS +o-om- - +
[[] TVS ||]-----mmmm i m e e >| PSAP
\\\----/71 | ocation via text-to-speech R +

Figure 3: Legacy Direct Mode
5. Mgration to Next Generation

The nigration of energency calls placed by in-vehicle systenms to

next - generation (all-1P) technol ogy per this docunent provides a

st andardi zed nmechanismto identify such calls and to convey crash
data with the call setup, as well as enabling additiona
conmuni cati ons nodalities and enhanced functionality. This allows
ACN calls and crash data to be automatically processed by the PSAP
and nade available to the call taker in an integrated, autonated way.
Because the crash data is carried in the initial SIP INVITE (per

[ RFC7852]) the PSAP can present it to the call taker sinultaneously
with the appearance of the call. The PSAP can al so process the data
to take other actions (e.g., if multiple calls fromthe same | ocation
arrive when the PSAP is busy and a subset of themare NG ACN calls, a
PSAP mi ght choose to store the information and reject the calls,
since the IVS will receive confirmation that the informati on has been
successfully received; a PSAP could al so choose to include a nessage
stating that it is aware of the incident and responders are on the
way, and a PSAP could call the vehicle back when a call taker is
avail abl e).

The migration of origination devices and networks, PSAPs, emergency
services networks, and other tel ephony environnents to next
generation technol ogy provi des enhanced interoperability and
functionality, especially for enmergency calls carrying additiona
data such as vehicle crash data. (In the U S., a network
specifically for emergency responders is being devel oped. This
network, FirstNet, will be next generation fromthe start, enhancing
the ability for data exchange between PSAPs and responders.)

NG ACN cal | s can be recogni zed as such during call set-up; they can
be routed to a PSAP that is prepared both technically and
operationally to handl e such calls, and the vehicl e-deterni ned

| ocation and crash data can be processed automatically by the PSAP
and nade available to the call taker simultaneously with the cal
appear ance. Enhanced functionality includes the ability for the PSAP
call taker to request the vehicle to take an action, such as sending
an updat ed set of data, conveying a nessage to the occupants,
flashing lights, unlocking doors, etc.
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Vehi cl e manufacturers using the TSP nodel can choose to take

advant age of the same nechanismto carry telematics data and requests
and responses between the vehicle and the TSP for both emergency and
non-energency calls as are used for the interface with the PSAP

An | VS establishes a next-generation energency call (see [RFC6443]
and [ RFC6881]) with an initial INVITE containing a Request-UR

i ndi cati ng an ACN energency call and Call-Info header fields

i ndi cating that both vehicle crash and capabilities data are

i ncluded; the IVS typically does not performrouting or |ocation
queries (relying on the MNO for this).

[ RFC8147] registers new service URN children within the "sos"
subservice. These URNs request NG ACN resources and differentiate
bet ween manual |y and automatically triggered NG ACN calls (which
m ght be subject to different treatnment depending on policy). The
two service URNs registered in [ RFC8147] are
"urn:service:sos.ecall.automatic" and "urn:service: sos. ecal | . manua
The sane service URNs are used for ACN as for eCall since in any
region only one of these is supported, naking a distinction
unnecessary. (Further, PSAP equi pnent m ght support multiple data
formats, allowing a PSAP to handle a vehicle that erroneously sent
the wong data object.)

Note that in North Anerica, routing queries perfornmed by clients
outside of an ESInet typically treat all sub-services of "sos"
identically to "sos" with no sub-service. However, the Request-UR
header field retains the full sub-service; route and handling
decisions within an ESInet or PSAP can take the sub-service into
account. For exanple, in aregion with nultiple cooperating PSAPs,
an NG ACN call might be routed to a PSAP that is NG ACN capable, or
one that specializes in vehicle-related incidents.

M gration of the three architectural npdels to next generation
(all-1P) is described bel ow

In the TSP nodel, the IVS transnmits crash and | ocation data to the
TSP either by reusing the nmechani sms and data objects described in
this docunment or by using a proprietary nechanism |In an emnergency,
the TSP bridges in the PSAP, and the TSP transmits crash and ot her
data to the PSAP using the mechani sns and data objects described in
this docunment. There is a three-way call between the vehicle, the
TSP, and the PSAP, allow ng conmuni cati on between the PSAP cal
taker, the TSP agent, and the vehicle occupants (who night be
unconsci ous). The TSP rel ays PSAP requests and vehicle responses.
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proprietary
1] ----\\\ or standard +o---- + standard LR +
[IT TVS [ ]---mmmmmmmmmm e S| TSP |---ceemmmmmmeaaaa s >| PSAP |
\\\----/// crash+other data +----- + crash+other data +------ +

Figure 4: Next-Generation TSP Mde

The vehi cl e manufacturer and the TSP can choose to use the sane
nmechani sns and data objects on the left call leg in Figure 4 as on
the right. (Note that the TSP nodel can be nore difficult when the
vehicle is in a different country than the TSP (e.g., a US resident
driving in Canada) because of the additional conplexity in choosing
the correct PSAP based on vehicle |location performed by a TSP in a
different country.)

In the direct nodel, the |VS communi cates crash data to the PSAP
directly using the mechani sns and data objects described in this
docunent .

1] ----\\\ NG erer gency cal | S R +
[1] TVS []|-------mmmmmm e e e >| PSAP
\\\----/11 crash + other data Fo--- - - +

Figure 5: Next-Generation Direct Mde

In the paired nodel, the IVS uses a local link to a previously paired
handset to establish an enmergency call with the PSAP, it is unclear
what facilities are or will be available for transnmtting crash data

through the link to the handset for inclusion in an NG emergency cal
and receiving additional data itens fromthe response. Hence,

manuf acturers that use the paired nodel for |egacy calls m ght choose
to adopt either the direct or TSP nodel for next-generation calls.

[1]----\\\ (undefi ned) +----+ st andard +o----- +
[1] IVS ||]----------------- I o S R e >| PSAP |
\\\----/11 (undefi ned) +----+ crash + other data +------ +

Figure 6: Next-GCeneration Paired Mde

Regardl ess of nodel, if the call is routed to a PSAP that is not

NG ACN capabl e, the PSAP ignores (or does not receive) the vehicle
data. This is detectable by the 1VS or TSP when the status response
to the INVITE (e.g., 200 OK) |acks a netadata/control structure
acknow edgi ng recei pt of the data [ RFC8147]. The IVS or TSP then
proceeds as it would for a CS-ACN call (e.g., oral conveyance of

dat a) .
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6.

Vehi cl e Data

APCO and NENA have jointly devel oped a standardi zed set of incident-
rel ated vehicle data for ACN use, called the Vehicle Emergency Data
Set (VEDS) [VEDS]. Such data is often referred to as crash data
although it is applicable in incidents other than crashes.

VEDS provides a standard data set for the transni ssion, exchange, and
interpretation of vehicle-related data. A standard data format
allows the data to be generated by an IVS or TSP and interpreted by
PSAPs, energency responders, and nedical facilities. It includes
incident-related information such as airbag deploynment, |ocation and
conpass orientation of the vehicle, spatial orientation of the
vehicle (e.g., upright, on a side, roof, or bunper), sensor data that
can indicate the potential severity of the crash and the |ikelihood
of severe injuries to the vehicle occupants, etc. This data better
inforns the PSAP and energency responders as to the type of response
that m ght be needed. Sone of this information has been included in
U. S. government guidelines for field triage of injured patients
[triage-2008] [triage-2011]. These guidelines are designed to help
responders identify the potential existence of severe interna
injuries and to make critical decisions about how and where a patient
needs to be transported.

VEDS is an XM. structure (see [VEDS]) transported in SIP using the
appl i cati on/ EmergencyCal | Dat a. VEDS+xmi M ME nedi a type.

If new data bl ocks are needed (e.g., in other regions or for enhanced
data), the steps required during standardization are briefly
sumari zed bel ow

0 A set of data is standardi zed by a Standards Devel opnent
Organi zation (SDO) or appropriate organization

o A MME nedia type for the crash data set is registered with | ANA

* |f the data is specifically for use in energency calling, the

M ME media type is normally under the application type with a
subtype starting with EmergencyCal | Dat a.

* |f the data format is XM, then by convention the nanme has a
suffix of "+xm".
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7.

o The itemis registered in the "Enmergency Call Data Types"
registry, as defined in Section 11.1.9 of [RFC7852].

* For emergency-call-specific formats, the registered name is the
root of the MM nedia type (not including the
Ener gencyCal | Data prefix and any suffix such as "+xm") as
described in Section 4.1 of [RFC7852].

o A new I NFO package is registered that permits carrying the new
medi a type, the netadatal/control object (defined in [ RFC8147]),
and for conpatibility, the MSD and VEDS objects, in SIP INFO
requests.

Data Transport

[ RFC7852] establishes a general mechani smfor including blocks of
data within a SIP enmergency call. This document makes use of that
mechani sm This docunent al so registers an | NFO package (in

Section 14.7) to enable NG ACN-rel ated data bl ocks to be carried in
SIP I NFO requests (per [RFC6086], new SIP | NFO net hod usages require
the definition of an | NFO package).

VEDS is an XML structure defined by APCO and NENA [VEDS]. It is
carried in a body part with M ME nedia type application/
Enmer gencyCal | Dat a. VEDS+xm .

An IVS transnits a VEDS data bl ock (see [VEDS]) by including it as a
body part of a SIP message per [RFC7852]. The body part is
identified by its MM nedia type (application/

Ener gencyCal | Dat a. VEDS+xm ) in the Content-Type header field of the
body part. The body part is assigned a unique identifier that is
listed in a Content-ID header field in the body part. The SIP
nessage i s marked as containing the VEDS data by adding (or appendi ng
to) a Call-Info header field at the top |l evel of the SIP nessage.
This Call-1nfo header field contains a Content lIdentifier (CID) URL
referencing the body part’s unique identifier and a "purpose"
paraneter identifying the data as a VEDS data bl ock per the
"Energency Call Data Types" registry entry; the "purpose" paraneter’s
val ue is "EnergencyCal | Data. VEDS'. A VEDS data block is carried in a
SIP I NFO request by using the I NFO package defined in Section 14.7.

A PSAP or IVS transnits a netadatal/control object (see [ RFC8147]) by
including it in a SIP nessage as a M ME body part per [RFC7852]. The
body part is identified by its MM nedia type (application/

Emer gencyCal | Dat a. Control +xm) in the Content-Type header field of
the body part. The body part is assigned a unique identifier that is
listed in a Content-ID header field in the body part. The SIP
nessage is marked as containing the netadata/control block by adding
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(or appending to) a Call-Info header field at the top |evel of the
SIP nessage. This Call-Info header field contains a CID URL
referencing the body part’s unique identifier and a "purpose"
paraneter identifying the data as a netadatal/control block per the
"Enmergency Call Data Types" registry entry; the "purpose" paraneter’s
val ue is "EnergencyCal | Data. Control". A nmetadata/control object is
carried in a SIP INFO request by using the I NFO package defined in
Section 14.7.

A body part containing a VEDS or netadatal/control object has a
Content-Di sposition header field value containing "By-Reference" and
is always enclosed in a nmultipart body part (even if it would

ot herwi se be the only body part in the SIP nessage).

An IVS initiating an NG ACN call includes in the initial INVITE a
VEDS data bl ock and a metadata/control object informng the PSAP of
its capabilities. The VEDS and mnet adata/control body parts (and
Presence Information Data Format Location Object (PIDF-LO) have a
Content-Di sposition header field with the val ue "By- Ref erence;

handl i ng=optional ". Specifying handli ng=optional prevents the INVITE
frombeing rejected if it is processed by a | egacy elenment (e.g., a
gat eway between SIP and circuit-sw tched environments) that does not
understand the VEDS or netadatal/control (or PIDF-LO objects. The
PSAP creates a netadata/control object acknow edging receipt of the
VEDS data and includes it in the SIP final response to the | NVITE.
The net adat a/ control object is not included in provisional (e.g.
180) responses.

If the IVS receives an acknow edgnent for a VEDS data object with
recei ved=fal se, this indicates that the PSAP was unable to properly
decode or process the VEDS. The IVS action is not defined (e.g., it
mght only log an error). Since the PSAP is able to request an
updated VEDS during the call, if an initial VEDS is unsatisfactory in
any way, the PSAP can choose to request another one.

A PSAP can request that the vehicle send an updated VEDS data bl ock
during a call. To do so, the PSAP creates a mnetadatal/control object
requesting VEDS data and includes it as a body part of a SIP | NFO
request sent within the dialog. The IVS then includes an updated
VEDS data object as a body part of a SIP I NFO request and sends it
within the dialog. If the IVSis unable to send the VEDS for any
reason, it instead sends a netadatal/control object containing an
<ack> el enent acknow edgi ng the request and containi ng an
<actionResult> elenment with the "success" paraneter set to "fal se"
and a "reason" paraneter (and optionally a "details" paraneter)

i ndi cati ng why the request cannot be acconplished. Per [RFC6086],
nmet adat a/ control objects and VEDS data are sent using the I NFO
package defined in Section 14.7. 1In addition, to align with the way
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a VEDS or netadatal/control block is transnitted in a SIP nessage
other than a SIP INFO request, one or nore Call-Info header fields
are included in the SIP I NFO request referencing the VEDS or

nmet adat a/ control block. See Section 14.7 for nore information on the
use of SIP I NFO requests within NG ACN calls.

Any net adata/control object sent by a PSAP can request that the
vehicle performan action (such as sending a data bl ock, flashing
l'ights, providing a canera feed, etc.). The |IVS sends an

acknow edgnent for any request other than a successfully executed
send-data action. Miltiple requests with the sane "action:" val ue
MUST be sent in separate netadata/control body parts (to avoid any
anbiguity in the acknow edgnent). For each netadatal/control bl ock
recei ved containing one or nore <request> elenments (except for
successful ly executed send-data requests), the IVS sends a netadat a/
control object containing an <ack> el enent acknow edgi ng the received
met adat a/ control bl ock, containing an <actionResult> el ement per
<request > el enment.

If the IVSis aware that VEDS data it sent previously has changed, it
MAY send an unsolicited VEDS in any conveni ent SIP nessage, including
a SIP INFO request during the call. The PSAP sends an acknow edgnent
for an unsolicited VEDS object; if the IVS sent the unsolicited VEDS
in a SIP INFO request, the acknow edgnent is sent in a new SIP | NFO
request; otherwise, it is sent inthe reply to the SIP request
cont ai ni ng the VEDS

8. Call Setup

An IVS initiating an NG ACN call sends a SIP I NVITE request using one
of the SOS sub-services "SCS. ecal l.automatic" or "SCS. ecall. manual "
in the Request-URI. This SIP INVITE request includes standard sets
of both crash and capabilities data as described in Section 7.

Entities along the path between the vehicle and the PSAP are able to
identify the call as an ACN call and handle it appropriately. The
PSAP is able to identify the crash and capabilities data included in
the SIP INVITE request by exami ning the Call-Info header fields for
"purpose" paraneters whose values start with EnergencyCal |l Data. The
PSAP is able to access the data it is capable of handling and is
interested in by checking the "purpose" paraneter val ues.

Thi s docunent extends [ RFC8147] by reusing the call setup and ot her
normative requirements with the exception that in this docunent,
support for the eCall MSD is OPTIONAL and support for VEDS is

REQUI RED. This document al so adds new attribute values to the

nmet adat a/ control object defined in [ RFC3147].

CGellens, et al. St andards Track [ Page 16]



RFC 8148 Vehicle-Initiated Energency Calls May 2017

9. New Met adat a/ Control Val ues

Thi s docunent adds new attribute values to the netadatal/contro
structure defined in [ RFC38147].

In addition to the base usage fromthe PSAP to the IVS to acknow edge
recei pt of crash data, the <ack> elenent is also contained in a

net adat a/ control block sent by the VS to the PSAP. This is used by
the 1VS to acknow edge recei pt of a request by the PSAP and indicate
if the request was carried out when that request would not otherw se
be acknow edged (if the PSAP requests the vehicle to send data and
the vehicle does so, the data serves as a success acknow edgnent);
see Section 8 for details.

The <capabilities> elenent is used in a netadata/control block sent
fromthe IVS to the PSAP (e.g., inthe initial INVITE) to informthe
PSAP of the vehicle capabilities. Child elenents contain all actions
and data types supported by the vehicle and all avail abl e | anps
(l'ights) and caneras.

New request val ues are added to the <request> elenent to enable the
PSAP to request the vehicle to perform additional actions.

Mandat ory Actions (the IVS and the PSAP MJST support):

o Transnmit data object (VEDS MJST be supported; MSD MAY be
support ed)

Optional Actions (the VS and the PSAP MAY support):

Di splay and/or play static (pre-defined) nessage

Di spl ay and/or speak dynamic text (text supplied in action)
Flash or turn on or off a lanp (light)

Honk horn

Lock or unl ock doors

Enabl e a canera

OO0OO0OO0OO0O0o

The <ack> el ement indicates the object being acknow edged (i.e., a
dat a object or a netadata/control block containing <request>
el ements) and reports success or failure.

The <capabilities> el enent has child <request> el enments indicating
the actions (including data types, lanps (lights), and caneras)
supported by the IVS.

The <request> el enent contains attributes to indicate the request and

to supply any needed information, and it MAY contain a <text> child
element to contain the text for a dynam c nessage. The "action"
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attribute is mandatory and indicates the specific action. [RFC8147]
established an 1 ANA registry to contain the allowed values; this
document adds new values to that registry in Table 1.

9.1. New Values for the "action" Attribute
The foll owi ng new "action" val ues are defined:

nmeg-static: displays or plays a pre-defined nmessage (translated as
appropriate for the | anguage of the vehicle’'s interface). A
registry is created in Section 14.4 for messages and their |Ds.
Vehi cl es include the highest registered nessage in their
<capabilities> element to indicate support for all nessages up to
and including the indicated value. A registry of nessage
identification values is defined in Section 14.4. There is only
one static message initially defined (listed in Table 2). Because
all conpliant vehicles are expected to support all static nmessages
translated into all |anguages supported by the vehicle, it is
inmportant to limt the nunber of such nessages. Therefore, this
regi stry operates under "Specification Required" rules as defined
in [ RFC5226], which requires a stable, public docunment and inplies
expert review of the publication.

nsg-dynam c: displays or speaks (via text-to-speech) a nessage
contained in a child <text> elenment within the request.

honk: sounds the horn.

lanp: flashes a lamp (light) or turns it on or off. The lanp is
identified by a lanp ID token contained in an "el enent-id"
attribute of the request. The desired state of the lanp is either
"on", "off", or "flash" as indicated in a "requested-state"
attribute. The duration of the lanmp’s requested state is
specified in a "persistence" attribute. A registry of |lanp
identification values is defined in Section 14.5. The initia
values (listed in Table 3) are head, interior, fog-front,
fog-rear, brake, brake-center, position-front, position-rear
turn-left, turn-right, and hazard.

enabl e-canera: adds a one-way nedi a stream (established via SIP
re-1NVI TE sent by the vehicle) to enable the PSAP call taker to
view a feed froma canera. A registry of canera identification
values is defined in Section 14.6. The initial values (listed in
Table 4) are backup, left-rear, right-rear, forward, rear-w de,
[ ane, interior, night-front, night-rear, night-left, and night-
right.
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door-lock: |ocks or unlocks all door |ocks. A "requested-state"
attribute contains either "locked" or "unlocked" to indicate if
the doors are to be | ocked or unl ocked.

Note that there is no "request” action to play dynam c media (such as
an audi o nessage). The PSAP can send a SIP re-INVITE to establish a
one-way nedia streamfor this purpose.

9.2. Exanple <request> El enent

<?xm version="1. 0" encodi ng="UTF-8""?>

<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:parans: xm :ns: EmergencyCal | Dat a: control "
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >

<request action="send-data" datatype="VEDS"/>
<request action="|amp" el ement-id="hazard"
request ed-state="fl ash" persistence="PT1H'/>
<request action="nsg-static" int-id="1"/>
<request action="nsg-dynam c">
<text>Remain calm Help is on the way. </text>
</ request >

</ Ener gencyCal | Dat a. Cont r ol >
Figure 7. <request> Exanple
9.3. The <ack> El enent

The <ack> elenment is transmtted by the PSAP to acknow edge
unsolicited data sent by the I1VS and transmtted by the IVSto
acknow edge recei pt of a <request> elenent other than a successfully
performed "send-data" request (e.g., a request to display a nessage
to the vehicle occupants is acknow edged, but a request to transmt
VEDS data is not, since the transmtted VEDS serves as

acknow edgnent). An <ack> el enent sent by an IVS references the

uni que I D of the metadatal/control object containing the request(s),
and for each request being acknow edged, it indicates whether the
request was successfully perforned, and if not, it indicates why not.
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9.3.1. Exanples of the <ack> El enent

<?xm version="1.0" encodi ng="UTF-8""?>

<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: control "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >

<ack ref="1234567890@t | ant a. exanpl e. coni' >
<actionResult action="nsg-dynam c" success="true"/>
<actionResult action="I|anp" success="fal se" reason="unabl e"
det ai |l s="The requested | anp is inoperable"/>
</ ack>

</ Enmer gencyCal | Dat a. Cont r ol >
Figure 8: Exanple <ack> fromIVS to PSAP
9.4. The <capabilities> El enent

The <capabilities> el enent [ RFC8147] is transnmitted by the IVSto
indicate its capabilities to the PSAP

The <capabilities> el enent contains a <request> child el ement per
action supported by the vehicle. The vehicle MJST support sending
the VEDS data object and so includes at a m ninmum a <request> child
elenent with the "action" attribute set to "send-data" and the
"supported-val ues" attribute containing all data bl ocks supported by
the I'VS, which MUST include "VEDS'. All other actions are OPTI ONAL

If the "nsg-static" action is supported, a <request> child el ement
with the "action" attribute set to "msg-static" is included, with the
"int-id" attribute set to the highest supported static nessage
supported by the vehicle. A registry is created in Section 14.4 to
map "int-id" values to static text messages. By sending the highest
supported static nessage nunber in its <capabilities> element, the
vehicle indicates its support for all static nmessages in the registry
up to and including that val ue.

If the "lamp" action is supported, a <request> child elenment with the
"action" attribute set to "lamp" is included, with the "supported-

val ues" attribute set to all supported lanp IDs. A registry is
created in Section 14.5 to contain |lanp |ID val ues.

If the "enabl e-canmera" action is supported, a <request> child el enent
with the "action" attribute set to "enable-canera” is included, with
the "supported-val ues" attribute set to all supported camera IDs. A
registry is created in Section 14.6 to contain canera |ID val ues.
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9. 4.

10.

Gel

1. Exanple <capabilities> El enent

<?xm version="1.0" encodi ng="UTF-8""?>

<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: control "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >

<capabilities>
<request action="send-data" supported-val ues="VEDS"/ >
<request action="I| anmp"
support ed-val ues="head;interior;fog-front;
fog-rear; brake; position-front;position-rear
turn-left;turn-right; hazard"/>
<request action="nsg-static" int-id="3"/>
<request action="nsg-dynam c"/>
<request action="honk"/>
<request acti on="enabl e-camnera”
support ed-val ues="backup; interior"/>
<request action="door-|ock"/>
</capabilities>

</ Emer gencyCal | Dat a. Cont r ol >
Figure 9: <capabilities> Exanple
Test Calls

An NG ACN test call is a call that is recognized and treated to sone
extent as an NG ACN call but is not given energency call treatnent
nor handled by a PSAP call taker. The specific handling of test

NG ACN calls is outside the scope of this docunent; typically, the
test call facility allows the IVS, user, or TSP to verify that an
NG ACN cal |l can be successfully established with voice and/or other
medi a conmuni cation. The IVS might also be able to verify that the
crash data was successfully received

Thi s docunent builds on [ RFC8147], which inherits the ability to
utilize test call functionality from Section 15 of [RFC6881]. A
service URN starting with "test." indicates a test call. Per

[ RFC8147], "urn:service:test.sos.ecall"” is used for test NG ACN
cal | s.

M\Cs, energency authorities, ESInets, and PSAPs handl e a vehicle cal
requesting the "test" service URN so that the desired functionality
is tested, but this is outside the scope of this docunment. (One
possibility is that MNOs route such calls as non-emergency calls to
an ESlnet, which routes themto a PSAP that supports NG ACN calls
the PSAP accepts test calls, sends a crash data acknow edgnent, and
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plays an audio clip (for exanple, saying that the call reached an
appropriate PSAP and the vehicle data was successfully processed) in
addition to supporting nedi a | oopback per [RFC6881].)

Note that since test calls are placed using "test"” as the parent
service URN and "sos" as a child, such calls are not treated as an
enmergency call, so sone functionality m ght not apply (such as
preenption or availability for devices |acking service
("non-service-initialized" (NSI) devices) if those are available for
emer gency calls).

11. Exanple Call Initiation

Fi gure 10 shows an NG ACN call initiation. The vehicle initiates an
NG ACN call using an MNO. The MNO routes the call to an ESInet, as
for any emergency call. The ESInet routes the call to an appropriate
NG ACN- capabl e PSAP (using | ocation information and the fact that it
is an NG ACN call). The call is processed by the Emergency Services
Routing Proxy (ESRP), as the entry point to the ESInet. The ESRP
routes the call to an appropriate NG ACN capabl e PSAP, where the cal
is handl ed by a call taker. (In deploynents where there is no
ESInet, the MNOitself routes the call directly to an appropriate

NG ACN- capabl e PSAP.)

T R +
| |
e + - + |
| || | PSAPZ | |
| | oo + |
| Oiginating| |
| Mobi | e | ] +------ + R R R T +
Vehi cl e- - >| Network |--]-> ESRP |---> PSAPl --> Call Taker |
| | | S R, + T +
| || |
Fom e e oo - + E + |
| | PSAP3 | |
| oo + |
| |
| |
| |
| ESI net |
T R +

Fi gure 10: Exanple Call Initiation
Figure 11 illustrates an exanple SIP energency call |INVITE request as

generated by the IVS. It includes a PIDF-LO with vehicl e-determ ned
|l ocation information, a VEDS block with crash data, and a netadat a/
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control block with capabilities data. The INVITE has a request UR
contai ning the urn:service:sos.ecall.automatic service URN. For
brevity, the exanple VEDS bl ock does not show VEDS | ocation

i nformation, although this is generally present.

The exanpl e VEDS data structure shows infornation about a crashed
vehicle. The exanple conmunicates that the car is a nodel year 2015
Saab 9-5 (a car that does not exist). The front airbag deployed as a
consequence of the crash. The <Vehicl eBodyCat egor yCode> i ndi cat es
that the crashed vehicle is a passenger car (the code is set to
"101") and that it is not a convertible (the <Converti bl el ndi cat or >
value is set to "false").

The <Vehi cl eCrashPul se> el enent provides further information about
the crash, nanely that the force of inpact based on the change in
vel ocity over the duration of the crash pul se was 100 MPH. The
principal direction of the force of the inpact is set to "12" (which
refers to 12 o' clock, corresponding to a frontal collision). This
value is in the <CrashPul sePrinci pal Di recti onOf For ceVal ue> el enment .

The <CrashPul seRol | over Quart er Tur nsVal ue> i ndi cat es the nunber of
quarter turns in concert with a rollover expressed as a number; in
our case 1.

No roll bar was depl oyed, as indicated in
<Vehi cl eRol | bar Depl oyedl ndi cat or > being set to "fal se"

Next, there is information indicating seat belt and seat sensor data
for individual seat positions in the vehicle. In our exanple,
information fromthe driver seat is available (value "1" in the

<Vehi cl eSeat Locat i onCat egor yCode> el enent) showi ng that the seat belt
was nonitored (<Vehicl eSeat bel t Monitoredlndi cator> el ement), the seat
belt was fastened (<Vehicl eSeat bel t Fast enedl ndi cator> el enent), and
the seat sensor determ ned that the seat was occupied

(<Vehi cl eSeat Cccupi edl ndi cat or> el enent).

The wei ght of the vehicle when enpty is listed as 600 kilograns in
our exanpl e.

The <Severelnjurylndicator> element is set to "true", indicating a
i kelihood that a vehicle occupant has suffered a severe injury
requiring i nmediate traunma care.

Addi tional information is provided, including the presence of fue

| eakage (<Fuel Leaki ngl ndicator> el ement), an indication whether the
vehicle was subjected to multiple inmpacts (<Multipl el npact sl ndi cat or >
element), the orientation of the vehicle at final rest

(<Vehi cl eFi nal Rest Ori ent at i onCat egor yCode> el enent), and an
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i ndication that no parts of the vehicle are currently detected as
being on fire (the <VehicleFirelndicator> el enent).

I NVI TE urn:service:sos.ecall.automatic SIP/2.0
To: urn:service:sos.ecall.automatic
From <sip:+13145551111@xanpl e. conP;t ag=9f xced76s
Call-1D: 3848276298220188511@t | ant a. exanpl e. com
Geol ocati on: <cid:target123@xanpl e. conp
Geol ocati on-Routi ng: no
Call -1 nfo: <cid:1234567890@t | ant a. exanpl e. conp;
pur pose=Ener gencyCal | Dat a. VEDS
Call -1 nfo: <cid:1234567892@t | ant a. exanpl e. conp;
pur pose=Emer gencyCal | Dat a. Contro
Accept: application/sdp, application/pidf+xm,
appl i cati on/ Emer gencyCal | Dat a. Cont r ol +xmi
Recv- 1 nfo: EmergencyCall Dat a. eCal
Allow | NVITE, ACK, PRACK, |NFO OPTIONS, CANCEL, REFER, BYE
SUBSCRI BE, NOTI FY, UPDATE
CSeq: 31862 INVITE
Content - Type: nmulti part/ m xed; boundary=boundaryl
Cont ent - Lengt h:

- -boundaryl
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here

- -boundaryl

Cont ent - Type: appl i cati on/ pi df +xm

Content-1D: <targetl23@t! anta. exanpl e. conp
Content-Di sposition: by-reference; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF-8""?>
<presence
xm ns="urn:ietf:parans: xm:ns:pidf"
xm ns: dm"urn:ietf: parans: xm : ns: pi df : dat a- nodel "
xm ns: gp="urn:ietf:parans: xm :ns: pidf:geopriv10"
xm ns:dyn="urn:ietf:parans: xm :ns: pi df : geopriv10: dynam c"
xm ns: gm ="http://ww. opengi s. net/gm "
xm ns: gs="http://ww. opengi s. net/pidfl o/ 1. 0"
entity="sip: +13145551111@xanpl e. cont' >
<dm devi ce id="123">
<gp: geopri v>
<gp: | ocation-info>
<gm : Poi nt srsName="urn: ogc: def:crs: EPSG : 4326" >
<gnl : pos>- 34. 407 150. 883</gm : pos>
</ gm : Poi nt >
<dyn: Dynami c>
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<dyn: headi ng>278</ dyn: headi ng>
<dyn: di rection></dyn: direction>
</ dyn: Dynani c>
</ gp: | ocation-info>
<gp: usage-rul es/ >
<met hod>gps</ net hod>
</ gp: geopri v>
<ti mestanp>2012- 04- 5T10: 18: 29Z</ti nest anp>
<dm devi cel D>1MBGDMBA _KP042788</ dm devi cel D>
</ dm devi ce>
</ presence>

--boundaryl

Cont ent - Type: appli cation/ EmrergencyCal | Dat a. VEDS+xmi
Content-1D: <1234567890@t | ant a. exanpl e. conp
Content - Di sposition: by-reference; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF-8""?>

May 2017

<Aut omat edCr ashNoti fication xm ns="http://ww. veds. org/acn/ 1. 0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >

<Crash>
<Cr ashVehi cl e>

<l t enmvakeNane xm ns="http://ni em gov/niem niemcore/2.0">

Saab
</ | t emvakeNanme>

<l t emvbdel Name xm ns="http://ni em gov/ni em ni emcore/2.0">

9-5
</ |t envbdel Nane>
<| t emvbdel Year Dat e

xm ns="http://ni emgov/niem niemcore/2.0">

2015
</ | t emVbdel Year Dat e>
<Ai r bag>

<Ai r bagCat egor yCode>FRONT</ Ai r bagCat egor yCode>

<Ai r bagDepl oyedl ndi cat or >t rue
</ Ai r bagDepl oyedl ndi cat or >
</ Ai r bag>

<Converti bl el ndi cat or >f al se</ Converti bl el ndi cat or >
<Power Sour ceCat egor yCode>MAl N</ Power Sour ceCat egor yCode>

<Vehi cl eBodyCat egor yCode

xm ns="http://ni em gov/ ni em donmai ns/j xdm 4. 1" >

101
</ Vehi cl eBodyCat egor yCode>
<Vehi cl eCrashPul se>
<Cr ashPul seChangel nVel oci t yMeasur e>
<Measur ePoi nt Val ue

xm ns="http://ni emgov/niemni emcore/2.0">
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100
</ Measur ePoi nt Val ue>
<Measur eUni t Text
xm ns="http://ni emgov/ni em niemcore/ 2. 0">
MPH</ Measur eUni t Text >
</ Cr ashPul seChangel nVel oci t yMeasur e>
<Cr ashPul sePri nci pal Di recti onOf For ceVal ue>12
</ CrashPul sePri nci pal Di recti onOf For ceVal ue>
<CrashPul seRol | over Quart er Tur nsVal ue>1
</ CrashPul seRol | over Quart er Tur nsVal ue>
</ Vehi cl eCr ashPul se>
<Vehi cl eRol | bar Depl oyedl ndi cat or >f al se
</ Vehi cl eRol | bar Depl oyedl ndi cat or >
<Vehi cl eSeat >
<Vehi cl eSeat Locat i onCat egor yCode>1
</ Vehi cl eSeat Locat i onCat egor yCode>
<Vehi cl eSeat Cccupi edl ndi cat or >t rue
</ Vehi cl eSeat Cccupi edl ndi cat or >
<Vehi cl eSeat bel t Fast enedl ndi cat or >t rue
</ Vehi cl eSeat bel t Fast enedl ndi cat or >
<Vehi cl eSeat bel t Moni t or edl ndi cat or >t rue
</ Vehi cl eSeat bel t Moni t or edl ndi cat or >
</ Vehi cl eSeat >
<Vehi cl eUnl adenWei ght Measur e
xm ns="http://ni emgov/niem niemcore/2.0">
<Measur ePoi nt Val ue
xm ns="http://ni em gov/ni em niemcore/2.0">
600
</ Measur ePoi nt Val ue>
<Measur eUni t Text
xm ns="http://ni emgov/niem niemcore/2.0">
ki | ogram
</ Measur eUni t Text >
</ Vehi cl eUnl adenWei ght Measur e>
</ CrashVehi cl e>
<Fuel Leaki ngl ndi cat or >t r ue</ Fuel Leaki ngl ndi cat or >
<Mul ti pl el npact sl ndi cat or >f al se</ Mul ti pl el npact sl ndi cat or >
<Sever el nj uryl ndi cat or >t rue</ Sever el nj uryl ndi cat or >
<Vehi cl eFi nal Rest Ori ent ati onCat egor yCode>Dri ver
</ Vehi cl eFi nal Rest Ori ent at i onCat egor yCode>
<Vehi cl eFi r el ndi cat or >f al se</ Vehi cl eFi r el ndi cat or >
</ Crash>
</ Aut omat edCrashNoti fi cati on>

--boundaryl

Cont ent - Type: appli cati on/ Emrer gencyCal | Dat a. Cont r ol +xm
Content-1D: <1234567892@t | ant a. exanpl e. conp

Content-Di sposition: by-reference; handl i ng=opti onal
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12.

<?xm version="1.0" encodi ng="UTF-8"7?>

<Ener gencyCal | Dat a. Contro
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Dat a: control "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >

<capabilities>
<request action="send-data" supported-datatypes="VEDS"/ >
<request action="I|anp"
support ed-val ues="head;interior;fog-front;fog-rear
br ake; position-front;position-rear;turn-left;
turn-right; hazard"/>
<request action="nsg-static" int-id="3"/>
<request action="nsg-dynam c"/>
<request action="honk"/>
<request action="enabl e-canera"
support ed-val ues="backup;interior"/>
<request action="door-| ock"/>
</capabilities>

</ Enmer gencyCal | Dat a. Cont r ol >
- - boundary1- -

Figure 11: SIP INVITE for a Vehicle-Initiated Energency Cal
Security Considerations

Since this docunent relies on [ RFC8147] and [ RFC7852], the security
consi derations described in those specifications apply here. The
security considerations of [ RFC5069] apply as well. Inplenentors are
cautioned to read and understand the discussion in those docunents.

In emergency service systens where | ocation data is supplied or
determ ned with the assistance of an end host, it is possible that
the location is incorrect, either intentionally (e.g., in a denial-
of -service attack agai nst the energency services infrastructure) or
due to a mal functioning device. The reader is referred to [ RFC7378]
for a discussion of some of these vulnerabilities.

In addition to the security considerations di scussion specific to the
nmet adat a/ control object in [RFC8147], note that vehicles MAY decline
to carry out any requested action (e.g., if the vehicle requires but
is unable to verify the certificate used to sign the request). The
vehicle MAY use any value in the reason registry to indicate why it
did not take an action (e.g., the generic "unable" or the nore
specific "security-failure"). Because some actions carry nore
potential risk than others (e.g., unlocking a door versus flashing
lights), vehicle policy MAY decline to carry out sonme requests in
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sonme circunstances (e.g., decline a request to unlock doors, send an
updat ed VEDS, or enable a canera received in a vehicle-termn nated
call while carrying out such requests received in a vehicle-initiated
emergency call).

13. Privacy Considerations

Since this docunent builds on [ RFC8147], which itself builds on

[ RFC7852], the data structures specified there, and the correspondi ng
privacy considerations discussed there, apply here as well. The VEDS
data structure contains optional elenents that can carry identifying
and personal information, both about the vehicle and about the owner,
as well as location information, so it needs to be protected against
unaut hori zed di scl osure, as discussed in [RFC7852]. Loca

regul ati ons may i nmpose additional privacy protection requirenents.

The additional functionality enabled by this document, such as access
to vehicle canera streans, carries a burden of protection, so

i mpl enentati ons need to be careful that access is only provided
within the context of an energency call or to an energency services
provider (e.g., by verifying that the request for canera access is
signed by a certificate i ssued by an energency services registrar).

14. | ANA Consi derations
Thi s docunent registers the application/EnmergencyCal |l Dat a. VEDS+xn1
M ME nedia type and adds "VEDS' to the "Emergency Call Data Types"
registry. This docunent adds to and creates sub-registries in the
"Enmergency Call Metadata/ Control Data" registry created in [ RFC8147].
In addition, this docunment registers a new | NFO package

14.1. M ME Media Type Registration for application/
Emer gencyCal | . VEDS+xn

| ANA has registered a new M ME nedi a type according to the procedures
of [RFC6838] and guidelines in [ RFC7303].

M ME medi a type name: application
M ME subtype nane: EnergencyCal | Dat a. VEDS+xn
Mandat ory paraneters: none

Optional parameters: charset
I ndi cates the character encoding of encl osed XM.
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Encodi ng consi derati ons:
Uses XM, which can enmploy 8-bit characters, depending on the
character encoding used. See Section 3.2 of RFC 7303
[ RFC7303] .

Security considerations:
This nmedia type is designed to carry vehicle crash data
during an energency call

This data can contain personal information including vehicle
VIN, location, direction, etc. Appropriate precautions need
to be taken to limt unauthorized access, inappropriate

di sclosure to third parties, and eavesdropping of this
information. Please refer to Sections 9 and 10 of [RFC7852]
for nmore information.

VWhen this nmedia type is contained in a signed or encrypted
body part, the enclosing multipart (e.g., multipart/signed
or multipart/encrypted) has the sane Content-I1D as the data
part. This allows an entity to identify and access the data
blocks it is interested in without having to dive deeply
into the message structure or decrypt parts it is not
interested in. (The "purpose" paraneter in a Call-Info
header field identifies the data, and the CID URL points to
the data block in the body, which has a nmatching Content-I1D
body part header field.)

Interoperability considerations: None
Publ i shed specification: [VEDS]
Applications which use this nmedia type: Energency Services
Addi tional information: None
Magi ¢ Nunmber: None
File Extension: .xni
Maci ntosh file type code: TEXT
Persons and enmil| addresses for further information:
Randal | Gel |l ens, rg+ietf@andy. pensive. org;

Hannes Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

CGellens, et al. St andards Track [ Page 29]



RFC 8148 Vehicle-Initiated Energency Calls May 2017

14.

14.

Aut hor :
This specification is a work itemof the | ETF ECRIT worki ng
group, with nmailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

2. Registration of the "VEDS" Entry in the Enmergency Call Data Types
Regi stry

| ANA has added "VEDS' to the "Emergency Call Data Types" registry,
with a reference to this docunent; the "Data About" value is "The
Call". The "Enmergency Call Data Types" registry was established by
[ RFC7852] .

3. New Action Val ues

Thi s docunment adds new val ues for the "action" attribute of the
<request> elenment in the "Emergency Call Action" registry created by
[ RFC8147] .

nsg-static Section 9.1 of RFC 8148

nsg- dynam c Section 9.1 of RFC 8148

honk Section 9.1 of RFC 8148

| anp Section 9.1 of RFC 8148

enabl e- caner a Section 9.1 of RFC 8148

door - | ock Section 9.1 of RFC 8148

Table 1. Energency Call Action Registry New Val ues
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14. 4. Emergency Call Static Messages Registry

Thi s docunent creates a new sub-registry called "Enmergency Cal

Static Messages" in the "Emergency Call Metadata/Control Data"

regi stry established by [ RFC8147]. Because conpliant vehicles are
expected to support all static messages translated into all |anguages
supported by the vehicle, it is inportant to limt the nunber of such
nessages. As defined in [RFC5226], this registry operates under
"Specification Required", which requires a stable, public docunent
and inmplies expert review of the publication. The expert should
determ ne that the docunent has been published by an appropriate

emer gency services organi zation (e.g., NENA, EENA, or APCO or by the
| ETF with input froman energency services organi zation, and that the
proposed nessage is sufficiently distinguishable from other nessages.

The contents of this registry are:

ID: An integer identifier to be used in the "int-id" attribute of a
net adat a/ control <request> el ement.

Message: The text of the nessage. Messages are listed in the
registry in English; vehicles are expected to inplenment
transl ations into | anguages supported by the vehicle.

When new nessages are added to the registry, the nmessage text is
determ ned by the registrant; | ANA assigns the IDs. Each nessage is
assigned a consecutive integer value as its ID. This allows an IVS
to indicate by a single integer value that it supports all messages
with that value or lower. The value 0 is reserved; usable nessages
start with 1.

The initial set of values is listed in Table 2.

T +
| 1D | Message |
o +
| 0 | Reserved |
| | |
| 1 | Enmergency services has received your information and

| | location but cannot speak with you right now W wll get |
| | help to you as soon as possible. |
o +

Table 2: Emergency Call Static Messages Registry Initial Val ues
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Thi s docunent creates a new sub-registry called "Enmergency Cal

Vehicl e Lamp | Ds"
regi stry established by [ RFC8147].
identifies the names of autonotive lanmps (lights).

[ RFC5226], this registry operates under "Expert Review'

in the "Emergency Call Metadata/Control Data"
Thi s new sub-regi stry uni quely
As defined in
rules. The

expert should determne that the proposed lanp nane is clearly
under st andabl e and is sufficiently distinguishable fromother |anp

nanes.

The contents of this registry are:

Name:

The identifier to be used in the "el enent-id"

net adat a/ contro

Descri

ption:

The initia

interior
f og-front

f og-rear

br ake

posi tion-front
posi tion-rear
turn-1eft

turn-right

I
I
I
I
I
I
I
I
I
I
| brake-center
I
I
I
I
I
I
I
I
I
I

hazard

Cel | ens,

<request > el ement.

A description of the lanmp (light).

set of values is listed in Table 3.

The main | anps used to |light the road ahead

Interior |lanp, often at the top center
Front fog | anps

Rear fog | anps

Brake indi cator |anps

Center high-nounted stop | anp

Front position/parking/standing | anps
Rear position/parking/standing | anps
Left turn/directional |anps

Ri ght turn/directional |anps

Hazar d/ f our-way | anps

attribute of a

Tabl e 3: Emergency Call Lanp ID Registry Initial Values

et al.
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14.6. Energency Call Vehicle Canmera IDs Registry

Thi s docunent creates a new sub-registry called "Enmergency Cal
Vehicle Canmera IDs" in the "Energency Call Metadata/Control Data"

regi stry established by [RFC8147]. This new sub-registry uniquely
identifies autonotive cameras. As defined in [RFC5226], this

regi stry operates under "Expert Review' rules. The expert should
determ ne that the proposed canera nane is clearly understandabl e and
is sufficiently distinguishable fromother camera nanes.

The contents of this registry are:

Narme: The identifier to be used in the "elenment-id" attribute of a
control <request> el ement.

Description: A description of the camera.

The initial set of values is listed in Table 4.
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Shows what is behind the vehicle, e.g., often used
for driver display when the vehicle is in reverse.
Al so known as rearview, reverse, rear visibility,

| | |
| | |
| | |
| | etc. |
| | |
| left-rear | Shows viewto the left and behind (e.g., left-side |
| | rearview nmirror or blind spot view) |
| | |
| right-rear | Shows viewto the right and behind (e.g., right- |
| | side rearview nmirror or blind spot view) |
| | |
| forward | Shows what is in front of the vehicle |
| | |
| rear-wide | Shows what is behind the vehicle (e.g., used by |
| | rear-collision detection systens), separate from |
| | backup view |
| | |
| Iane | Used by systens to identify road | ane and/or |
| | monitor the vehicle' s position within | ane |
| | |
| interior | Shows the interior (e.g., driver) |
| | |
| night-front | N ght-vision view of what is in front of the |
| | vehicle I
| | |
| night-rear | N ght-vision view of what is behind the vehicle |
| | |
| night-left | N ght-vision view of what is to the left of the |
| | vehicle I
| | |
| night-right | Night-vision view of what is to the right of the |
| | vehicle |
S T +

Table 4: Enmergency Call Vehicle Canera IDs Registry Initial Values
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14.7. The EnergencyCal | Dat a. VEDS | NFO Package

Thi s docunent registers the EmergencyCall Dat a. VEDS | NFO package in
the "Info Packages Registry".

Bot h endpoints (the IVS and the PSAP equi pnment) incl ude
"EnergencyCal | Data. VEDS" in a Recv-Info header field per [ RFC6086] to
indicate the ability to receive SIP I NFO nessages carrying data as
descri bed here.

Support for the EnergencyCall Dat a. VEDS | NFO package i ndi cates the
ability to receive NG ACN-rel ated body parts as specified in this
document .

A SIP I NFO request nessage carrying data related to an emergency cal
as described in this docunent has an | nfo-Package header field set to
"Enmer gencyCal | Dat a. VEDS" per [ RFC6086] .

The requirenents of Section 10 of [RFC6086] are addressed in the
foll owi ng sections.

14.7.1. COverall Description

This section describes what type of information is carried in | NFO
requests associated with the I NFO package and for what types of
applications and functionalities User Agents (UAs) can use the | NFO
package.

SIP I NFO requests associated with the EmergencyCal | Dat a. VEDS | NFO
package carry data associated with energency calls as defined in this
docunent. The application is vehicle-initiated energency calls
established using SIP. The functionality is to carry vehicle data
and netadata/control information between vehicles and PSAPs.

14.7.2. Applicability

Thi s section describes why the | NFO package nmechani sm rather than
sone ot her mechani sm has been chosen for the specific use case.

The use of the SIP INFO nethod is based on an analysis of the

requi renents against the intent and effects of the INFO nmethod versus
ot her approaches (which included the SIP MESSAGE net hod, SIP OPTI ONS
net hod, SIP re-INVITE net hod, nedi a-plane transport, and non-SIP
protocols). In particular, the transport of energency call data

bl ocks occurs within a SIP energency dialog, per Section 7, and is
normally carried in the initial INVITE request and its response; the
use of the I NFO nethod only occurs when energency-call-rel ated data
needs to be sent md call. Wile the SIP MESSACE net hod coul d be
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14.

14.

14.

used, it is not tied to a SIP dialog as is the I NFO nethod and thus
m ght not be associated with the dialog. Both the SIP OPTIONS or
re-1NVI TE net hods coul d al so be used, but they are seen as |less clean
than the I NFO nethod. The SIP SUBSCRI BE/ NOTI FY net hod coul d be
coerced into service, but the semantics are not a good fit, e.g., the
subscri be/notify mechani sm provi des one-way conmuni cati on consi sting
of (often multiple) notifications fromnotifier to subscriber
indicating that certain events in the notifier have occurred, whereas
what ' s needed here is two-way conmuni cation of data related to the
emergency dial og. Use of medi a-pl ane nechani sns was di scount ed
because the nunber of nmessages needing to be exchanged in a dialog is
normally zero or very few, and the size of the data is |ikew se very
smal . The overhead caused by user-plane setup (e.g., to use the
Message Session Relay Protocol (MSRP) as transport) woul d be

di sproportionately |arge.

Based on the anal yses, the SIP I NFO net hod was chosen to provide for
m d-call data transport.

7.3. | NFO Package Name

The | NFO package nane is EmergencyCal | Dat a. VEDS
7.4. | NFO Package Paraneters

None

7.5. SIP Option-Tags

None

7.6. | NFO Request Body Parts

The body of an EmergencyCal | Dat a. VEDS | NFO package is a nultipart
body contai ning zero or one application/ EnergencyCal | Dat a. VEDS+xm
parts (containing a VEDS data bl ock), zero or nore application/

Ener gencyCal | Dat a. Control +xm (contai ni ng a netadat a/control object)
parts, and zero or one application/EnergencyCall Data.eCall.MsSD parts
(containing an MSD). At |east one VEDS, MSD, or netadatal/contro
body part is expected; the behavior upon receiving a SIP I NFO request
wi th none is undefined.

The body parts are sent per [RFC6086]; in addition, to align with how
these body parts are sent in non-1NFO nessages, each associ ated body
part is referenced by a Call-Info header field at the top |evel of
the SIP nessage. The body part has a Content-Di sposition header
field set to "By-Reference".
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A VEDS, netadatal/control block, or MSD is always enclosed in a

nmul tipart body part (even if it would otherw se be the only body part
in the SIP nmessage). The outernost nultipart that contains only body
parts associated with the | NFO package has a Content-Di sposition

val ue of "Info-Package".

Service providers in the call path are not expected to add Additiona
Data [ RFC7852] to SIP INFO requests (as they would to an initia
I NVI TE request).

7.7. |INFO Package Usage Restrictions

Usage is limted to vehicle-initiated energency calls as defined in
this docunent.

7.8. Rate of INFO Requests

The SIP INFO request is used within an established energency cal
dial og to send requests, updated data, or an acknow edgnent. Because
requests are normally sent only on manual action of the PSAP cal

taker (who suspects some aspect of the vehicle state has changed) and
updated data is sent only when an aspect of previously sent data has
changed, the rate of SIP INFO requests associated with the

Ener gencyCal | Dat a. VEDS | NFO package is nornally quite | ow (nost
dialogs are likely to contain zero SIP I NFO requests, while others
can be expected to carry an occasional request).

7.9. I NFO Package Security Considerations

The M ME nedia type registrations for the data bl ocks that can be
carried using this | NFO package contains a discussion of the security
and/ or privacy considerations specific to that data bl ock. See
Sections 12 and 13 for information on the security and privacy

consi derations of the data carried in vehicle-initiated energency
cal | s.

7.10. Inplenentation Details

See Sections 7 and 8 for protocol details.

7.11. Exanpl es

See Section 11 for protocol exanples.
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