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Abst r act

Thi s docunent anal yzes security threats to Sinplified Milticast
Forwardi ng (SMF), including vulnerabilities of duplicate packet
detection and relay set selection mechanisnms. This docunent is not
i ntended to propose solutions to the threats descri bed.

In addition, this docunment updates RFC 7186 regarding threats to the
rel ay set selection nmechanisns using the Mbile Ad Hoc Network
(MANET) Nei ghbor hood Di scovery Protocol (NHDP) (RFC 6130).
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1

Yi,

| ntroducti on

Thi s docunent anal yzes security threats to Sinplified Milticast
Forwardi ng (SMF) [RFC6621]. SMF ainms at providing basic |Internet
Protocol (IP) multicast forwarding in a way that is suitable for

wi rel ess nmesh and Mbile Ad Hoc Networks (MANET). SM- consists of
two nmaj or functional conponents: duplicate packet detection (DPD) and
relay set selection (RSS)

SMF is typically used in decentralized wireless environments and is
potentially exposed to various attacks and m sconfigurations. 1In a
wi rel ess environnent, sone of these attacks and m sconfigurations
represent threats of particular significance as conpared to what they
would do in wired networks. [RFC6621] briefly discusses several of
these, but does not define any explicit security measures for
protecting the integrity of the protocol

Thi s docunent is based on the assunption that no additional security
nmechani sm such as | Psec, is used in the IP |ayer, as not all MANET
depl oyments nay be able to support deploynent of such common IP
protection mechani sms (e.g., because MANET routers may have limted
resources for supporting the IPsec stack). It also assumes that
there is no | ower-layer protection. The docunent anal yzes possible
attacks on, and msconfigurations of, SMF and outlines the
consequences of such attacks/ m sconfigurations to the state

mai nt ai ned by SMF in each router.

In the Security Considerations section of [RFC6621], deni al - of -
service-attack scenarios are briefly discussed. This docunent
further analyzes and descri bes the potential vulnerabilities of, and
attack vectors for, SM~. Wiile conpleteness in such analysis is

al ways a goal, no clainms of being conplete are made. The goal of
this docunent is to be hel pful when deploying SMF in a network and
for understanding the risks incurred, as well as for providing a
reference to and docunented experience with SM- as input for possible
future devel opnents of SMF

Thi s docunent is not intended to propose solutions to the threats
descri bed. [RFC7182] provides a framework that can be used with SM
and depending on how it is used, nmay offer some degree of protection
against the threats related to identity spoofing described in this
docunent .

Thi s docunent al so updates [ RFC7186], specifically with respect to

threats to relay set selection (RSS) nechani sns that are using MANET
NHDP [ RFC6130] .
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2.

Yi,

Ter m nol ogy

Thi s docunent uses the term nology and notation defined in [ RFC5444],
[ RFC6130], [RFC6621], and [ RFC4949].

Additionally, this docunment introduces the follow ng termn nol ogy:
SMF router: A MANET router, running SMF as specified in [ RFC6621].

Attacker: A device that is present in the network and intentionally
seeks to conprom se the information bases in SMF routers. It may
generate syntactically correct SMF control nessages.

Legitimate SMF router: An SMF router that is correctly configured
and not conprom sed by an attacker

SMF Threat Overvi ew

An SMF router requires an external dynam ¢ nei ghborhood di scovery
mechani smin order to nmaintain suitable topological informtion
describing its i medi ate nei ghborhood, and thereby allowing it to
sel ect reduced relay sets for forwarding multicast data traffic.
Such an external dynam c nei ghborhood di scovery mechani sm may be
provi ded by |lower-layer interface information, by a concurrently
operating MANET routing protocol that already naintains such
information (e.g., [RFC7181]) or by explicitly using the MANET

Nei ghbor hood Di scovery Protocol (NHDP) [RFC6130]. |If NHDP is used
for both 1-hop and 2-hop nei ghborhood di scovery by SMF, SM
implicitly inherits the vulnerabilities of NHDP discussed in
[RFC7186]. As SMF relies on NHDP to assist in network-layer 2-hop
nei ghbor hood di scovery (no nmatter if other |ower-layer nechanisns are
used for 1-hop nei ghborhood di scovery), this docunent assunes that
NHDP is used in SM-. The threats that are NHDP specific are

i ndicated explicitly.

Based on nei ghborhood di scovery nechani sns, [ RFC6621] specifies two
principal functional conponents: duplicate packet detection (DPD) and
relay set selection (RSS)

DPDis required by SMF in order to be able to detect duplicate
packets and elimnate their redundant forwarding. An attacker has
two ways in which to harmthe DPD nechanisns. Specifically, it can

o "deactivate" DPD, making it such that duplicate packets are not
correctly detected. As a consequence, they are (redundantly)
transmtted, which increases the |oad on the network, drains the
batteries of the routers involved, etc.
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Yi,

o "pre-activate" DPD, nmaking DPD detect a later arriving (valid)
packet as being a duplicate and will, therefore, not be forwarded.

Attacks on DPD can be achi eved by repl ayi ng exi sting packets,
wr angl i ng sequence nunbers, manipul ati ng hash val ues, etc.; these are
detailed in Section 4.

RSS produces a reduced relay set for forwarding multicast data
packets across a MANET. For use in SMr, [RFC6621] specifies severa
relay set algorithns including E-CDS (Essential Connected Dom nating
Set) [RFC5614], S-MPR (Source-Based Multipoint Relay, as known from
[ RFC3626] and [RFC7181]), and MPR-CDS (Ml tipoint Relay Connected
Dom nating Set) [MPR-CDS]. An attacker can disrupt the RSS
algorithm and thereby the SM- operation, by degrading it to

cl assi cal flooding or by "masking" certain parts of the network from
the multicasting domain. Attacks on RSS algorithnms are detailed in
Section 5.

Q her than the attacks on DPD and RSS, a comon vul nerability of
MANETs is "janming", i.e., a device generates massive anounts of
interfering radio transm ssions, which will prevent legitimate
traffic (e.g., control traffic as well as data traffic) on part of a
network. The attacks on DPD and RSS can be further enhanced by

j amm ng.

Threats to Duplicate Packet Detection

Dupl i cate packet detection (DPD) is required for packet dissem nation
in MANETs because: (1) packets may be retransmtted via the sane
physical interface as the one over which they were received, and (2)
a router may receive nmultiple copies of the sane packet (on the sane
or on different interfaces) fromdifferent neighbors. DPDis thus
used to check whether or not an incom ng packet has been previously
recei ved.

DPD is achieved by maintaining a record of recently processed

nmul ticast packets, and conparing |later received nmulticast packets
herewith. A duplicate packet detected is silently dropped and is not
inserted into the forwarding path of that router, nor is it delivered
to an application. DPD, as proposed by SMF, supports both |IPv4 and

| Pv6 and suggests two duplicate packet detection mechani snms for each
1) I P packet header content identification-based DPD (I-DPD), in
conbination with flow state, to estimate tenporal uni queness of a
packet, and 2) hash-based DPD (H DPD), enploying hashi ng of selected
| P packet header fields and payload for the same effect.
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4.1.

Yi,

In the Security Considerations section of [RFC6621], a selection of
threats to DPD are briefly introduced. This section expands on that
di scussi on and describes how to effectively launch the attacks on DPD
-- for exanple, by way of manipulating jitter and/or the Hash-

Assi stant Value. In the remainder of this section, commpn threats to
packet detection mechanisnms are discussed first; then, the threats to
| -DPD and H-DPD are introduced separately. The threats described in
this section are applicable to general SM- inplenentations,

regardl ess of whether NHDP is used.

Attack on the Hop Limt Field

One i mredi ate Deni al -of -Service (DoS) attack is based on mani pul ating
the Time-to-Live (TTL, for IPv4) or Hop Limt (for IPv6) field. As
routers only forward packets with TTL > 1, an attacker can forward an
ot herwi se valid packet while drastically reducing the TTL hereof.
This will inhibit recipient routers fromlater forwarding the sane
nmul ticast packet, even if received with a different TTL --
essentially, an attacker can thus instruct its neighbors to block the
forwardi ng of valid nulticast packets.

For exanple, in Figure 1, router A forwards a nulticast packet with a
TTL of 64 to the network. A, B, and C are legitimte SMF routers,
and X is an attacker. 1In a wireless environment, jitter is conmonly
used to avoid systematic collisions in Media Access Control (MAC
protocols [ RFC5148]. An attacker can thus increase the probability
that its invalid packets arrive first by retransmtting them w thout
applying jitter. 1In this exanple, router X forwards the packet

wi t hout applying jitter and reduces the TTL to 1. Router C thus
records the duplicate detection value (hash value for H DPD or the
header content of the packets for |1-DPD) but does not forward the
packet (due to TTL == 1). Wen a second copy of the sane packet,
with a non-maliciously mani pulated TTL value (63 in this case),

arrives fromrouter B, it will be discarded as a duplicate packet.
| x|
packet with TTL=64 / ~\  packet with TTL=1
/ \
| Al | cl
packet with TTL=64 \ L /
\-- | B|__/ packet with TTL=63
Figure 1
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4. 2.
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As the TTL of a packet is intended to be nmani pul ated by
internediaries forwarding it, classic nmethods such as integrity check
values (e.g., digital signatures) are typically calcul ated by setting
TTL fields to some predeterm ned value (e.g., 0) -- for exanple, the
case for IPsec Authentication Headers -- rendering such an attack
nore difficult to both detect and counter.

If the attacker has access to a "wormhol e" through the network (a
directional antenna, a tunnel to a collaborator, or a wired
connection, allowing it to bridge parts of a network otherw se
distant), it can nake sure that the packets with such an artificially
reduced TTL arrive before their unnodified counterparts.

Threats to Identification-Based Duplicate Packet Detection

| -DPD uses a specific DPD identifier in the packet header to identify
a packet. By default, such packet identification is not provided by
the I P packet header (for both IPv4 and I Pv6). Therefore, additiona
identification headers, such as the fragnment header, a hop-by-hop
header option, or |Psec sequencing, nust be enployed in order to
support |-DPD. The uniqueness of a packet can then be identified by
the source | P address of the packet originator and the sequence
nunber (fromthe fragnent header, hop-by-hop header option, or

| Psec). By doing so, each internediate router can keep a record of
recently received packets and deterni ne whether or not the incom ng
packet has been received.

1. Pre-Activation Attacks (Pre-Pl ay)

In a wirel ess environnent, or across any other shared channel, an
attacker can perceive the identification tuple (source |P address,
sequence nunber) of a packet. It is possible to generate a packet
with the sane (source | P address, sequence nunber) pair with invalid
content. |If the sequence nunber progression is predictable, then it
is trivial to generate and inject invalid packets with "future”
identification information into the network. |[|f these invalid
packets arrive before the legitinmte packets that they are spoofing,
the latter will be treated as a duplicate and will be discarded.
This can prevent nulticast packets fromreaching parts of the

net wor k.

Figure 2 gives an exanple of a pre-activation attack. A, B, and C
are legitimate SMF routers, and X is the attacker. The |line between
the routers presents the packet forwarding. Router A is the source
and originates a nulticast packet with sequence number n. Wen
router X receives the packet, it generates an invalid packet with the
source address of A and sequence nunber n. |If the invalid packet
arrives at router C before the forwarding of router B, the valid
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4.2.

Yi,

packet will be dropped by C as a duplicate packet. An attacker can
mani pul ate jitter to nake sure that the invalid packets arrive first.
Rout er X can even generate packets with future sequence nunbers (if
they are predictable), so that the future legitimate packets with the

same sequence nunbers will be dropped as duplicate ones.
| x|
packet with seqg=n / "\ invalid packet with seqg=n
/ \
| Al | cl
packet with seqg=n \ S /
\-- | B|_/ wvalid packet with seq=n

Figure 2

As SMF does not currently have any tinestanp nechani sns to protect
dat a packets, there is no viable way to detect such pre-play attacks
by way of timestanps. Especially, if the attack is based on
mani pul ation of jitter, the validation of the tinmestanp would not be
hel pful because the timng is still valid (but, nmuch | ess val uable).

2. De-activation Attacks (Sequence Nunber W angling)

An attacker can al so seek to de-activate DPD by nodifying the

sequence nunber in packets that it forwards. Thus, routers will not
be able to detect an actual duplicate packet as a duplicate --

rather, they will treat them as new packets, i.e., process and
forward them This is sinmilar to DoS attacks, as each packet that is
consi dered unique will be multicasted: for a network with n routers,
there will be n-1 retransm ssions. This can easily cause the

"broadcast storni problemdiscussed in [ MOBI COW9]. The consequence
of this attack is an increased channel |oad, the origin of which
appears to be a router other than the attacker

G ven the topol ogy shown in Figure 2, on receiving a packet with
seg=n, the attacker X can forward the packet with a nodified sequence
nunber n+i. This has two consequences: firstly, router Cwll not be
able to detect that the packet forwarded by X is a duplicate packet;
secondl y, the consequent packet with seg=n+i generated by router A
will probably be treated as a duplicate packet and will be dropped by
router C
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4. 3.

4. 3.
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Threats to Hash-Based Duplicate Packet Detection

When explicit sequence nunbers in packet headers is undesired, hash-
based DPD can be used. A hash of the non-nutable fields in the
header of the data payl oad can be generated and recorded at the
internediate routers. A packet can thus be uniquely identified by
the source | P address of the packet and its hash-val ue.

The hash al gorithmused by SM- is being applied only to provide a
reduced probability of collision and is not being used for
cryptographic or authentication purposes. Consequently, a digest
collision is still possible. In case the source router or gateway
identifies that it has recently generated or injected a packet with
the same hash-value, it inserts a "Hash-Assist Value (HAV)" |Pv6
header option into the packet, such that also cal culating the hash
over this HAV will render the resulting val ue unique.

1. Attack on the Hash-Assistant Val ue

The HAV header is hel pful when a digest collision happens. However,
it also introduces a potential vulnerability. As the HAV option is
only added when the source or the ingress SMF router detects that the
i ncom ng packet has digest collision with previously generated
packets, it can actually be regarded as a "flag" of potential digest
collision. An attacker can discover the HAV header and be able to
conclude that a hash collision is possible if the HAV header is
renoved. By doing so, the nodified packet received by other SM
routers will be treated as duplicate packets and will be dropped
because they have the same hash val ue as previously received packets.

In the exanple shown in Figure 3, routers A and B are legitimte SM-
routers; X is an attacker. Router A generates two packets, P1 and
P2, with the sane hash val ue h(P1)=h(P2)=x. Based on the SM
specification, a HAV is added to the |latter packet P2, so that
h(P2+HAV) =x’ avoi ds digest collision. Wen the attacker X detects
the HAV of P2, it is able to conclude that a collision is possible by
renovi ng the HAV header. By doing so, packet P2 will be treated as a
duplicate packet by router B and will be dropped.

P2 P1 P2 P1
.---. h(P2+HAV) =x’ h( P1) =x .---.  h(P2)=x h( P1) =x .-
X

Fi gure 3
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5. Threats to Relay Set Sel ection

A framework for an RSS mechanism rather than a specific RSS
algorithm is provided by SM. Relay Set Selection is normally

achi eved by distributed algorithnms that can dynamically generate a

t opol ogi cal Connected Donmi nating Set based on 1-hop and 2-hop

nei ghbor hood i nformation. |In this section, comobn threats to the RSS
framework are first discussed. Then specific threats to the three

al gorithms (Essential Connection Dom nating Set (E-CDS), Source-Based
Mul tipoint Relay (S-MPR), and Miltipoint Relay Connected Dom nating
Set (MPR-CDS)) explicitly enunmerated by [ RFC6621] are anal yzed. As
the relay set selection is based on 1-hop and 2-hop nei ghbor hood

i nformation, which rely on NHDP, the threats described in this
section are NHDP specific.

5.1. Common Threats to Relay Set Sel ection

Non-al gorithm specific threats to RSS al gorithns, including DoS
attacks, eavesdropping, nessage timng attacks, and broadcast storm
are discussed in [ RFC7186] .

5.2. Threats to the E-CDS Al gorithm

The "Essential Connected Dom nating Set" (E-CDS) al gorithm [RFC5614]
forns a single CDS nesh for an SM- operating region. This algorithm
requi res 2-hop nei ghborhood information (the identity of the

nei ghbors, the link to the neighbors, and the neighbors’ priority

i nformation), as collected through NHDP or another process.

An SMF router will select itself as a relay, if:

o The SMF router has a higher priority than all of its symetric
nei ghbors, or

o A path fromthe neighbor with the largest priority to any other
nei ghbor via neighbors with greater priority than the current
router does not exist.

An attacker can disrupt the E-CDS algorithmby |ink spoofing or
identity spoofing.
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5. 2.

5. 2.

1. Link Spoofing

Li nk spoofing inplies that an attacker advertises non-existing |inks
to another router (which may or may not be present in the network).

An attacker can declare itself to have high route priority and spoof
the links to as nany legitimate SMF routers as possible to declare
hi gh connectivity. By doing so, it can prevent legitimte SM-
routers fromselecting thenselves as relays. As the "super" relay in
the network, the attacker can manipulate the traffic it rel ays.

2. ldentity Spoofing

Identity spoofing inplies that an attacker determ nes and makes use
of the identity of other legitimate routers, w thout being authorized
to do so. The identity of other routers can be obtained by
eavesdroppi ng the control messages or the source/destination address
fromdatagrans. The attacker can then generate control or datagram
traffic by pretending to be a legitimte router.

Because E-CDS self-selection is based on the router priority val ue,
an attacker can spoof the identity of other legitimte routers and
declare a different router priority value. |If it declares that a
spoofed router has a higher priority, it can prevent other routers
fromselecting thenselves as relays. On the other hand, if the
attacker declares that a spoofed router has a |lower priority, it can
force other routers to select thenselves as relays to degrade the
mul ticast forwarding to classical flooding.

5.3. Threats to S-MPR Al gorithm

Yi,

The S-MPR set sel ection algorithm enables individual routers, using
2-hop topology information, to select relays fromanong their set of
nei ghboring routers. MPRs are sel ected by each router such that a
message generated by it, and relayed only by its MPRs, will reach al
of its 2-hop nei ghbors.

An SMF router forwards a nulticast packet if and only if:
o the packet has not been received before, and

o the neighbor fromwhich the packet was received has sel ected the
router as MPR

Because MPR cal culation is based on the wllingness declared by the
SMF routers and the connectivity of the routers, it can be disrupted
by both Iink spoofing and identity spoofing. These threats and their
i npacts have been illustrated in Section 5.1 of [RFC7186].
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5. 4.

Yi,

Threats to the MPR-CDS Al gorithm

MPR-CDS is a derivative fromS-MPR. The main difference between
S-MPR and MPR-CDS is that while S-MPR forns a different broadcast
tree for each source in the network, MPR-CDS forms a uni que broadcast
tree for all sources in the network.

As MPR- CDS conbi nes E-CDS and S-MPR and the sinple conbination of the
two al gorithnms does not address the weaknesses; the vulnerabilities
of E-CDS and S-MPR that are discussed in Sections 5.2 and 5.3 apply
to MPR-CDS al so.

Security Considerations

Thi s docunent does not specify a protocol or a procedure. The whole
docunent, however, reflects on security considerations for SM
regardi ng packet dissemnation in MANETs. Possible attacks to the
two nmmin functional conponents of SM-, duplicate packet detection
and relay set selection are anal yzed and docunent ed.

Al t hough neither [RFC6621] nor this docunent propose nechani sns to
secure the SMF protocol, there are several possibilities to secure
the protocol in the future and drive new work by suggesting which
threats discussed in the previous sections could be addressed.

For the |-DPD nmechani sm enpl oying random zed packet sequence nunbers
can avoi d sone pre-activation attacks based on sequence numnber
prediction. |f predicable sequence nunbers have to be used, applying
timestanps can mitigate pre-activation attacks.

For the H DPD nechani sm applying cryptographically strong hashes can
nmake t he digest collisions effectively inpossible, and it can avoid
the use of a HAV.

[ RFC7182] specifies a framework for representing cryptographic
Integrity Check Values (1CVs) and tinmestanps in MANETs. Based on

[ RFC7182], [RFC7183] specifies integrity and replay protection for
NHDP usi ng shared keys as a nandatory-to-inplenent security
mechanism |f SMF is using NHDP as the nei ghborhood di scovery
protocol, inmplenenting [ RFC7183] remrai ns advisable so as to enable
integrity protection for NHDP control messages. This can help
mtigate threats related to identity spoofing through the exchange of
HELLO nessages and provi de sonme general protection against identity
spoofing by admitting only trusted routers to the network using |ICVs
in HELLO nessages.
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7.

7. 1.

7. 2.

Yi,

Using | CVs does not, of course, address the problem of attackers able
to al so generate valid ICvs. Detection and excl usion of such
attackers is, in general, a challenge that is not unrelated to how
[RFC7182] is used. |If, for exanple, it is used with a shared key (as
per [RFC7183]), excluding single attackers generally is not aided by
the use of I1CVs. However, if routers have sufficient capabilities to
support the use of asynmmetric keys (as per [RFC7859]), part of
addressing this chall enge becones one of providing key revocation in
a way that does not in itself introduce additional vulnerabilities.

As [ RFC7183] does not protect the integrity of the multicast user
dat agram and as no nechanismis specified by SM- for doing so,
duplicate packet detection renmains vulnerable to the threats

i ntroduced in Section 4.

If pre-activation/de-activation attacks and attacks on the HAV of the
mul ticast datagrans are to be mitigated, a datagramlevel integrity
protection nmechanismis desired, by taking consideration of the
identity field or HAV. However, this would not be hel pful for the
attacks on the TTL (or Hop Limt for IPv6) field, because the nutable
fields are generally not considered when ICV is cal cul at ed.
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