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Abst ract

The Path Conputation El enent Communi cation Protocol (PCEP) enabl es
conmuni cati ons between a Path Computation Cient (PCC) and a PCE, or
between two PCEs. RFC 5440 defines the Include Route Object (IRO to
specify network elenents to be traversed in the conputed path. The
speci fication does not specify if the I RO contains an ordered or
unordered |ist of subobjects. During recent discussions, it was
determ ned that there was a need to define a standard representation
to ensure interoperability. It was also noted that there is a
benefit in the handling of an attribute of the RO s subobject, the L
bit.

Thi s docunent updates RFC 5440 regarding the | RO specification.
Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force

(IETF). It represents the consensus of the |IETF conmunity. It has

recei ved public review and has been approved for publication by the

Internet Engineering Steering Goup (IESG. Further information on

Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7896.
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2.

| ntroducti on

The Path Conputation El enent Communi cation Protocol (PCEP) enabl es
conmuni cati ons between a Path Computation Cient (PCC) and a PCE, or
between two PCEs. [RFC5440] defines the Include Route Object (1RO
to specify network elenments to be traversed in the conputed path.
The specification does not specify if the IROis an ordered or
unordered |ist of subobjects. In addition, it defines the L bit as
havi ng no nmeaning within an | RO

[ RFC5441] describes the use of an IROto indicate the sequence of
domains to be traversed during inter-donmmin path conputation

During recent discussions, it was deternmined that there was a need to
define a standard representation to ensure interoperability.

Thi s docunent updates the | RO specifications in Section 7.12 of
[ RFC5440] .

Update in the | RO Specification

Section 7.12 of [RFC5440] describes the RO as an optional object
used to specify a set of network elenents to be traversed in the
conputed path. It states that the L bit in the subobject has no
neaning within an IRO. It does not nention if the RO contains an
ordered or unordered list of subobjects.

1. Update to RFC 5440

The 1 RO specification is updated to renove the last line in the
Section 7.12 of [RFC5440], which states:

"The L bit of such sub-object has no nmeaning within an RO "

Further, Section 7.12 of [RFC5440] is updated to add the follow ng
two statenments at the end of the first paragraph

- The content of an IROis an ordered |ist of subobjects
representing a series of abstract nodes (refer to Section 4.3.2 of
[ RFC3209]) .

- The L bit of an I RO subobject is set based on the | oose or strict
hop property of the subobject; it is set if the subobject
represents a loose hop. |If the bit is not set, the subobject
represents a strict hop. The interpretation of the L bit is as
per Section 4.3.3.1 of [RFC3209].
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3.

5.

5.

Oper ational Considerations

Because of the lack of clarity in [RFC5440], it is possible to
encounter inplenentations that always interpret the I RO subobjects as
| oose. When these inplementations interwork with an inplementation
conforming to this docunent, the followi ng i npact m ght be seen

o If a non-conformng (to this docunent) PCC sends an IROto a
conforming (to this docunment) PCE, then the PCE may unexpectedly
fail to find a path (since the PCC may think of the | RO subobjects
as | oose hops, but the PCE interprets themas strict hops).

o If a conform ng PCC sends an | RO containing strict hops to a non-
conform ng PCE, then the PCE may erroneously return a path that
does not conply with the requested strict hops (since the PCE
interprets themall as |oose hops). The PCC may check the
returned path and find the issue, or it may end up using an
i ncorrect path.

Security Considerations

This update in the | RO specification does not introduce any new
security considerations, apart fromthose nmentioned in [ RFC5440].
Clarification in the supported I RO ordering or Loose hop bit handling
wi Il not have any negative security inpact.

It is worth noting that PCEP operates over TCP. An analysis of the
security issues for routing protocols that use TCP (incl udi ng PCEP)
is provided in [ RFC6952].
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