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Abst ract

Since the publication of the TRILL (Transparent |nterconnection of
Lots of Links) base protocol in 2011, active devel opnent and

depl oyment of TRILL have reveal ed errata in RFC 6325 and areas that
could use clarifications or updates. RFC 7177, RFC 7357, and an

i ntended repl acenment of RFC 6439 provide clarifications and updates
with respect to adjacency, the TRILL ESADI (End Station Address
Distribution Information) protocol, and Appointed Forwarders,
respectively. This docunment provides other known clarifications,
corrections, and updates. It obsoletes RFC 7180 (the previous "TRILL
clarifications, corrections, and updates" RFC), and it updates RFCs
6325, 7177, and 7179.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7780.
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1

1

I ntroducti on (Changed)

Since the TRILL base protocol [RFC6325] was published in 2011, active
devel opnent and depl oynent of TRILL have revealed errors in the
specification [ RFC6325] and several areas that could use
clarifications or updates.

[ RFC7177], [RFC7357], and [ RFC6439bis] provide clarifications and
updates with respect to adjacency, the TRILL ESADI (End Station
Address Distribution Information) protocol, and Appoi nted Forwarders,
respectively. This document provides other known clarifications,
corrections, and updates to [ RFC6325], [RFC7177], and [ RFC7179].

Thi s docunent obsol etes [ RFC7180] (the previous TRILL
“clarifications, corrections, and updates" docunent), updates

[ RFC6325], updates [RFC7177] as described in Section 9, and updates

[ RFC7179] as described in Sections 10.2 and 10.3. The changes to
these RFCs are summarized in Appendi x C.

Sections of this docunent are annotated as to whether they are "New'
technical material, material that has been technically "Changed", or
material that is technically "Unchanged", by the appearance of one of
these three words in parentheses at the end of the section header. A
section with only editorial changes is annotated as "(Unchanged)".

If no such notation appears, then the first notation encountered on
goi ng to successively higher-1level section headers (those with
shorter section nunbers) applies. Appendi x C describes changes,
sunmari zes material added, and lists material deleted.

1. Precedence (Changed)

In the event of any conflicts between this docunent and [ RFC6325],
[RFC7177], or [RFC7179], this docunment takes precedence.

In addition, Section 1.2 of [RFC6325] ("Normative Content and
Precedence") is updated to provide a nmore conpl ete precedence
ordering of the sections of [RFC6325], as shown bel ow, where sections
to the left take precedence over sections to their right. There are
no known conflicts between these sections; however, Sections 1 and 2
are |l ess detailed and do not nmention every corner case, while
subsequent sections of [RFC6325] are nore detailed. This precedence
is specified as a fallback in case some conflict is found in the
future.

4 >3 >7>5>2>6>1
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1.2. Changes That Are Not Backward Conpati bl e (Unchanged)

The change made by Section 3.4 bel ow (unchanged from Section 3.4 of

[ RFC7180]) is not backward conpatible with [ RFC6325] but has

nevert hel ess been adopted to reduce distribution tree changes

resulting fromtopol ogy changes.

Several other changes herein that are fixes to errata for [RFC6325]

-- [Err3002], [Err3003], [Err3004], [Err3052], [Err3053], and

[ Err3508] -- may not be backward conpatible wi th previous

i mpl enentations that conformed to errors in the specification.

1.3. Termnology and Acronyns (Changed)

Thi s docunent uses the acronyns defined in [ RFC6325], sonme of which

are repeated bel ow for conveni ence, along with sone additional

acronynms and termnms, as foll ows:

BFD - Bidirectional Forwardi ng Detection.

Canmpus - A TRILL network consisting of TRILL switches, |inks, and
possi bly bridges bounded by end stations and IP routers. For
TRILL, there is no "academ c" inplication in the name "canpus".

CFl - Canonical Format |Indicator [802].

CSNP - Conpl ete Sequence Number PDU.

DEI - Drop Eligibility Indicator [802.1Q 2014].

FG - Fine-Gained Labeling [ RFC7172].

FS-LSP - Fl oodi ng Scope LSP.

OOVF - Overload Oiginated Miulti-destination Frarne.

P2P - Point-to-point.

PDU - Protocol Data Unit.

PSNP - Partial Sequence Nunber PDU.

RBri dge - Routing Bridge, an alternative nane for a TRILL switch.

RPFC - Reverse Path Forwardi ng Check.

SNPA - Subnetwor k Point of Attachnent (for exanple, Media Access
Control (MAC) address).
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ToS - Type of Service.

TRILL - Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch - A device inplenmenting the TRILL protocol. An
alternative nanme for an RBridge

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

In this docunment, a "packet" usually refers to a TRILL Data packet or
TRILL 1S 1S packet received fromor sent to a TRILL switch, while a
"frame" usually refers to a native frane being received fromor sent
to an end station. (The word "frane" al so occurs in other contexts,
such as the "Frame Check Sequence" that is at the end of Ethernet
transm ssi ons.)

2. Overl oaded and/or Unreachabl e RBridges (Unchanged)

In this section, the term "nei ghbor" refers only to actual RBridges
and i gnores pseudonodes.

RBri dges may be in overload, as indicated by the [IS-1S] overl oad
flag in their LSPs (Link State PDUs). This means that either (1)
they are incapable of holding the entire |ink-state database and thus
do not have a view of the entire topology or (2) they have been
configured to have the overload bit set. Although networks should be
engi neered to avoid actual l|ink-state overload, it m ght occur under
various circunstances -- for exanple, if a very |large canpus included
one or nore |owend TRILL switches.

It is a commopn operational practice to set the overload bit in an
[1S-1S] router (such as a TRILL switch) when perform ng mai ntenance
on that router that mght affect its ability to correctly forward
packets; this will usually |l eave the router reachable for maintenance
traffic, but transit traffic will not be routed through it. (Al so,
in sone cases, TRILL provides for setting the overload bit in the
pseudonode of a link to stop TRILL Data traffic on an access |ink
(see Section 4.9.1 of [RFC6325]).)

[1S-1S] and TRILL nmake a reasonable effort to do what they can, even
if sone TRILL switches/routers are in overload. They can do
reasonably well if a few scattered nodes are in overload. However,
actual |east-cost paths are no | onger assured if any TRILL sw tches
are in overl oad.
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For the effect of overload on the appointnent of forwarders, see
[ RFC6439bi s] .

2.1. Reachability

Packets are not |east-cost routed through an overl oaded TRILL switch,
al t hough they may originate or termnate at an overl oaded TRILL
switch. 1In addition, packets will not be |east-cost routed over
[inks with cost 2**24 - 1 [RFC5305]; such links are reserved for
traffic-engi neered packets, the handling of which is beyond the scope
of this docunent.

As a result, a portion of the canpus nay be unreachabl e for

| east-cost routed TRILL Data because all paths to it would be either
through a link with cost 2**24 - 1 or through an overl oaded RBridge.
For exanple, an RBridge (TRILL switch) RBl1 is not reachable by TRILL
Data if all of its neighbors are connected to RB1 by Iinks with cost
2**24 - 1. Such RBridges are called "data unreachabl e".

The |ink-state database at an RBridge -- for exanple, RBl -- can al so
contain information on TRILL switches that are unreachable by IS 1S
link-state flooding due to link or RBridge failures. Wen such
failures partition the canpus, the TRILL swi tches adjacent to the

failure and on the sane side of the failure as RB1 will update their
LSPs to show the |lack of connectivity, and RBL will receive those
updates. As a result, RBL will be aware of the partition. Nodes on

the far side of the partition are both IS-1S unreachabl e and data
unreachable from RB1. However, LSPs held by RB1 for TRILL swi tches
on the far side of the failure will not be updated and may stay
around until they tine out, which could be tens of m nutes or |onger
(The default in [ISIS] is twenty mnutes.)

2.2. Distribution Trees

An RBridge in overload cannot be trusted to correctly cal cul ate
distribution trees or correctly performthe RPFC (Reverse Path
Forwar di ng Check). Therefore, it cannot be trusted to forward

mul ti-destination TRILL Data packets. It can only appear as a | eaf
node in a TRILL nulti-destination distribution tree. Furthermnore, if
all the i mmedi ate nei ghbors of an RBridge are overloaded, then it is
omtted fromall trees in the canpus and is unreachabl e by

nul ti-destination packets.

When an RBridge determ nes what nicknames to use as the roots of the
distribution trees it calculates, it MJST ignore all nicknanes held
by TRILL switches that are in overload or are data unreachable. Wen
calcul ating RPFCs for nmulti-destination packets, an RBridge such as
RB1 MAY, to avoid cal cul ating unnecessary RPFC state information,
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i gnore any trees that cannot reach RB1l, even if other RBridges |ist
those trees as trees that other TRILL switches m ght use. (However,

see Section 3.)
2.3. Overloaded Receipt of TRILL Data Packets

The recei pt of TRILL Data packets by overl oaded RBridge RB2 is

di scussed in the subsections below. |In all cases, the norma

Hop Count decrenent is perforned, and the TRILL Data packets are

di scarded if the result is less than one or if the Egress N cknane is

illegal.
2.3.1. Known Unicast Receipt

RB2 will not usually receive unicast TRILL Data packets unless it is
the egress, in which case it egresses and delivers the data nornally.
If RB2 receives a unicast TRILL Data packet for which it is not the
egress, perhaps because a nei ghbor does not yet know it is in

over|l oad, RB2 MJUST NOT di scard the packet because the egress is an
unknown ni cknanme, as it mght not know about all nicknanmes due to its
over| oaded condition. |f any nei ghbor other than the nei ghbor from
which it received the packet is not overloaded, it MJST attenpt to
forward the packet to one of those neighbors selected at random

[ RFC4086]. |If there is no such neighbor, the packet is discarded.

2.3.2. Milti-Destination Receipt

If RB2 in overload receives a multi-destination TRILL Data packet,
RB2 MUST NOT apply an RPFC because, due to overload, it mght not do
so correctly. RB2 egresses and delivers the frane locally where it

i s Appoi nted Forwarder for the frane’s VLAN (or, if the packet is
FG, for the VLAN that FG. maps to at the port), subject to any

mul ticast pruning. But because, as stated above, RB2 can only be the
| eaf of a distribution tree, it MJST NOT forward a multi-destination
TRILL Data packet (except as an egressed native frame where RB2 is
Appoi nt ed Forwarder).

2.4. Overloaded Oigination of TRILL Data Packets

Over| oaded origination of unicast TRILL Data packets with known
egress and of multi-destination packets is discussed in the
subsecti ons bel ow.

East | ake, et al. St andards Track [ Page 9]



RFC 7780 TRILL Carifications, Corrections, Updates February 2016

2.4.1. Known Unicast Oigination

When RB2, an overl oaded RBridge, ingresses or creates a known
destination uni cast data packet, it delivers it locally if the
destination is local. Oherwi se, RB2 unicasts it to any nei ghbor
TRILL switch that is not overloaded. It MAY use what routing
information it has to help select the neighbor

2.4.2. Milti-Destination Oigination

Over| oaded RBridge RB2 ingressing or creating a multi-destination
dat a packet presents a nore conplex scenario than that of the known
uni cast case, as di scussed bel ow.

2.4.2.1. An Exanpl e Network

For exanpl e, consider the network di agram bel ow in which, for
sinmplicity, end stations and any bridges are not shown. There is one
distribution tree of which RB4 is the root, as represented by double
lines. Only RBridge RB2 is overl oaded.

oo oo + oo oo + oo oo + oo oo +
| RB7 +====+ RB5 +=====+ RB3 +=====+ RB1 |
R + oo -+ N oo -+

#eoo ot [ |

Fommm oo +RBZ( OV) | —=====++ |

| e Y |

| N |
oo oo+ oo + oo+ ot
| RB8 +====+ RB6 +===++ RB4 ++=====+ RB9 |
Fomme- + Fomme- +  4tsoo==++ Fomme- +

Since RB2 is overloaded, it does not know what the distribution tree
or trees are for the network. Thus, there is no way it can provide
normal TRILL Data service for nulti-destination native franmes. So,
RB2 tunnels the frame in a TRILL Data packet to a neighbor that is
not overloaded if it has such a neighbor that has signaled that it is
willing to offer this service. RBridges indicate this in their
Hel | os as described below. This service is called the OOV (Overl oad
Originated Miulti-destination Franme) service.

- The multi-destination frame MJUST NOT be locally distributed in
native format RB2, because this would cause the frane to be
delivered twice. Instead, it is tunneling to a neighbor as
described in this section. For exanple, if RB2 locally distributed
a multicast native franme and then tunneled it to RB5 RB2 would get
a copy of the frane when RB3 transmitted it as a TRILL Data packet
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on the nulti-access RB2-RB3-RB4 |link. Since RB2 would, in general
not be able to tell that this was a frane it had tunnel ed for

di stribution, RB2 woul d decapsulate it and locally distribute it a
second ti me.

- On the other hand, if there is no neighbor of RB2 offering RB2 the
OOVF service, RB2 cannot tunnel the frame to a neighbor. |In this
case, RB2 MIST locally distribute the frane where it is Appointed
Forwarder for the franme’s VLAN and optionally subject to nulticast
pruni ng.

2.4.2.2. Indicating OOVMF Support

An RBridge RB3 indicates its willingness to offer the OOW service to
RB2 in the TRILL Neighbor TLV in RB3’s TRILL Hellos by setting a bit
associ ated with the SNPA (Subnetwork Point of Attachment, also known
as MAC address) of RB2 on the link (see the | ANA Considerations
section). Overloaded RBridge RB2 can only distribute

nmul ti-destination TRILL Data packets to the canpus if a nei ghbor of
RB2 not in overload offers RB2 the OOVMF service. |f RB2 does not
have OOWF service available to it, RB2 can still receive

mul ti-destination packets from non-overl oaded nei ghbors, and if RB2
shoul d originate or ingress such a frame, it distributes it locally
in native form

2.4.2.3. Using OOWF Service

If RB2 sees this OOMF (Overload Originated Multi-destination Frame)
service advertised for it by any of its neighbors on any link to

whi ch RB2 connects, it selects one such neighbor by a nmeans that is
beyond the scope of this document. Assunming that RB2 selects RB3 to
handl e nmulti-destination packets it originates, RB2 MJST advertise in
its LSP that it mght use any of the distribution trees that RB3
advertises so that the RPFC will work in the rest of the canpus.

Thus, notw thstanding its overloaded state, RB2 MJST retain this
information fromRB3 LSPs, which it will receive, as it is directly
connected to RB3.

RB2 t hen encapsul ates such frames as TRILL Data packets to RB3 as
follows: "M bit = 0; Hop Count = 2; Ingress Nickname = a ni ckname
hel d by RB2; and, since RB2 cannot tell what distribution tree RB3
wi Il use, Egress N ckname = a special nicknane indicating an OOVF
packet (see the | ANA Considerations section). RB2 then unicasts this
TRILL Data packet to RB3. (Inplenentation of Item4 in Section 4

bel ow provi des reasonabl e assurance that, notwithstanding its

over| oaded state, the ingress nicknane used by RB2 will be unique
within at |least the portion of the canpus that is IS 1S reachabl e
fromRB2.)
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On receipt of such a packet, RB3 does the follow ng:

- changes the Egress Nicknane field to designate a distribution tree
that RB3 normal ly uses,

- sets the "M bit to one,

- changes the Hop Count to the value it would normally use if it were
the ingress, and

- forwards the TRILL Data packet on that tree.

RB3 MAY rate-limt the nunber of packets for which it is providing
this service by discarding sone such packets from RB2. The provision
of even limited bandwi dth for OOMFs by RB3, perhaps via the slow
path, may be inmportant to the bootstrappi ng of services at RB2 or at
end stations connected to RB2, such as supporting DHCP and ARP/ ND
(Address Resol ution Protocol / Neighbor Discovery). (Everyone
sonetines needs a little OOVF (pronounced "oonph") to get off the
ground.)

3. Distribution Trees and RPF Check (Changed)

Two corrections, a clarification, and two updates related to

di stribution trees appear in the subsections below, along with an
alternative, stronger RPF (Reverse Path Forwardi ng) check. See also
Section 2. 2.

3.1. Number of Distribution Trees (Unchanged)

In [ RFC6325], Section 4.5.2, page 56, point 2, fourth paragraph, the
parent hetical "(up to the nmaxi mumof {j,k})" is incorrect [Err3052].
It should read "(up to k if j is zero or the m nimumof (j, k) if |j

i s non-zero)".

3.2. Distribution Tree Update Clarification (Unchanged)

When a |ink-state database change causes a change in the distribution
tree(s), several possible types of change can occur. |[If a tree root
remains a tree root but the tree changes, then | ocal forwarding and
RPFC entries for that tree should be updated as soon as practi cal
Simlarly, if a new nickname becones a tree root, forwarding and RPFC
entries for the newtree should be installed as soon as practical
However, if a nicknane ceases to be a tree root and there is
sufficient roomin |local tables, the forwarding and RPFC entries for
the former tree MAY be retained so that any nmulti-destination TRILL
Dat a packets already in flight on that tree have a higher probability
of being delivered.
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3.3. Milticast Pruning Based on | P Address (Unchanged)

The TRILL base protocol specification [ RFC6325] provides for, and
recomends the pruning of, multi-destination packet distribution
trees based on the location of IP nulticast routers and |isteners;
however, multicast listening is identified by derived MAC addresses
as comruni cated in the G oup MAC Address sub-TLV [ RFC7176].

TRILL switches MAY comuni cate multicast |isteners and prune
distribution trees based on the actual |Pv4 or IPv6 multicast
addresses involved. Additional G oup Address sub-TLVs are provided
in [RFC7176] to carry this information. A TRILL switch that is only
capabl e of pruning based on derived MAC addresses SHOULD cal cul ate
and use such derived MAC addresses fromthe nulticast |istener |Pv4
or | Pv6 address information it receives.

3.4. Numbering of Distribution Trees (Unchanged)

Section 4.5.1 of [RFC6325] specifies that, when building distribution
tree nunber j, node (RBridge) N that has multiple possible parents in
the tree is attached to possible parent nunber j nmod p. Trees are
nunbered starting with 1, but possible parents are nunmbered starting
with 0. As aresult, if there are two trees and two possible
parents, then in tree 1 parent 1 will be selected, and in tree 2
parent 0 will be sel ected.

This is changed so that the selected parent MJST be (j-1) nod p. As

aresult, in the case above, tree 1 will select parent 0, and tree 2
will select parent 1. This change is not backward conpatible with
[RFC6325]. If all RBridges in a canpus do not determ ne distribution

trees in the same way, then for nost topologies, the RPFC will drop
many mul ti-destination packets before they have been properly
del i vered.

3.5. Link Cost Directionality (Unchanged)

Distribution tree construction, |ike other |east-cost aspects of
TRILL, works even if link costs are asymmetric, so the cost of the
hop fromRB1 to RB2 is different fromthe cost of the hop fromRB2 to
RB1. However, it is essential that all RBridges calculate the sane
distribution trees, and thus all nust use either the cost away from
the tree root or the cost towards the tree root. The text in

Section 4.5.1 of [RFC6325] is incorrect, as docunented in [Err3508].
The text says:

In other words, the set of potential parents for N, for the tree

rooted at R consists of those that give equally m niml cost
paths fromNto Rand ...
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3.

3.

but the text should say "fromR to N':

In other words, the set of potential parents for N, for the tree
rooted at R consists of those that give equally m niml cost
paths fromR to N and ..

6. Alternative RPF Check (New)

[ RFC6325] nandates a Reverse Path Forwardi ng (RPF) check on

mul ti-destination TRILL Data packets to avoid possible nultiplication
and/ or | ooping of multi-destination traffic during TRILL canpus

topol ogy transients. This check is logically perfornmed at each TRILL
switch i nput port and deternmi nes whether it is arriving on the
expected port based on where the packet started (the ingress

ni cknane) and the tree on which it is being distributed. |If not, the
packet is silently discarded. This check is fine for point-to-point
i nks; however, there are rare circunstances involving nulti-access
("broadcast") links where a packet can be duplicated despite this

RPF check and ot her checks performed by TRILL

Section 3.6.1 gives an exanple of the potential problem and

Section 3.6.2 specifies a solution. This solution is an alternative,
stronger RPF check that TRILL switches can inplenent in place of the
RPF check di scussed in [ RFC6325].

6.1. Exanple of the Potential Problem
Consi der this network:

F--A--B--C-0--D

I
E

Al the links except the link between C, D, and E are point-to-point
links. C, D, and E are connected over a broadcast |ink represented
by the pseudonode "0". For exanple, they could be connected by a
bridged LAN. (Bridged LANs are transparent to TRILL.)

Al t hough the choice of root is uninmportant here, assune that D or F
is chosen as the root of a distribution tree so that it is obvious
that the tree | ooks just |ike the diagram above.
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Now assune that a |ink comes up fromA to the sane bridged LAN. The
network then | ooks like this:

Let’s say the resulting tree in steady state includes all 1inks
except the B-Clink. After the network has converged, a packet that
starts fromF will go F->A. Then A will send one copy on the A-B

I ink and another copy into the bridged LAN fromwhich it will be
recei ved by C and D

Now consider a transition stage where A and D have acted on the new
LSPs and progranmmed their forwardi ng plane, while B and C have not
yet done so. This neans that B and C both consider the Iink between
themto still be part of the tree. |In this case, a packet that
starts out fromF and reaches A will be copied by Ainto the A-B link
and to the bridged LAN. D s RPF check says to accept packets on this
tree coming fromF over its port on the bridged LAN, so it gets
accepted. D is also adjacent to A on the tree, so the tree adjacency
check, a separate check nmandated by [ RFC6325], al so passes.

However, the packet that gets to B gets sent out by Bto C Cs RPF
check still has the old state, and it thinks the packet is OK. C
sends the packet along the old tree, which sends the packet into the
bri dged LAN. D receives one nore packet, but the tree adjacency
check passes at D because Cis adjacent to Din the newtree as well.
The RPF check al so passes at D because D's port on the bridged LAN is
K for receiving packets fromF.

So, during this transient state, D gets duplicates of every

mul ti-destination packet ingressed at F (unless the packet gets
pruned) until B and C act on the new LSPs and programtheir
forwardi ng tabl es.

3.6.2. Solution and Di scussi on

The problem stenms fromthe RPF check described in [ RFC6325] dependi ng
only on the port at which a TRILL Data packet is received, the

i ngress ni cknane, and the tree being used, that is, a check if
{ingress nickname, tree, input port} is a valid conbination according
to the receiving TRILL switch’s view of the campus topol ogy. A

mul ti-access link actually has nultiple adjacencies overlaid on one
physical link, and to avoid the problem shown in Section 3.6.1, a
stronger check is needed that includes the Layer 2 source address of
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the TRILL Data packet being received. (TRILL is a Layer 3 protocol
and TRILL switches are true routers that logically strip the Layer 2
header fromany arriving TRILL Data packets and add the appropriate
new Layer 2 header to any outgoing TRILL Data packet to get it to the
next TRILL switch, so the Layer 2 source address in a TRILL Data
packet identifies the immediately previous TRILL switch that
forwarded the packet.)

What is needed, instead of checking the validity of the triplet
{ingress nickname, tree, input port}, is to check that the quadrupl et
{ingress nickname, source SNPA, tree, input port} is valid (where
"source SNPA" (Subnetwork Point of Attachnment) is the Quter.MacSA for
an Ethernet link). Although it is true that [RFC6325] al so requires
a check to ensure that a nulti-destination TRILL Data packet is from
a TRILL switch that is adjacent in the distribution tree being used,
this check is separate fromthe RPF check, and these two independent
checks are not as powerful as the single unified check for a valid
quadr upl et .

/ \
RBL ------ 0 ----- RB2
\ /
However, this stronger RPF check is not without cost. 1In the sinmple

case of a multi-access Iink where each TRILL switch has only one port
on the link, it merely increases the size of validity entries by
addi ng the source SNPA (CQuter.MacSA). However, assume that sone
TRILL switch RB1 has multiple ports attached to a nulti-access |ink
In the figure above, RBl1 is shown with three ports on the
nmulti-access link. RB1l is permitted to |load split multi-destination
traffic it is sending into the nulti-access |link across those ports
(Section 4.4.4 of [RFC6325]). Assune that RB2 is another TRILL
switch on the link and RB2 is adjacent to RB1 in the distribution
tree. The nunber of validity quadruplets at RB2 for ingress

ni cknanes whose multi-destination traffic would arrive through RBl is
mul tiplied by the nunber of ports RB1 has on the access |ink, because
RB2 has to accept such traffic fromany such ports. Although such

i nstances seemto be very rare in practice, the nunber of ports an
RBri dge has on a link could in principle be tens or even a hundred or
nore ports, vastly increasing the RPF check state at RB2 when this
stronger RPF check is used.

Anot her potential cost of the stronger RPF check is increased
transient loss of multi-destination TRILL Data packets during a
topol ogy change. For TRILL switch D, the new stronger RPF check is
(tree->A, Quter.MacSA=A, ingress=A, arrival port=ifl), while the old
one was (tree->A, Quter.MacSA=C, ingress=A, arrival port=ifl).
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Suppose that both A and B have switched to the new tree for multicast
forwardi ng but D has not updated its RPF check yet; the multicast
packet will then be dropped at D's input port, because D stil

expects a packet from"Quter.MacSA=C'. But we do not have this
packet |oss issue if the weaker triplet check (tree->A ingress=A
arrival port=ifl) is used. Thus, the stronger check can increase the
RPF check discard of nulti-destination packets during topol ogy
transients.

Because of these potential costs, inplenentation of this stronger

RPF check is optional. The TRILL base protocol is updated to provide
that TRILL switches MJUST, for nulti-destination packets, either

i mpl enent the RPF and ot her checks as described in [ RFC6325] or

i mpl enent this stronger RPF check as a substitute for the [ RFC6325]
RPF and tree adjacency checks. There is no problemw th a canpus
having a m xture of TRILL switches, some of which inplenment one of
these RPF checks and some of which inplenment the other

4. Nicknane Sel ection (Unchanged)

Ni ckname sel ection is covered by Section 3.7.3 of [RFC6325].
However, the foll owi ng should be noted:

1. The second sentence in the second bullet itemin Section 3.7.3 of
[ RFC6325] on page 25 is erroneous [Err3002] and is corrected as
foll ows:

o The occurrence of "IS-ISID (LANID" is replaced with
"priority".

o The occurrence of "IS- IS SystemID' is replaced with "7-byte
IS-1S 1D (LAN ID)".

The resulting corrected sentence in [RFC6325] reads as foll ows:

I f RB1 chooses nicknane x, and RB1l di scovers, through receipt
of an LSP for RB2 at any later tine, that RB2 has al so chosen
X, then the RBridge or pseudonode with the nunerically higher
priority keeps the nickname, or if there is atie in priority,
the RBridge with the nunerically higher 7-byte IS 1S 1D

(LAN 1 D) keeps the nicknane, and the other RBridge MJUST sel ect
a new ni ckname.

2. In exanining the |ink-state database for nicknane conflicts,
ni cknanmes held by 1S-1S unreachable TRILL switches MJST be
i gnored, but nicknames held by IS 1S reachable TRILL switches
MUST NOT be ignored even if they are data unreachabl e.
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5.

3. An RBridge may need to select a new nicknane, either initially
because it has none or because of a conflict. When doing so, the
RBri dge MUST consi der as available all nicknames that do not
appear in its link-state database or that appear to be held by
| S-1S unreachable TRILL sw tches; however, it SHOULD give
preference to sel ecting new ni cknanes that do not appear to be
held by any TRILL switch in the canpus, reachable or unreachabl e,
so as to minimze conflicts if 1S 1S unreachable TRILL sw tches
| ater becone reachabl e.

4. An RBridge, even after it has acquired a nickname for which there
appears to be no conflicting clainant, MJST continue to nonitor
for conflicts with the nicknane or nicknanes it holds. It does so
by nmonitoring any received LSPs that should update its |ink-state
dat abase for any occurrence of any of its nicknanes held with
hi gher priority by some other TRILL switch that is IS-IS reachable
fromit. If it finds such a conflict, it MJST select a new
ni cknane, even when in overloaded state. (It is possible to
receive an LSP that shoul d update the |ink-state database but does
not do so due to overload.)

5. In the very unlikely case that an RBridge is unable to obtain a
ni ckname because all valid RBridge nicknanes (0x0001 through
OXFFBF inclusive) are in use with higher priority by I1S1S
reachable TRILL switches, it will be unable to act as an ingress,
egress, or tree root but will still be able to function as a
transit TRILL switch. Although it cannot be a tree root, such an
RBridge is included in distribution trees conputed for the canpus
unless all its neighbors are overloaded. It would not be possible
to send a unicast RBridge Channel nessage specifically to such a
TRILL switch [RFC7178]; however, it will receive unicast RBridge
Channel nessages sent by a nei ghbor to the Any-RBridge egress
ni ckname and will receive appropriate multi-destination RBridge
Channel messages.

MIU ( Maxi mum Transni ssion Unit) (Unchanged)

MIU values in TRILL are derived fromthe origi nati ngL1LSPBufferSi ze
val ue comunicated in the 1S-1S originati ngLSPBufferSize TLV [I1S-15].
The canpus-w de value Sz, as described in Section 4.3.1 of [RFC6325],
is the m ni mum val ue of originati ngL1LSPBufferSize for the RBridges
in a canpus, but not less than 1470. The MIU testing nechani sm and
limting LSPs to Sz assure that the LSPs can be flooded by IS-IS and
thus that IS-1S can operate properly.
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If an RBridge knows nothing about the MIU of the links or the

origi nati ngL1LSPBuf fer Si ze of other RBridges in a canpus, the
originati ngL1LSPBuf ferSize for that RBridge should default to the

m ni mum of the LSP size that its TRILL IS 1S software can handl e and
the m ninum MIU of the ports that it might use to receive or transmt
LSPs. If an RBridge does have know edge of |ink MIUs or other

RBri dge originati ngL1LSPBufferSize, then, to avoid the necessity of
regenerating the local LSPs using a different maxi mum size, the

RBri dge’s originati ngL1LSPBufferSi ze SHOULD be configured to the

m ni mum of (1) the smallest value that other RBridges are, or wll
be, announcing as their originati ngLILSPBufferSize and (2) a val ue
smal | enough that the canpus will not partition due to a significant
nunber of links with [imted MUs. However, as specified in

[ RFC6325], in no case can originati ngL1LSPBufferSi ze be [ ess than
1470. In a well-configured canpus, to minimze any LSP regeneration
due to resizing, all RBridges will be configured with the same

ori gi nati ngL1LSPBufferSi ze.

Section 5.1 below corrects errata in [ RFC6325], and Section 5.2
clarifies the nmeaning of various MU linmits for TRILL Ethernet |inks.

5.1. MIU-Related Errata in RFC 6325

Three MIU-rel ated errata in [RFC6325] are corrected in the
subsecti ons bel ow.

5.1.1. MU PDU Addr essi ng

Section 4.3.2 of [RFC6325] incorrectly states that nulti-destination
MIU- probe and MIU-ack TRILL IS-1S PDUs are sent on Ethernet |inks
with the All-RBridges multicast address as the Quter. MacDA [ Err3004].
As TRILL IS-I'S PDUs, when multicast on an Ethernet |ink, these

mul ti-destinati on MIU-probe and MIU-ack PDUs MJST be sent to the
All-1S-1S-RBridges multicast address.
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5.

5.

5.

1.2. MU PDU Processing

As discussed in [ RFC6325] and (in nore detail) [RFC7177], MIU probe
and MIU-ack PDUs MAY be uni cast; however, Section 4.6 of [RFC6325]
erroneously does not allow for this possibility [Err3003]. It is
corrected by replacing Item1l in Section 4.6.2 of [RFC6325] with the
following text, to which TRILL switches MJST conform

1. If the Ethertype is L2-1S-1S and the Quter.MacDA is either
All-1S-1S-RBridges or the unicast MAC address of the receiving
RBri dge port, the frane is handl ed as described in
Section 4.6.2.1.

The reference to "Section 4.6.2.1" in the above text is to that
section in [RFC6325].

1.3. MU Testing

The | ast two sentences of Section 4.3.2 of [RFC6325] contain errors
[Err3053]. They currently read as follows:

If Xis not greater than Sz, then RB1 sets the "failed m ni mum MU
test” flag for RB2 in RBl's Hello. |If size X succeeds, and X >
Sz, then RB1 advertises the largest tested X for each adjacency in
the TRILL Hellos RB1 sends on that |ink, and RB1 MAY advertise X
as an attribute of the Iink to RB2 in RBl's LSP.

They shoul d read as foll ows:

If Xis not greater than or equal to Sz, then RBl sets the "failed
m ni mum MU test" flag for RB2 in RBl's Hello. |If size X
succeeds, and X >= Sz, then RBl advertises the largest tested X
for each adjacency in the TRILL Hell os RB1 sends on that |ink,

and RB1 MAY advertise X as an attribute of the link to RB2 in
RB1' s LSP.

2. Ethernet MIU Val ues

originati ngL1LSPBufferSize is the maxi mum pernitted size of LSPs
starting with and including the IS-1S 0x83 "I ntradomai n Rout ei ng
Protocol Discrimnator” byte. In Layer 3 I1S-1S
originatingL1LSPBufferSize defaults to 1492 bytes. (This is because,
inits previous |life as DECnet Phase V, |S-1S was encoded using the
SNAP SAP ( Subnetwork Access Protocol Service Access Point) [ RFC7042]
format, which takes 8 bytes of overhead and 1492 + 8 = 1500, the

cl assi c Ethernet maxi mum \When standardized by ISOIEC[IS1S] to
use Logi cal Link Control (LLC) encoding, this default could have been
i ncreased by a few bytes but was not.)
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In TRILL, originatingLlLSPBufferSize defaults to 1470 bytes. This
all ows 27 bytes of headroom or safety margin to acconmodat e | egacy
devices with the classic Ethernet maxi num MIU, despite headers such
as an CQuter.VLAN

Assum ng that the canpus-wide minimnumlink MU is Sz, RBridges on

Et hernet links MJUST linmit nost TRILL I1S-1S PDUs so that PDUz (the

l ength of the PDU starting just after the L2-1S-1S Ethertype and
endi ng just before the Ethernet Franme Check Sequence (FCS)) does not
exceed Sz. The PDU exceptions are TRILL Hell o PDUs, which MJUST NOT
exceed 1470 bytes, and MIU- probe and MIU-ack PDUs that are padded by
an anount that depends on the size being tested (which may

exceed Sz).

Sz does not limt TRILL Data packets. They are only linmted by the
MIU of the devices and |inks that they actually pass through;
however, links that can accommdate |IS-1S PDUs up to Sz woul d
accommopdate, with a generous safety margin, TRILL Data packet

payl oads of (Sz - 24) bytes, starting after the Inner.VLAN and endi ng
just before the FCS.

Most nodern Et hernet equi pnent has anpl e headroom for franes with
ext ensi ve headers and is sonetimes engi neered to accommopdate 9 KB
junbo frames.
6. TRILL Port Moddes (Unchanged)
Section 4.9.1 of [RFC6325] specifies four nmode bits for RBridge ports

but may not be conpletely clear on the effects of all conbinations of
bits in terns of allowed franme types.
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The tabl e below explicitly indicates the effects of al

TRILL Carifications,

Corrections,

conbi nati ons of the TRILL port nopde bits.

f our

normal |y disables all frames; however
sone or all |owlevel Layer 2 contro
received. Exanples of Layer 2 contro
franmes for Ethernet

i nk negotiation nmessages [ RFC6361].

I,
|
| TRILL
| Data
| LSP
SNP
| MIuU
Fom e oo -
| Yes
.
| Yes
I,
| No
Fom e oo -
| No
.
| Yes
I,
| No
Fom e oo -
| No
.

B S R I Fomm -
1D | | | |
[i] A | |
|s| |c|T| | Native
lal |c|r] | I ngress|
| b| P| e| u| |
|1'] 2] s| n| Layer 2 | Native
| e] P| s| k| Control | Egress
i MU U Fomm o -
| 0] 0] 0] O] VYes | Yes
T A R
| 0] 0] 0] 1] Yes | No
B S R I Fomm -
| 0] 0] 1] 0] Yes | Yes
i MU U Fomm o -
| 0] 0] 1] 1] Yes | No
T A R
| 0] 1] O] *| Yes | No
B S R I Fomm -
| 0] 1] 1] *| Yes | No
i MU U Fomm o -
| 1] *| *| *| Optional| No
T A R
The formal name of the "access bit"
disable bit". The fornal

service disable bit"

above is the

"y n

colums indicates that the bit can be either
remai ni ng colums indicate all owed frame types.

name of the "trunk bit"

[ RFC6325] .

Updat es

The

one.

identified in Section 1.4 of [RFC6325] or

February 2016

possi bl e

in one of the first
zero or
"disable bit"
as an inplenmentation choice,
nessages can stil
nessages are those contro

The

be sent or

PPP

"TRILL traffic

is the "end-station

7. The CFI/DElI Bit (Unchanged)
In May 2011, the | EEE promul gated | EEE Std 802. 1Q 2011, whi ch changed
the neaning of the bit between the priority and VLAN ID bits in the
payl oad of C-VLAN tags. Previously, this bit was called the CFI
(Canoni cal Format Indicator) bit [802] and had a special neaning in
connection with | EEE 802.5 (Token Ring) franes. After 802.1Q 2011
and in subsequent versions of 802.1Q -- the npbst current of which is
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[802.1Q 2014] -- this bit is nowthe DEI (Drop Eligibility Indicator)
bit. (The corresponding bit in S-VLAN B-VLAN tags has al ways been a
DEl bit.)

The TRILL base protocol specification [RFC6325] assumed, in effect,
that the Iink by which end stations are connected to TRILL switches
and the restricted virtual link provided by the TRILL Data packet are
| EEE 802.3 Ethernet links on which the CFl bit is always zero.

Shoul d an end station be attached by sonme other type of link, such as
a Token Ring link, [RFC6325] inplicitly assumed that such franes
woul d be canonicalized to 802.3 frames before being ingressed, and
simlarly, on egress, such franes would be converted from802.3 to
the appropriate frane type for the Iink. Thus, [RFC6325] required
that the CFl bit in the Inner.VLAN, which is shown as the "C' bit in
Section 4.1.1 of [RFC6325], always be zero.

However, for TRILL switches with ports conformng to the change
incorporated in the | EEE 802. 1Q 2011 standard, the bit in the

I nner. VLAN, now a DEl bit, MJST be set to the DElI val ue provided by
the port interface on ingressing a native frane. Similarly, this bit
MUST be provided to the port when transiting or egressing a TRILL
Data packet. As with the 3-bit Priority field, the DEl bit to use in
forwarding a transit packet MJST be taken fromthe Inner.VLAN. The
exact effect on the Quter.VLAN DElI and priority bits, and whether or
not an Quter.VLAN appears at all on the wire for output franes, my
depend on output port configuration

TRILL campuses with a mixture of ports, some conpliant with versions
of 802.1Q from I EEE Std 802.1Q 2011 onward and some conpliant wth
pre-802. 1Q- 2011 standards, especially if they have actual Token Ring
Iinks, may operate incorrectly and may corrupt data, just as a

bri dged LAN with such mixed ports and |inks woul d.

8. Oher 1S 1S Considerations (Changed)
This section covers Extended Level 1 Flooding Scope (E-L1FS) support,
control packet priorities, unknown PDUs, the N cknane Fl ags

APPsub- TLV, graceful restart, and the Purge Oigi nator
I dentification TLV.
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8.1. E-L1FS Support (New)

TRILL switches MJST support E-L1FS PDUs [ RFC7356] and MUST include a
Scope Fl oodi ng Support TLV [RFC7356] in all TRILL Hellos they send

i ndi cating support for this scope and any other FS-LSP scopes that
they support. This support increases the nunber of fragnents
avai l able for link-state information by over two orders of nagnitude.
(See Section 9 for further information on support of the Scope

Fl oodi ng Support TLV.)

In addition, TRILL switches MJST advertise their support of E-L1FS
flooding in a TRILL-VER sub-TLV Capability Flag (see [ RFC7176] and
Section 12.2). This flag is used by a TRILL switch, say RBl, to

det erm ne support for E-L1FS by sonme renpte RBx. The alternative of
sinply looking for an E-L1FS FS-LSP originated by RBx fails because
(1) RBx might support E-L1FS flooding but is not originating any
E-L1FS FS-LSPs and (2) even if RBx is originating E-L1FS FS-LSPs
there mght, due to legacy TRILL switches in the canpus, be no path
bet ween RBx and RBl through TRILL switches supporting E-L1FS
flooding. |If that were the case, no E-L1FS FS-LSP origi nated by RBx
could get to RBL.

E-L1IFS will comonly be used to flood TRILL GENI NFO TLVs and encl osed
TRI LL APPsub-TLVs [RFC7357]. For robustness, E-L1FS fragnent zero
MUST NOT exceed 1470 bytes in length; however, if such a fragnment is
received that is larger, it is processed nornally. It is anticipated
that in the future sone particularly inmportant TRILL APPsub-TLVs will
be specified as being flooded in E-L1FS fragnent zero. TRILL GENI NFO
TLVs MJUST NOT be sent in LSPs; however, if one is received in an LSP
it is processed nornally.

8.1.1. Backward Conpatibility

A TRILL campus mght contain TRILL switches supporting E-L1FS
flooding and | egacy TRILL switches that do not support E-L1FS or
per haps do not support any [RFC7356] scopes.

A TRILL switch conformant to this docunent can always tell which

adj acent TRILL switches support E-L1FS flooding fromthe adjacency
table entries on its ports (see Section 9). In addition, such a
TRILL switch can tell which renbote TRILL switches in a canmpus support
E-L1FS by the presence of a TRILL version sub-TLV in that TRILL
switch’s LSP with the E-L1FS support bit set in the Capabilities
field; this capability bit is ignored for adjacent TRILL sw tches for
whi ch only the adjacency table entry is consulted to determ ne E-L1FS
support.
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TRILL specifications making use of E-L1FS MJUST specify how situations
involving a m xed TRILL canpus of TRILL switches will be handl ed.

8.1.2. E-L1FS Use for Existing (Sub-)TLVs

In a canmpus where all TRILL switches support E-L1FS, all TRILL
sub-TLVs listed in Section 2.3 of [RFC7176], except the TRILL version
sub- TLV, MAY be advertised by inclusion in Router Capability or

MT- Capability TLVs in E-L1FS FS-LSPs [RFC7356]. (The TRILL version
sub-TLV still MJST appear in an LSP fragnent zero.)

In a m xed canpus where sone TRILL switches support E-L1FS and sone
do not, then only the follow ng four sub-TLVs of those listed in
Section 2.3 of [RFC7176] can appear in E-L1FS, and then only under
the conditions discussed below In the following list, each sub-TLV
is preceded by an abbrevi ated acronymused only in this section of
this document:

I'V: Interested VLANs and Spanni ng Tree Roots sub-TLV
VG VLAN G oup sub-TLV
IL: Interested Labels and Spanning Tree Roots sub-TLV
LG Label G oup sub-TLV

An 1V or VG sub-TLV MJUST NOT be advertised by TRILL switch RBL in an
E-L1FS FS-LSP (and shoul d i nstead be advertised in an LSP) unless the
followi ng conditions are net:

- E-L1FS is supported by all of the TRILL switches that are data
reachable fromRB1 and are interested in the VLANs nentioned in the
IV or VG sub-TLV, and

- there is E-L1FS connectivity between all such TRILL switches in the
canpus interested in the VLANs nmentioned in the IV or VG sub-TLV
(connectivity involving only intermediate TRILL switches that also
support E-L1FS).

Any |1V and VG sub-TLVs MAY still be advertised via core TRILL IS-IS
LSPs by any TRILL switch that has enough roomin its LSPs.

The conditions for using E-L1FS for the IL and LG sub-TLVs are the
same as for 1V and VG but with Fine-Gained Labels [RFC7172]
substituted for VLANSs.

Note, for exanple, that the above would permit a contiguous subset
of the canpus that supported Fine-Gained Labels and E-L1FS to use
E-L1FS to advertise IL and LG sub-TLVs, even if the remai nder of
the canmpus did not support Fine-G ained Labels or E-L1FS.
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8.2. Control Packet Priorities (New)

When deci di ng what packet to send out a port, control packets used to
establ i sh and mai ntain adj acency between TRILL switches SHOULD be
treated as being in the highest-priority category. This includes
TRILL IS-1S Hello and MIU PDUs, and possi bly ot her adjacency

[ RFC7177] or I|ink-technol ogy-specific packets. Oher control and
dat a packets SHOULD be given lower priority so that a flood of such
ot her packets cannot lead to loss of, or inability to establish,

adj acency. Loss of adjacency causes a topology transient that can
result in reduced throughput; reordering; increased probability of

| oss of data; and, in the worst case, network partition if the

adj acency is a cut point.

Q her inportant control packets should be gi ven second-hi ghest
priority. Lower priorities should be given to data or |ess important
control packets.

Based on the above, control packets can be ordered into priority

cat egori es as shown bel ow, based on the relative criticality of these
types of messages, where the nost critical control packets relate to
the core routing between TRILL switches and the less critical contro
packets are closer to "application" information. (There may be
addi ti onal control packets, not specifically listed in any category
bel ow, that SHOULD be handl ed as being in the nost nearly anal ogous
category.) Although few inplenentations will actually treat these
four categories with different priority, an inplenmentati on MAY choose
to prioritize nmore critical messages over less critical. However, an
i mpl enent ati on SHOULD NOT send control packets in a lower-priority
category with a priority above those in a higher-priority category
because, under sufficiently congested conditions, this could bl ock
control packets in a higher-priority category, resulting in network
di sruption.

Priority
Cat egory Descri ption

4. Hel | o, MIU-probe, MIU-ack, and other packets critica
to establishing and mai ntai ni ng adj acency. (Normally
sent with highest priority, which is priority 7.)

3. LSPs, CSNPs/PSNPs, and other inmportant control packets.
2. Crcuit scoped FS-LSPs, FS-CSNPs, and FS- PSNPs.
1. Non-circuit scoped FS-LSPs, FS-CSNPs, and FS- PSNPs.
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8.3. Unknown PDUs (New)

TRILL switches MJST silently discard [IS-1S] PDUs they receive with
PDU numbers they do not understand, just as they ignore TLVs and
sub-TLVs they receive that have unknown Types and sub-Types; however,
they SHOULD nmi ntain a counter of how many such PDUs have been

recei ved, on a per-PDU nunber basis. (This is not burdensonme, as the
PDU nunber is only a 5-bit field.)

Note: The set of valid [IS-1S] PDUs was stable for so |long that
some |S-1S inmplenentations may treat PDUs with unknown PDU
nunbers as a serious error and, for exanple, an indication that
other valid PDUs fromthe sender are not to be trusted or that
they shoul d drop adjacency to the sender if it was adjacent.
However, the MIU probe and MIU-ack PDUs were added by
[ RFC7176], and now [ RFC7356] has added three nore new PDUs.

Al t hough the authors of this docunment are not aware of any
Internet-Drafts calling for further PDUs, the eventual addition
of further new PDUs should not be surprising.

8.4. Nickname Fl ags APPsub-TLV ( New)

An optional N ckname Fl ags APPsub-TLV within the TRILL GENI NFO TLV
[ RFC7357] is specified bel ow.

111111
0123456789012345
S i S S S S S S

| Type = N ckFl ags (6) | (2 bytes)

T el I o e S S e el st (I S SR R

| Length = 4*K | (2 bytes)

s S S i I S R R e h T Tk e S S S o T S
| NI CKFLAG RECORD 1 (4 bytes)

T S T ST T S e T S S S S S S St

T T T T S S e T T i
| NI CKFLAG RECORD K (4 bytes)
T I S T S I S T S S T (i S S S DU RUpT A S

where each NI CKFLAG RECORD has the foll ow ng format:

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
oo oo oo oo oo oo oo oo oo oo oo oo oo oot
|  Nickname |
oo bm o bm o bmmbmbm o bm o bm o bm o bm o bm o bm o oo oo e - e -
1N RESV |
TS TS IS SN TS NS
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o Type: N ckFlags TRILL APPsub-TLV, set to 6 (N CKFLAGS).
0o Length: 4 tines the nunber of N CKFLAG RECORDS present.

o N cknane: A 16-bit TRILL nickname held by the advertising TRILL
switch ([ RFC6325] and Section 4).

o IN Ingress. |If this flag is one, it indicates that the
advertising TRILL switch nay use the nicknane in the N CKFLAG
RECORD as the Ingress N cknane of TRILL Headers it creates. |If
the flag is zero, that nicknane will not be used for that
pur pose.

0 RESV: Reserved for additional flags to be specified in the
future. MJIST be sent as zero and ignored on receipt.

The entire N ckFl ags APPsub-TLV is ignored if the Length is not a
nmultiple of 4. A NICKFLAG RECORD is ignored if the nicknane it lists
is not a nicknane owned by the TRILL switch advertising the enclosing
Ni ckFl ags APPsub- TLV.

If a TRILL switch intends to use a nickname in the Ingress N cknane
field of TRILL Headers it constructs, it can advertise this through
E-L1FS FS-LSPs (see Section 8.1) using a N ckFlags APPsub-TLV entry
with the INflag set. |If it owns only one nicknane, there is no
reason to do this because, if a TRILL switch advertises no N ckFl ags
APPsub-TLVs with the IN flag set for nicknanes it owns, it is assumed
that the TRILL switch mght use any or all nicknames it owns as the
Ingress Nickname in TRILL Headers it constructs. |If a TRILL switch
advertises any NickFl ags APPsub-TLV entries with the IN flag set,
then it MUST NOT use any other nicknane(s) it owns as the Ingress

Ni ckname in TRILL Headers it constructs.

Every reasonable effort should be nade to be sure that Ni ckname
sub-TLVs [ RFC7176] and N ckFl ags APPsub-TLVs remain in sync. |If al
TRILL switches in a canpus support E-L1FS, so that N cknane sub-TLVs
can be advertised in E-L1FS FS-LSPs, then the N ckname sub-TLV and
any N ckFl ags APPsub-TLVs for any particul ar ni cknane SHOULD be
advertised in the sane fragnent. |f they are not in the sane
fragment, then, to the extent practical, all fragments involving
those sub-TLVs for the sanme nicknane shoul d be propagated as an
atomc action. |If a TRILL switch sees multiple N ckFlags APPsub-TLV
entries for the same nicknane, it assunes that that nickname m ght be
used as the ingress in a TRILL Header if any of the N ckFl ags
APPsub- TLV entries have the IN bit set.
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It is possible that a N ckFl ags APPsub-TLV woul d not be propagated

t hroughout the TRILL canmpus due to | egacy TRILL sw tches not
supporting E-L1FS. 1In that case, Ni cknane sub-TLVs MJST be
advertised in LSPs, and TRILL switches not receiving N ckFl ags
APPsub- TLVs having entries with the INflag set will sinply assume
that the source TRILL switch m ght use any of its nicknanes as the
ingress in constructing TRILL Headers. Thus, the use of this

optional APPsub-TLV is backward conpatible with | egacy | ack of E-L1FS
support.

(Additional flags are assigned fromthose | abel ed RESV above and
specified in [TRILL-L3-GN and [Centralized-Replication].)

8.5. Gaceful Restart (Unchanged)

TRILL switches SHOULD support the features specified in [ RFC5306],
whi ch describes a mechanismfor a restarting IS-1S router to signa
to its neighbors that it is restarting, allowing themto reestablish
their adjacencies without cycling through the down state, while stil
correctly initiating |ink-state database synchronization. |If this
feature is not supported, it nay increase the nunber of topol ogy
transi ents caused by a TRILL switch rebooting due to errors or

mai nt enance.

8.6. Purge Oiginator Identification (New
To ease debuggi ng of any purge-rel ated problens, TRILL swi tches
SHOULD i nclude the Purge Originator ldentification TLV [ RFC6232] in

all purge PDUs in TRILL IS-IS. This includes Flooding Scope LSPs
[ RFC7356] and ESADI LSPs [ RFC7357].
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9. Updates to RFC 7177 (Adjacency) (Changed)

To support the E-L1FS fl oodi ng scope [ RFC7356] mandat ed by
Section 8.1 and backward conpatibility with | egacy RBridges not
supporting E-L1FS fl oodi ng, this docunent updates [RFC7177] as
fol | ows:

1. The list in the second paragraph of Section 3.1 of [RFC7177] is
updated by adding the following item

o The Scope Fl oodi ng Support TLV.

In addition, the sentence imrediately after that list is updated
by this docurment to read as foll ows:

O course, (a) the priority, (b) the Desired Designated VLAN,
(c) the Scope Flooding Support TLV, and whether or not the
(d) PORT-TRILL-VER sub-TLV and/or (e) BFD-Enabled TLV are

i ncluded, and their value if included, could change on
occasi on. However, if these change, the new val ue(s) nust
simlarly be used in all TRILL Hellos on the LAN port,
regardl ess of VLAN

2. This docunment adds another bullet itemto the end of Section 3.2
of [RFC7177], as foll ows:

o The value fromthe Scope Flooding Support TLV, or a null string
i f none was i ncl uded.

3. Near the bottomof Section 3.3 of [RFC7177], this docunment adds
the following bullet item

o The variable-length value part of the Scope Fl oodi ng Support
TLV in the Hello, or a null string if that TLV does not occur
in the Hello.

4. At the beginning of Section 4 of [RFC7177], this docunent adds a
bullet itemto the list, as foll ows:

o The variable-length value part of the Scope Fl oodi ng Support
TLV used in TRILL Hell os sent on the port.
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5. This docunent adds a line to Table 4 ("TRILL Hello Contents") in
Section 8.1 of [RFC7177], as foll ows:

LAN P2P Nunber Content |Item

M M 1 Scope Fl oodi ng Support TLV
10. TRILL Header Update (New)

The TRILL Header has been updated fromits original specification in
[ RFC6325] by [ RFC7455] and [RFC7179] and is further updated by this
docunent. The TRILL Header is now as shown in the figure bel ow
(which is followed by references for all of the fields). Those
fields for which the reference is only to [ RFC6325] are unchanged
fromthat RFC.

R R et ol I NI B B R R R R R R
| V]ACM RESV |F| Hop Count |
s i T e S s it ST T e e S e S e o o o I T
| Egress Ni ckname | I ng

B i i e S e e R R ik ol ST T S TR R S R TR

Optional Flags Wrd

T i S e i i i S S o s S M SR S

ress Ni ckname |

+- i SIS S S S s o S

In calculating a TRILL Data packet hash as part of equal - cost
mul ti path selection, a TRILL switch MJST ignore the value of the

"A" and "C' bits.

In [ RFC6325] and [RFC7179], there is a TRILL Header Extension Length
field called "Op-Length", which is hereby changed to consist of the
RESV field and "F' bit shown above.

o V (Version): 2-bit unsigned integer. See Section 3.2
of [ RFC6325].

o A (Alert): 1 bit. See [RFC7455].

o C(Color): 1 bit. See Section 10.1

o M(Milti-destination): 1 bit. See Section 3.4 of [RFC6325].

0 RESV: 4 bits. These bits are reserved and MJST be sent as zero.
Due to the previous use of these bits as specified in [ RFC6325],

nost TRILL "fast path" hardware inplenentations trap and do not
forward TRILL Data packets with these bits non-zero. A TRILL
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10.

10.

10.

switch receiving a TRILL Data packet with any of these bits
non-zero MJST discard the packet unless the non-zero bit or bits
have sonme future use specified that the TRILL switch understands.

o F: 1bit. If this field is non-zero, then the optional flags word
described in Section 10.2 is present. If it is zero, the
flags word is not present.

0o Hop Count: 6 bits. See Section 3.6 of [RFC6325] and
Section 10.2.1 bel ow.

o Egress Nicknane: See Section 3.7.1 of [RFC6325].

0 Ingress N cknanme: See Section 3.7.2 of [RFC6325].

o Optional Flags Wrd: See [RFC7179] and Section 10. 2.
1. Color Bit

The Color bit provides an optional way by which ingress TRILL
switches MAY mark TRILL Data packets for inplenentation-specific
purposes. Transit TRILL switches MJUST NOT change this bit. Transit
and egress TRILL switches MAY use the Color bit for inplementation-
dependent traffic | abeling, or for statistical analysis or other
types of traffic study or analysis.

2. Flags Wrd Changes (Update to RFC 7179)

VWen the "F" bit in the TRILL Header is non-zero, the first 32 bits
after the Ingress N cknane field provide additional flags. These
bits are as specified in [RFC7179], except as changed by the
subsections below, in which the Extended Hop Count and Extended Col or
fields are described. See Section 10.3 for a diagram and summary of
these fields.

2.1. Extended Hop Count

The TRILL base protocol [RFC6325] specifies the Hop Count field in
the header, to avoid packets persisting in the network due to | ooping
or the like. However, the Hop Count field size (6 bits) linmts the
maxi mum hops a TRILL Data packet can traverse to 64. Optionally,
TRILL switches can use a field conposed of bits 14 through 16 in the
flags word, as specified below, to extend this field to 9 bits. This
i ncreases the maxi mum Hop Count to 512. Except in rare

ci rcunst ances, reliable use of Hop Counts in excess of 64 requires
support of this optional capability at all TRILL switches along the
path of a TRILL Data packet.
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10.

10.

10.

2.1.1. Advertising Support

It may be that not all the TRILL switches support the Extended Hop
Count mechanismin a TRILL canmpus and in that canmpus nore than

64 hops are required either for the distribution tree cal cul ated path
or for the unicast calculated path plus a reasonabl e all owance for
alternate pathing. As such, it is required that TRILL switches
advertise their support by setting bit 14 in the TRILL Version

Sub- TLV Capabilities and Header Flags Supported field [ RFC7176];

bits 15 and 16 of that field are now specified as Unassi gned (see
Section 12.2.5).

2.1.2. Ingress Behavior

If an ingress TRILL switch determines that it should set the

Hop Count for a TRILL Data packet to 63 or |less, then behavior is as
specified in the TRILL base protocol [RFC6325]. |If the optiona
TRILL Header flags word is present, bits 14, 15, and 16 and the
critical reserved bit of the critical summary bits are zero.

If the Hop Count for a TRILL Data packet should be set to sone val ue
greater than 63 but |less than 512 and all TRILL switches that the
packet is reasonably likely to encounter support Extended Hop Count,
then the resulting TRILL Header has the flags word extension present,
the high-order 3 bits of the desired Hop Count are stored in the

Ext ended Hop Count field in the flags word, the loworder 5 bits are
stored in the Hop Count field in the first word of the TRILL Header
and bit two (the critical reserved bit of the critical summary bits)
inthe flags word is set to one.

For known unicast traffic (TRILL Header "M bit zero), an ingress
TRILL switch discards the frane if it determi nes that the |east-cost
path to the egress is (1) nore than 64 hops and not all TRILL

swi tches on that path support the Extended Hop Count feature or

(2) nore than 512 hops.

For multi-destination traffic, when a TRILL switch determ nes that
one or nore tree paths fromthe ingress are nore than 64 hops and not
all TRILL switches in the canpus support the Extended Hop Count
feature, the encapsul ation uses a total Hop Count of 63 to obtain at
| east partial distribution of the traffic.

2.1.3. Transit Behavi or

A transit TRILL switch supporting Extended Hop Count behaves like a
base protocol [RFC6325] TRILL switch in decrementing the Hop Count,
except that it considers the Hop Count to be a 9-bit field where the
Ext ended Hop Count field constitutes the high-order 3 bits.
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10.

To be nore precise: a TRILL switch supporting Extended Hop Count
takes the first of the followi ng actions that is applicable:

1. If both the Hop Count and Extended Hop Count fields are zero, the
packet is discarded.

2. If the Hop Count is non-zero, it is decremented. As |long as the

Ext ended Hop Count is non-zero, no special action is taken. |If
the result of this decrenment is zero, the packet is processed
normal | y.

3. If the Hop Count is zero, it is set to the maxi num val ue of 63,
and the Extended Hop Count is decrenmented. |If this results in the
Ext ended Hop Count being zero, the critical reserved bit in the
critical sumary bits is set to zero

2.1.4. Egress Behavior

No special behavior is required when egressing a TRILL Data packet
that uses the Extended Hop Count. The flags word, if present, is
renoved along with the rest of the TRILL Header during decapsul ation

2.2. Extended Color Field

Flags word bits 27 and 28 are specified to be a 2-bit Extended Col or
field (see Section 10.3). These bits are in the non-critica
i ngress-to-egress region of the flags word.

The Extended Col or field provides an optional way by which ingress
TRILL switches MAY mark TRILL Data packets for inplenmentation-
specific purposes. Transit TRILL switches MJUST NOT change these
bits. Transit and egress TRILL swi tches MAY use the Extended Col or
bits for inplenmentation-dependent traffic I|abeling, or for
statistical analysis or other types of traffic study or analysis.

Per Section 2.3.1 of [RFC7176], support for these bits is indicated
by the sanme bits (27 and 28) in the Capabilities and Header Fl ags
Supported field of the TRILL version sub-TLV. |f these bits are zero
in those capabilities, Extended Color is not supported. A TRILL

swi tch that does not support Extended Color will ignore the
corresponding bits in any TRILL Header flags word it receives as part
of a TRILL Data packet and will set those bits to zero in any TRILL
Header flags word it creates. A TRILL switch that sets or senses the
Ext ended Color field on transmtting or receiving TRILL Data packets
MJST set the corresponding 2-bit field in the TRILL version sub-TLV
to a non-zero value. Any difference in the neaning of the three
possi bl e non-zero values of this 2-bit capability field (0b01, 0blO,
or Obll) is inplenentation dependent.
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3. Updated Flags Wrd Summary

Wth the changes above, the 32-bit flags word extension to the TRILL
Header [RFC7179], which is detailed in the "TRILL Extended Header

Fl ags" registry on the "Transparent Interconnection of Lots of Links
(TRILL) Paraneters" | ANA web page, is now as follows:

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

|Crit.] CHbH | NCHoH | CRSV | NCRSV | CItE | NCItE |
[..... [ oot [ [..... [ ... ... [ [ oot |
| dd | CI N | Ext | | | Ext | |
| R R R |RQ | Hop | | | Cr| |
|HTIR 1< g | Cnt | | | |
| b t]s] | Al A | | | | |
| H E| v| | FI Fl | | | | |
I S T S S T S S T e S e

Bits 0, 1, and 2 are the critical summary bits, as specified in

[ RFC7179], consisting of the critical hop-by-hop, critica

i ngress-to-egress, and critical reserved bits, respectively. The
next two fields are specific critical and non-critical hop-by-hop
bits -- CHbH and NCHbH, respectively -- containing the Critical and
Non-critical Channel Alert flags as specified in [RFC7179]. The next
field is the critical reserved bits (CRSV), which are specified
herein to be the Extended Hop Count. The non-critical reserved bits
(NCRSV) and the critical ingress-to-egress bits (CltE) as specified
in [RFC7179] follow. Finally, there is the non-critica
ingress-to-egress field, including bits 27 and 28, which are
specified herein as the Extended Col or field.

Appoi nt ed Forwarder Status Lost Counter (New)

Strict conformance to the provisions of Section 4.8.3 of [RFC6325] on
the val ue of the Appointed Forwarder Status Lost Counter can result
in the splitting of Interested VLANs and Spanning Tree Roots sub-TLVs
[ RFC7176] (or the corresponding Interested Labels and Spanning Tree
Roots sub-TLVs where a VLAN is napped to an FG.) due to differences
in this counter value for adjacent VLAN IDs (or 24-bit FGs). This
counter is a mechanismto optim ze data-plane |earning by trinmmng
the expiration tinmer for |earned addresses on a per-VLAN FG basis
under sone circunstances.

The requirement to increnment this counter by one whenever a TRILL
switch | oses Appointed Forwarder status on a port is hereby changed
fromthe mandatory provisions of [RFC6325] to the enunerated

provi sions below. To the extent that this m ght cause the Appointed
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Forwarder Status Lost Counter to be increased when [ RFC6325]
indicates that it should not, this will cause data-plane address
learning tineouts at rennpte TRILL switches to be reduced. To the
extent that this m ght cause the Appointed Forwarder Status Lost
Counter to remmi n unchanged when [ RFC6325] indicates that it should
be increased, this will defeat a reduction in such timeouts that
woul d ot herw se occur.

(1) If any of the follow ng apply, either data-plane address |earning
is not in use or Appointed Forwarder status is irrelevant. |In
these cases, the Appointed Forwarder Status Lost Counter MAY be
left at zero or set to any conveni ent val ue such as the val ue of
the Appointed Forwarder Status Lost Counter for an adjacent
VLAN I D or FG..

(1a) The TRILL switch port has been configured with the
"end-station service disable"” bit (also known as the
trunk bit) on.

(1b) The TRILL switch port has been configured in IS-IS as an
| S-1S point-to-point Iink.

(1c) The TRILL switch is relying on ESADI [RFC7357] or Directory
Assi st [RFC7067] and not using data-plane | earning.

(2) In cases other than those enunerated in point 1 above, the
Appoi nt ed Forwarder Status Lost Counter SHOULD be increnented as
described in [RFC6325]. Such increnenting has the advantage of
optim zing data-plane learning. Alternatively, the value of the
Appoi nted Forwarder Status Lost Counter can deviate fromthat
value -- for exanple, to nake it match the value for an adjacent
VLAN ID (or FA), so as to pernmit greater aggregation of
Interested VLANs and Spanning Tree Roots sub-TLVs.
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12.

12.

12.

12

| ANA Consi derations (Changed)

This section lists | ANA actions previously conpleted and new | ANA
actions.

1. Previously Conpleted | ANA Actions (Unchanged)

The followi ng | ANA actions were conpl eted as part of [RFC7180] and
are included here for conpl eteness, since this docunent obsol etes
[ RFC7180] .

1. The nicknane OxFFCl, which was reserved by [RFC6325], is allocated
for use in the TRILL Header Egress N cknanme field to indicate an
OOVF (Overload Originated Multi-destination Frane).

2. Bit 1 fromthe seven previously reserved (RESV) bits in the
per - nei ghbor "Nei ghbor RECORD' in the TRILL Nei ghbor TLV [ RFC7176]
is allocated to indicate that the RBridge sending the TRILL Hello
vol unteers to provide the OOW forwardi ng service described in
Section 2.4.2 to such franes originated by the TRILL switch whose
SNPA (MAC address) appears in that Nei ghbor RECORD. The
description of this bit is "Ofering OOW service"

3. Bit Ois allocated fromthe capability bits in the PORT-TRI LL- VER
sub- TLV [ RFC7176] to indicate support of the VLANs Appointed
sub- TLV [ RFC7176] and the VLAN inhibition setting nechani sns
specified in [ RFC6439bis]. The description of this bit is "Hello
reducti on support”.

2. New | ANA Actions (New)

The following are new | ANA actions for this document.

2.1. Reference Updated

Al references to [RFC7180] in the "Transparent |Interconnection of

Lots of Links (TRILL) Paraneters" registry have been replaced with

references to this docunent, except that the Reference for bit 0 in

the PORT-TRI LL-VER Sub-TLV Capability Flags has been changed to
[ RFC6439bi s] .

.2.2. The "E' Capability Bit

There is an existing TRILL version sub-TLV, sub-TLV #13, under both
TLV #242 and TLV #144 [RFC7176]. This TRILL version sub-TLV contains
a capability bits field for which assignnents are docunented in the
"TRI LL- VER Sub-TLV Capability Flags" registry on the TRILL Parameters
| ANA web page. | ANA has allocated 4 fromthe previously reserved
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12.

12.

bits in this "TRILL- VER Sub-TLV Capability Flags" registry to

i ndi cate support of the E-L1FS fl ooding scope as specified in

Section 8.1. This capability bit is referred to as the "E' bit. The
following is the addition to the "TRILL-VER Sub-TLV Capability Fl ags"
registry:

Bit Descri ption Ref er ences

4 E- LIFS FS-LSP support [ RFC7356], RFC 7780
2.3. N ckFl ags APPsub-TLV Nunber and Registry

| ANA has assigned an APPsub- TLV nunber, as follows, under the TRILL
GENI NFO TLV fromthe range | ess than 255.

Type Nanme Ref er ences

6 NI CKFLAGS RFC 7780

In addition, | ANA has created a registry on its TRILL Paraneters web
page for N ckFlags bit assignnments, as foll ows:

Nane: N ckFlags Bits
Regi stration Procedure: |ETF Review [ RFC5226]
Ref erence: RFC 7780

Bit Mhemoni ¢ Description Ref erence
0 IN Used as ingress RFC 7780
1-15 - Unassi gned RFC 7780

2.4. Updated TRILL Extended Header Fl ags

The "TRILL Extended Header Flags" registry has been updated as
fol | ows:

Bits Pur pose Ref erence
14-16 Ext ended Hop Count RFC 7780
27-28 Ext ended Col or RFC 7780

29-31 Avai l abl e non-critical ingress-to-egress [RFC7179], RFC 7780
flags

East | ake, et al. St andards Track [ Page 38]



RFC 7780 TRILL Carifications, Corrections, Updates February 2016

12.

12.

13.

2.5. TRILL-VER Sub-TLV Capability Flags

The "TRILL-VER Sub-TLV Capability Flags" registry has been updated as
fol |l ows:

Bit Descri ption Ref erence

14 Extended Hop Count support RFC 7780
15-16 Unassi gned RFC 7780
27-28 Extended Col or support RFC 7780

29-31 Extended header flag support [ RFC7179], RFC 7780
2.6. Exanple N cknanes

As shown in the table below, |ANA has assigned a bl ock of eight

ni cknames for use as exanples in docunentation. Appendix B shows a
use of some of these nicknanes. The "TRILL Ni cknames" registry has
been updated by changi ng the previ ous "OxFFC2- OXFFFE Unassi gned" |i ne
to the foll ow ng:

Nane Descri ption Ref erence
OxFFC2- OxFFD7 Unassi gned
OXFFD8- OxFFDF For use in docunentation exanples RFC 7780
OXFFEO- OXFFFE Unassi gned

Security Considerations (Changed)
See [ RFC6325] for general TRILL security considerations.

This menmo i nproves the docunentation of the TRILL protocol; corrects
six errata in [ RFC6325]; updates [RFC6325], [RFC7177], and [RFC7179];
and obsol etes [RFC7180]. It does not change the security

consi derations of those RFCs, except as follows:

0 E-L1FS FS-LSPs can be authenticated with 1S-1S security [ RFC5310],
that is, through the inclusion of an IS 1S Authentication TLV in
E- L1FS PDUs.

0 As discussed in Section 3.6, when using an all owed weaker RPF
check under very rare topol ogi es and transi ent conditions,
mul ti-destination TRILL Data packets can be duplicated; this could
have security consequences for sone protocols.
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Appendix A, Life Cycle of a TRILL Switch Port (New)

Text from<http://ww. ietf.org/mail-archive/web/trill/
current/ msg06355. ht M > i s paraphrased in this informational appendix.

Questi on:
Suppose we are developing a TRILL inplenmentation to run on
di fferent machi nes. Then what happens first? |s LSP flooding or
ESADI started first? -> Link-state database creation ->
Desi gnated RBridge election (How to set priority? Any fixed
process that depends on user settings?) -> etc.

Answer :
The first thing that happens on a port/link is any link setup that
is needed. For exanple, on a PPP |ink [ RFC6361], you need to
negotiate that you will be using TRILL. However, if you have
Et hernet |inks [ RFC6325], which are probably the nbst comon type,
there isn't any |ink setup needed.

As soon as the port is set up, it can ingress or egress native
franes if end-station service is being offered on that port.

O fering end-station service is the default. However, if the port
trunk bit (end-station service disable) is set or the port is
configured as an IS-1S point-to-point link port, then end-station
service is not offered; therefore, native franmes received are

i gnored, and native frames are not egressed.

TRILL IS-1S Hellos then get sent out the port to be exchanged with
any other TRILL switches on the link [RFC7177]. Only the Hell os
are required; optionally, you m ght also exchange MIU probe/ack
PDUs [ RFC7177], BFD PDUs [RFC7175], or other link test packets.

TRILL doesn’'t send any TRILL Data or TRILL 1S 1S packets out the
port to the link, except for Hellos, until the link gets to the
2-\\y or Report state [RFC7177].

If alink is configured as a point-to-point link, there is no

Desi gnated RBridge (DRB) election. By default, an Ethernet |ink
is considered a LAN link, and the DRB el ection occurs when the
link is in any state other than Down. You don’t have to configure
priorities for each TRILL switch (RBridge) to be the DRB. Things
will work fine with all the RBridges on a |ink using default
priority. But if the network manager wants to control this, there
shoul d be a way for themto configure the priority to be the DRB
of the TRILL switch ports on the Iink.
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(To avoid conplexity, this appendi x generally describes the

life cycle for a link that only has two TRILL switches on it. But
TRILL works fine as currently specified on a broadcast link with
multiple TRILL switches on it -- actually, multiple TRILL switch
ports -- since a TRILL switch can have nultiple ports connected to
the same link. The nost likely way to get such a nulti-access
link with current technol ogy and the existing TRILL standards is
to have nore than two TRILL switch Ethernet ports connected to a
bridged LAN. The TRILL protocol operates above all bridging; in
general, the bridged LAN | ooks Iike a transparent broadcast |ink
to TRILL.)

Wen a link gets to the 2-Way or Report state, LSPs, CSNPs, and
PSNPs will start to flow on the link (as well as FS-LSPs,
FS- CSNPs, and FS-PSNPs for E-L1FS (see Section 8.1)).

VWen a link gets to the Report state, there is adjacency. The

exi stence of that adjacency is flooded (reported) to the canpus in
LSPs. TRILL Data packets can then start to flow on the link as
TRILL switches recalcul ate the | east-cost paths and distribution
trees to take the new adjacency into account. Until it gets to
the Report state, there is no adjacency, and no TRILL Data packets
can flow over that link (with the m nor corner case exception that
an RBridge Channel nessage can, for its first hop only, be sent on
a port where there is no adjacency (Section 2.4 of [RFCr7178]).

(Al though this paragraph seems to be tal king about Iink state, it
is actually port state. It is possible for different TRILL switch
ports on the sane link to tenporarily be in different states. The
adj acency state machinery runs independently on each port.)

ESADI [RFC7357] is built on top of the regular TRILL Data routing.
Since ESADI PDUs | ook, to transit TRILL switches, like regular
TRILL Data packets, no ESADI PDUs can flow until adjacencies are
established and TRILL Data is flowing. O course, ESAD is
optional and is not used unl ess confi gured.

East | ake, et al. St andards Track [ Page 46]



RFC 7780 TRILL Carifications, Corrections, Updates February 2016

Questi on:
Does it require TRILL Full Headers at the tine TRILL LSPs start
bei ng broadcast on a Iink? Because at that tine it’s not defined
egress and ingress nicknanes.

Answer :
TRILL Headers are only for TRILL Data packets. TRILL IS-IS
packets, such as TRILL LSPs, are sent in a different way that does
not use a TRILL Header and does not depend on nicknanes.

Probably, in nost inplenentations, a TRILL switch will start up
using the sanme nicknane it had when it shut down or |ast got

di sconnected froma canpus. |f you want, you can inplenent TRILL
to cone up initially not reporting any nicknane (by not including
a Nickname sub-TLV in its LSPs) until you get the link-state

dat abase or nost of the link-state database, and then choose a

ni ckname no other TRILL switch in the canpus is using. O course,
if a TRILL switch does not have a nicknane, then it cannot ingress
data, cannot egress known unicast data, and cannot be a tree root.

TRILL 1S-1S PDUs such as LSPs, and the |ink-state database, al
wor k based on the 7-byte 1S-1S System I D (sometines called the
LANID[IS1S]). Since topology determ nation uses System | Ds,
whi ch are al ways uni que across the canpus, it is not affected by
the ni cknane assignnent state. The nicknane systemis built on
top of that.
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App

B. 1.

Eas

endi x B. Exanple TRILL PDUs (New)

Thi s appendi x shows exanple TRILL IS-I1S PDUs. The primary purpose of
these examples is to clarify issues related to bit ordering.

The exanples in this appendi x concentrate on the format of the packet
header and trailer. There are frequently unspecified optional itens
or data in the packet that would affect header or trailer fields |ike
the packet length or checksum Thus, an "Xed out" placeholder is
used for such fields, where each X represents one hex nibbl e.

LAN Hel | o over Ethernet

A TRILL Hello sent froma TRILL switch (RBridge) with 7-byte

System | D 0x30033003300300 hol di ng ni cknane OxFFDE over Ethernet from
a port with MAC address OxO00005E0053DE on VLAN 1 at priority 7.

There is one neighbor that is the DRB. The neighbor’s port MAC is
0Ox00005E0053E3, and the neighbor’'s System I D is 0x44444444444400.

Et her net Header
Quter. MacDA, Quter. MacSA
0x0180C2000041 All-1S-1S-RBridges Destinati on MAC Address
Ox00005E0053DE  Source MAC Address
Quter VLAN Tag (optional)

0x8100 C- VLAN Et hertype [802. 1Q 2014]
OxEO01 Priority 7, Quter.VLAN

IS-1S
0x22F4 L2-1S-1S Ethertype

| S-1S Payl oad
Comon Header

0x83 I ntradonmai n Routei ng Protocol Discrimnator
0x08 Header Length
0x01 I S-1'S Version Nunber
0x06 I D Length of 6 Bytes
Ox0F PDU Type (Level 1 LAN Hell o)
0x01 Ver si on
0x00 Reserved
0x01 Maxi mum Area Addresses
Hell o PDU Specific Fields
0x01 Crcuit Type (Level 1)
0x30033003300300 Source System ID
0x0009 Hol di ng Ti ne
OXXXXX PDU Lengt h
0x40 Priority to be DRB

0x44444444444400 LAN I D
TLVs (the follow ng order of TLVs or of sub-TLVs in a TLV
is not significant)
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Area Addresses TLV

0x01 Area Addresses Type
0x02 Lengt h of Val ue
0x01 Lengt h of Address
0x00 The fixed TRILL Area Address
MI Port Capabilities TLV
Ox8F MI Port Capabilities Type
0x0011 Lengt h of Val ue
0x0000 Topol ogy
Speci al VLANs and Fl ags Sub-TLV
0x01 Sub- TLV Type
0x08 Length
0x0123 Port ID
OxFFDE Sender N cknane
0x0001 Qut er. VLAN
0x0001 Desi gnat ed VLAN
Enabl ed VLANs Sub-TLV (optional)
0x02 Sub- TLV Type
0x03 Length
0x0001 Start VLAN 1
0x80 VLAN 1
TRI LL Nei ghbor TLV
0x91 Nei ghbor Type
Ox0A Lengt h of Val ue
0xCo SFlag =1, L Flag =1, SIZE field O
NEI GHBOR RECORD
0x00 Fl ags
0x2328 MIU = 9 KB

OxO00005EO0053E3 Nei ghbor MAC Address
Scope Fl oodi ng Support TLV

OxF3 Scope Fl oodi ng Support Type
0x01 Lengt h of Val ue
0x40 E- L1FS Fl oodi ng Scope

More TLVs (optional)

Ethe}hét Trailer
OX XXXXXXXX Et hernet Frame Check Sequence (FCS)
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B.2. LSP over PPP

Here is an exanple of a TRILL LSP sent over a PPP |ink by the sane
source TRILL switch as the exanple in Appendi x B.1.

PPP Header
0x405D PPP TRILL Link State Protoco
I S-1'S Payl oad
Common Header
0x83 I ntradomai n Rout ei ng Protocol Discrimnator
0x08 Header Length
0x01 I S-1S Version Nunber
0x06 I D Length of 6 Bytes
0x12 PDU Type (Level 1 LSP)
0x01 Ver si on
0x00 Reser ved
0x01 Maxi mum Ar ea Addresses
LSP Specific Fields
OXXXXX PDU Lengt h
0x0123 Remai ni ng Lifetine
0x3003300330030009 LSP I D (fragnment 9)
0x00001234 Sequence Number
OXXXXX Checksum
0x01 Fl ags = Level 1

TLVs (the follow ng order of TLVs or of sub-TLVs in a TLV
is not significant)
Rout er Capability TLV

OxF2 Rout er Capability Type
Ox0F Lengt h of Val ue
0x00 Fl ags
Ni ckname Sub-TLV
0x06 Sub- TLV Type
0x05 Lengt h of Val ue
NI CKNAME RECORD
0x33 Ni ckname Priority
0x1234 Tree Root Priority
OxFFDE Ni ckname
TRILL Version Sub-TLV
0x0D Sub- TLV Type
0x05
0x00 Max Version
0x40000000 Fl ags = FGL Support
More TLVs (optiona
PPP Trailer
OX XXXXXX PPP Frane Check Sequence (FCS)
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B.3. TRILL Data over Ethernet

Below is an | Pv4 | CMP Echo [RFC792] sent in a TRILL Data packet from
the TRILL switch that sent the Hello in Appendix B.1 to the nei ghbor
TRILL switch on the Iink used in Appendi x B.1.

Et her net Header
Qut er. MacDA, Quter. MacSA
0x00005E0053E3 Destinati on MAC Address
0x00005E0053DE Source MAC Address
Quter VLAN Tag (optional)

0x8100 C- VLAN Et hertype [802.1Q 2014]
0x0001 Priority 0, Quter.VLAN 1
TRI LL
0x22F3 TRILL Ethertype
TRI LL Header
0X000E Fl ags, Hop Count 14
OxFFDF Egress Ni cknane
OxFFDC I ngress Ni cknane

| nner Ethernet Header
| nner. MacDA, | nner. MacSA
0x00005E005322 Destinati on MAC Address
0x00005E005344 Source MAC Address
I nner VLAN Tag

0x8100 C- VLAN Et hertype
0x0022 Priority 0, Inner.VLAN 34
Et hertype

0x0800 | Pv4 Et hertype

| P Header
0x4500 Version 4, Header Length 5, ToS 0
OXXXXX Total Length
0x3579 I dentification
0x0000 Fl ags, Fragment O fset
0x1101 TTL 17, ICWP = Protocol 1
OXXXXX Header Checksum
0xC0000207 Source |IP 192.0.2.7
0xC000020D Destination I P 192.0.2.13
0x00000000 Opti ons, Paddi ng

| CVP
0x0800 | CMP Echo
OXXXXX Checksum
0x87654321 I dentifier, Sequence Number

Echo Data

Et he'r'nét Trailer
OX XXXXXXXX Et hernet Frame Check Sequence (FCS)
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B.4. TRILL Data over PPP

Bel ow i s an ARP Request [RFCB826] sent in a TRILL Data packet fromthe
TRILL switch that sent the Hello in Appendix B.1 over a PPP |ink.

PPP Header
0x005D PPP TRI LL Networ k Protoco
TRI LL Header
0X080D Flags (M= 1), Hop Count 13
OxFFDD Di stribution Tree Root N cknane
OxFFDC I ngress Ni cknane

| nner Et hernet Header
| nner. MacDA, | nner. MacSA
OXFFFFFFFFFFFF Desti nati on MAC Address
0x00005E005344 Source MAC Address
I nner VLAN Tag

0x8100 C- VLAN Et hertype
0x0022 Priority 0O, Inner.VLAN 34
Et hertype
0x0806 ARP Et hertype
ARP
0x0001 Har dwar e Address Space = Et hernet
0x0001 Prot ocol Address Space = | Pv4
0x06 Si ze of Hardware Address
0x04 Si ze of Protocol Address
0x0001 OpCode = Request
0x00005E005344 Sender Hardware Address
0xC0000207 Sender Protocol Address 192.0.2.7
0x000000000000 Target Hardware Address
0xC000020D Target Protocol Address 192.0.2.13
PPP Trailer
OX XXXXXX PPP Frane Check Sequence (FCS)
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Appendi x C. Changes to Previous RFCs (New)
C.1. Changes to Obsol eted RFC 7180

This section sumrmari zes the changes, augnentations, and excisions
this docunment specifies for [RFC7180], which it obsol etes and
repl aces.

C.1.1. Changes

For each section header in this docunent ending with "(Changed)",
this section summari zes the changes that are nade by this docunent:

Section 1 ("Introduction"): Nunerous changes to reflect the overal
changes in contents.

Section 1.1 ("Precedence"): Changed to add nention of [RFC7179].
Section 1.3 ("Term nol ogy and Acronyns"): Numerous terns added.

Section 3 ("Distribution Trees and RPF Check"): Changed by the
addition of the new material in Section 3.6. See Appendix C 1.2,
[tem 1.

Section 8 ("Qther 1S-1S Considerations"): Changed by the addition of
Sections 8.1, 8.2, 8.3, and 8.4. See Appendix C. 1.2 -- Itens 2, 3,
4, and 5, respectively.

Section 9 ("Updates to RFC 7177 (Adjacency)”: Changes and additions
to [RFC7177] to support E-L1FS. See Appendix C. 1.2, Item 2.

Section 12 ("1 ANA Consi derations"): Changed by the addition of
material in Section 12.2. See Appendix C 1.2, Item?7.

Section 13 ("Security Considerations"”): Mnor changes in the RFCs
l'isted.

C. 1.2. Additions

Thi s docunent contains the following material not present in
[ RFC7180] :

1. Support for an alternative Reverse Path Forwardi ng Check (RPFC)
along with considerations for deciding between the origina
[ RFC6325] RPFC and this alternative RPFC. This alternative RPFC
was originally discussed on the TRILL Wo mailing list in
<http://ww.ietf.org/mail-archive/web/trill/current/
nsg01852. ht M > and subsequent nessages (Section 3.6).
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2. Mandatory E-L1FS [ RFC7356] support (Sections 8.1 and 9).

3. Recommendations concerning control packet priorities
(Section 8.2).

4. I nplenentation requirements concerning unknown |1S-1S PDU types
(Section 8.3).

5. Specification of an optional N cknanme Fl ags APPsub-TLV and an
ingress flag within that APPsub-TLV (Section 8.4).

6. Update to the TRILL Header to allocate a Color bit
(Section 10.1), and update to the optional TRILL Header Extension
flags word to allocate a 2-bit Extended Color field
(Section 10.2).

7. Some new | ANA Considerations in Section 12.2, including
reservation of nicknanes for use as exanples in docunentation

8. A new "Appoi nted Forwarder Status Lost Counter" section
(Section 11 of this docunment) that |oosens the mandatory update
requi rements specified in [ RFC6325].

9. Informative Appendix A on the life cycle of a TRILL port.

10. A new Appendi x B containing exanple TRILL PDUs.

11. Recommendation to use the Purge Originator ldentification TLV
(Section 8.6).

C.1.3. Deletions

Thi s docunent omits the following material that was present in

[ RFC7180] :

1. Al updates to [RFC6327] that occurred in [RFC7180]. These have

been rolled into [ RFC7177], which obsol etes [ RFC6327]. However,
new updates to [ RFC7177] are included (see Appendi x C. 3).

Al'l updates to [ RFC6439]. These have been rolled into
[ RFC6439bis], which is intended to obsol ete [ RFC6439].
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C. 2. Changes to RFC 6325

Thi s docunent contains many normative updates to [ RFC6325], sone of
whi ch were also in [RFC7180], which this docunent replaces. These
changes include the foll ow ng:

1. Changing nicknane allocation to ignore conflicts with RBridges
that are 1S-1S unreachabl e.

2. Fixing errors: [Err3002], [Err3003], [Err3004], [Err3052],
[ Err3053], and [ Err3508].

3. Changing the requirenment to use the RPF check described in
[ RFC6325] for multi-destination TRILL Data packets by providing
an alternative stronger RPF check

4. Adoption of the change of the CFlI bit, which was required to be
zero in the inner frane, to the DEl bit, which is obtained from
i nner frame ingress or creation

5. Requiring that all RBridges support E-L1FS FS-LSP fl ooding.

6. Reducing the variable-length TRILL Header extensions area to one
optional flags word. The Extension Length field (called
"Op-Length" in [RFC6325]) is reduced to 1 bit that indicates
whet her the flags word is present. The rest of that Length field
is now reserved

7. Changi ng the nmandatory Appoi nted Forwarder Status Lost Counter
i ncrenent provisions, as specified in Section 11

C.3. Changes to RFC 7177
Al of the updates to [RFC7177] herein are in Section 9. Basically,
this document requires that a Scope Fl oodi ng Support TLV [ RFC7356]
appear in all Hellos and that TRILL switches retain in their
adj acency state the information received in that TLV.

C.4. Changes to RFC 7179

The updates to [RFC7179] herein are in Sections 10.2 and 10. 3.
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