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Abstract

This meno deprecates M B nodul e NAT-M B, a portion of the Managenent
I nformati on Base (M B) previously defined in RFC 4008 for devices

i mpl enenting Network Address Translator (NAT) function. A comnpanion
docunent defines a new version, NATV2-M B, which responds to
deficiencies found in nodul e NAT-M B and adds new capabilities.

Thi s docunent obsoletes RFC 4008. All MB objects specified in RFC
4008 are included in this version unchanged with only the STATUS
changed to deprecat ed.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7658

Perreault, et al. St andards Track [ Page 1]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

This meno deprecates a portion of the Managenment |nformation Base
(MB), MB nodul e NAT-M B, for devices inplenenting the Network
Address Transl ator (NAT) function. New inplenentations are
encouraged to base thensel ves upon the second version of this MB
nodul e, NATV2-M B, defined in [RFC7659]. NAT types and their
characteristics are defined in [RFC2663]. Traditional NAT function
in particular, is defined in [RFC3022]. Neither NAT-M B nor
NATV2- M B addresses firewall functions, and neither can be used for
configuring or nonitoring them

Section 2 provides references to the Sinple Network Managenent

Prot ocol (SNWP) managenent framework, which was used as the basis for
the original MB nodule definition and its deprecation. Section 3
provi des notivation for the deprecation of nmodule NAT-MB and its
repl acenent by nodul e NATV2-M B. Section 4 has the conplete NAT-MB
nodul e definition, with the STATUS of all objects changed to
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3.

3.

deprecated. Section 5 describes security considerations relating to
NAT-M B, basically relying on the security considerations in
[ RFC4008] and [ RFC7659].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

The I nternet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Motivation For Deprecating NAT-MB

This section provides the notivation for deprecating the NAT-MB
nmodul e and its replacenment by a new version.

1. Deprecated Features

Al'l objects defined in [ RFC4008] have been marked with "STATUS
deprecated" for the follow ng reasons:

Witability: Experience with NAT has shown that inplenentations vary
trenendously. The NAT algorithns and data structures have little
in conmon across devices, and this results in wildly inconpatible
configuration paraneters. Therefore, few inplenentations were
ever able to claimfull conpliance.

Lesson | earned: the MB should be read-only as nuch as possi bl e.
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Exposi ng configuration paraneters: Even in read-only node, nmany
configuration parameters were exposed by [ RFC4008] (e.qg.
timeouts). Since inplenmentations vary wildly in their sets of
configuration parameters, few inplenentations could claimeven
basi ¢ conpli ance.

Lesson | earned: the NAT-M B's purpose is not to expose
configuration paraneters.

Interfaces: Objects from[RFC4008] tie NAT state with interfaces
(e.g., the interface table, the way map entries are grouped by
interface). Many NAT inplenentations either never keep track of
the interface or associate a nmapping to a set of interfaces.
Since interfaces are at the core of [RFC4008], many NAT devi ces
were unabl e to have a proper inplenentation

Lesson | earned: NAT is a logical function that may be independent
of interfaces. Do not tie NAT state with interfaces.

NAT service types: |[RFC4008] used four categories of NAT service:
basi cNat, napt, bidirectional Nat, twiceNat. These are ill-
defined, and many inplenentations either use different categories
or do not use categories at all

Lesson |l earned: do not try to categorize NAT types.

Limted transport protocol set: The set of transport protocols was
defined as: other, icnp, udp, and tcp. Furthernore, the nuneric
val ues corresponding to those | abels were arbitrary, w thout
relation to the actual standard protocol nunbers. This nmeant that
NAT i npl ementations were linmted to those protocols and were
unabl e to expose information about DCCP, SCTP, etc.

Lesson | earned: use standard transport protocol nunbers.
3.2. Desirable New Features

A nunber of desirable new features have been identified that are not
present in NAT-MB. See the latter part of Section 2 of [RFC7659].

Perreault, et al. St andards Track [ Page 4]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

4. Definitions

This M B nodul e | MPORTs obj ects from [RFC2578], [RFC2579], [RFC2580],
[ RFC2863], [RFC3411], and [RFC4001]. It also refers to information
in [RFC792], [RFC4443], and [ RFC3413].

NAT-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32,
Unsi gned32,
Gauge32,
Count er 64,
Ti meTi cks,
m b- 2,
NOTI FI CATI ON- TYPE
FROM SNVPv2- SM
TEXTUAL- CONVENTI ON,
St or ageType,
RowSt at us
FROM SNWPv2- TC
MODUL E- COMPLI ANCE,
NOTI FI CATI ON- GROUP,
OBJECT- GROUP
FROM SNWVPv2- CONF
i f1ndex,
i f Count er Di sconti nui tyG oup
FROM | F-M B
SnnpAdmi nStri ng
FROM SNWVP- FRAVMEWORK- M B
| net Addr essType,
| net Addr ess,
I net Por t Nurmber
FROM | NET- ADDRESS- M B;

nat M B MODULE- | DENTI TY
LAST- UPDATED "201510020000Z" -- 2 Cctober 2015
ORGANI ZATI ON
"I ETF Behavi or Engi neering for H ndrance Avoi dance
(BEHAVE) Wor ki ng Group”
CONTACT- | NFO
"Working Goup Enmil: behave@etf.org

Si ron Perreaul t
Jive Comruni cati ons

Quebec, QC
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Canada

Emai |l : sperreault@ive.com

Ti na Tsou

Huawei Technol ogi es

Banti an, Longgang District
Shenzhen 518129

Chi na

Enmai | : tina.tsou.zouti ng@uawei.com

Sent hi | Si vakumar

Ci sco Systemns

7100-8 Kit Creek Road

Research Triangle Park, North Carolina 27709
United States

Phone: +1 919 392 5158
Emai | : ssenthil @i sco.com

Tom Tayl or

PT Tayl or Consulting
atawa

Canada

Email: tomtaylor.stds@nuil.conf
DESCRI PTI ON
“This M B nodul e defines the generic managed objects
for NAT.

Copyright (c) 2015 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Sinmplified
BSD License set forth in Section 4.c of the IETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 7658;
see the RFC itself for full legal notices."

REVI SI ON "201510020000Z" -- 2 Cctober 2015

DESCRI PTI ON
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"Deprecation of all objects, published as RFC 7658.
See NATV2-M B in RFC 7659 for recommended repl acenent. "
REVI SI ON "200503210000Z" -- 21 March 2005
DESCRI PTI ON
“Initial version, published as RFC 4008."
o= { mb-2 123 }

nat M BCbj ects OBJECT IDENTIFIER ::= { natMB 1 }

Nat Pr ot ocol Type ::= TEXTUAL- CONVENTI ON
STATUS depr ecat ed
DESCRI PTI ON
"Alist of protocols that support the network
address translation. Inclusion of the values is
not intended to inply that those protocols
need to be supported. Any change in this
TEXTUAL- CONVENTI ON shoul d al so be reflected in
the definition of NatProtocol Map, which is a
BI TS representation of this.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
SYNTAX | NTEGER {
none (1), -- not specified
other (2), -- none of the follow ng
icnp (3),
udp (4),
tep (5)
}

Nat Pr ot ocol Map :: = TEXTUAL- CONVENTI ON
STATUS depr ecat ed
DESCRI PTI ON
"A bitmap of protocol identifiers that support
the network address translation. Any change
in this TEXTUAL- CONVENTI ON shoul d al so be
reflected in the definition of NatProtocol Type.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
SYNTAX  BITS {
ot her (0),
icnp (1),
udp (2),
tep (3)
}

Nat Addr Mapl d :: = TEXTUAL- CONVENTI ON
Dl SPLAY-HI NT "d"
STATUS depr ecat ed
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DESCRI PTI ON
"A unique IDthat is assigned to each address nap
by a NAT-enabl ed devi ce.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

SYNTAX  Unsigned32 (1..4294967295)

Nat Bi ndl dOr Zer o :: = TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d"
STATUS depr ecat ed

DESCRI PTI ON
"A unique IDthat is assigned to each bind by
a NAT-enabl ed device. The bind IDw Il be zero

in the case of a Symmetric NAT.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
SYNTAX  Unsi gned32 (0..4294967295)

Nat Bi ndl d ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"
STATUS depr ecat ed
DESCRI PTI ON

"A unique ID that is assigned to each bind by

a NAT-enabl ed devi ce.

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
SYNTAX  Unsi gned32 (1..4294967295)

Nat Sessi onl d :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"
STATUS depr ecat ed
DESCRI PTI ON

"A unique IDthat is assigned to each session by

a NAT-enabl ed devi ce.

Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"
SYNTAX  Unsi gned32 (1..4294967295)

Nat Bi ndMbde :: = TEXTUAL- CONVENTI ON
STATUS depr ecat ed
DESCRI PTI ON
“An indication of whether the bind is
an address bind or an address port bind.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
SYNTAX | NTEGER {

addressBind (1),

addressPortBi nd (2)

Perreault, et al. St andards Track [ Page 8]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

}
Nat Associ ati onType :: = TEXTUAL- CONVENTI ON
STATUS depr ecat ed
DESCRI PTI ON

"An indication of whether the association is
static or dynam c.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
SYNTAX | NTEGER {

static (1),
dynam c (2)
}
Nat Transl ati onEntity ::= TEXTUAL- CONVENTI ON
STATUS depr ecat ed
DESCRI PTI ON

"An indication of a) the direction of a session for
whi ch an address nmap entry, address bind, or port
bind is applicable, and b) the entity (source or
destination) within the session that is subject to
transl ati on.

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
SYNTAX  BITS {
i nboundSr cEndPoi nt (0),
out boundDst EndPoi nt (1),
i nboundDst EndPoi nt (2),
out boundSr cEndPoi nt ( 3)

-- Default Values for the Bind and NAT Protocol Tiners

nat Def Ti meouts OBJECT I DENTIFIER ::= { natM BObjects 1}

natNotifCtrl OBJECT IDENTIFIER ::= { natM BCbjects 2 }

-- NAT configuration related to Address Bind and Port Bind

nat Bi ndDef | dl eTi meout OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS depr ecat ed
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DESCRI PTI ON
"The default Bind (Address Bind or Port Bind) idle
ti meout paraneter.

If the agent is capable of storing non-volatile
configuration, then the value of this object nust be
restored after a reinitialization of the nanagenent
system
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

DEFVAL { 0 }

;.= { natDef Ti neouts 1 }

-- UDP rel ated NAT configuration

nat UdpDef | dl eTi neout OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON
"The default UDP idle timeout paraneter.

If the agent is capable of storing non-volatile
configuration, then the value of this object nmust be
restored after a reinitialization of the nanagenent
system
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

DEFVAL { 300 }

::={ natDef Ti neouts 2 }

-- I CVWP rel ated NAT configuration

nat | cnpDef | dl eTi meout OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds”
MAX- ACCESS read-write
STATUS depr ecat ed
DESCRI PTI ON
"The default 1CVP idle tineout paraneter.

If the agent is capable of storing non-volatile
configuration, then the value of this object nust be
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restored after a reinitialization of the nanagenent
system
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

DEFVAL { 300 }

;.= { natDef Ti neouts 3 }

-- Other protocol paraneters

nat & her Def | dl eTi meout OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON
"The default idle tineout paraneter for protocols
represented by the value other (2) in
Nat Pr ot ocol Type.

If the agent is capable of storing non-volatile
configuration, then the value of this object nust be
restored after a reinitialization of the managenent
system
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

DEFVAL { 60 }

::= { natDef Ti neouts 4 }

-- TCP rel ated NAT Tiners

nat TcpDef | dl eTi meout OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON
"The default tinme interval that a NAT session for an
establ i shed TCP connection is allowed to remmin
valid without any activity on the TCP connection

If the agent is capable of storing non-volatile
configuration, then the value of this object nmust be
restored after a reinitialization of the nanagenent
system
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Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
DEFVAL { 86400 }
::={ natDef Ti neouts 5 }

nat TcpDef NegTi neout OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON
"The default time interval that a NAT session for a TCP
connection that is not in the established state
is allowed to remain valid without any activity on
t he TCP connecti on.

If the agent is capable of storing non-volatile
configuration, then the value of this object nust be
restored after a reinitialization of the nanagenent
system
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

DEFVAL { 60 }

;.= { natDef Ti neouts 6 }

nat Notif Throttlinglnterval OBJECT- TYPE

SYNTAX Integer32 (0 | 5..3600)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON

"This object controls the generation of the
nat Packet Di scard notification

If this object has a value of zero, then no
nat Packet Di scard notifications will be transmtted by
the agent.

If this object has a non-zero value, then the agent nust
not generate nore than one nat Packet Di scard
"notification-event’ in the indicated period, where a
"notification-event’ is the generation of a single
notification PDU type to a list of notification
destinations. |If additional NAT packets are discarded
within the throttling period, then notification-events
for these changes nust be suppressed by the agent unti
the current throttling period expires.
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If natNotifThrottlinglnterval notification generation
i s enabl ed, the suggested default throttling period is
60 seconds, but generation of the natPacketDi scard
notification should be disabled by default.

If the agent is capable of storing non-volatile
configuration, then the value of this object nmust be
restored after a reinitialization of the managenent
system

The actual transm ssion of notifications is controlled
via the M B npdul es in RFC 3413.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

DEFVAL { 0 }

:={ natNotifCrl 1}

-- The NAT Interface Table

nat | nterf aceTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF NatlInterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This table specifies the attributes for interfaces on a
devi ce supporting NAT function
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { nat M Bhjects 3}

nat | nterfaceEntry OBJECT- TYPE

SYNTAX Nat | nt erfaceEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"Each entry in the natlnterfaceTable holds a set of
paranmeters for an interface, instantiated by
i fIndex. Therefore, the interface i ndex nmust have been
assi gned, according to the applicable procedures,
before it can be meaningfully used.
CGenerally, this neans that the interface nust exist.

When nat St orageType is of type nonVol atile, however,
this may reflect the configuration for an interface
whose iflndex has been assigned but for which the

supporting inplenmentation is not currently present.
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Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
INDEX { iflndex }
::={ natlnterfaceTable 1}

Cct ober

Nat I nterfaceEntry ::= SEQUENCE {
nat I nterf aceReal m | NTECER,
nat | nt erfaceServi ceType BI TS,
nat | nt erfacel nTransl at es Count er 64,
nat | nt erfaceCQut Tr ansl at es Count er 64,
nat I nt er f acebDi scar ds Count er 64,
nat I nt er f aceSt or ageType St or ageType,
nat | nt er f aceRowSt at us RowSt at us
}
nat | nt er f aceReal m OBJECT- TYPE
SYNTAX | NTEGER {
private (1),
public (2)
MAX- ACCESS r ead-create
STATUS depr ecat ed
DESCRI PTI ON
"This object identifies whether this interface is
connected to the private or the public realm
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
DEFVAL { public }
2= { natinterfaceEntry 1 }
nat | nt erfaceServi ceType OBJECT- TYPE
SYNTAX BITS {
basi cNat (0),
napt (1),
bi di recti onal Nat (2),
twi ceNat (3)
}
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"An indication of the direction in which new sessions
are pernitted and the extent of translation done within
the I P and transport headers.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::={ natlnterfaceEntry 2 }
nat I nt erfacel nTransl ates OBJECT- TYPE
Perreault, et al. St andards Track
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SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"Nunber of packets received on this interface that

were transl ated

Di scontinuities in the value of this counter can occur

at reinitialization of the managenent system and at

other times as indicated by the val ue of

i f Count erDi scontinuityTime on the relevant interface.

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
.= { natlnterfaceEntry 3 }

nat | nt er f aceCQut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
“"Nunber of translated packets that were sent out this
i nterface.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tinmes as indicated by the val ue of
i fCounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

2= { natlnterfaceEntry 4 }

nat | nterfaceDi scards OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"Nunber of packets that had to be rejected/ dropped due to
a |l ack of resources for this interface.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other times as indicated by the val ue of
i fCounterDi scontinuityTinme on the relevant interface.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::={ natlnterfaceEntry 5 }

nat | nt er f aceSt or ageType OBJECT- TYPE
SYNTAX St or ageType
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MAX- ACCESS read-create

STATUS

depr ecat ed

DESCRI PTI ON

"The storage type for this conceptual row.

Conceptual rows having the val ue ’permanent’

need not allow wite-access to any col ummar objects
in the row

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659, and Section 2 of RFC 2579

(Textual Conventions for Conventions for SMv2)."

DEFVAL { nonVol atile }
;.= { natlnterfaceEntry 6 }

nat | nt er f aceRowSt at us OBJECT- TYPE

SYNTAX

RowsSt at us

MAX- ACCESS read-create

STATUS

depr ecat ed

DESCRI PTI ON

"The status of this conceptual row

Until instances of all correspondi ng colums are
appropriately configured, the value of the
correspondi ng i nstance of the natlnterfaceRowSt at us
colum is ’not Ready’ .

In particular, a newy created row cannot be nade
active until the corresponding instance of
nat | nt erfaceServi ceType has been set.

None of the objects in this row may be nodified
while the value of this object is active(l).
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659, and Section 2 of RFC 2579

(Textual Conventions for Conventions for SMv2)."

::={ natlnterfaceEntry 7 }

-- The Address Map Tabl e

nat Addr MapTabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF Nat Addr MapEnt ry

MAX- ACCESS not -accessi bl e

STATUS

depr ecat ed

DESCRI PTI ON

"This table |ists address map parameters for NAT.

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
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.= { nat M Bhjects 4}

nat Addr MapEntry OBJECT- TYPE

SYNTAX Nat Addr MapEnt ry
MAX- ACCESS not - accessi bl e

Deprecation of NAT-MB vl

"This entry represents an address map to be used for
NAT and contributes to the dynam c and/or static
address mapping tabl es of the NAT device.
Deprecated in favor of NATV2-MB."

STATUS depr ecat ed
DESCRI PTI ON
REFERENCE "RFC 7658, RFC 7659"

INDEX { iflndex, natAddrMaplndex }

.= { nat Addr MapTable 1 }

Nat Addr MapEntry ::= SEQUENCE ({

}

nat Addr Mapl ndex

Perreault, et al.

nat Addr Mapl ndex

nat Addr MapNane

nat Addr MapEnt ryType

nat Addr MapTransl ati onEntity
nat Addr MapLocal Addr Type
nat Addr MapLocal Addr Fr om
nat Addr MapLocal Addr To

nat Addr MapLocal Port From
nat Addr MapLocal Port To

nat Addr Mapd obal Addr Type
nat Addr Mapd obal Addr Fr om
nat Addr Mapd obal Addr To
nat Addr Mapd obal Port Fr om
nat Addr Mapd obal Port To
nat Addr MapPr ot ocol

nat Addr Mapl nTr ansl at es
nat Addr MapQut Tr ansl at es
nat Addr MapDi scar ds

nat Addr MapAddr Used

nat Addr MapSt or ageType

nat Addr MapRowsSt at us

OBJECT- TYPE
SYNTAX Nat Addr Mapl d
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"Along with iflndex,

Nat Addr Mapl d,
SnnpAdmi nStri ng,
Nat Associ ati onType,
Nat Transl ati onEntity,
| net Addr essType,
| net Addr ess,

| net Addr ess,

| net Port Nunber,

| net Port Nunber,

| net Addr essType,
| net Addr ess,

| net Addr ess,

| net Port Nunber,

| net Port Nunber,
Nat Pr ot ocol Map,
Count er 64,

Count er 64,

Count er 64,
Gauge32,

St or ageType,
RowsSt at us

thi s object uniquely

identifies an entry in the nat Addr MapTabl e.
Address nmap entries are applied in the order
speci fied by nat Addr Mapl ndex.

St andards Track
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Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat Addr MapEntry 1 }

nat Addr MapNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

Cct ober

2015

"Narme identifying all map entries in the table associated

with the sane interface. Al map entries with the sane

i flndex MUST have the same nmap nane.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat Addr MapEntry 2 }

nat Addr MapEnt ryType OBJECT- TYPE
SYNTAX Nat Associ ati onType
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"This parameter can be used to set up static
or dynam c address maps.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { nat Addr MapEntry 3 }

nat Addr MapTr ansl ati onEntity OBJECT- TYPE
SYNTAX Nat Tr ansl ati onEntity
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The endpoint entity (source or destination)

i nbound or outbound sessions (i.e., first packets) that

may be translated by an address map entry.

Session direction (inbound or outbound) is

derived fromthe direction of the first packet

of a session traversing a NAT interface.

NAT address (and Transport-1D) nmaps may be defined

to effect inbound or outbound sessions.

Traditionally, address maps for Basic NAT and NAPT are

Perreaul t,

configured on a public interface for outbound sessions,
effecting translation of source endpoint. The value of
this object nmust be set to outboundSrcEndPoi nt for
those interfaces.

et al. St andards Track [ Page 18]
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Alternately, if address naps for Basic NAT and NAPT were
to be configured on a private interface, the desired
value for this object for the map entries

woul d be i nboundSrcEndPoint (i.e., effecting translation
of source endpoint for inbound sessions).

If twi ceNAT were to be configured on a private
interface, the desired value for this object for the map
entries would be a bitmask of inboundSrcEndPoi nt and
i nboundDst EndPoi nt .
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.= { nat Addr MapEntry 4 }

nat Addr MapLocal Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON

"This object specifies the address type used for

nat Addr MapLocal Addr Fr om and nat Addr MapLocal Addr To.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;.= { nat Addr MapEntry 5 }

nat Addr MapLocal Addr Fr om OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This object specifies the first |IP address of the range
of | P addresses mapped by this translation entry. The
val ue of this object nust be | ess than or equal to the
val ue of the nat Addr MapLocal Addr To obj ect .

The type of this address is determ ned by the val ue of
t he nat Addr MapLocal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat Addr MapEntry 6 }

nat Addr MapLocal Addr To OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This object specifies the |last |P address of the range
of | P addresses mapped by this translation entry. |If

Perreault, et al. St andards Track [ Page 19]
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only a single address is being nmapped, the value of this
object is equal to the value of nat Addr MapLocal Addr Fr om
For a static NAT, the nunber of addresses in the range
def i ned by nat Addr MapLocal Addr Fr om and

nat Addr MapLocal Addr To nust be equal to the number of
addresses in the range defined by

nat Addr Mapd obal Addr Fr om and nat Addr Mapd obal Addr To.

The val ue of this object must be greater than or equa
to the value of the natAddr MapLocal Addr From obj ect .

The type of this address is determ ned by the val ue of
t he nat Addr MapLocal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"
::= { nat Addr MapEntry 7 }

nat Addr MapLocal Port Fr om OBJECT- TYPE

SYNTAX

| net Port Nunber

MAX- ACCESS read-create

STATUS

depr ecat ed

DESCRI PTI ON

"I'f this conceptual row describes a Basic NAT address
mappi ng, then the value of this object nust be zero. |If
this conceptual row describes NAPT, then the val ue of
this object specifies the first port nunber in the range
of ports being napped.

The val ue of this object nust be I ess than or equal to
the val ue of the nat Addr MapLocal Port To object. If the
transl ation specifies a single port, then the val ue of
this object is equal to the val ue of

nat Addr MapLocal Port To.

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
DEFVAL { 0 }
;.= { nat Addr MapEntry 8 }

nat Addr MapLocal Port To OBJECT- TYPE

SYNTAX

| net Por t Nunber

MAX- ACCESS read-create

STATUS depr ecat ed
DESCRI PTI ON
“I'f this conceptual row describes a Basic NAT address
mappi ng, then the value of this object nust be zero. |If
this conceptual row describes NAPT, then the val ue of
this object specifies the last port number in the range
of ports bei ng mapped.
Perreault, et al. St andards Track [ Page 20]
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The val ue of this object nmust be greater than or equa
to the value of the natAddrMapLocal PortFrom object. If
the transl ation specifies a single port, then the val ue
of this object is equal to the val ue of
nat Addr MapLocal Port From
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

DEFVAL { 0}

:: = { nat Addr MapEntry 9 }

nat Addr Mapd obal Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"Thi s object specifies the address type used for
nat Addr Mapd obal Addr Fr om and nat Addr MapQd obal Addr To.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
;= { nat Addr MapEntry 10 }

nat Addr Mapd obal Addr Fr om OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"This object specifies the first |P address of the range

of | P addresses being mapped to. The value of this

obj ect nust be less than or equal to the value of the

nat Addr Mapd obal Addr To obj ect .

The type of this address is determned by the value of
t he nat Addr Mapd obal Addr Type obj ect .
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

;.= { nat Addr MapEntry 11 }

nat Addr Mapd obal Addr To OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This object specifies the last | P address of the range
of | P addresses being mapped to. |If only a single

address is being mapped to, the value of this object is
equal to the value of nat Addr Mapd obal Addr From  For a
static NAT, the nunber of addresses in the range defined
by nat Addr Mapd obal Addr Fr om and nat Addr MapG@ obal Addr To
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nust be equal to the nunber of addresses in the range
defi ned by nat Addr MapLocal Addr From and

nat Addr MapLocal Addr To. The val ue of this object must be
greater than or equal to the value of the

nat Addr Mapd obal Addr Fr om obj ect .

The type of this address is determ ned by the val ue of
t he nat Addr Mapd obal Addr Type obj ect .
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
::= { nat Addr MapEntry 12 }

nat Addr MapQd obal Port Fr om OBJECT- TYPE

SYNTAX

| net Por t Nunber

MAX- ACCESS read-create

STATUS

depr ecat ed

DESCRI PTI ON

"I'f this conceptual row describes a Basic NAT address
mappi ng, then the value of this object nust be zero. |If
this conceptual row describes NAPT, then the val ue of
this object specifies the first port number in the range
of ports being mapped to.

The val ue of this object nust be I ess than or equal to

the val ue of the nat Addr Mapd obal Port To object. [|f the
transl ation specifies a single port, then the val ue of

this object is equal to the value

nat Addr Mapd obal Port To.

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
DEFVAL { 0 }
.= { nat Addr MapEntry 13 }

nat Addr Mapd obal Port To OBJECT- TYPE

SYNTAX

| net Por t Nunber

MAX- ACCESS read-create

STATUS

depr ecat ed

DESCRI PTI ON

Perreaul t,

“I'f this conceptual row describes a Basic NAT address
mappi ng, then the value of this object nust be zero. |If
this conceptual row describes NAPT, then the val ue of
this object specifies the |last port nunber in the range
of ports being napped to.

The val ue of this object nmust be greater than or equa
to the value of the nat Addr Mapd obal Port From object. |If
the transl ation specifies a single port, then the val ue
of this object is equal to the val ue of
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nat Addr Mapd obal Port Fr om
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
DEFVAL { 0 }
::= { nat Addr MapEntry 14 }

nat Addr MapPr ot ocol OBJECT- TYPE
SYNTAX Nat Pr ot ocol Map
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"This object specifies a bitnmap of protocol identifiers.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat Addr MapEntry 15 }

nat Addr Mapl nTr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of inbound packets pertaining to this address
map entry that were transl ated.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other times, as indicated by the val ue of
i f Count erDi scontinuityTime on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;.= { nat Addr MapEntry 16 }

nat Addr MapQut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of outbound packets pertaining to this
address map entry that were transl ated.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tines, as indicated by the val ue of
i f CounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat Addr MapEntry 17 }

Perreault, et al. St andards Track [ Page 23]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

nat Addr MapDi scards OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of packets pertaining to this address nmap
entry that were dropped due to | ack of addresses in the
address pool identified by this address map. The val ue
of this object nust always be zero in case of a static
address map.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tinmes, as indicated by the val ue of
i f CounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.= { nat Addr MapEntry 18 }

nat Addr MapAddr Used OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of addresses pertaining to this address nmap
that are currently being used fromthe NAT pool
The val ue of this object must always be zero in the case
of a static address nap
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;.= { nat Addr MapEntry 19 }

nat Addr MapSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The storage type for this conceptual row.
Conceptual rows having the val ue 'permanent’
need not allow wite-access to any col ummar objects
in the row.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659, and Section 2 of RFC 2579
(Textual Conventions for Conventions for SMv2)."
DEFVAL { nonVol atile }
::= { nat Addr MapEntry 20 }

nat Addr MapRowsSt at us OBJECT- TYPE
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SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The status of this conceptual row

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the nat Addr MapRowSt at us
col um is ’not Ready’ .

None of the objects in this row may be nodified
while the value of this object is active(l).
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659, and Section 2 of RFC 2579
(Textual Conventions for Conventions for SMv2)."
::= { nat Addr MapEntry 21 }

-- Address Bind section

nat Addr Bi ndNunber Of Ent ri es OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"This object mmintains a count of the number of entries

that currently exist in the nat Addr Bi ndTabl e.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

.= { natMBhjects 5}

-- The NAT Address BIND Tabl e

nat Addr Bi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nat Addr Bi ndEnt ry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This table holds informati on about the currently
active NAT BI NDs.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
.= { nat M Bnjects 6 }
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Depr ecati on

nat Addr Bi ndEnt ry OBJECT- TYPE

Nat Addr Bi ndEntry :: =

}

SYNTAX Nat Addr Bi ndEnt ry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"Each entry in this tab
an active address BI ND
upon agent restart.

This row has indexing t
nore than 128 subi denti
tabl e nust be carefu
resul t
O herwi se, the infornat
SNVPv1, SNWPv2c, or
Deprecated in favor of
REFERENCE "RFC 7658, RFC 7659"

I NDEX { ifl ndex,

of NAT-M B v1 Cct ober

e holds information about
These entries are | ost

hat may create variables with
fiers. Inmplenenters of this

not to create entries that would
in ODs that exceed the 128 subidentifier

limt.
i on cannot be accessed using

SNWVPv 3.

NATV2-M B. "

nat Addr Bi ndLocal Addr Type,

nat Addr Bi ndLocal Addr }
::= { nat AddrBi ndTable 1 }

SEQUENCE {
ndLocal Addr Type
ndLocal Addr

ndd obal Addr Type
ndd@ obal Addr

ndl d
ndTransl ati onEntity
ndType

ndMapl ndex

ndSessi ons
ndivax! dl eTi me
ndCurrent ! dl eTi ne
ndl nTr ansl at es
ndQut Tr ansl at es

nat Addr B
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr B
nat Addr B
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr B
nat Addr B

| net Addr essType,

| net Addr ess,

| net Addr essType,

| net Addr ess,

Nat Bi ndl d,

Nat Transl ati onEntity,
Nat Associ ati onType,
Nat Addr Mapl d,
Gauge32,

Ti meTi cks,

Ti meTi cks,
Count er 64,
Count er 64

nat Addr Bi ndLocal Addr Type OBJECT- TYPE

Perreaul t,

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"This object specifies t

nat Addr Bi ndLocal Addr.

Deprecated in favor of
"RFC 7658, RFC 7659"

| net Addr essType
not - accessi bl e
depr ecat ed

REFERENCE

et al. St andar

he address type used for

NATV2-M B. "
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;.= { nat AddrBi ndEntry 1 }

nat Addr Bi ndLocal Addr OBJECT- TYPE

SYNTAX I net Address (SIZE (4] 16))
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This object represents the private-real mspecific
net wor k- I ayer address, which maps to the public-realm
address represented by nat Addr Bi nd@ obal Addr.

The type of this address is determ ned by the val ue of
t he nat Addr Bi ndLocal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat AddrBi ndEntry 2 }

nat Addr Bi nd@ obal Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
"This object specifies the address type used for
nat Addr Bi ndd obal Addr.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat AddrBi ndEntry 3 }

nat Addr Bi nd@ obal Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"Thi s object represents the public-real mnetwork-Iayer

address that maps to the private-real mnetwork-1|ayer
address represented by nat AddrBi ndLocal Addr.

The type of this address is determined by the value of
t he nat Addr Bi ndGd obal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

;.= { nat AddrBi ndEntry 4 }

nat Addr Bi ndl d OBJECT- TYPE
SYNTAX Nat Bi ndl d
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

2015
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"This object represents a bind ID that is dynanically
assigned to each bind by a NAT-enabl ed device. Each
bind is represented by a bind IDthat is
uni que across both the nat Addr Bi ndTabl e and t he
nat Addr Por t Bi ndTabl e.

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;2= { nat AddrBi ndEntry 5 }

nat Addr Bi ndTransl ati onEntity OBJECT- TYPE

SYNTAX Nat Tr ansl ati onEntity

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"This object represents the direction of sessions
for which this bind is applicable and the endpoint
entity (source or destination) within the sessions that
is subject to translation using the BIND

Orientation of the bind can be a superset of
translationEntity of the address nmap entry that
forns the basis for this bind.

For exanple, if the translationEntity of an
address map entry i s out boundSrcEndPoi nt, the
translationEntity of a bind derived fromthis
map entry nmay either be outboundSrcEndPoi nt or
it may be bidirectional (a bitmask of
out boundSr cEndPoi nt and i nboundDst EndPoi nt) .
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;= { nat AddrBi ndEntry 6 }

nat Addr Bi ndType OBJECT- TYPE

SYNTAX Nat Associ ati onType

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"This object indicates whether the bind is static or
dynam c.

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat AddrBi ndEntry 7 }

nat Addr Bi ndMapl ndex OBJECT- TYPE

SYNTAX Nat Addr Mapl d
MAX- ACCESS r ead- only
STATUS depr ecat ed
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DESCRI PTI ON
"This object is a pointer to the nat Addr MapTabl e entry
(and the parameters of that entry) that was used in
creating this BIND. This object, in conjunction with
the iflndex (which identifies a unique addr MapNamne)
points to a unique entry in the nat Addr MapTabl e.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat AddrBi ndEntry 8 }

nat Addr Bi ndSessi ons OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"Nunber of sessions currently using this BIND.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
.= { nat AddrBi ndEntry 9 }

nat Addr Bi ndMaxI dl eTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"This object indicates the maxinmumtime for
which this bind can be idle with no sessions
attached to it.

The value of this object is of relevance only for
dynam ¢ NAT.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat AddrBi ndEntry 10 }

nat Addr Bi ndCurrent | dl eTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"At any given instance, this object indicates the

time that this bind has been idle without any sessions
attached to it.

The value of this object is of relevance only for
dynam c NAT.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
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.= { nat AddrBi ndEntry 11 }

nat Addr Bi ndl nTransl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

Cct ober 2015

"The nunber of inbound packets that were successfully

translated by using this bind entry.

Discontinuities in the value of this counter

can occur

at reinitialization of the managenent system and at

other tines, as indicated by the val ue of
i f Count erDi scontinuityTime on the rel evant

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::={ nat AddrBi ndEntry 12 }

nat Addr Bi ndQut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

i nterface.

"The nunber of outbound packets that were successfully

translated using this bind entry.

Di scontinuities in the value of this counter

can occur

at reinitialization of the managenent system and at

other times as indicated by the val ue of
i fCounterDi scontinuityTime on the rel evant

Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
;.= { nat AddrBi ndEntry 13 }

-- Address Port Bind section

nat Addr Por t Bi ndNurmber OF Ent ri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

i nterface.

"This object maintains a count of the nunber of entries
that currently exist in the nat AddrPort Bi ndTabl e.

Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { natMBhjects 7 }

Perreault, et al. St andards Track
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-- The NAT Address Port Bi nd Tabl e

nat Addr Port Bi ndTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nat Addr Port Bi ndEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This table holds informati on about the currently
active NAPT Bl NDs.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { nat M Bnjects 8 }

nat Addr Por t Bi ndEntry OBJECT- TYPE

SYNTAX Nat Addr Por t Bi ndEnt ry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"Each entry in the this table holds information

about a NAPT bind that is currently active.
These entries are | ost upon agent restart.

This row has indexing that nmay create variables with
nore than 128 subidentifiers. Inplenenters of this
tabl e must be careful not to create entries that would
result in ODs that exceed the 128 subidentifier limt.
O herwi se, the information cannot be accessed using
SNVPv1, SNWMPv2c, or SNWPv3.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
INDEX { iflndex, natAddrPort Bi ndLocal Addr Type,
nat Addr Por t Bi ndLocal Addr, nat Addr Port Bi ndLocal Port,
nat Addr Por t Bi ndPr ot ocol }
::= { nat AddrPortBi ndTable 1 }

Nat Addr Port Bi ndEntry ::= SEQUENCE ({
nat Addr Por t Bi ndLocal Addr Type | net Addr essType,
nat Addr Por t Bi ndLocal Addr | net Addr ess,
nat Addr Por t Bi ndLocal Port | net Port Nunber ,
nat Addr Por t Bi ndPr ot ocol Nat Pr ot ocol Type,
nat Addr Por t Bi ndd obal Addr Type | net Addr essType,
nat Addr Por t Bi ndd obal Addr | net Addr ess,
nat Addr Por t Bi ndd obal Port | net Port Nurber ,
nat Addr Por t Bi ndl d Nat Bi ndl d,
nat Addr Port Bi ndTr ansl ati onEntity Nat Tr ansl ati onEntity,
nat Addr Por t Bi ndType Nat Associ ati onType,
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nat Addr Por t Bi ndMapl ndex Nat Addr Mapl d,
nat Addr Por t Bi ndSessi ons Gauge32,
nat Addr Por t Bi ndVax| dl eTi ne Ti meTi cks,
nat Addr Port Bi ndCurrent | dl eTi ne Ti meTi cks,
nat Addr Por t Bi ndl nTr ansl at es Count er 64,
nat Addr Por t Bi ndQut Tr ansl at es Count er 64
}
nat Addr Por t Bi ndLocal Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"This object specifies the address type used for
nat Addr Por t Bi ndLocal Addr .
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat AddrPortBi ndentry 1 }

nat Addr Port Bi ndLocal Addr OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This object represents the private-real mspecific
net wor k- | ayer address that, in conjunction with
nat Addr Por t Bi ndLocal Port, maps to the public-real m
net wor k- | ayer address and transport |ID represented by
nat Addr Por t Bi ndd obal Addr and nat Addr Port Bi ndG obal Port,
respectively.

The type of this address is determned by the value of
t he nat Addr Port Bi ndLocal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

;.= { nat AddrPortBi ndeEntry 2 }

nat Addr Por t Bi ndLocal Port OBJECT- TYPE

SYNTAX | net Por t Nunber

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"For a protocol value TCP or UDP, this object represents
the private-real mspecific port nunber. On the other
hand, for ICVMP a bind is created only for query/response-
type | CMP nmessages such as | CWP echo, Tinestanp, and
I nformati on request nessages, and this object represents
the private-real mspecific identifier in the |ICW

Perreault, et al. St andards Track [ Page 32]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

nessage, as defined in RFC 792 for ICMPv4 and in RFC
4443 for | CWVPV6.

Thi s object, together w th natAddr Port Bi ndProt ocol ,
nat Addr Por t Bi ndLocal Addr Type, and
nat Addr Por t Bi ndLocal Addr, constitutes a session endpoi nt
inthe private realm A bind entry binds a private-
real mspecific endpoint to a public-real mspecific
endpoi nt, as represented by the tuple of
(nat Addr Por t Bi ndd obal Port, nat Addr Port Bi ndPr ot ocol ,
nat Addr Por t Bi ndd obal Addr Type, and
nat Addr Por t Bi ndd obal Addr) .
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat Addr PortBi ndEntry 3 }

nat Addr Por t Bi ndPr ot ocol OBJECT- TYPE

SYNTAX Nat Pr ot ocol Type
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"This object specifies a protocol identifier. |If the
val ue of this object is none(l), then this bind entry
applies to all IP traffic. Any other value of this

obj ect specifies the class of IP traffic to which this
BI ND appli es.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat AddrPortBi ndEntry 4 }

nat Addr Por t Bi ndd obal Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
"This object specifies the address type used for
nat Addr Por t Bi ndd obal Addr.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { nat AddrPortBi ndEntry 5 }

nat Addr Por t Bi ndd obal Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"This object represents the public-real mspecific network-
| ayer address that, in conjunction with

Perreault, et al. St andards Track [ Page 33]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

nat Addr Port Bi ndd obal Port, maps to the private-realm
net wor k-l ayer address and transport |ID represented by
nat Addr Port Bi ndLocal Addr and nat Addr Port Bi ndLocal Port,
respectively.

The type of this address is determ ned by the val ue of
t he nat Addr Port Bi ndd obal Addr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat AddrPortBi ndEntry 6 }

nat Addr Por t Bi ndd obal Port OBJECT- TYPE

SYNTAX | net Por t Nunber

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"For a protocol value TCP or UDP, this object represents
the public-real mspecific port number. On the other
hand, for ICVMP a bind is created only for query/response-
type | CVMP nessages such as | CWP echo, Tinestanp, and
I nformati on request nessages, and this object represents
the public-real mspecific identifier in the | CW
nmessage, as defined in RFC 792 for 1CMPv4 and in RFC
4443 for | CVPv6.

Thi s object, together wi th natAddr Port Bi ndProt ocol
nat Addr Por t Bi ndd obal Addr Type, and
nat Addr Por t Bi ndd obal Addr, constitutes a session
endpoint in the public realm A bind entry binds a
public-real mspecific endpoint to a private-real m
speci fic endpoint, as represented by the tuple of
(nat Addr Por t Bi ndLocal Port, nat Addr Port Bi ndPr ot ocol
nat Addr Por t Bi ndLocal Addr Type, and
nat Addr Por t Bi ndLocal Addr) .
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;.= { nat AddrPortBi ndeEntry 7 }

nat Addr Port Bi ndl d OBJECT- TYPE
SYNTAX Nat Bi ndl d
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"This object represents a bind ID that is dynam cally
assigned to each bind by a NAT-enabl ed device. Each
bind is represented by a unique bind ID across both
t he nat Addr Bi ndTabl e and t he nat Addr Port Bi ndTabl e.
Deprecated in favor of NATV2-MB."
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REFERENCE "RFC 7658, RFC 7659"
.= { nat AddrPortBi ndEntry 8 }

nat Addr Por t Bi ndTr ansl ati onEntity OBJECT- TYPE

SYNTAX Nat Tr ansl ati onEntity

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"This object represents the direction of sessions
for which this bind is applicable and the entity
(source or destination) within the sessions that is
subject to translation with the BI ND

Orientation of the bind can be a superset of the
translationEntity of the address nmap entry that
forns the basis for this bind.

For exanple, if the translationEntity of an
address map entry i s out boundSrcEndPoi nt, the
translationEntity of a bind derived fromthis
map entry nmay either be out boundSrcEndPoi nt or
may be bidirectional (a bitmask of
out boundSr cEndPoi nt and i nboundDst EndPoi nt) .
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

;= { nat Addr PortBi ndEntry 9 }

nat Addr Por t Bi ndType OBJECT- TYPE

SYNTAX Nat Associ ati onType

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"This object indicates whether the bind is static or
dynam c.

Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat AddrPortBi ndeEntry 10 }

nat Addr Por t Bi ndMapl ndex OBJECT- TYPE

SYNTAX Nat Addr Mapl d

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"This object is a pointer to the nat Addr MapTabl e entry
(and the parameters of that entry) used in
creating this BIND. This object, in conjunction with
the iflndex (which identifies a unique addr MapName),
points to a unique entry in the nat Addr MapTabl e.

2015

Perreault, et al. St andards Track [ Page 35]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"

::= { nat AddrPortBi ndEntry 11 }

nat Addr Por t Bi ndSessi ons OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"Nunber of sessions currently using this BIND.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat AddrPortBi ndEntry 12 }

nat Addr Por t Bi ndMvaxI dl eTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS depr ecat ed

DESCRI PTI ON

"This object indicates the nmaxinmumtinme for
which this bind can be idle without any sessions
attached to it.
The val ue of this object is of relevance
only for dynam c NAT.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::={ nat AddrPortBi ndEntry 13 }

nat Addr Port Bi ndCurrent | dl eTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"At any given instance, this object indicates the

time that this bind has been idle without any sessions
attached to it.

The value of this object is of rel evance
only for dynam c NAT.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat AddrPortBi ndeEntry 14 }

nat Addr Port Bi ndl nTr ansl| at es OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
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DESCRI PTI ON
"The nunber of inbound packets that were transl ated as
per this bind entry.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tinmes, as indicated by the val ue of
i fCounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat AddrPortBi ndEntry 15 }

nat Addr Por t Bi ndQut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of outbound packets that were translated as
per this bind entry.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other times, as indicated by the val ue of
i fCounterDi scontinuityTinme on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat Addr PortBi ndEntry 16 }

-- The Session Tabl e

nat Sessi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nat Sessi onEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The (conceptual) table containing one entry for each
NAT session currently active on this NAT device.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
;.= { nat M BOhjects 9 }

nat Sessi onEntry OBJECT- TYPE
SYNTAX Nat Sessi onEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
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restart.

RFC 7658
"An entry (conceptua
These entries are | ost upon agent
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
INDEX { iflndex, natSessionlndex }

::= { natSessionTable 1 }

Nat Sessi onEntry :

: = SEQUENCE {

nat Sessi onl ndex

nat Sessi onPri vat eSr cEPBi ndl d
nat Sessi onPri vat eSr cEPBi ndMVbde
nat Sessi onPri vat eDst EPBi ndl d
nat Sessi onPri vat eDst EPBi ndMbde
nat Sessi onDi recti on

nat Sessi onUpTi me

nat Sessi onAddr Mapl ndex

nat Sessi onPr ot ocol Type

nat Sessi onPri vat eAddr Type
nat Sessi onPri vat eSr cAddr

nat Sessi onPri vat eSrcPort

nat Sessi onPri vat eDst Addr

nat Sessi onPri vat eDst Por t

nat Sessi onPubl i cAddr Type

nat Sessi onPubl i ¢Sr cAddr

nat Sessi onPubl i cSr cPort

nat Sessi onPubl i cDst Addr

nat Sessi onPubl i cDst Por t

nat Sessi onMax! dl eTi ne

nat Sessi onCurrent | dl eTi me
nat Sessi onl nTr ansl at es

nat Sessi onQut Tr ansl at es

}

nat Sessi onl ndex OBJECT- TYPE

SYNTAX

Nat Sessi onl d

MAX- ACCESS not - accessi bl e

Nat Sessi onl d,
Nat Bi ndl dOr Zer o,
Nat Bi ndivbde,

Nat Bi ndl dOr Zer o,
Nat Bi ndivbde,

| NTEGER

Ti meTi cks,

Nat Addr Mapl d,
Nat Pr ot ocol Type,
| net Addr essType,
| net Addr ess,

| net Port Nunber,
| net Addr ess,

| net Port Nunber,
| net Addr essType,
| net Addr ess,

| net Port Nunber,
| net Addr ess,

| net Por t Nunber,
Ti meTi cks,

Ti meTi cks,
Count er 64,
Count er 64

STATUS depr ecat ed
DESCRI PTI ON
"The session ID for this NAT session.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"

::={ natSessionEntry 1}

Cct ober

row) containing information
about an active NAT session on this NAT device.

nat Sessi onPri vat eSr cEPBi ndl d OBJECT- TYPE

Perreaul t,

SYNTAX Nat Bi ndl dOr Zer o
MAX- ACCESS r ead- only
STATUS depr ecat ed

et al. St andards Track

[ Page

2015

38]



RFC 7658 Deprecation of NAT-MB vl Cct ober 2015

DESCRI PTI ON
"The bind ID associ ated between private and public
source endpoints. In the case of Symetri c- NAT,

this should be set to zero.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
.= { natSessionEntry 2 }

nat Sessi onPri vat eSr cEPBi ndMbde OBJECT- TYPE

SYNTAX Nat Bi ndvbde

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"Thi s object indicates whether the bind indicated
by the object nat Sessi onPrivat eSrcEPBIi ndl d
is an address bind or an address port bind.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.. = { natSessionEntry 3}

nat Sessi onPri vat eDst EPBi ndl d OBJECT- TYPE

SYNTAX Nat Bi ndl dOr Zer o
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

"The bind ID associ ated between private and public

desti nati on endpoints.

Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"
::= { natSessionEntry 4 }

nat Sessi onPri vat eDst EPBi ndMbde OBJECT- TYPE

SYNTAX Nat Bi ndMbde

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"Thi s object indicates whether the bind indicated
by the object nat Sessi onPrivat eDst EPBi ndl d
is an address bind or an address port bind.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { natSessionEntry 5 }

nat Sessi onDi recti on OBJECT- TYPE
SYNTAX | NTEGER {

i nbound (1),

out bound (2)
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MAX- ACCESS r ead-only

STATUS depr ecat ed
DESCRI PTI ON
"The direction of this session with respect to the
| ocal network. ’'inbound indicates that this session
was initiated fromthe public network into the private
network. ' outbound’ indicates that this session was
initiated fromthe private network into the public
net wor k.

Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { natSessionEntry 6 }

nat Sessi onUpTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON

"The uptine of this session in hundredths of a
second.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::={ nat SessionEntry 7 }

nat Sessi onAddr Mapl ndex OBJECT- TYPE

SYNTAX Nat Addr Mapl d

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"This object is a pointer to the nat Addr MapTabl e entry
(and the paranmeters of that entry) used in
creating this session. This object, in conjunction with
the iflndex (which identifies a unique addr MapNamne),
points to a unique entry in the nat Addr MapTabl e.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.= { natSessionEntry 8 }

nat Sessi onPr ot ocol Type OBJECT- TYPE
SYNTAX Nat Pr ot ocol Type
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The protocol type of this session
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
;.= { nat SessionEntry 9 }
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nat Sessi onPri vat eAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"This object specifies the address type used for
nat Sessi onPri vat eSrcAddr and nat Sessi onPri vat eDst Addr .
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::= { nat SessionEntry 10 }

nat Sessi onPri vat eSrcAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The source | P address of the session endpoint that
lies in the private network.

The val ue of this object nmust be zero only when the
nat Sessi onPri vat eSr cEPBi ndl d obj ect has a zero val ue.
VWhen the value of this object is zero, the NAT session
| ookup will match any I P address to this field.

The type of this address is determ ned by the val ue of
t he nat Sessi onPri vat eAddr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat SessionEntry 11 }

nat Sessi onPri vat eSrcPort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"For a protocol value of TCP or UDP, this object
represents the source port in the first packet of a
session while in a private realm On the other hand, when
the protocol is ICVMP, a NAT session is created only for
guery/response-type | CMP nessages such as | CWP echo,
Ti mestanmp, and Informati on request nessages, and this
obj ect represents the private-real mspecific identifier
in the |CVP nessage, as defined in RFC 792 for | Cwv4
and in RFC 4443 for | CWVPV6.

The val ue of this object nust be zero when the

nat Sessi onPri vat eSr cEPBi ndl d obj ect has zero val ue
and val ue of nat Sessi onPri vat eSrcEPBi ndMbde i s
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addressPortBind(2). |In such a case, the NAT session
| ookup will match any port nunber to this field.

The val ue of this object must be zero when the object
is not a representative field (SrcPort, DstPort, or
ICWP identifier) of the session tuple in either the
public realmor the private realm
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat SessionEntry 12 }

nat Sessi onPri vat eDst Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The destination I P address of the session endpoint that
lies in the private network.

The val ue of this object nust be zero when the

nat Sessi onPri vat eDst EPBi ndl d obj ect has a zero val ue.
In such a scenario, the NAT session | ookup will match
any | P address to this field.

The type of this address is determ ned by the val ue of
t he nat Sessi onPri vat eAddr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat SessionEntry 13 }

nat Sessi onPri vat eDst Port OBJECT- TYPE

SYNTAX | net Port Nurmber

MAX- ACCESS r ead- only

STATUS depr ecat ed

DESCRI PTI ON
"When the value of protocol is TCP or UDP, this object
represents the destination port in the first packet
of session while in private-realm On the other hand,
when the protocol is ICMP, this object is not rel evant
and should be set to zero.

The val ue of this object nust be zero when the

nat Sessi onPri vat eDst EPBi ndl d obj ect has a zero

val ue and nat Sessi onPri vat eDst EPBi ndvbde is set to
addressPortBind(2). |In such a case, the NAT session
| ookup will match any port nunmber to this field.

The val ue of this object nmust be zero when the object
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is not a representative field (SrcPort, DstPort, or
ICVWP identifier) of the session tuple in either the
public realmor the private realm
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { natSessionEntry 14 }

nat Sessi onPubl i cAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"This object specifies the address type used for
nat Sessi onPubl i cSrcAddr and nat Sessi onPubl i cDst Addr .
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::= { nat SessionEntry 15 }

nat Sessi onPubl i cSr cAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The source | P address of the session endpoint that
lies in the public network.

The val ue of this object nust be zero when the

nat Sessi onPri vat eSr cEPBi ndl d obj ect has a zero val ue.
In such a scenario, the NAT session | ookup will match
any | P address to this field.

The type of this address is determned by the value of
t he nat Sessi onPubl i cAddr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { natSessionEntry 16 }

nat Sessi onPubl i cSrcPort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"When the protocol value is TCP or UDP, this object
represents the source port in the first packet of
session while in public-realm On the other hand, when
protocol is ICMP, a NAT session is created only for
guery/response-type | CMP nessages such as | CVWP echo,
Ti mestanp, and Informati on request nessages, and this
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obj ect represents the public-real mspecific identifier
in the | CVP nessage, as defined in RFC 792 for | CwWv4
and in RFC 4443 for | CWVPV6.

The val ue of this object nust be zero when the
nat Sessi onPri vat eSr cEPBi ndl d obj ect has a zero val ue
and nat Sessi onPri vat eSrcEPBi ndvbde is set to

addressPortBind(2). |In such a scenario, the NAT
session | ookup will match any port nunber to this
field.

The val ue of this object nmust be zero when the object
is not a representative field (SrcPort, DstPort, or
ICVWP identifier) of the session tuple in either the
public realmor the private realm
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.. = { natSessionEntry 17 }

nat Sessi onPubl i cDst Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The destination |IP address of the session endpoint that
lies in the public network.

The val ue of this object must be non-zero when the
nat Sessi onPri vat eDst EPBi ndl d obj ect has a non-zero

value. If the value of this object and the
correspondi ng nat Sessi onPri vat eDst EPBi ndl d obj ect val ue
are zero, then the NAT session [ookup will match any IP

address to this field.

The type of this address is determ ned by the val ue of
t he nat Sessi onPubl i cAddr Type obj ect.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

::= { nat SessionEntry 18 }

nat Sessi onPubl i cDst Port OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"When the protocol value is TCP or UDP, this object
represents the destination port in the first packet of
session while in the public realm On the other hand, when
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the protocol is ICVMP, this object is not relevant for
transl ati on and shoul d be zero.

The val ue of this object nust be zero when the
nat Sessi onPri vat eDst EPBi ndl d obj ect has a zero val ue
and nat Sessi onPri vat eDst EPBi ndivbde i s

addressPortBind(2). |In such a scenario, the NAT
session | ookup will match any port nunber to this
field.

The val ue of this object nmust be zero when the object
is not a representative field (SrcPort, DstPort, or
ICWP identifier) of the session tuple in either the
public realmor the private realm
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat SessionEntry 19 }

nat Sessi onMax! dl eTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON

"The max tinme for which this session can be idle

wi t hout detecting a packet.

Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"
::= { nat SessionEntry 20 }

nat Sessi onCurrent |l dl eTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The tine since a packet belonging to this session was
| ast det ect ed.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
::= { natSessionEntry 21 }

nat Sessi onl nTr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of inbound packets that were translated for
this session.
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Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other times, as indicated by the val ue of
i f Count erDi scontinuityTime on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

.= { natSessionEntry 22 }

nat Sessi onQut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of outbound packets that were translated for
this session.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tines, as indicated by the val ue of
i fCounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::= { nat SessionEntry 23 }

-- The Protocol table

nat Pr ot ocol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nat Pr ot ocol Entry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The (conceptual) table containing per-protocol NAT
statistics.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { nat M Bnjects 10 }

nat Pr ot ocol Ent ry OBJECT- TYPE
SYNTAX Nat Pr ot ocol Entry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"An entry (conceptual row) containing NAT statistics
pertaining to a particul ar protocol.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
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I NDEX { natProtocol }
::={ natProtocol Table 1 }

Nat Pr ot ocol Entry ::= SEQUENCE {
nat Pr ot ocol Nat Pr ot ocol Type,
nat Pr ot ocol | nTr ansl at es Count er 64,
nat Pr ot ocol Qut Tr ansl at es Count er 64,
nat Pr ot ocol Di scards Count er 64

}

nat Pr ot ocol OBJECT- TYPE
SYNTAX Nat Pr ot ocol Type
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"This object represents the protocol pertaining to which
paraneters are reported.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::={ natProtocol Entry 1 }

nat Pr ot ocol | nTransl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of inbound packets pertaining to the protoco
identified by natProtocol that underwent NAT.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tinmes, as indicated by the val ue of
i f CounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

::={ natProtocol Entry 2 }

nat Pr ot ocol Qut Tr ansl at es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of outbound packets pertaining to the
protocol identified by natProtocol that underwent NAT.

Di scontinuities in the value of this counter can occur

at reinitialization of the managenent system and at
other tinmes, as indicated by the val ue of
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i fCounterDi scontinuityTinme on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE " RFC 7658, RFC 7659"

1= { nat

nat Pr ot ocol Di
SYNTAX

Prot ocol Entry 3 }

scards OBJECT- TYPE
Count er 64

MAX- ACCESS r ead-only

STATUS
DESCRI PTI

depr ecat ed
ON
The nunber of packets pertaining to the protoco
identified by natProtocol that had to be
rej ected/ dropped due to | ack of resources. These
rejections could be due to session tinmeout, resource
unavail ability, lack of address space, etc.

Di scontinuities in the value of this counter can occur
at reinitialization of the managenent system and at
other tines, as indicated by the val ue of

i fCounterDi scontinuityTine on the relevant interface.
Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

2= { na

-- Notificati

nat M BNotific

-- Notificati

nat Packet Di sc
OBJECTS {
STATUS d
DESCRI PTI

REFERENCE
.= { nat

Perreaul t, et

t Protocol Entry 4 }

ons section

ations OBJECT IDENTIFIER ::= { natMB 0 }

ons

ard NOTI FI CATI ON- TYPE

i flndex }
eprecat ed
ON
This notification is generated when | P packets are
di scarded by the NAT function; e.g., due to lack of
mappi ng space when NAT is out of addresses or ports.

Note that the generation of natPacketD scard
notifications is throttled by the agent, as specified
by the 'natNotifThrottlinglnterval’ object.
Deprecated in favor of NATV2-MB."

"RFC 7658, RFC 7659"
M BNotifications 1 }

2015
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-- Confornmance infornmation.

nat M BConf or nance OBJECT | DENTI FI ER : :

{ natMB 2}

nat M BGr oups OBJECT | DENTI FI ER : :
nat M BConpl i ances OBJECT | DENTI FI ER : :

{ nat M BConf ornance 1 }
{ nat M BConf or mance 2 }

-- Units of conformance

nat Confi gG oup OBJECT- GROUP
OBJECTS { natlnterfaceReal m
nat | nt er f aceServi ceType,
nat | nt er f aceSt or ageType,
nat | nt er f aceRowSt at us,
nat Addr MapNarnre,
nat Addr MapEnt r yType,
nat Addr MapTr ansl ati onEntity,
nat Addr MapLocal Addr Type,
nat Addr MapLocal Addr From
nat Addr MapLocal Addr To,
nat Addr MapLocal Port From
nat Addr MapLocal Port To,
nat Addr Mapd obal Addr Type,
nat Addr Mapd obal Addr Fr om
nat Addr Mapd obal Addr To,
nat Addr Mapd obal Port Fr om
nat Addr Mapd obal Port To,
nat Addr MapPr ot ocol ,
nat Addr MapSt or ageType,
nat Addr MapRowSt at us,
nat Bi ndDef I dl eTi meout ,
nat UdpDef | dl eTi neout,
nat | cnpDef I dl eTi meout ,
nat & her Def | dl eTi meout ,
nat TcpDef | dl eTi neout ,
nat TcpDef NegTi meout ,
nat Noti f Throttlinglnterval }
STATUS deprecat ed
DESCRI PTI ON
"A collection of configuration-related information
required to support managenent of devices supporting
NAT.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
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o= { natMBGoups 1}

nat Transl ati onG oup OBJECT- GROUP
OBJECTS { nat Addr Bi

nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi
nat Addr Bi

ndNumber O Entri es,
ndd obal Addr Type,
ndd obal Addr,
ndl d,

ndTr ansl ati onEntity,
ndType,

ndMapl ndex,
ndSessi ons,
ndMaxl| dl eTi e,
ndCurrent | dl eTi ne,
ndl nTr ansl at es,
ndCut Tr ansl at es,

nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi
nat Addr Por t Bi

ndNumber O Entri es,
ndd obal Addr Type,
ndd obal Addr,

ndd obal Port,
ndl d,

ndTr ansl ati onEntity,
ndType,

ndMapl ndex,
ndSessi ons,
ndMaxl| dl eTi e,
ndCurrent | dl eTi e,
ndl nTr ansl at es,
ndQut Tr ansl at es,

Perreaul t,

nat Sessi onPri vat eSr cEPBi ndl d,

nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi
nat Sessi

et al.

onPri vat eSr cEPBi ndMbde,
onPri vat eDst EPBi ndl d,
onPri vat eDst EPBi ndMbde,
onDi rection,

onUpTi e,

onAddr Mapl ndex,

onPr ot ocol Type,

onPri vat eAddr Type,
onPri vat eSr cAddr,
onPrivat eSrcPort,

onPri vat eDst Addr,
onPrivat eDst Port,

onPubl i cAddr Type,
onPubl i ¢Sr cAddr,

onPubl i cSrcPort,

onPubl i cDst Addr,

onPubl i cDst Port,

onMaxl dl eTi e,
onCurrent|dl eTi e,

St andards Track
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nat Sessi onl nTr ansl at es,
nat Sessi onQut Transl ates }
STATUS deprecated
DESCRI PTI ON
"A collection of BIND-related objects required to support
managenent of devi ces supporting NAT.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
2= { natMBGoups 2}

nat St at sl nt erf aceG oup OBJECT- GROUP
OBJECTS { natlnterfacel nTransl at es,
nat I nt er f aceQut Tr ansl at es,
nat I nt er f aceDi scards }
STATUS deprecated
DESCRI PTI ON
"A collection of NAT statistics associated with the
interface on which NAT is configured, to aid
troubl eshooti ng/ nonitoring of the NAT operation.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
2= { nat M BGoups 3}

nat St at sPr ot ocol Group OBJECT- GROUP
OBJECTS { nat Protocol | nTransl at es,
nat Pr ot ocol Cut Tr ansl at es,
nat Pr ot ocol Di scards }
STATUS deprecated
DESCRI PTI ON
"A collection of protocol-specific NAT statistics,
to aid troubl eshooting/ monitoring of NAT operation.
Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
.= { nat M BGroups 4 }

nat St at sAddr MapG oup OBJECT- GROUP
OBJECTS { nat Addr Mapl nTr ansl at es,
nat Addr MapQut Tr ansl at es,
nat Addr MapDi scar ds,
nat Addr MapAddr Used }
STATUS deprecat ed
DESCRI PTI ON
"A collection of address-nmap-specific NAT statistics,
to aid troubl eshooting/ monitoring of NAT operation.
Deprecated in favor of NATV2-MB."
REFERENCE " RFC 7658, RFC 7659"
::={ nat MBG oups 5 }
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nat M BNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { nat Packet Di scard }

STATUS

depr ecat ed

DESCRI PTI ON

"A collection of notifications generated by
devi ces supporting this MB

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"
.= { nat M BGoups 6 }

-- Conpliance statenents

nat M BFul | Conpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON

"When this MB is inplenented with support for

read-create, then such an inplenentation can claim
full conpliance. Such devices can then be both
noni tored and configured with this MB

The foll owi ng i ndex objects cannot be added as OBJECT
cl auses but neverthel ess have the conpliance
requirenents:

Deprecated in favor of NATV2-MB."

REFERENCE "RFC 7658, RFC 7659"

Perreaul t,

-- OBJECT nat Addr Bi ndLocal Addr Type

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

-- DESCRI PTI ON

-- “An inplenentation is required to support

2015

-- gl obal 1Pv4 and/or |Pv6 addresses, depending

-- on its support for IPv4 and I Pv6."

-- OBJECT nat Addr Bi ndLocal Addr

-- SYNTAX | net Address (Sl ZE(4| 16))

- - DESCRI PTI ON

-- “An inplenentation is required to support

-- gl obal 1Pv4 and/or |Pv6 addresses, depending

-- on its support for IPv4 and I Pv6."

-- OBJECT nat Addr Port Bi ndLocal Addr Type

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

-- DESCRI PTI ON

-- "An inplenentation is required to support

-- gl obal 1Pv4 and/or |Pv6 addresses, depending

-- on its support for IPv4 and | Pv6."
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-- OBJECT nat Addr Port Bi ndLocal Addr
-- SYNTAX | net Address (Sl ZE(4| 16))
-- DESCRI PTI ON

"An inplenentation is required to support

addr esses, dependi ng

gl obal 1Pv4 and/or |Pv6
on its support for |Pv4

MODULE IF-M B -- The interfaces M B, RFC2863
MANDATORY- GROUPS {
i f Count er Di sconti nui tyG oup

}
MODULE

-- thi

s nodul e

MANDATORY- GROUPS { nat Confi gG oup, nat Tran

nat St at sl nterfaceG oup

nat St at sPr ot ocol G oup

"This group is optional."

nat St at sAddr MapGr oup

"This group is optional."

nat M BNot i fi cati onG oup

"This group is optional."

nat Addr MapLocal Addr Type
| net AddressType { ipv4(1l), ipv6(2)

i npl enentation is required to

and/ or |1 Pv6 addresses, dependi ng

| Pv4 and | Pv6. "

nat Addr MapLocal Addr Fr om
I net Addr ess (Sl ZE( 4] 16))

i npl enentation is required to

and/or | Pv6 addresses, dependi ng

| Pv4 and | Pv6."

nat Addr MapLocal Addr To
| net Addr ess (Sl ZE(4| 16))

i mpl ementation is required to

and/or | Pv6 addresses, dependi ng

GROUP
DESCRI PTI ON
GROUP
DESCRI PTI ON
GROUP
DESCRI PTI ON
OBJECT
SYNTAX
DESCRI PTI ON
" An
for
OBJECT
SYNTAX
DESCRI PTI ON
" An
for
OBJECT
SYNTAX
DESCRI PTI ON
" An
for
OBJECT
Perreault, et al.

| Pv4 and | Pv6. "

nat Addr Mapd obal Addr Type

St andards Track

1 Cct ober 2015

and | Pv6. "

sl ati onG oup,

}

}

support gl obal
on its support

support gl obal
on its support

support gl obal
on its support
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SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

DESCRI PTI ON
“An inplenentation is required to support global |Pv4
and/ or |1 Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

OBJECT nat Addr Mapd obal Addr Fr om

SYNTAX | net Address (Sl ZE(4]| 16))

DESCRI PTI ON
"An inmplenentation is required to support global 1Pv4
and/ or 1 Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

OBJECT nat Addr MapQ obal Addr To

SYNTAX | net Address (Sl ZE(4]| 16))

DESCRI PTI ON
"An inmplenentation is required to support global 1Pv4
and/ or |1 Pv6 addresses, depending on its support
for IPv4 and | Pv6."

OBJECT nat Addr Bi ndd obal Addr Type

SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

DESCRI PTI ON
"An inplenentation is required to support global 1Pv4
and/ or |1 Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

OBJECT nat Addr Bi ndd obal Addr

SYNTAX | net Address (Sl ZE(4| 16))

DESCRI PTI ON
"An inplenentation is required to support global |Pv4
and/ or | Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

OBJECT nat Addr Port Bi ndd@ obal Addr Type

SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

DESCRI PTI ON
“An inplenentation is required to support global |Pv4
and/ or |1 Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

OBJECT nat Addr Port Bi ndd obal Addr

SYNTAX | net Address (Sl ZE(4| 16))

DESCRI PTI ON
“An inplenentation is required to support global |Pv4
and/ or |1 Pv6 addresses, depending on its support
for 1Pv4 and | Pv6."

Perreault, et al. St andards Track [ Page 54]



RFC 7658

OBJECT
SYNTAX
DESCRI PTI ON
for
OBJECT
SYNTAX
DESCRI PTI ON
for
OBJECT
SYNTAX
DESCRI PTI ON
for
OBJECT
SYNTAX
DESCRI PTI ON
for
OBJECT
SYNTAX
DESCRI PTI ON
for
OBJECT
SYNTAX
DESCRI PTI ON
for

"An inplenmentation is required to
| Pv6 addresses,
| Pv4 and | Pv6."

and/ or

"An inmplenmentation is required to
| Pv6 addresses,
| Pv4 and | Pv6."

and/ or

"An inmplenentation is required to
| Pv6 addresses,
| Pv4 and | Pv6. "

and/ or

"An inplementation is required to
| Pv6 addresses,
| Pv4 and | Pv6."

and/ or

"An inplenmentation is required to
| Pv6 addresses,
| Pv4 and | Pv6."

and/ or

"An inplenmentation is required to
| Pv6 addresses,
| Pv4 and | Pv6."

and/ or

Deprecation of NAT-MB vl

nat Sessi onPri vat eAddr Type
| net Addr essType { ipv4(1), ipv6(2) }

nat Sessi onPri vat eSr cAddr
| net Addr ess (Sl ZE(4] 16))

nat Sessi onPri vat eDst Addr
I net Addr ess (Sl ZE(4]| 16))

nat Sessi onPubl i cAddr Type
| net Addr essType { ipv4(1l), ipv6(2) }

nat Sessi onPubl i ¢Sr cAddr
| net Addr ess (Sl ZE(4]| 16))

nat Sessi onPubl i cDst Addr
| net Addr ess (Sl ZE(4] 16))

::={ nat M BConpliances 1 }

nat M BReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS deprecat ed

DESCRI PTI ON

Perreaul t,

et al.

St andards Track

dependi ng

dependi ng

dependi ng

dependi ng

dependi ng

dependi ng

support gl oba
on its support

support gl oba
on its support

support gl oba
on its support

support gl oba
on its support

support gl oba
on its support

support gl oba
on its support
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"When this MB is inmplenmented without support for
read-create (i.e., in read-only node), then such an
i mpl ement ati on can claimread-only conpliance.

Such a device can then be monitored but cannot be
configured with this MB.

The foll owi ng i ndex objects cannot be added as OBJECT
cl auses but neverthel ess have the conpliance
requi renents:

Deprecated in favor of NATV2-MB."
REFERENCE "RFC 7658, RFC 7659"
-- OBJECT nat Addr Bi ndLocal Addr Type
-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
-- DESCRI PTI ON
-- "An inplenentation is required to support
-- gl obal 1Pv4 and/or |Pv6 addresses, depending
-- on its support for IPv4 and | Pv6."

-- OBJECT nat Addr Bi ndLocal Addr
-- SYNTAX | net Address (S| ZE(4| 16))

-- DESCRI PTI ON

-- "An inplenentation is required to support

-- gl obal 1Pv4 and/or |Pv6 addresses, depending
-- on its support for IPv4 and |Pv6."

-- OBJECT nat Addr Port Bi ndLocal Addr Type

-- SYNTAX | net AddressType { ipv4(l), ipv6(2) }

-- DESCRI PTI ON

-- “An inplenentation is required to support

-- gl obal 1Pv4 and/or |Pv6 addresses, depending
-- on its support for IPv4 and |Pv6."

-- OBJECT nat Addr Port Bi ndLocal Addr

-- SYNTAX | net Address (SIZE(4| 16))

-- DESCRI PTI ON

-- “An inplenentation is required to support

-- gl obal 1Pv4 and/or |Pv6 addresses, depending
-- on its support for IPv4 and |Pv6."

MODULE F-M B -- The interfaces M B, RFC 2863
MANDATORY- GROUPS {
i f Count er Di sconti nuityG oup

}

MODULE -- this nodul e
MANDATORY- GROUPS { nat Confi gG oup, nat Transl ati onG oup,
nat St at sl nterfaceG oup }
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GROUP nat St at sPr ot ocol Group
DESCRI PTI ON
"This group is optional."
GROUP nat St at sAddr MapG oup
DESCRI PTI ON
"This group is optional."
GROUP nat M BNot i fi cati onG oup
DESCRI PTI ON
"This group is optional."
OBJECT nat I nt er f aceRowsSt at us
SYNTAX RowStatus { active(l) }
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required, and active is the only
status that needs to be supported.”

OBJECT nat Addr MapLocal Addr Type

SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |1Pv6 addresses,
depending on its support for |IPv4 and | Pv6."

OBJECT nat Addr MapLocal Addr Fr om

SYNTAX | net Address (Sl ZE(4]| 16))

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |Pv6 addresses,
depending on its support for |IPv4 and | Pv6."

OBJECT nat Addr MapLocal Addr To
SYNTAX | net Address (Sl ZE(4| 16))
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |Pv6 addresses,
dependi ng on its support for |IPv4 and | Pv6."

OBJECT nat Addr MapQ obal Addr Type

SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |1Pv6 addresses,
depending on its support for |IPv4 and | Pv6."
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OBJECT nat Addr Mapd obal Addr Fr om
SYNTAX | net Address (Sl ZE(4]| 16))
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |Pv6 addresses,
depending on its support for |IPv4 and | Pv6."

OBJECT nat Addr MapQ obal Addr To
SYNTAX | net Address (Sl ZE(4| 16))
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required. An inplenentation is
required to support global |Pv4 and/or |Pv6 addresses,
dependi ng on its support for |IPv4 and | Pv6."

OBJECT nat Addr MapRowSt at us

SYNTAX RowStatus { active(l) }

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required, and active is the only
status that needs to be supported.”

OBJECT nat Addr Bi ndd obal Addr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
“An inplenentation is required to support global |Pv4
and/ or |1 Pv6 addresses, depending on its support for
| Pv4 and | Pv6. "

OBJECT nat Addr Bi ndG obal Addr
SYNTAX | net Address (S| ZE(4]| 16))
DESCRI PTI ON
"An inmplenentation is required to support global 1Pv4
and/ or |1 Pv6 addresses, depending on its support for
| Pv4 and | Pv6."

OBJECT nat Addr Port Bi ndd obal Addr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
"An inmplenentation is required to support global 1Pv4
and/ or |1 Pv6 addresses, depending on its support for
| Pv4 and | Pv6. "

OBJECT nat Addr Port Bi ndd obal Addr
SYNTAX | net Address (Sl ZE(4| 16))
DESCRI PTI ON
"An inplenentation is required to support global 1Pv4
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and/ or |1 Pv6 addresses, depending on its support
| Pv4 and | Pv6. "

OBJECT nat Sessi onPri vat eAddr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
"An inplenentation is required to support gl oba
and/ or | Pv6 addresses, depending on its support
| Pv4 and | Pv6."

OBJECT nat Sessi onPri vat eSr cAddr
SYNTAX | net Address (S| ZE(4| 16))
DESCRI PTI ON
“An inplenentation is required to support gl oba
and/ or |1 Pv6 addresses, depending on its support
| Pv4 and | Pv6. "

OBJECT nat Sessi onPri vat eDst Addr
SYNTAX | net Address (Sl ZE(4| 16))
DESCRI PTI ON
“An inplenentation is required to support gl oba
and/ or |1 Pv6 addresses, depending on its support
| Pv4 and | Pv6. "

OBJECT nat Sessi onPubl i cAddr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
"An inmplenentation is required to support gl oba
and/ or 1 Pv6 addresses, depending on its support
| Pv4 and | Pv6."

OBJECT nat Sessi onPubl i cSr cAddr
SYNTAX | net Address (Sl ZE(4]| 16))
DESCRI PTI ON
"An inmplenentation is required to support gl oba
and/ or |1 Pv6 addresses, depending on its support
| Pv4 and | Pv6. "

OBJECT nat Sessi onPubl i cDst Addr
SYNTAX | net Address (Sl ZE(4| 16))
DESCRI PTI ON
"An inplenentation is required to support gl oba
and/ or |1 Pv6 addresses, depending on its support
| Pv4 and | Pv6. "

::={ nat M BConpl i ances 2 }

END
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5.

7.

7.

Security Considerations

Al'l objects in this MB nodul e have been deprecated. As a result,
the security considerations in [ RFC7659] apply instead. Anpbngst
other matters, these considerations cover the case where both this

M B nodul e and NATV2-M B are present. In fact, such a situation is
unl i kely because [ RFC4008], as a M B nodul e oriented toward
configuration, was overtaken by events and saw little inplenentation.

| ANA Consi der ati ons

| ANA has assigned object identifier 123 to the natMB nodule, with
prefix iso.org.dod.internet.ngm.mb-2 in the Network Managenent
Paranmeters registry [ SM - NUMBERS] .

| ANA has marked that identifier as DEPRECATED and updated the
reference from[RFC4008] to the present docunent.
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