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Abst ract

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes objects for configuring aspects of the
Sinplified Milticast Forwarding (SMF) process for Mobile Ad Hoc

Net wor ks (MANETs). The SMF-M B nodul e al so reports state

i nformation, performance information, and notifications. |In addition
to configuration, the additional state and performance information is
useful to operators troubl eshooting nulticast forwardi ng problens.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7367

Cole, et al. Experi nment al [ Page 1]



RFC 7367 The SMF-M B Cct ober 2014

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

Lo IntroduCti On ... 3
2. The Internet-Standard Managenment Framework ...................... 3
3. CONVENL T ONS .. 3
A, OVBI VI BW .ot e 3
4.1. SMF Management Model .. ... ... .. ... 4
N 1= 1 ¢ 5
5. Structure of the MB Module ....... ... . .. . . . . . . . 5
5.1. Textual Conventions . ... ... ..t e 6
5.2. The Capabilities Goup ......... e 6
5.3. The Configuration Goup ........ ..., 6
5.4, The State GroUp .. ... e e 7
5.5. The Performance GroUp . ... ...t e e e 7
5.6. The Notifications GouUup ..........u iy 7
5.7. Tables and I ndexing .......... e 8
6. Relationship to OGher MB Mdules ......... ... ... .. ... .. ........ 9
6.1. Relationship to the SNMPv2-MB . ... .. ... ... ... .. .. .. ... . .... 9
6.2. Relationship tothe IP-MB ..... ... .. .. . .. . . . . . .. 9
6.3. Relationship to the IPMCAST-MB ...... ... ... ... . .. . .. .. . ... 9
6.4. MB Mdules Required for IMPORTS ........... ... ... 10
6.5. Relationship to Future RSSA-MB Mdules ................... 10
7. SMF-MB Definitions ...... ... . 10
8. TANA-SMF-M B Definitions ......... .. ... i 51
9. Security Considerati ONS . ... ... ... 56
10. Applicability Statement ....... ... .. ... 59
11. TANA Considerati Ons . ...t e 62
12, ReferenCes ... .. 62
12.1. Normative References ........ ... ... .. 62
12.2. Informative References ...... ... ... . . . . . . .. .. .. 64
AcknOoW edgemBnt S . . ... e 65
CoNtri DUt OF S . . oo 65
AUt hor s’ AdAr €SS S . . ot 65

Cole, et al. Experi ment al [ Page 2]



RFC 7367 The SMF-M B Cct ober 2014

1.

| ntroducti on

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes objects for configuring aspects of a
process inplenenting Sinplified Miulticast Forwarding (SMF) [ RFC6621]
for Mobile Ad Hoc Networks (MANETs). SM- provides multicast
Duplicate Packet Detection (DPD) and supports algorithns for
constructing an estimate of a MANET M ni mum Connected Domni nating Set
(MCDS) for efficient multicast forwarding. The SM-M B nodul e al so
reports state information, performance information, and
notifications. 1In addition to configuration, this additional state
and performance information is useful to operators troubl eshooting
mul ticast forwarding problens.

The I nternet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Overvi ew

SMF provi des met hods for inplenenting DPD-based multicast forwarding
with the optional use of CDS-based relay sets. The CDS provides a
conpl ete connected coverage of the nodes conprising the MANET. The
MCDS is the snallest set of MANET nodes (conprising a connected
cluster) that cover all the nodes in the cluster with their

transm ssions. As the density of the MANET nodes increase, the
fraction of nodes required in an MCDS decreases. Using the MCDS as a
mul ticast forwardi ng set then becones an efficient multicast

mechani sm f or MANETS.
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Various algorithns for the construction of estimtes of the MCDS
exist. The Sinplified Multicast Framework [ RFC6621] describes sone
of these. It further defines various operational nodes for a node
that is participating in the collective creation of the MCDS
estimtes. These npodes depend upon the set of related MANET routing
and di scovery protocols and nechani sns in operation in the specific
MANET node.

A SMF router’s M B nodul e contains SMF process configuration
paranmeters (e.g., specific CDS algorithm, state information (e.qg.
current menbership in the CDS), perfornmance counters (e.g., packet
counters), and notifications.

4.1. SMF Managenent Mode
This section describes the nmanagenment nodel for the SMF node process.

Figure 1 (reproduced fromFigure 1 of [RFC6621]) shows the

rel ati onship between the SM- Rel ay Set Sel ection Al gorithmand the
rel ated al gorithms, processes, and protocols running in the MANET
nodes. The Relay Set Selection Algorithm (RSSA) can rely upon

topol ogy i nformati on acquired fromthe MANET Nei ghborhood Di scovery
Protocol (NHDP), fromthe specific MANET routing protocol running on
the node, or fromLayer 2 information passed up to the higher |ayer
prot ocol processes.

| | |
| Nei ghborhood | | Relay Set
| Discovery [------------- >| Sel ection
| | nei ghbor | |
| | info | |
\ /
nei ghbor\ [ forwarding
i nfo* \ / st at us
\ | /
‘-->| Forwarding |<--’
| Process |
----------------- >| [------mmmmmee - >
i ncom ng packet, f orwar ded packets

interface id*, and
previ ous hop*

Figure 1. SMF Router Architecture
The asterisks (*) mark the prinitives and rel ationshi ps needed by

relay set algorithns requiring previous-hop packet-forwarding
know edge.
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4.2. Terns
The foll owi ng definitions apply throughout this documnent:

Configuration Cbjects: swtches, tables, and objects that are
initialized to default settings or set through the managenent
i nterfaces such as defined by this M B nodul e.

Tunabl e Configuration Objects: objects whose values affect timng or
attenpt bounds on the SMF Relay Set (RS) process.

State Cbjects: autonatically generated values that define the
current operating state of the SMF RS process in the router.

Performance Cbjects: automatically generated values that help an
admi ni strator or automated tool to assess the performance of the
CDS nulticast process on the router and the overall multicast
performance within the MANET routing donmain

5. Structure of the M B Mdul e

This section presents the structure of the SM-M B nodul e. The
objects are arranged into the foll ow ng groups:

o snfMBNotifications - defines the notifications associated with
the SMF process.

o snfMBObjects - defines the objects formng the basis for the SM-
M B nodul e. These objects are divided up by function into the
fol | owi ng groups:

* Capabilities Goup - This group contains the SM- objects that
the device uses to advertise its local capabilities with
respect to, e.g., the supported RSSAs.

* Configuration Goup - This group contains the SMF objects that
configure specific options that determine the overall operation
of the SMF process and the resulting multicast performance.

* State Goup - Contains information describing the current state
of the SMF process such as the Nei ghbor Tabl e.

* Perfornance Group - Contains objects that help to characterize
the performance of the SMF process, typically counters for
statistical conputations.

o snfM BConformance - defines two, i.e., mniml and full
conformance i npl enentations for the SM~ M B nodul e.
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5. 1.

5. 2.

Co

Textual Conventi ons
The Textual Conventions defined within the SMF-M B nodul e:

o The SnfStatus is defined within the SM-M B nodule. This contains
the current operational status of the SMF process on an interface.

The Textual Conventions defined for the SM~-M B nodul e and nmi nt ai ned
by 1 ANA are:

o The | ANAsnf OpMbdel dTC represents an index that identifies a
specific SMF operational node. This Textual Convention is
nmai ntai ned by 1 ANA in the | ANA- SM~- M B.

0 The | ANAsnf Rssal dTC represents an index that identifies, through
reference, a specific RSSA avail able for operation on the device.
This Textual Convention is maintained by 1ANA also in the | ANA-
SM-- M B.

The Capabilities G oup

The SMF devi ce supports a set of capabilities. The list of
capabilities that the device can advertise is as foll ows:

o Operational Mde - topol ogy information from NHDP, CDS-aware
uni cast routing, or Cross-layer from Layer 2.

0 SMF RSSA - the specific RSSA operational on the device. Note that
configuration, state, and performance objects related to a
specific RSSA nust be defined within a separate M B nodul e.

The Configuration G oup

The SMF device is configured with a set of controls. Sone of the
prom nent configuration controls for the SMF device are:

o Operational Mdde - determnes fromwhere topology information is
derived, e.g., NHDP, CDS-aware unicast routing, or Cross-|ayer
from Layer 2.

0 SMF RSSA - the specific RSSA operational on the device.

o Duplicate Packet detection for IPv4 - ldentification-based or
Hash-based DPD (1-DPD or H DPD, respectively).

o Duplicate Packet detection for I1Pv6 - ldentification-based or
Hash- based DPD

e, et al. Experi ment al [ Page 6]
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5.

5.

5.

Col e,

SMF Type Message TLV - if NHDP node is selected, then the SMF Type
Message TLV MAY be included in the NHDP exchanges.

SMF Address Block TLV - if NHDP node is selected, then the SMF
Address Bl ock TLV SHOULD be included in the NHDP exchanges.

SMF Address Forwarding Table - a table identifying configured
nmul ticast addresses to be forwarded by the SMF process.

The State G oup

The State sub-tree reports current state information, for exanple,

o

Node RSSA State - identifies whether the node is currently in or
out of the Relay Set.

Nei ghbors Table - a table containing current one-hop nei ghbors and
their operational RSSA

The Performance G oup

The Performance sub-tree primarily reports counters that relate to
SMF RSSA performance. The SMF performance counters consi st of per-
node and per-interface objects:

o

(0]

Total nulticast packets received.

Total nulticast packets forwarded.

Total duplicate nulticast packets detected.

Per interface statistics table with the follow ng entries:
* Milticast packets received.

* Milticast packets forwarded.

* Duplicate multicast packets detected.

The Notifications Goup

The Notifications sub-tree contains the list of notifications
supported within the SM—~M B nodul e and their intended purpose and
utility.
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5.7.

Tabl es and | ndexi ng

The SMF-M B nodul e contains a nunber of tables that record data
rel ated to:

o

configuration and operation of packet forwarding on the |oca
router,

configuration and operation of [ocal MANET interfaces on the
router, and

configuration and operation of various RSSAs for packet
f orwar di ng

The SMF-M B nodul e’ s tables are indexed via the foll owi ng constructs:

o

snf Capabilitieslndex - the index identifying the conbination of
SMF mode and SMF RSSA avail abl e on this device.

snf Cf gAddr For war di ngl ndex - the index to configured multicast
address lists that are forwarded by the SMF process.

snfCfglfindex - the Iflndex of the interface on the |ocal router
on which SMF i s configured.

snf St at eNei ghbor | pAddr Type, snf St at eNei ghbor | pAddr, and
snf St at eNei ghbor Prefi xLen - the interface index set of specific
one- hop nei ghbor nodes to this local router.

These tables and their associated indexing are defined in the SM—-MB
nmodul e:

o

Col e,

snf CapabilitiesTable - identifies the resident set of (SM
Operational Mddes, SMF RSSA al gorithns) available on this router.
This table has "I NDEX { snfCapabilitieslndex }’.

snf Cf gAddr For war di ngTabl e - contains information on multicast
addresses that are to be forwarded by the SMF process on this
device. This table has 'INDEX { snf Cf gAddr Forwar di ngl ndex }’.

snfCfglnterfaceTable - describes the SMF interfaces on this device

that are participating in the SMF packet forwarding process. This
table has "I NDEX { snfCfglflndex }’.
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o snf StateNei ghbor Tabl e - describes the current nei ghbor nodes,
their addresses and the SMF RSSA and the interface on which they
can be reached. This table has ' | NDEX {
snf St at eNei ghbor | pAddr Type, snf St at eNei ghbor | pAddr,
snf St at eNei ghbor Prefi xLen }’.

o snfPerflpvdlnterfacePerfTable - contains the |Pv4-rel ated SMF
statistics per each SMF interface on this device. This table has
"I NDEX { snfCfglflndex }'.

o snfPerflpv6lnterfacePerfTable - contains the |Pv6-rel ated SV
statistics per each SMF interface on this device. This table has
"INDEX { snfCfglflndex }'.

6. Relationship to OGher MB Mdul es
6.1. Relationship to the SNWPv2-M B

The 'systemi group in the SNMPv2-M B nodul e [ RFC3418] is defined as
bei ng mandatory for all systens, and the objects apply to the entity
as a whole. The 'system group provides identification of the
management entity and certain other systemw de data. The SM~—-MB
nodul e does not duplicate those objects.

6.2. Relationship to the IP-MB

It is an expectation that SM- devices will inplenent the standard |P-
M B nodul e [ RFC4293]. Exactly how to integrate SMF packet handling
and managenent into the standard | P-M B nodul e managenent are part of
the experinment.

The SMF-M B nodul e counters within the snfPerfornmanceG oup count
packets handl ed by the systemand interface | ocal SMF process (as

di scussed above). Not all IP (unicast and nulticast) packets on a
device interface are handl ed by the SMF process. So the counters are
tracking different packet streanms in the |P-MB and SM~ M B nodul es.

6.3. Relationship to the | PMCAST-M B

The snf Cf gAddr Forwar di ngTabl e is essentially a filter table (if

popul ated) that identifies addresses/packets to be forwarded via the
| ocal SMF fl ooding process. The IP Miulticast MB nodule in RFC 5132
[ RFC5132] nmnages objects related to standard IP nulticast, which
could be running in parallel to SMF on the device.

RFC 5132 manages traditional |P-based multicast (based upon nulticast

routi ng nmechani snms). The SMF-M B nodul e provi des managenent for a
MANET subnet - based fl oodi ng nechani sm whi ch, nmay be used for
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nmul ticast transport (through SMF broadcast) dependi ng upon the MANET
dynam cs and ot her factors regarding the MANET subnet. Further, they
may coexist in certain MANET depl oyments using the

snf Cf gAddr For war di ngTabl e to hand certain IP nulticast addresses to
the SMF process and other IP nulticast packets to be forwarded by

ot her multicast mechanisnms that are | P route based. SMF and the
associ ated SM~- M B nodul e are experinmental and these are sone of the
experiments to be had with SMF and the SM~ M B nodul e.

6.4. MB Mdul es Required for | MPORTS

The objects inmported for use in the SM—MB nodul e are as foll ows.
The MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, Counter 32,

I nt eger 32, TineTicks and experinmental nmacros are inported from RFC
2578 [RFC2578]. The TEXTUAL- CONVENTI ON, RowSt at us, and Trut hVal ue
macros are inported from RFC 2579 [ RFC2579]. The MODULE- COVPLI ANCE,
OBJECT- GROUP, and NOTI FI CATI ON- GROUP macros are inmported from RFC
2580 [ RFC2580]. The Interfacel ndexOrZero and i fNane textual
conventions are inported from RFC 2863 [ RFC2863]. The

SnnpAdmi nString textual convention is inported from RFC 3411

[ RFC3411]. The Inet Address, |net AddressType, and

| net Addr essPrefi xLength textual conventions are inmported from RFC
4001 [ RFC4001].

6.5. Relationship to Future RSSA-M B Mdul es

In a sense, the SM~-M B nodule is a general front-end to a set of
yet-to-be devel oped RSSA-specific MB nodul es. These RSSA-specific
M B nodules will define the objects for the configuration, state,
performance and notification required for the operation of these
specific RSSAs. The SM- M B nodul e Capabilities Goup allows the
renot e managenent station the ability to query the router to discover
the set of supported RSSAs.

7. SMF-MB Definitions
SMF-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Counter32, Integer32, TinmeTicks, experinental

FROM SNWVPv2- SM -- RFC 2578

TEXTUAL- CONVENTI ON, RowSt at us, Trut hVal ue
FROM SNVPv2-TC -- RFC 2579
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MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF

I nt erfacel ndexOr Zer o, i f Name
FROM I F-M B

SnnpAdmi nStri ng
FROM SNMP- FRAVEWORK- M B

| net Addr ess, | net AddressType,
| net Addr essPrefi xLength
FROM | NET- ADDRESS- M B

| ANAsnf CpMbdel dTC,
| ANAsnf Rssal dTC
FROM | ANA- SMF- M B

snf M B MODULE- | DENTI TY

Col e,

LAST- UPDATED "201410100000Z" -- Cctober
ORGANI ZATI ON "| ETF MANET Wor ki ng Group”
CONTACT- | NFO

"WG EMai l: nanet@etf.org
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j macker @rl . navy. mi|

Edi t or s: Robert G Col e
US Arny CERDEC
6010 Frankford Road

10,

Cct ober 2014
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USA
Phone: +1 443 395-8744
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Joseph Macker

Naval Research Laboratory
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USA
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DESCRI PTI ON
"This M B nodul e contai ns managed obj ect definitions for
the MANET SMF RSSA process defined in

Macker, J., Ed., Sinmplified Milticast Forwardi ng, RFC 6621,
May 2012

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info)."

-- Revision History
REVI SI ON "201410100000Z" -- Cctober 10, 2014
DESCRI PTI ON
"The first version of this M B nopdul e,
publ i shed as RFC 7367.

;.= { experinental 126 }

-- TEXTUAL CONVENTI ONs

Snf St at us :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An indication of the operability of an SMF
function or feature. For exanple, the status
of an interface: 'enabled indicates that
this interface is perform ng SMF functions
and 'disabled indicates that it is not.
Simlarly, for the status of the device:
"enabl ed’ indicates that the device has
enabl ed the SMF functions on the devi ce and
"di sabl ed’” neans that the device and all interfaces
have di sabled all SMF functions."”
SYNTAX | NTEGER {
enabl ed (1),
di sabl ed (2)

-- Top-Level nject Identifier Assignnents
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snf M BNoti ficati ons OBJECT IDENTIFIER ::= { snfMB 0 }
snf M BObj ect s OBJECT IDENTIFIER ::={ snfMB 1 }
snf M BConf or mance OBJECT IDENTIFIER ::={ snfMB 2 }

-- snf M BObj ects Assignnents:

-- snf Capabiliti esGoup -
-- snf Confi gurati onG oup -
-- snf St at eG oup -
-- snf Per f or mnanceG oup -

A OWNPE

-- snfCapabilitiesGoup

-- This group contains the SM- objects that identify specific
-- capabilities within this device related to SM- functi ons.

snf CapabilitiesGoup OBJECT IDENTIFIER ::= { snf M BCbjects 1 }

-- SMF Capabilities Table

snf Capabi l i ti esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Snf CapabilitiesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The snf CapabilitiesTable identifies the
resi dent set of SMF Operational Mdes and
RSSA conbi nati ons that can run on this
f orwar der. "
REFERENCE
"See Section 7.2 'Reduced Relay Set Forwarding’,
Section 8.1.1 ' SMF Message TLV Type', and
the Appendices A, B, and Cin
RFC 6621 - "Sinplified Miulticast Forwarding ,
Macker, J., May 2012."
;.= { snfCapabilitiesGoup 1}

snf CapabilitiesEntry OBJECT- TYPE

SYNTAX Snf Capabi litiesEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
“Informati on about a particul ar operationa
node and RSSA combi nati on
I NDEX { snfCapabilitieslndex }
.= { snfCapabilitiesTable 1 }

Snf Capabi litiesEntry ::= SEQUENCE {
snf Capabi I i ti esl ndex I nt eger 32,
snf Capabi | i ti esOQpModel D | ANAsnf OpModel dTC
snf Capabiliti esRssal D | ANAsnf Rssal dTC
}
snf Capabi | i ti esl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for this entry; a unique val ue,
greater than zero, for each conbination of
a particul ar operational nbde and RSSA
avai |l abl e on this device.

It is recormended that val ues are assigned
contiguously starting from 1.

Rows in this table are automatically
popul ated by the entity’s nanagenment system
on initialization.

By default, the agent should support at |east the
Classical Flooding 'cF algorithm Al conpliant
SMF forwarders nust support C assical Flooding.
Hence, the first entry in this table MJST exi st
and MUST be defined as:

snfCapabilitieslndex i "1’
snf Capabiliti esQoMdel D i "cfOnly(1)’
snf CapabilitiesRssalDi ’'cF(1)’

The val ue for each conbi nati on MJUST rennin
constant at |least fromone re-initialization
of the entity’'s nmanagenent systemto the
next re-initialization."

c:={ snfCapabilitiesEntry 1}

snf Capabi | i ti esOQpModel D OBJECT- TYPE

SYNTAX | ANAsnf QpModel dTC
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"This object identifies

the particul ar operational node for this device."
::={ snfCapabilitiesEntry 2 }

snf Capabiliti esRssal D OBJECT- TYPE

SYNTAX | ANAsnf Rssal dTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object identifies
the particular RSSA algorithmin this MB
nodul e. Exanple RSSAs are found in the
appendi x of RFC 6621."
REFERENCE
"For example, see Section 8.1.1 'SMF Message TLV Type’
and the Appendices A, B, and Cin
RFC 6621 - "Sinplified Milticast Forwarding’
Macker, J., My 2012."
::={ snfCapabilitiesEntry 3}

-- snf Confi gurati onG oup

This group contains the SM- objects that configure specific

2014

options that determ ne the overall performance and operation

of the nulticast forwarding process for the router device
and its interfaces.

snf Confi gurati onGroup OBJECT IDENTIFIER ::= { snfMBCbjects 2 }
snf Cf gAdm nSt at us  OBJECT- TYPE

SYNTAX Snf St at us

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

Col e,

"The configured status of the SMF process
on this device. ’'enabled(1l)’ neans that
SMF is configured to run on this device.
"di sabl ed(2)’ neans that the SMF process
is configured off.

Prior to SMF functions being performed over
specific interfaces, this object must first
be 'enabled . |If this object is ’'disabled
then no SMF functions are being perforned on
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the device and all snfCfglfAdm nStatus objects
MUST al so be set to 'disabled . Wen this

obj ect is changed from’'enabled to ’disabled
by the manager, then all snfCfglfAdm nStatus
objects MJST al so be automatically set to

"di sabl ed” by the agent.

The default value for this object SHOULD be
" enabl ed’

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."

DEFVAL { enabl ed }

= { snfConfigurationGoup 1}

snf Cf gSnf SysUpTi ne OBJECT- TYPE

SYNTAX Ti neTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The tinme (in hundredths of a second) since the
system SMF process was last re-initialized.
The SMF process is re-initialized when the
val ue of the ’snf Cf gAdm nStatus’ object
transitions to 'enabled fromeither a prior
val ue of 'disabled or upon initialization
of this device."

= { snfConfigurationGoup 2 }

snf Cf gRout er | DAddr Type OBJECT- TYPE

Col e,

SYNTAX | net Addr essType { ipv4(1), ipv6(2) }
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The address type of the address used for
the SMF ID of this router as specified
in the 'snfCfgRouterl D next.

Only the values ipv4(1l) and ipv6(2)
are support ed.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."

DEFVAL { ipv4 }

= { snfConfigurationGoup 3}
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snf Cf gRouterI D OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The | P address used as the SMF router |ID.
This can be set by the managenent station.
If not explicitly set, then the device
SHOULD sel ect a routable | P address
assigned to this router for use as
the "snfCfgRouterl D .

The snfCfgRouterIDis a logical identification
that MUST be consistent across interoperable
SMF nei ghbor hoods, and it is RECOMENDED to be
chosen as the nunerically | argest address
contained in a node’s ' Nei ghbor Address List’
as defined in NHDP. An snf CfgRouterl D MIUST be
uni que within the scope of the operating

MANET network regardl ess of the method used
for selecting it.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"For exanple, see

Appendi x A.1 'E-CDS Rel ay Set Sel ection Overview
and

Appendi x C.1 ' MPR-CDS Rel ay Set Sel ection
Overview in

RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."

.= { snfConfigurationGoup 4 }

snf Cf gOper ati onal Mode OBJECT- TYPE

Col e,

SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The SMF RSS node operational node and
RSSA conbi nation active on this
| ocal forwarder. This object is defined
to be equal to the snfCapabilitieslndex,
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which identifies the specific active
operational node and RSSA.

The default value for this object is
"1’, which corresponds to:

snf Capabiliti esQoModel D i "cfOnly(1)’
snf CapabilitiesRssalD i ’'cF(1)’

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 7.2 'Reduced Relay Set Forwarding’
and the Appendices A, B, and Cin
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
DEFVAL { 1}
::={ snfConfigurationGoup 5}

snf Cf gRssaMenber OBJECT- TYPE
SYNTAX | NTEGER {
potential (1),
al ways(2),
never ( 3)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The RSSA downsel ects a set of forwarders for
nmul ticast forwarding. Sonetinmes it is usefu
to force an agent to be included or excluded
fromthe resulting RSS. This object is a
switch to allow for this behavior.

The val ue 'potential (1)’ allows the selected
RSSA to deternine if this agent is included
or excluded fromthe RSS.

The val ue ’"always(2)' forces the selected
RSSA to include this agent in the RSS.

The val ue "never(3)' forces the sel ected
RSSA to exclude this agent fromthe RSS.

The default setting for this object is

"potential (1)’. Oher settings could pose
operational risks under certain conditions.
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This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 7 'Relay Set Selection’ in
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
DEFVAL { potential }
::={ snfConfigurationGoup 6 }

snf Cf gl pv4Dpd OBJECT- TYPE
SYNTAX | NTEGER {
hashBased(1),
i dentificati onBased(2)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The current nethod for |Pv4 duplicate packet
det ecti on.

The val ue ' hashBased(1)’ indicates that the
router’s duplicate packet detection is based
upon conparing a hash over the packet fields.
This is the default setting for this object.

The value 'identificationBased(2)’

i ndi cates that the duplicate packet
detection relies upon header information
in the nulticast packets to identify
previously received packets.

Thi s object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 6.2 'IPv4d Duplicate Packet
Detection’ in
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
DEFVAL { hashBased }
.= { snfConfigurationGoup 7 }

snf Cf gl pv6Dpd OBJECT- TYPE
SYNTAX | NTEGER {
hashBased(1),
identificati onBased(2)

}
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MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The current method for |Pv6 duplicate packet
det ecti on.

The val ues indicate the type of nethod used
for duplicate packet detection as described
the previous description for the object
"snf Cf gl pv4Dpd’ .

The default value for this object is
" hashBased(1)’.

Thi s object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 6.1 'IPv6 Duplicate Packet
Detection’ in
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
DEFVAL { hashBased }
::={ snfConfigurationGoup 8 }

snf Cf gMaxPkt Li feti me OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

UNI TS "Seconds”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The estimte of the network packet
traversal tine.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 6 'SMF Duplicate Packet
Detection’ in
RFC 6621 - "Sinplified Miulticast Forwarding’
Macker, J., Ed., May 2012."
DEFVAL { 60 }
::={ snfConfigurationGoup 9 }

snf Cf gDpdEnt ryMaxLi feti me OBJECT- TYPE

SYNTAX I nt eger 32 (0..65525)
UNI TS "Seconds"
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MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The maximum |lifetinme of a cached DPD
record in the | ocal device storage.

If the menory is running |low prior to the
MaxLi feti me bei ng exceeded, the | ocal SMF
devi ces shoul d purge the ol dest records first.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 6 'SMF Duplicate Packet
Detection’ in
RFC 6621 - "Sinplified Miulticast Forwarding’
Macker, J., Ed., May 2012."
DEFVAL { 600 }
::={ snfConfigurati onGoup 10 }

-- Configuration of nessages to be included in
-- NHDP nessage exchanges in support of SM
-- operations.

snf Cf gNhdpRssaMesgTLVI ncl uded OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"I ndi cat es whet her or not the associated NHDP
nmessages include the RSSA Message TLV. This
is an optional SMF operational setting.
The value "true(l)’ indicates that this TLV is
i ncluded; the value 'false(2)’ indicates that it
is not included.

It is RECOWENDED that the RSSA Message TLV
be included in the NHDP messages.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 8.1.1 ' SMF Message TLV Type' in
RFC 6621 - "Sinplified Milticast Forwarding’
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Macker, J., Ed., My 2012."
DEFVAL { true }

::={ snfConfigurationGoup 11 }

snf Cf gNhdpRssaAddr Bl ockTLVI ncl uded OBJECT- TYPE

SYNTAX Trut hVval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"I ndi cat es whether or not the associ ated NHDP
nmessages include the RSSA Address Bl ock TLV.
This is an optional SMF operational setting.
The value "true(l)’ indicates that this TLV is
i ncluded; the value 'false(2)’ indicates that it
i s not included.

The snf Cf gNhdpRssaAddr Bl ockTLVI ncl uded is optiona
in all cases as it depends on the existence of

an address bl ock that may not be present.

If this SM- device is configured with NHDP

then this object SHOULD be set to "true(1)’.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
REFERENCE
"See Section 8.1.2 'SMF Address Bl ock TLV
Type’ in
RFC 6621 - "Sinplified Miulticast Forwarding’
Macker, J., Ed., May 2012."
DEFVAL { true }

::={ snfConfigurationGoup 12 }

2014

-- Table identifying configured multicast addresses to be forwarded.

snf Cf gAddr For war di ngTabl e OBJECT- TYPE

Col e,

SYNTAX SEQUENCE OF Snf Cf gAddr Forwar di ngEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The snf Cf gAddr Forwar di ngTabl e is essentially a filter
table (if popul ated) that identifies addresses/packets
to be forwarded via the |ocal SMF fl oodi ng process.

The IP Multicast MB nodule in RFC 5132 nanages objects
related to standard IP nulticast, which could be running
in parallel to SMF on the devi ce.
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RFC 5132 manages traditional |P-based multicast (based
upon nulticast routing nechanisns). The SM~M B nodul e
provi des managenent for a MANET subnet-based fl oodi ng
mechani smthat nmay be used for nulticast transport
(through SMF broadcast) dependi ng upon the MANET dynami cs
and other factors regarding the MANET subnet. Further
they may coexist in certain MANET depl oynents

usi ng the snf Cf gAddr Forwar di ngTable to hand certain IP
mul ti cast addresses to the SMF process and other IP
mul ti cast packets to be forwarded by ot her

mul ti cast nechanisns that are |IP route based. SM- and
the associ ated SM--M B nodul e are experinental and these
are sonme of the experinents to be had with SMF and

the SMF-M B nodul e.

This is the (conceptual) table containing information on
mul ticast addresses that are to be forwarded by the SM-
process. This table represents an IP filters table for
forwardi ng (or not) packets based upon their IP
mul ti cast address.

The SMF process can be configured to forward only those
mul ti cast addresses found within the

snf Cf gAddr For war di ngTabl e. As such, addresses that are
to be forwarded by the SMF process MJST be found within
the address ranges configured within this table, unless
this table is enpty.

Each row is associated with a range of nulticast
addresses, and ranges for different rows nust be disjoint.
Different rows MAY share a common

snf Cf gAddr For war di ngGroupNane to adninistratively

associ ate different rows.

The objects in this table are persistent and, when witten,
the entity SHOULD save the change to non-volatile storage."
REFERENCE
"See Section 9.1 'Forwarded Multicast Goups’ in
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
::={ snfConfigurati onGoup 13 }

snf Cf gAddr For war di ngEnt ry OBJECT- TYPE
SYNTAX Snf Cf gAddr For war di ngEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) containing the information on a
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ti cast scope."

| NDEX { snf Cf gAddr Forwar di ngl ndex }
;.= { snf Cf gAddr Forwar di ngTable 1 }

Snf Cf gAddr For war di ngEntry :: = SEQUENCE ({
snf Cf gAddr For war di ngl ndex I nt eger 32,
snf Cf gAddr For war di ngGr oupNane SnnpAdmi nStri ng,
snf Cf gAddr For war di ngAddr Type | net Addr essType,
snf Cf gAddr For war di ngAddr ess | net Addr ess,

}

snf Cf gAddr For war di ngl ndex

snf Cf gAddr For war di

snf Cf gAddr For war d

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

ngAddr Pr ef i xLengt h
I net Addr essPrefi xLengt h,

ngSt at us RowSt at us

OBJECT- TYPE

I nteger32 (1..2147483647)
not - accessi bl e
current

"This object identifies a unique entry

for a forwarding group.
this entry is a unique
greater than zero, for
It is recommended t hat

The i ndex for
val ue,
each row.
val ues are assi gned

contiguously starting from 1.

The val ue for each row i ndex MJUST renmmin
constant fromone re-initialization

of the entity’ s managenent systemto the
next re-initialization."

= { snf Cf gAddr Forwar di ngEntry 1 }

snf Cf gAddr For war di ngG oupNane OBJECT- TYPE

Col e,

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object identifies a group nanme for a set of

row entries in order to adm nistratively associate
a set of address ranges.

If there is no group name or this object is
ot herwi se not applicable, then this object contains
a zero-length string.

Thi s object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."
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;.= { snf Cf gAddr Forwar di ngentry 2 }

snf Cf gAddr For war di ngAddr Type OBJECT- TYPE
SYNTAX | net Addr essType { ipv4(1l), ipv6(2) }
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The type of the addresses in the multicast
forwardi ng ranges identified by this table.

Only the values ipv4(l) and ipv6(2) are
support ed.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."

::= { snf Cf gAddr Forwar di ngEntry 3 }

snf Cf gAddr For war di ngAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE( 4| 16))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The mul ticast group address that, when
conbi ned wi th snf Cf gAddr For war di ngAddr Pr ef i xLengt h,
gives the group prefix for this forwardi ng range.
The | net AddressType is given by
snf Cf gAddr For war di ngAddr Type.

This address object is only significant up to
snf Cf gAddr For war di ngAddr Prefi xLength bits. The
remai ni ng address bits are set to zero. This is
especially inportant for this index field.

Any non-zero bits would signify an entirely
different entry.

Legal val ues correspond to the subset of address
famlies for which nulticast address allocation
i s supported.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."

.= { snf Cf gAddr Forwar di ngEntry 4 }

snf Cf gAddr For war di ngAddr Pr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"The length in bits of the nask that, when
conbi ned wi th snf Cf gAddr For war di ngAddr ess,
gi ves the group prefix for this forwarding
range.

This object is persistent and, when witten,
the entity SHOULD save the change to
non-vol atil e storage."

= { snf Cf gAddr Forwar di ngEntry 5 }

snf Cf gAddr For war di ngSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this row, by which new entries may be
created, or old entries deleted fromthis table."

= { snf Cf gAddr Forwar di ngEntry 6 }

SMF Interfaces Configuration Table

snfCfglnterfaceTable OBJECT- TYPE

Col e,

SYNTAX SEQUENCE OF Snf Cf gl nterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF Interface Tabl e describes the SMF
interfaces that are participating in the

SMF packet forwarding process. The iflndex is
fromthe interfaces group defined in the
Interfaces G oup M B nodule (RFC 2863). As such,
this table ’'sparse augnents’ the ifTable
specifically when SMF is to be configured to
operate over this interface.

A conceptual rowin this table exists if and only
if either a manager has explicitly created the row
or there is an interface on the nmanaged device
that automatically supports and runs SMF as part
of the device's initialization process.

The manager creates a rowin this table by setting

the rowStatus to ’createAndGo’ or ’'createAndWait’.
Row obj ects havi ng associ at ed DEFVAL cl auses are

et al. Experi ment al
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automatically defined by the agent with these

val ues during row creation, unless the nanager
explicitly defines these object values during the
row creation.

As the snfCfglnterfaceTabl e sparsely augnents the
| f Tabl e. Hence,

+ an entry cannot exist in snfCfglnterfaceTable
wi t hout a corresponding entry in the ifTable.

+ if an entry in the ifTable is renpoved, the
corresponding entry (if it exists) in the
snf Cf gl nterfaceTabl e MJST be renoved.

+ the snfCfglfStatus can have a val ue of
"enabl ed’ or ’'disabled independent of the
current value of the ifAdm nStatus of the
corresponding entry in the ifTable.

The val ues of the objects snfCfgAdm nStatus and
snf Cf gl f Admi nSt atus refl ect the up-down status of
the SMF process running on the device and on the
specific interfaces, respectively. Hence,

+ the val ue of the snfCfgAdm nStatus can be
"enabl ed’ or 'disabled reflecting the current

runni ng status of the SMF process on the device.

+ the value of the snfCfglfAdm nStatus can be
"enabl ed’ or 'disabled if the value of the
snf Cf gAdmi nStatus is set to 'enabled .

+ if the value of the snfCfgAdm nStatus is
"di sabl ed’, then the corresponding
snf Cf gl f Admi nSt at us obj ects MJST be set
to "disabled in the snfCfglnterfaceTable.

+ once the value of the snfCfgAdm nStatus changes
from’disabled” to 'enabled , it is up to the
managenment systemto nake the correspondi ng
changes to the snf Cf gl f Adm nSt at us val ues
back to 'enabled' .

REFERENCE

=

Col e, et

"RFC 2863 - 'The Interfaces G oup MB, Md oghrie,
K., and F. Kastenholtz, June 2000."
snf Confi gurati onGoup 14 }

al . Experi ment al
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snf CfglnterfaceEntry OBJECT- TYPE

SYNTAX Snf Cf gl nterfaceEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The SMF interface entry descri bes one SMF
interface as indexed by its iflndex.

The objects in this table are persistent and, when
witten, the device SHOULD save the change to
non-vol atile storage. For further information
on the storage behavior for these objects, refer
to the description for the snfCf gl f RowSt at us
obj ect."

| NDEX { snf Cfglflndex }

= { snfCfglnterfaceTable 1 }

Snf CfglnterfaceEntry ::=

SEQUENCE {
snf Cf gl f 1 ndex I nt erfacel ndexOr Zer o,
snf Cf gl f Adm nSt atus Snf St at us,
snf Cf gl f Snf UpTi me Ti meTi cks,
snf Cf gl f RowsSt at us RowSt at us

}
snf Cf gl fIl ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The iflndex for this SMF interface. This value
MUST correspond to an iflndex referring
to a valid entry in the Interfaces Table.
If the manager attenpts to create a row
for which the iflndex does not exist on the
| ocal device, then the agent SHOULD i ssue
a return value of 'inconsistentValue and
the operation SHOULD fail."
REFERENCE
"RFC 2863 - 'The Interfaces G oup MB, Md oghrie,
K., and F. Kastenholtz, June 2000."
c:={ snfCfglnterfaceEntry 1 }

snf Cf gl f Admi nSt at us OBJECT- TYPE

Col e,

SYNTAX Snf St at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The SMF interface’s adm ni strative status.

The val ue 'enabl ed’ denotes that the interface

is running the SMF forwarding process.

The val ue 'di sabl ed’ denotes that the interface is
currently external to the SMF forwardi ng process.

When the val ue of the snfCfgAdnmi nStatus is

"di sabl ed’, then the correspondi ng snf Cf gl f Adm nSt at us
objects MJST be set to 'disabled in the

snf Cf gl nt er faceTabl e.

If this object is not equal to 'enabled’, all associated
entries in the 'snfPerflpv4dlnterfacePerfTable and the
"snf Perflpv6l nterfacePerfTabl e’ MJST be del et ed.

The default value for this object is ’enabled(1l)’.

Thi s obj ect SHOULD be persistent and when
witten the device SHOULD save the change to
non-vol atil e storage."

DEFVAL { enabl ed }

c:={ snfCfglnterfaceEntry 2 }

snf Cf gl f Snf UpTi me OBJECT- TYPE

SYNTAX Ti neTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The tinme (in hundredths of a second) since
this interface SMF process was | ast
re-initialized. The interface SM- process is
re-initialized when the value of the
"snf Cf gl f Admi nSt at us’ object transitions to 'enabl ed
fromeither a prior value of 'disabled or upon
initialization of this interface or this device."

.= { snfCfglnterfaceEntry 3 }

snf Cf gl f RowSt at us  OBJECT- TYPE

Col e,

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permits nmanagenent of this table
by facilitating actions such as row creation
construction, and destruction. The val ue of
this object has no effect on whether other
objects in this conceptual row can be
nmodi fi ed.

2014
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An entry may not exist in the "active' state unless all
objects in the entry have a defined appropriate value. For
obj ects with DEFVAL cl auses, the nmanagenent station

does not need to specify the value of these objects in order
for the rowto transit to the "active' state; the default
val ue for these objects is used. For objects that do not
have DEFVAL cl auses, the network manager MUST

specify the value of these objects prior to this row
transitioning to the 'active state.

VWhen this object transitions to "active’, all objects

in this row SHOULD be witten to non-volatile (stable)
storage. Read-create objects in this row MAY be nodifi ed.
When an object in a rowwth snfCfglfRowStatus of 'active’

i s changed, then the updated val ue MJST be reflected in SMF
and this new object value MJST be witten to non-volatile
st orage."

{ snfCfglnterfaceEntry 4 }

-- snf StateG oup

Contains information describing the current state of the SMF
process such as the current inclusion in the RS or not.

snfStateGoup OBJECT IDENTIFIER ::= { snfMBObjects 3}
snf St at eNodeRs St at usl ncl uded OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current status of the SMF node in the context of
the MANETs relay set. A value of ’true(l)’ indicates
that the node is currently part of the MANET Rel ay
Set. A value of 'false(2)’ indicates that the node
is currently not part of the MANET Relay Set."

REFERENCE

"See Section 7 'Relay Set Selection’ in
RFC 6621 - "Sinplified Miulticast Forwarding ,
Macker, J., Ed., My 2012."

c:={ snfStateGoup 1}

snf St at eDpdMenor yOver fl ow  OBJECT- TYPE
SYNTAX Count er 32
UNI TS "DPD Records”
MAX- ACCESS read-only

Col e,
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STATUS current

DESCRI PTI ON
"The nunber of DPD records that had to be flushed to
prevent nmenory overruns for caching of these records.
The nunber of records to be flushed upon a buffer
overflowis an inplenentation specific decision.

There is the potential for a counter discontinuity

in this object if the system SMF process has been

di sabl ed and | ater enabled. |In order to check for

the occurrence of such a discontinuity when nonitoring

this counter object, it is recomended that the

snf Cf gSnf SysUpTi ne obj ect also be nonitored."
REFERENCE

"See Section 6 'SMF Duplicate Packet

Detection’ in

RFC 6621 - "Sinplified Miulticast Forwarding ,

Macker, J., Ed., May 2012."

={ snfStateGoup 2 }

SMF Nei ghbor Tabl e

snf St at eNei ghbor Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Snf St at eNei ghbor Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF St at eNei ghbor Tabl e descri bes the
current one-hop nei ghbor nodes, their address
and SMF RSSA, and the interface on which
they can be reached."

REFERENCE

"See Section 8 ' SMF Nei ghbor hood Di scovery’ and
Section 8.1. 'SMF Relay Al gorithm TLV
Types' in
RFC 6621 - 'Sinplified Miulticast Forwarding’
Macker, J., Ed., May 2012."

={ snfStateG oup 3}

snf St at eNei ghborEntry OBJECT- TYPE

Col e,

SYNTAX Snf St at eNei ghbor Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF Nei ghbor Tabl e contains the
set of one-hop neighbors, the interface

2014

et al. Experi ment al [ Page 31]



RFC 7367 The SMF-M B Cct ober

they are reachable on, and the SMF RSSA
they are currently running."
| NDEX { snf St at eNei ghbor | pAddr Type,
snf St at eNei ghbor | pAddr,
snf St at eNei ghbor Prefi xLen }
.= { snfStateNei ghborTable 1 }

Snf St at eNei ghborEntry :: =

SEQUENCE {
snf St at eNei ghbor | pAddr Type | net Addr essType
snf St at eNei ghbor | pAddr | net Addr ess,
snf St at eNei ghbor Prefi xLen | net Addr essPrefi xLengt h,
snf St at eNei ghbor RSSA | ANAsnf Rssal dTC
snf St at eNei ghbor Next Hopl nterface |nterfacel ndexOr Zero
}

snf St at eNei ghbor | pAddr Type OBJECT- TYPE

SYNTAX | net Addr essType { ipv4(1), ipv6(2) }

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The one-hop nei ghbor | P address type.
Only the values "ipv4(1l)' and
"ipve(2)' are supported.”

.= { snfStateNei ghborEntry 1 }

snf St at eNei ghbor | pAddr  OBJECT- TYPE

SYNTAX I net Addr ess (Sl ZE(4] 16))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The one-hop nei ghbor Inet |1Pv4 or |Pv6
addr ess.

Only 1 Pv4 and | Pv6 addresses
are supported.”
.= { snfStateNei ghborEntry 2 }

snf St at eNei ghbor Prefi xLen OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
UNI TS “bits"
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The prefix length. This is a deciml value that
i ndi cates the nunmber of contiguous, higher-order
bits of the address that make up the network
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portion of the address."

.= { snfStateNei ghborEntry 3 }

snf St at eNei ghbor RSSA  OBJECT- TYPE

SYNTAX | ANAsnf Rssal dTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current RSSA running on the nei ghbor."

;2= { snf StateNeighborEntry 4 }

snf St at eNei ghbor Next Hopl nt erf ace OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The interface iflndex over which the
nei ghbor is reachable in one-hop."

.= { snfStateNei ghborEntry 6 }

snf PerfornmanceG oup OBJECT IDENTIFIER ::= { snfMBObjects 4 }

SMF Per formance G oup

Contai ns objects that help to characterize the
performance of the SMF RSSA process, such as statistics
counters. There are two types of SMF RSSA statistics:
gl obal counters and per-interface counters.

It is an expectation that SMF devices w |

i npl enent the standard I P-M B nodule in RFC 4293.
Exactly how to integrate SM- packet handling and
managenent into the standard | P-M B nodul e managemnent
is part of the experinment.

The SMF-M B nodul e counters within the

snf Per f ormanceG oup count packets handl ed by the
system and interface |l ocal SM- process (as di scussed
above). Not all IP (unicast and nulticast) packets
on a device interface are handl ed by the SM- process.
So the counters are tracking different packet streans
inthe IP-MB and SM~M B nodul es.

2014
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| Pv4 packet counters

snf Perfl pv4Mul ti Pkt sRecvTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total numnber of
mul ticast | Pv4 packets received by the
device and delivered to the SMF process.

There is the potential for a counter discontinuity

in this object if the system SMF process has been

di sabl ed and | ater enabled. |In order to check for

the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."

= { snfPerfCGobal Goup 1 }

snf Perfl pv4Mul ti Pkt sForwar dedTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of
mul ticast | Pv4 packets forwarded by the
devi ce.

There is the potential for a counter discontinuity

in this object if the system SMF process has been

di sabl ed and | ater enabled. |In order to check for

the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."

= { snfPerfGobal Goup 2 }

snf Per f 1 pv4Dupl Mul ti Pkt sDet ect edTotal OBJECT- TYPE

Col e,

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total number of duplicate
mul ticast | Pv4 packets detected by the
devi ce.
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There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabled and |l ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."
REFERENCE

"See Section 6.2 'IPv4d Duplicate Packet

Detection’ in

RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., May 2012."

= { snfPerfGobal Goup 3 }

snf Per f | pv4Dr oppedMul ti Pkt sTTLExceededTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of dropped
mul ticast |Pv4 packets by the
device due to Tinme to Live (TTL) exceeded.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabled and |l ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi me obj ect al so be nonitored.”
REFERENCE

"See Section 5 'SMF Packet Processing and
Forwarding’ in

RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."

= { snf Perf Gobal Goup 4 }

snf Perf | pv4TTLLar ger ThanPr evi ousTotal OBJECT- TYPE

Col e,

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of |Pv4 packets
received that have a TTL | arger than that
of a previously received identical packet.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
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di sabled and | ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi me obj ect al so be nonitored."
REFERENCE
"See Section 5 'SMF Packet Processing and
Forwarding’ in
RFC 6621 - 'Sinplified Miulticast Forwarding’
Macker, J., Ed., My 2012."
{ snf Perf Gobal G oup 5 }

| Pv6 packet counters

snf Perflpv6Mil ti Pkt sRecvTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total numnber of
mul ticast | Pv6 packets received by the
device and delivered to the SMF process.

There is the potential for a counter discontinuity

in this object if the system SMF process has been

di sabl ed and | ater enabled. |In order to check for

the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."

= { snf Perf Gobal Goup 6 }

snf Perfl pv6Mil ti Pkt sForwar dedTotal OBJECT- TYPE

Col e,

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of
mul ticast | Pv6 packets forwarded by the
devi ce.

There is the potential for a counter discontinuity

in this object if the system SMF process has been

di sabl ed and | ater enabled. |In order to check for

the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
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snf Cf gSnf SysUpTi ne obj ect also be nonitored."
.= { snfPerfGobal Goup 7 }

snf Perfl pv6Dupl Mul ti Pkt sDet ect edTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total number of duplicate
mul ticast | Pv6 packets detected by the
devi ce.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."
REFERENCE

"See Section 6.1 'IPv6 Duplicate Packet

Detection’ in

RFC 6621 - "Sinplified Miulticast Forwarding’
Macker, J., Ed., May 2012."

.= { snfPerfGobal Goup 8 }

snf Per f 1 pv6Dr oppedMul ti Pkt sTTLExceededTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total number of dropped
mul ticast | Pv6 packets by the
device due to TTL exceeded.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabled and |l ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."
REFERENCE

"See Section 5 'SMF Packet Processing and
Forwarding’ in

RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., May 2012."

::= { snfPerfGobal Goup 9 }
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snf Perfl pv6TTLLar ger ThanPr evi ousTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of |Pv6 packets
received that have a TTL | arger than that
of a previously received identical packet.

There is the potential for a counter discontinuity
inthis object if the system SMF process has been
di sabled and |l ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi me obj ect al so be nonitored.”
REFERENCE

"See Section 5 'SMF Packet Processing and
Forwarding’ in

RFC 6621 - 'Sinplified Miulticast Forwarding’
Macker, J., Ed., My 2012."

::= { snfPerfGbal Goup 10 }

snf Per f | pv6HAVAssi st sReqdTot al OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the total nunber of |Pv6 packets
recei ved that required the Hash Assist Val ue (HAV)
for DPD.

There is the potential for a counter discontinuity
inthis object if the system SMF process has been
di sabled and |l ater enabled. |In order to check for
the occurrence of such a discontinuity when nmonitoring
this counter object, it is recommended that the
snf Cf gSnf SysUpTi me obj ect al so be nonitored."
REFERENCE
"See Section 6.1.1 "I Pv6 SM-_DPD Option Header’ in
RFC 6621 - "Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
.= { snfPerfGbal Goup 11 }

snf Perfl pv6DpdHeader | nsertionsTotal OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A counter of the total number of |Pv6 packets
recei ved that the device inserted the
DPD header opti on.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled. |In order to check for
the occurrence of such a discontinuity when nonitoring
this counter object, it is recomended that the
snf Cf gSnf SysUpTi ne obj ect also be nonitored."
REFERENCE

"See Section 6.1.2 'IPv6 Identification-Based
DPD in
RFC 6621 - "Sinplified Miulticast Forwarding ,
Macker, J., Ed., May 2012."

.= { snfPerfGobal Goup 12 }

-- Per SMF Interface Performance Tabl e

snfPerflnterfaceG oup OBJECT IDENTIFIER ::= { snfPerformanceGoup 2 }
snf Perfl pv4dl nterfacePerf Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Snf Perfl pv4l nterfacePerfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF Interface Perfornmance Tabl e
descri bes the SMF counters per
interface."

c:={ snfPerflnterfaceGoup 1}

snf PerflpvdlnterfacePerfEntry OBJECT- TYPE

SYNTAX Snf Per f 1 pv4l nterfacePerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF Interface Performance entry
describes the statistics for a particular
node interface."

| NDEX { snf Cfglflndex }
::={ snfPerflpvdlnterfacePerfTable 1 }

Snf Perfl pv4lnterfacePerfEntry ::=
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snf Perfl pvdMul ti Pkt sRecvPer| f Count er 32,
snf Per f 1l pv4Mul ti Pkt sFor war dedPer | f Count er 32,
snf Per f 1 pv4Dupl Mul ti Pkt sDet ect edPer | f Count er 32,
snf Per f 1l pv4Dr oppedMul ti Pkt sTTLExceededPer | f Counter 32,
snf Perf | pv4TTLLar ger ThanPr evi ousPer | f Count er 32
}

snf Perfl pv4aMul ti Pkt sRecvPer|f OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A counter of the nunmber of multicast IP
packets received by the SMF process on
this device on this interface.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

c:={ snfPerflpvdinterfacePerfEntry 1 }

snf Perfl pv4aMul ti Pkt sForwar dedPer | f OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A counter of the nunber of

mul ticast | P packets forwarded by the
SMF process on this device

on this interface.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

::={ snfPerflpvdlnterfacePerfEntry 2 }

snf Per f | pv4Dupl Mul ti Pkt sDet ect edPer|f OBJECT- TYPE
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SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

snf Per f | pv4Dr oppedMul ti Pkt sTTLExceededPer | f

snf Perfl pv4TTLLar ger ThanPr evi ousPer | f

Col e,

"A counter of the nunber of duplicate
nmul ticast | P packets detected by the
SMF process on this device
on this interface.

There is the potential for a counter discontinuity
inthis object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is reconmrended that the snf CfglfSnfUpTi ne

obj ect also be nonitored.”

= { snfPerflpvdlnterfacePerfEntry 3 }

OBJECT- TYPE
SYNTAX
UNI TS
MAX- ACCESS
STATUS
DESCRI PTI ON
"A counter of the total nunber of dropped
mul ticast | Pv4 packets by the SMF process
on this device on this interface
due to TTL exceeded.

Count er 32
"Packet s"
read-only
current

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

= { snfPerflpvdlnterfacePerfEntry 4 }

OBJECT- TYPE
SYNTAX
UNI TS
MAX- ACCESS
STATUS
DESCRI PTI ON
"A counter of the total number of |Pv4 packets
recei ved by the SMF process on this device
on this interface that have a TTL | arger than

Count er 32
"Packet s"
read-only
current
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that of a previously received identical packet.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

= { snfPerflpvdlnterfacePerfEntry 5 }

snf Perfl pv6l nterfacePerfTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Snf Perfl pv6l nterfacePerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF I nterface Perfornmance Tabl e
descri bes the SMF counters per
interface."

= { snfPerflnterfaceGoup 2 }

snf Perflpv6l nterfacePerfEntry OBJECT- TYPE

SYNTAX Snf Perfl pv6l nterfacePerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The SMF Interface Perfornmance entry
describes the counters for a particul ar
node interface.”

| NDEX { snfCfglflndex }

= { snfPerflpv6lnterfacePerfTable 1 }

Snf Perfl pvelnterfacePerfEntry ::=

SEQUENCE {
snf Perfl pv6Mil ti Pkt sRecvPer| f Count er 32,
snf Perfl pv6Mil ti Pkt sForwar dedPer | f Count er 32,
snf Per f | pv6Dupl Mul ti Pkt sDet ect edPer | f Count er 32,
snf Per f | pv6Dr oppedMul ti Pkt sTTLExceededPer | f Counter 32,
snf Perfl pv6TTLLar ger ThanPr evi ousPer | f Count er 32,
snf Per f | pv6HAVAssi st sReqdPer | f Count er 32,
snf Per f | pv6DpdHeader | nserti onsPer| f Count er 32

snf Perfl pv6Mil ti Pkt sRecvPer|f OBJECT- TYPE

Col e,

SYNTAX Count er 32

UNI TS "Packet s"

MAX- ACCESS read-only

STATUS current
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DESCRI PTI ON
"“A counter of the nunber of
mul ticast | P packets received by the
SMF process on this device
on this interface.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

= { snfPerflpv6lnterfacePerfEntry 1 }

snf Perfl pv6Mil ti Pkt sForwar dedPer | f OBJECT- TYPE

SYNTAX Count er 32

UNI'TS "Packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A counter of the nunber of
mul ticast | P packets forwarded by the

SMF process on this device
on this interface.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

= { snfPerflpv6lnterfacePerfEntry 2 }

snf Per fl pv6Dupl Mul ti Pkt sDet ect edPer|f OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Col e,

"A counter of the nunber of duplicate
nmul ticast | P packets detected by the
SMF process on this device
on this interface.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
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di sabled and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nonitoring this counter object,
it is reconmrended that the snf CfglfSnfUpTi ne

obj ect also be nonitored.”

= { snfPerflpv6lnterfacePerfEntry 3 }

snf Per f | pv6Dr oppedMul ti Pkt sTTLExceededPer | f OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

snf Perfl pv6TTLLar ger ThanPr evi ousPer | f

Col e,

"A counter of the nunber of dropped
mul ticast | P packets by the

SMF process on this device

on this interface due to TTL
exceeded.

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne

obj ect also be nonitored."

= { snfPerflpvelnterfacePerfEntry 4 }

OBJECT- TYPE
SYNTAX
UNI'TS
MAX- ACCESS
STATUS
DESCRI PTI ON
"A counter of the total number of |Pv6 packets
received that have a TTL larger than that
of a previously received identical packet
by the SMF process on this device on this
i nterface.

Count er 32
"Packet s"
read-only
current

There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.

In order to check for the occurrence of such a

di scontinuity when nmonitoring this counter object,
it is reconmrended that the snf CfglfSnfUpTi ne

obj ect also be nonitored.”

= { snfPerflpv6lnterfacePerfEntry 5 }
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snf Per f | pv6HAVAssi st sReqdPer | f  OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A counter of the total nunber of |Pv6 packets
recei ved by the SMF process on this device
on this interface that required the
HAV assi st for DPD.
There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.
In order to check for the occurrence of such a
di scontinuity when nonitoring this counter object,
it is reconmrended that the snf CfglfSnfUpTi ne
obj ect also be nonitored."
::={ snfPerflpv6lnterfacePerfEntry 6 }
snf Per f | pv6DpdHeader | nsertionsPerlf OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A counter of the total nunmber of |Pv6 packets
recei ved by the SMF process on this device
on this interface that the device inserted the
DPD header opti on.
There is the potential for a counter discontinuity
in this object if the system SMF process has been
di sabl ed and | ater enabled on this interface.
In order to check for the occurrence of such a
di scontinuity when nmonitoring this counter object,
it is recomended that the snf CfglfSnfUpTi ne
obj ect also be nonitored."
::={ snfPerflpv6lnterfacePerfEntry 7 }
-- Notifications
snf M BNot i f Obj ects OBJECT IDENTIFIER ::= { snfMBNotifications 0 }
snf M BNot i f Control OBJECT IDENTIFIER ::= { snfMBNotifications 1 }
-- snf M BNoti fCbjects
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snf Not i f Admi nSt at usChange NOTI FI CATI ON- TYPE

OBJECTS { snf Cf gRout er | DAddr Type, -- The origi nator of
-- the notification.
snf Cf gRout er | D, -- The origi nator of
-- the notification.
snf Cf gAdm nSt at us -- The new status of the
- - SMF process.

}
STATUS current
DESCRI PTI ON
"snf Cf gAdm nSt at usChange is a notification sent when
the ' snf Cf gAdm nSt at us’ obj ect changes. "
::={ snfMBNotifQbjects 1}

snf Not i f Confi gur edOpModeChange NOTI FI CATI ON- TYPE
OBJECTS { snf Cf gRout er | DAddr Type, -- The origi nator of
-- the notification.
snf Cf gRout er | D, -- The originator of
-- the notification.
snf Cf gOper at i onal Mbde -- The new Qperations
-- Mode of the SMF
-- pr ocess.

}
STATUS current
DESCRI PTI ON
"snf Noti f Confi guredOpModeChange is a notification
sent when the 'snf Cf gOperati onal Mbde’ obj ect
changes. "
::={ snfMBNotifQbjects 2 }

snfNoti flfAdm nSt at usChange NOTI FI CATI ON- TYPE

OBJECTS { snf Cf gRout er | DAddr Type, -- The origi nator of
-- the notification.
snf Cf gRout er | D, -- The origi nator of
-- the notification.
i f Nane, -- The interface whose
-- st atus has changed.
snf Cf gl f Admi nSt at us -- The new status of the

- - SMF interface.

}
STATUS current
DESCRI PTI ON
"snf Cf gl f Adm nSt at usChange is a notification sent when
the 'snf Cfglf Adm nSt atus’ object changes."
::={ snfMBNotifOojects 3 }

snf Not i f DpdMenor yOver f | owEvent NOTI FI CATI ON- TYPE
OBJECTS { snf Cf gRout er | DAddr Type, -- The originator of
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-- the notification.
snf Cf gRout er | D, -- The originator of

-- the notification.
snf St at eDpdMenor yOverfl ow -- The counter of

-- the overfl ows.

}
STATUS current
DESCRI PTI ON
"snf Not i f DpdMenoryOver fl owEvents is sent when the
nunber of nenory overfl ow events exceeds
the ' snf Notif DpdMenoryOver fl owThreshold” within the
previ ous nunber of seconds defined by the
"snf Noti f DpdMenor yOver f | owWN ndow . "
o= { snfMBNotifQojects 4}

-- snfM BNotifContro
snf Not i f DpdMenor yOver f | owThr eshol d OBJECT- TYPE

SYNTAX I nt eger 32 (0..255)
UNI TS "Event s"

MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON

"A threshold value for the

"snf Noti f Dpdrmenor yOver f| owEvent s’ obj ect.
If the nunber of occurrences exceeds
this threshold within the previous

nurmber of seconds

" snf Not i f DpdMenor yOver f | owWN ndow ,

then the ’snfNotifDpdMenoryOverfl owEvent’
notification is sent.

The default value for this object is
111."
DEFVAL { 1}
2= { snfMBNotifControl 1}

snf Not i f DpdMenor yOver f | owW ndow OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

“"Atime window value for the

"snf Noti f Dpdrmenor yOver f| owEvent s’ obj ect.
I f the nunber of occurrences exceeds

the ’snf Notif DpdMenor yOver fl owThr eshol d
wi thin the previous nunber of seconds

" snf Not i f DpdMenor yOver f | owWN ndow ,

then the ’snf NotifDpdMenoryOver fl owEvent’
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notification is sent.

The default value for this object is
Yll.ll

DEFVAL { 1}

.= { snfMBNotifControl 2}

-- Compliance Statenents

snf Conpl i ances OBJECT IDENTIFIER ::= { snfM BConformance 1 }
snf M BGr oups OBJECT I DENTI FIER ::= { snfM BConfornance 2 }

snf Basi cConpl i ance  MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The basic inpl enentation requirements for
managed network entities that inplenent
the SMF RSSA process.”
MODULE -- this nodul e
MANDATORY- GROUPS { snf CapabObj ect sG oup,
snf Confi gObj ect sG oup }
::={ snfConpliances 1 }

snf Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The full inplenmentation requirenents for
managed network entities that inplenment
the SMF RSSA process.”
MODULE -- this nodule
MANDATORY- GROUPS { snf CapabObj ect sGr oup,
snf Confi gObj ect sG oup,
snf St at eCbj ect sG oup,
snf Per f Obj ect sG oup,
snf Not i f Cbj ect sG oup,
snfNotificationsG oup

}
::={ snfConpliances 2 }

-- Units of Confornmance

snf CapabObj ect sGroup OBJECT- GROUP
OBJECTS {
snf Capabi | i ti esOQpModel D,
snf Capabiliti esRssal D
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STATUS current
DESCRI PTI ON
"Set of SMF configuration objects inplenented
in this nodule."

={ snfMBGoups 1}

snf Confi gObj ect sG oup OBJECT- GROUP

OBJECTS {
snf Cf gAdni nSt at us,
snf Cf gSnf SysUpTi e,
snf Cf gRout er | DAddr Type,
snf Cf gRout er | D,
snf Cf gOper at i onal Mode,
snf Cf gRssaMenber,
snf Cf gl pv4Dpd,
snf Cf gl pv6Dpd,
snf Cf gMaxPkt Li feti me,
snf Cf gDpdEnt r yMaxLi feti ne,
snf Cf gNhdpRssaMesgTLVI ncl uded,
snf Cf gNhdpRssaAddr Bl ockTLVI ncl uded,

snf Cf gAddr For war di ngG oupNane,

snf Cf gAddr For war di ngAddr Type,

snf Cf gAddr For war di ngAddr ess,

snf Cf gAddr For war di ngAddr Pr ef i xLengt h,
snf Cf gAddr For war di ngSt at us,

snf Cf gl f Admi nSt at us,
snf Cf gl f Snf UpTi e,
snf Cf gl f RowSt at us

}
STATUS current

DESCRI PTI ON
"Set of SMF configuration objects inplenented
in this nodule.”

= { snfMBG oups 2 }

snf St at eCbj ect sGroup OBJECT- GROUP

Col e,

OBJECTS {
snf St at eNodeRs St at usl ncl uded,
snf St at eDpdMenor yOver f | ow,

snf St at eNei ghbor RSSA,
snf St at eNei ghbor Next Hopl nt er f ace

}
STATUS current

DESCRI PTI ON
"Set of SMF state objects inplenented
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in this nodule."
o= { snfMBGoups 3}

snf Perf Qbj ect sG-oup OBJECT- GROUP
OBJECTS {

}
STATUS

snf Perfl pvdMul ti Pkt sRecvTot al ,

snf Perf | pvdMul t i Pkt sForwar dedTot al ,

snf Per f | pv4Dupl Mul ti Pkt sDet ect edTot al ,

snf Per f 1 pv4Dr oppedMul ti Pkt sTTLExceededTot al ,
snf Perfl pv4TTLLar ger ThanPr evi ousTot al ,

snf Perfl pv6Mil ti Pkt sRecvTot al ,

snf Perfl pv6Mil ti Pkt sForwar dedTot al ,

snf Per fl pv6Dupl Mul ti Pkt sDet ect edTot al ,

snf Per f 1 pv6Dr oppedMul ti Pkt sTTLExceededTot al ,
snf Perfl pv6TTLLar ger ThanPr evi ousTot al ,

snf Per f 1 pv6HAVASsi st sReqdTot al ,

snf Per f | pv6DpdHeader | nserti onsTot al ,

snf Perfl pvdMul ti Pkt sRecvPerl f,

snf Perfl pvdMul t i Pkt sForwar dedPer | f,

snf Per f 1 pv4Dupl Mul ti Pkt sDet ect edPer | f,

snf Per f 1 pv4Dr oppedMul ti Pkt sTTLExceededPer | f,
snf Perf | pv4TTLLar ger ThanPr evi ousPer | f,

snf Perfl pv6Mil ti Pkt sRecvPerlf,

snf Perfl pv6Mil ti Pkt sForwar dedPer | f,

snf Per fl pv6Dupl Mul ti Pkt sDet ect edPer | f,

snf Per f 1 pv6Dr oppedMul ti Pkt sTTLExceededPer | f,
snf Perfl pv6TTLLar ger ThanPr evi ousPer | f,

snf Per f | pv6HAVAssi st sReqdPer | f,

snf Per f | pv6DpdHeader | nserti onsPer| f

current

DESCRI PTI ON
"Set of SMF performance objects inplenmented
in this nodule by total and per interface."
::={ snfMBGoups 4 }

snf Noti f Cbj ect sGoup OBJECT- GROUP
OBJECTS {

Col e,

}
STATUS

snf Not i f DpdMenor yOver f | owThr eshol d,
snf Not i f DpdMenor yOver f | owW ndow

current

DESCRI PTI ON
"Set of SMF notification control
objects inplemented in this nodule.”
c:={ snfMBGoups 5 }
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snfNotificationsGoup NOTIFI CATI ON- GROUP
NOTI FI CATI ONS {
snf Not i f Admi nSt at usChange,
snf Not i f Confi gur edOpModeChange,
snf Noti fIfAdm nSt at usChange,
snf Not i f DpdMenor yOver f | owEvent

}
STATUS current
DESCRI PTI ON
"Set of SMF notifications inplenented
in this nodule.”
.= { snfMBG oups 6 }

END
8. | ANA- SMF-M B Definitions

This section contains the | ANA-SM--M B nodule. This M B nodul e
defines two Textual Conventions for which | ANA SHOULD mai ntai n and
keep synchronized with the registry identified below w thin the

| ANAsnf CpModel dTC and the | ANAsnf Rssal dTC TEXTUAL- CONVENTI ONs.

The | ANAsnf OpModel dTC defines an index that identifies through
reference to a specific SMF operations nobde. The index is an integer
val ued naned- nunber enuneration consisting of an integer and | abel
IANA is to create and maintain this Textual Convention. Future
assignments are made to anyone on a first come, first served basis.
There is no substantive review of the request, other than to ensure
that it is well-forned and does not duplicate an existing assignnment.
However, requests nust include a mnimal amount of clerica

i nformation, such as a point of contact (including an enail address)
and a brief description of the nethod being identified as a new SMF
oper ati ons node.

The | ANAsnf Rssal dTC defi nes an index that identifies through
reference to a specific Reduced Set Selection Algorithm (RSSA). The
index is an integer valued named-nunber enuneration consisting of an
integer and label. 1ANA is to create and maintain this Textua
Conventi on.

Future assignnents to the | ANAsnf Rssal dTC for the index range 5-127
require an RFC publication (either as an | ETF subm ssion or as an

| ndependent submi ssion [RFC5742]). The category of RFC MJST be

St andards Track. The specific RSSAs MJUST be docunented in sufficient
detail so that interoperability between independent inplenentations

i s possible.
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Future assignnents to the | ANAsnf Rssal dTC for the index range 128-239
are private or local use only, with the type and purpose defined by
the local site. No attenpt is made to prevent nmultiple sites from
using the same value in different (and inconpatible) ways. There is

no need for I ANA to review such assignments (since ANA will not
record these), and assignnments are not generally useful for broad
interoperability. It is the responsibility of the sites naking use

of the Private Use range to ensure that no conflicts occur (wthin
the i ntended scope of use).

Future assignnents to the | ANAsnf Rssal dTC for the index range 240-255
are to facilitate experinmentation. These require an RFC publication
(either as an | ETF submi ssion or as an | ndependent subnission

[ RFC5742]). The category of RFC MJUST be Experinental. The RSSA

al gorithms MUST be docunented in sufficient detail so that

i nteroperability between independent inplenentations is possible.

This M B nodul e references [ RFC3626], [RFC5614], [RFC6621], and
[ RFC7181] .

| ANA-SMF-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, m b-2
FROM SNVPv2- SM -- RFC 2578
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC, -- RFC 2579

i anaSnf M B MODULE- | DENTI TY
LAST- UPDATED "201410100000Z" -- Cctober 10, 2014
ORGANI ZATI ON "1 ANA"
CONTACT-1 NFO "I nternet Assigned Nunmbers Authority

Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536
United States

Tel : +1 310 301 5800
EMai |l : iana@ ana. org"

DESCRI PTION "This M B npdul e defines the
| ANAsnf OpModel dTC and | ANAsnf Rssal dTC
Textual Conventions, and thus the
enurrer at ed val ues of the
snf Capabi | i ti esOpModel D and
snf Capabil i ti esRssal D obj ects defi ned
in the SM.-MB. "

REVI SI ON "201410100000Z" -- Cctober 10, 2014
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DESCRI PTI ON
“Initial version of this MB as published in RFC 7367.

Copyright (c) 2014 | ETF Trust and the persons identified
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with o
wi thout nodification, is permtted pursuant to, and subje
to the license terms contained in, the Sinplified BSD Lic
set forth in Section 4.c of the IETF Trust’s Legal Provis
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

c:={ mb-2 225}

| ANAsnf OpModel dTC : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Col e,

"An index that identifies through reference to a specific
SMF operations node. There are basically three styles
of SMF operation with reduced relay sets currently
identified:

| ndependent operation ’'independent(1l)’ -
SMF perforns its own rel ay
set selection using informati on froman associ at ed
MANET NHDP process.

CDS- awar e uni cast routing operation ’'routing(2)’-
a coexi stent unicast routing
protocol provides dynam c rel ay
set state based upon its own control plane
Connect ed Dom nating Set (CDS) or nei ghborhood
di scovery information.

Cross-|l ayer operation ’crossLayer(3)’
SMF oper at es using nei ghbor hood
status and triggers froma
cross-layer information base for dynamc rel ay
set selection and nai ntenance.

| ANA MUST update this Textual Convention accordingly.

The definition of this Textual Convention with the
addition of newy assigned val ues is updated
periodically by the ANA, in the

| ANA- mai nt ai ned registries. (The

| at est arrangenents can be obtained by contacting the
| ANA. )
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Requests for new val ues SHOULD be nade to | ANA via
emai |l (iana@ana.org)."
REFERENCE
"See Section 7.2 'Reduced Relay Set Forwarding’
and the Appendices A, B, and Cin
RFC 6621 - 'Sinplified Milticast Forwarding’
Macker, J., Ed., My 2012."
SYNTAX | NTEGER {
i ndependent (1),
routing (2),
crossLayer (3)
-- future (4-255)

}

| ANAsnf Rssal dTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An index that identifies through reference to specific
RSSAs. Several are currently defined
in the Appendices A B, and C of RFC 6621

Exanmpl es of RSSAs already identified within
this Textual Convention (TC) are:

Classical Flooding (cF(1)) - is the standard
fl ooding al gorithm where each node in the next
retransmts the informati on on each of its interfaces.

Sour ce-Based Multipoint Relay (sMPR(2)) -
this algorithmis used by Optimzed Link State Routing
(OLSR) and OLSR version 2 (OLSRv2) protocols for the
relay of link state updates and other contro
information (RFC 3626, RFC 7181). Since each router
pi cks its neighboring relays independently, sMPR
f orwar ders depend upon previous hop information
(e.g., source Media Access Control (MAC) address) to
operate correctly.

Essential Connected Dominating Set (eCDS(3)) -
defined in RFC 5614, this algorithmforms a single
CDS nesh for the SMF operating region. |Its
packet -forwardi ng rul es are not dependent upon
previ ous hop know edge in contrast to sMPR

Mul tipoi nt Relay Connected Domi nating Set (nmprCDS(4)) -
This algorithmis an extension to the basic sMPR
el ection algorithmthat results in a shared
(non-source-specific) SM- CDS. Thus, its forwarding
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rul es are not dependent upon previous hop infornmation,
simlar to eCDS.

| ANA MUST update this Textual Convention accordingly.

The definition of this Textual Convention with the
addition of newly assigned val ues is updated
periodically by the ANA, in the

| ANA- mai nt ai ned registries. (The

| at est arrangenents can be obtained by contacting the
| ANA. )

Requests for new val ues SHOULD be nade to | ANA via
emai |l (iana@ana.org)."
REFERENCE
"For example, see:

Section 8.1.1. 'SMF Message TLV Type’' and the Appendices
A B, and Cin

RFC 6621 - 'Sinplified Miulticast Forwarding’,

Macker, J., Ed., My 2012.

RFC 3626 - C ausen, T., Ed., and P. Jacquet, Ed., ' Optim zed
Link State Routing Protocol (OLSR)’', October 2003.

RFC 5614 - Qgier, R and P. Spagnolo, 'Mbile Ad Hoc
Net wor k ( MANET) Extensi on of OSPF Usi ng Connected
Dom nating Set (CDS) Flooding’, August 2009.

RFC 7181 - Cl ausen, T., Dearlove, C, Jacquet, P., and
U Herberg, 'The Optinized Link State Routing Protocol
Version 2', April 2014."
SYNTAX | NTEGER {

CF(1),

sMPR( 2),

eCDS( 3),

npr CDS( 4)

-- future(5-127)

-- noStdAction(128-239)

-- experinmental (240- 255)

END
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9.

Security Considerations

This section discusses security inplications of the choices made in
this SM~M B nodul e.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o ’'snfCfgAdm nStatus’ - this witable configuration object controls
the operational status of the SMF process. |If this setting is
configured inconsistently across the MANET mul ti cast domain, then
delivery of nulticast data may be inconsistent across the domain
sone nodes may not receive nulticast data intended for them

o ’'snfCfgRouterl DAddr Type’ and 'snfCfgRouterl D - these witable
configuration objects define the ID of the SMF process. These
obj ects should be configured with a routable address defined on
the I ocal SMF device. The snfCfgRouteriDis a |ogica
identification that MJST be configured as uni que across
i nteroperati ng SM- nei ghborhoods, and it is RECOWENDED to be
chosen as the nunerically | argest address contained in a node's

" Nei ghbor Address List’ as defined in NHDP. A snfCfgRouterl D MUST
be unique within the scope of the operati ng MANET network

regardl ess of the nethod used for selecting it. |If these objects
are m sconfigured or configured inconsistently across the MANET,
then the ability of various RSSAs, e.g., eCDS, nay be conprom sed.
This woul d potentially result in some routers within the MANET not
receiving nulticast packets destine to them Hence, intentionally
m sconfiguring these objects could pose a form of Denial -of -
Service (DoS) attack agai nst the MANET.

o ’'snfCfgOpMbde’ - this witable configuration object defines the
operational node of the SMF process. The operational node defines
how the SMF process receives its data to formits local estinmate
of the CDS. It is recommended that the value for this object be
set consistently across the MANET to ensure proper operation of
the nulticast packet forwarding. |If the value for this object is
set inconsistently across the MANET, the result may be that
mul ticast packet delivery will be conpromi sed within the MANET.
Hence, intentionally msconfiguring this object could pose a form
DoS attack agai nst the MANET.
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Col e,

"snfCfgRssa’ - this witable configuration object sets the
specific RSSA for the SM- process. |If this object is set

i nconsi stently across the MANET donain, nulticast delivery of data
will likely fail. Hence, intentionally msconfiguring this object
could pose a form DoS attack agai nst the MANET.

"snf Cf gRssaMenber’ - this witable configuration object sets the
"interest’ of the local SMF node in participating in the CDS
Setting this object to 'never(3)' on a highly connected device
could lead to frequent island formation. Setting this object to
"al ways(2)’ could support data ex-filtration fromthe MANET
donai n.

"snf Cf gl pvd4Dpd’ - this witable configuration object sets the
duplicate packet detection method, i.e., HDPD or |-DPD, for
forwarding of I Pv4 nulticast packets. Forwarders nay operate with
m xed H DPD and |-DPD nodes as |ong as they consistently perform
the appropriate DPD routines outlined in [ RFC6621]. However, it
i's RECOWENDED that a depl oynent be configured with a common node
for operational consistency.

"snf Cf gl pv6Dpd’ - this witable configuration object sets the
dupli cate packet detection nmethod for the forwarding of |Pv6

nmul ticast packets. Since |IPv6 SM- does specify an option header
the interoperability constraints are not as loose as in the |Pv4
version, and forwarders SHOULD NOT operate with mi xed H DPD and

| - DPD nodes. Hence, the value for this object SHOULD be
consistently set within the forwarders conprising the MANET, else
i nconsi stent forwarding may result unnecessary nulticast packet
dr oppi ng.

"snf Cf gMaxPktLifetinme’ - this witable configuration object sets
the estimate of the network packet traversal tine. |[If set too
small, this could lead to poor multicast data delivery ratios
throughout the MANET domain. This could serve as a formof DoS
attack if this object value is set too snall

"snf Cf gDpdEnt ryMaxLi fetime’ - this witable configuration object
sets the maximumlifetime (in seconds) for the cached DPD records
for the conmbined I Pv4 and I Pv6 nmethods. |If the menory is running
low prior to the MaxLifetine being exceeded, the |ocal SMF devices
shoul d purge the oldest records first. |If this object value is
set too snall, then the effectiveness of the SM- DPD al gorithns
may becone greatly di mni shed causing a higher than necessary
packet |oad on the MANET.
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o 'snfCfgNhdpRssaMesgTLVIncluded’ - this witable configuration
obj ect indicates whether or not the associated NHDP nessages
i ncl ude the RSSA Message TLV. It is highly RECOMVENDED t hat this
object be set to "true(l)’ when the SMF operation node is set to
i ndependent as this information will informthe |ocal forwarder of
the RSSA i nmpl emented in neighboring forwarders and is used to
ensure consistent forwarding across the MANET. Wile it is
possi bl e that SMF nei ghbors MAY be configured differently with
respect to the RSSA and still operate cooperatively, but these
cases will vary dependent upon the algorithmtypes designated and
this situation SHOULD be avoi ded.

o 'snfCf gNhdpRssaAddr Bl ockTLVI ncl uded’ - this witable configuration
obj ect indicates whether or not the associated NHDP nessages
i ncl ude the RSSA Address Bl ock TLV. The
snf NhdpRssaAddr Bl ockTLVI ncl uded is optional in all cases as it
depends on the exi stence of an address block that may not be
present. If this SMF device is configured with NHDP, then this
obj ect should be set to "true(l)’ as this TLV enables CDS rel ay
al gorithm operation and configuration to be shared anong 2-hop
nei ghbor hoods. Sone relay algorithms require 2-hop nei ghbor
configuration in order to correctly select relay sets.

o 'snf CfgAddr Forwardi ngTable’ - the witable configuration objects
in this table indicate which multicast |IP addresses are to be
forwarded by this SMF node. M sconfiguration of rows within this
table can linmt the ability of this SMF device to properly forward
mul ti cast dat a.

o ’'snfCfglnterfaceTable’ - the witable configuration objects in
this table indicate which SMF node interfaces are participating in
the SMF packet forwarding process. M sconfiguration of rows
within this table can Iinit the ability of this SMF device to
properly forward multicast data.

Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

o ’'snfNodeRsStatuslncluded - this readable state object indicates
whet her or not this SMF node is part of the CDS. Being part of
the CDS nakes this node a distinguished device. It could be

exploited for data ex-filtration, or DoS attacks.
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o ’'snfStateNei ghborTable’ - the readable state objects in this table
i ndi cate current nei ghbor nodes to this SMF node. Exposing this
information to an attacker could allow the attacker easier access
to the larger MANET domai n.

The remai nder of the objects in the SM—M B nodul e are perfornmance
counter objects. Wiile these give an indication of the activity of
the SMF process on this node, it is not expected that exposing these
val ues poses a security risk to the MANET network.

SNWP versions prior to SNVPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/ create/del ete) the objects
in this MB nodul e.

| mpl ement ati ons SHOULD provide the security features described by the
SNWPv3 framework (see [ RFC3410]), and inplenentations claimng
conpliance to the SNWPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm|[RFC3826]. |Inplenmentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

Applicability Statenent

Thi s docunent describes objects for configuring paraneters of the
Sinplified Milticast Forwarding [ RFC6621] process on a Mbile Ad Hoc
Net work (MANET) router. This M B nodule, denoted SMF-M B, al so
reports state and performance information and notifications. This
section provides sone exanples of how this M B nodul e can be used in
MANET networ k depl oynents. A fuller discussion of MANET network
managenent use cases and chall enges is out of scope for this
document .

SMF is designed to allow MANET routers to forward | Pv4 and | Pv6
packets over the MANET and cover the MANET nodes through the
automatic discovery of efficient estimates of the M ni num Connect ed
Dom nating Set (MCDS) of nodes within the MANET. The MCDS is
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estimated using the Relay Set Selection Algorithnms (RSSAs) discussed
within this docunent. |In the following, three scenarios are listed
where this MB nodule is useful:

o For a Parking Lot Initial Configuration Situation - it is comon
for the vehicles conprising the MANET being forward depl oyed at a
renote | ocation, e.g., the site of a natural disaster, to be off-
| oaded in a parking lot where an initial configuration of the
networ ki ng devices is perforned. The configuration is |oaded into
the devices froma fixed-1ocation Network Operations Center (NOC)
at the parking lot, and the vehicles are stationary at the parking
ot while the configuration changes are nade. Standards-based
net hods for configuration nanagenent fromthe co-located NOC are
necessary for this deployment option. The set of interesting
configuration objects for the SM- process are listed within this
M B nodul e.

o For Mbile vehicles with Low Bandwi dth Satellite Link to a Fixed
NCC - Here the vehicles carrying the MANET routers carry nultiple
wireless interfaces, one of which is a relatively | ow bandw dth
on-the-nove satellite connection that interconnects a fix NOC to
the nodes of the MANET. Standards-based methods for nonitoring
and fault managenment fromthe fixed NOC are necessary for this
depl oynment option.

o For Fixed NOC and Mobile Local Mnager in Larger Vehicles - for
| arger vehicles, a hierarchical network managenment arrangement is
useful. Centralized network managenment is perforned froma fixed
NCC whil e | ocal managenent is perforned locally fromw thin the
vehi cl es. Standards-based nmet hods for configuration, nonitoring,
and fault managenent are necessary for this depl oynent option

Here we provide an exanple of the sinplest of configurations to
establish an operational nulticast forwarding capability in a MANET.
This discussion only identifies the configuration necessary through
the SMF-M B nodul e and assunes that other configuration has occurred.
Assune that the MANET is to support only |Pv4 addressing and that the
MANET nodes are to be configured in the context of the Parking Lot
Initialization case above. Then, the SM~M B nodul e defines ten
configuration O Ds and two configuration tables, i.e., the

snf Cf gAddr For war di ngTabl e and the snfCfglnterfaceTable. O the ten
O Ds defined, all but one, i.e., the snfCfgRouterl D, have DEFVAL
clauses that allow for a functional configuration of the SMF process
within the MANET. The snf CfgRouterl DType defaults to "ipv4 so the
snf Cf gRout erI D can be set as, e.g., (assuming the use of the Net-SNW
toolkit),:

snnpset [options] <snfCfgRouterID O D> 0 a 192.0.2.100
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I f the snf CfgAddr Forwardi ngTable is left enpty, then the SMF | ocal

forwarder will forward all multicast addresses. So this table does
not require configuration if you want to have the MANET forward all
mul ti cast addresses.

Al that renmains is to configure at least one rowin the
snfCfglnterfaceTable. Assune that the node has a wireless interface
with an <ifNanme>="w an0’ and an <iflndex>="1". Al of the objects in
the rows of the snfCfglnterfaceTabl e have a DEFVAL cl ause; hence,
only the RowStatus object needs to be set. So the SMF process w |
be activated on the "wl an0’ interface by the foll ow ng network
manager snnpset conmand:

snnpset [options] <snfCfglfRowStatus>.1 i active(l)

At this point, the configured forwarder will begin a C assical
Fl ooding algorithmto forward all nulticast addresses |Pv4 packets it
recei ves.

To provide a nore efficient nulticast forwarding within the MANET,
the network manager could wal k the snfCapabilitiesTable to identify
ot her SMF Operational Mdes, for exanple:

snnpwal k [options] <snfCapabilitiesTabl e>

SMF-M B: : snf Capabilitieslndex.1 = | NTEGER: 1

SMF- M B: : snf Capabi l i ti esl ndex. 2 | NTEGER 2

SMF- M B: : snf Capabi | i ti esQpModel D.

[
1

| NTEGER cf Onl y( 1)

SMF-M B: : snf Capabi |l i ti esOpModei D. 2

| NTEGER: i ndependent ( 2)

SMF- M B: : snf Capabiliti esRssal D. 1 | NTEGER cF(1)

SMF- M B: : snf Capabiliti esRssal D. 2

| NTEGER: eCDS( 3)

In this exanple, the forwardi ng device al so supports the Essenti al
Connected Dom nating Set (eCDS) RSSA with the forwarder in the

"i ndependent (2)' operational mode. |If the network manager were to
then i ssue an snnpset, for exanple:

snnpset [options] <snfCfgQOperational Mode>. 0 i 2

then the local forwarder would switch its forwarding behavior from
Cl assical Flooding to the nmore efficient eCDS fl ooding.
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11. | ANA Consi derati ons
Thi s docunent defines two M B nodul es:

1. SM-MB is defined in Section 7 and is an experinental MB
nodul e.

2. |ANA-SMF-MB is defined in Section 8 and is an | ANA M B nodul e
that | ANA mai nt ai ns.

Thus, | ANA has conpl eted three actions:

| ANA has al |l ocated an OBJECT | DENTI FI ER val ue and recorded it in the
SM Numbers registry in the subregistry called "SM Experinmental
Codes" under the experinental branch (1.3.6.1.3).

Deci mal | Nane | Description | Reference
126 | snfMb | SM--MB | [RFC7367]

| ANA has all ocated an OBJECT | DENTI FI ER val ue and recorded it in the
SM Numbers registry in the subregistry called "SM Network
Management MGMI Codes | nternet-standard M B" under the mib-2 branch
(1.3.6.1.2.1).

Deci mal | Nane | Description | Reference

225 | ianaSnfM B | 1 ANA- SMF-M B | [RFC7367]
| ANA maintains a M B nodul e called i anaSnf M B and has popul ated it
with the initial MB nodule defined in Section 8 of this docunent by
creating a new entry in the registry "I ANA Mai ntai ned M Bs" called
"1 ANA- SMF- M B".
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