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Requirenments for Distributed Mbility Managenent
Abst r act

Thi s docunent defines the requirenments for Distributed Mbility
Managenment (DVMM) at the network |ayer. The hierarchical structure in
traditional wireless networks has led primarily to centrally depl oyed
mobility anchors. As some wireless networks are evolving away from
the hierarchical structure, it can be useful to have a distributed
nodel for nobility management in which traffic does not need to
traverse centrally depl oyed nmobility anchors far fromthe optinma
route. The notivation and the probl ens addressed by each requirenent
are al so descri bed.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7333.

Chan, et al. | nf or mati onal [ Page 1]



RFC 7333 DWW Regs August 2014

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

Lo IntroduCti On ... 2
2. Conventions Used in This Document ............... 0. 4
2.1. Requirements Language ......... ...t 4
2.2, Termnol OQY ..ot 4
3. Centralized versus Distributed Mbility Managenment .............. 5
3.1. Centralized Mbility Management ............. ... ... ... ... .... 6
3.2. Distributed Mbility Management ............. ..., 7
4. Problem Statement ... ... ... 8
5. ReqUI FemMBNt S . 10
6. Security Considerati ONS . ... ... ... 16
7. CoNntribUutOrsS ... 17
8. ReferenCes ... ... .. 20
8.1. Normative References ........... . .. . 20
8.2. Informative References ...... ... ... . . . . . i, 21
1. Introduction

In the past decade, a fair nunber of network-layer nmobility protocols
have been standardi zed [ RFC6275] [ RFC5944] [ RFC5380] [ RFC6301]

[ RFC5213]. Although these protocols differ in terns of functions and
associ at ed nessage formats, they all enploy a nobility anchor to
allow a nmobil e node to remain reachable after it has noved to a

di fferent network. Anmong other tasks that the anchor point performs,
the anchor point ensures connectivity by forwardi ng packets destined
to, or sent from the nobile node. It is a centrally depl oyed
nobility anchor in the sense that the depl oyed architectures today
have a small nunber of these anchors and the traffic of mllions of
nobi |l e nodes in an operator network is typically nanaged by the sane
anchor. Such a nobility anchor may still have to reside in the
subscriber’s provider network even when the subscriber is roamng to
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a visited network, in order that certain functions such as charging
and billing can be perforned nore readily by the provider’s network.
An exanpl e provider network is a Third Generation Partnership Project
(3GPP) network.

Distributed mobility nmanagenent (DVMM is an alternative to the above-
nentioned centralized deploynent. The background behind the interest
in studying DM is primarily as follows.

(1) More than ever, mobile users are consum ng |Internet content,
i ncluding that of |ocal Content Delivery Networks (CDNs). Such
traffic i nposes new requirenments on nohile core networks for
data traffic delivery. To prevent exceeding the available core
network capacity, service providers need to inplenent new
strategi es such as selective IPv4 traffic offload (e.qg.
[ RFC6909], 3GPP Local |IP Access (LIPA) and Selected IP Traffic
Ofload (SIPTO work itenms [TS.23.401]) through alternative
access networks such as Wreless Local Area Networks (WL.ANs)
[ MOB- DATA- OFFLOAD] . I n addition, a gateway sel ection nmechani sm
takes user proximity into account within the Evol ved Packet Core
(EPC) [TS.29.303]. However, these nechani sns were not pursued
in the past, owing to charging and billing considerations that
requi re solutions beyond the nmobility protocol. Consequently,
assigning a gateway anchor node froma visited network when
roaming to the visited network has only recently been done and
islimted to voice services.

Both traffic offl oading and CDN mechani sms coul d benefit from
the devel opnent of nobile architectures with fewer hierarchica
| evel s introduced into the data path by the nobility managenent
system This trend of "flattening" the nobile networks works
best for direct conmunications anong peers in the sane
geographi cal area. Distributed nmobility nanagenment in the
flatteni ng nobile networks woul d anchor the traffic closer to
the point of attachnent of the user.

(2) Today’'s nobile networks present service providers with new
chall enges. Mobility patterns indicate that nobile nodes often
remain attached to the same point of attachment for considerable
peri ods of tinme [LOCATING USER]. Specific IP mobility
management support is not required for applications that |aunch
and conplete their sessions while the nobile node is connected
to the sanme point of attachment. However, |IP nmobility support
is currently designed for always-on operation, naintaining al
paraneters of the context for each nobile subscriber for as long
as they are connected to the network. This can result in a
wast e of resources and unnecessary costs for the service
provider. |Infrequent node nobility coupled with application
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2.

2.

2.

intelligence suggest that nobility support could be provided
selectively, e.g., as described in [ DHCPv6- CLASS- BASED- PREFI X]
and [ | Pv6- PREFI X- PROPERTI ES], thus reduci ng the anount of
context maintained in the network.

DWW may distribute the nobility anchors in the data plane in
flattening the nmobility network such that the nobility anchors are
positioned closer to the user; ideally, nmobility agents could be
col located with the first-hop router. Facilitated by the

di stribution of nmobility anchors, it may be possible to selectively
use or not use nobility protocol support, depending on whether such
support is needed or not. DMM can thus reduce the anount of state
i nformati on that nmust be maintained in various nobility agents of the
nobi |l e network and can then avoid the unnecessary establishnent of
mechani sns to forward traffic froman old nobility anchor to a new
nmobi lity anchor

Thi s docunent conpares distributed nobility nmanagement with
centralized nobility nmanagenent in Section 3. The problens that can
be addressed with DMM are summari zed in Section 4. The mandatory
requirenents as well as the optional requirenents for network-I|ayer
di stributed nobility management are given in Section 5. Security
consi derations are nmentioned in Section 6.

The probl em statenent and use cases [DVM SCENARI Q can be found in
[ DI ST- MOB- REVI EW .

Conventions Used in This Docunent
1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

Al of the general nobility-related terns, and their acronyns as used
in this docurment, are to be interpreted as defined in the Mbile |Pv6
base specification [ RFC6275], the Proxy Mbile |1 Pv6 (PM Pv6)
specification [ RFC5213], and "Mdbility Rel ated Term nol ogy”

[ RFC3753]. These terns include the follow ng: nobile node (MN),
correspondent node (CN), and home agent (HA) as per [RFC6275]; |oca
nobi lity anchor (LMA) and nobil e access gateway (MAG as per

[ RFC5213]; and context as per [RFC3753].
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In addition, this docunment introduces the follow ng terns:
Central ly depl oyed nobility anchors
refers to the nmobility nmanagenent depl oyments in which there are
very few mobility anchors and the traffic of mllions of nobile
nodes in an operator network is managed by the sane anchor
Centralized nobility managenent
makes use of centrally deployed mobility anchors.

Distributed nobility managenent

is not centralized, so that traffic does not need to traverse
centrally depl oyed nmobility anchors far fromthe optimal route.

Hi erarchical nobile network
has a hierarchy of network elenments arranged into nmultiple
hi erarchical levels that are introduced into the data path by the
nmobi l ity managenent system

Fl atteni ng nobi | e network

refers to the hierarchical nmobile network that is going through
the trend of reducing its nunmber of hierarchical |evels.

Fl atter nobil e network

has fewer hierarchical |evels conpared to a hierarchical nobile
net wor k.

Mobi lity context

is the collection of infornation required to provide nmobility
managenent support for a given nobile node.

3. Centralized versus Distributed Mbility Managenent

Mobi lity managenent is needed because the | P address of a mpobil e node
may change as the node noves. Mbility managenent functions may be

i npl enented at different |layers of the protocol stack. At the IP
(network) layer, nobility management can be client-based or

net wor k- based.
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An | P-layer nobility nmanagenment protocol is typically based on the
principle of distinguishing between a session identifier and a
forwardi ng address and mai ntai ni ng a nappi ng between the two. In
Mobile IP, the new | P address of the nobile node after the node has
noved is the forwardi ng address, whereas the original |IP address
before the nobile node noves serves as the session identifier. The

| ocati on managenent (LM information is kept by associating the
forwardi ng address with the session identifier. Packets addressed to
the session identifier will first route to the original network,
which redirects themusing the forwardi ng address to deliver to the
session. Redirecting packets this way can result in long routes. An
existing optimzation routes directly, using the forwardi ng address
of the host, and as such is a host-based sol ution

The next two subsections explain centralized and distributed nobility
managenment functions in the network.

3.1. Centralized Mbility Managenent

In centralized nobility managenment, the location information in termns
of a mappi ng between the session identifier and the forwarding
address is kept at a single nobility anchor, and packets destined to
the session identifier are forwarded via this anchor. In other
words, such nobility nmanagenment systens are centralized in both the
control plane and the data plane (nobile node IP traffic).

Many existing nobility management depl oynents nmake use of centralized
mobility anchoring in a hierarchical network architecture, as shown
in Figure 1. Exanples are the hone agent (HA) and local nobility
anchor (LMA) serving as the anchors for the nobile node (M\) and
nobi |l e access gateway (MAG in Mbile IPv6 [ RFC6275] and in Proxy
Mobile | Pv6 [ RFC5213], respectively. Cellular networks, such as 3GPP
CGeneral Packet Radi o System (GPRS) networks and 3GPP Evol ved Packet
System (EPS) networks, also enploy centralized nobility nanagenent.
In the 3GPP GPRS network, the Gateway GPRS Support Node (GGSN),
Serving GPRS Support Node (SGSN), and Radi o Network Controller (RNC
constitute a hierarchy of anchors. 1In the 3GPP EPS network, the
Packet Data Network Gateway (P-GW and Serving Gateway (S GW
constitute another hierarchy of anchors.
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Figure 1: Centralized Mbility Managenent
3.2. Distributed Mbility Managenent

Mobi ity managenment functions nmay al so be distributed in the data

pl ane to multiple networks as shown in Figure 2, so that a nobile
node in any of these networks may be served by a nearby function with
appropriate forwardi ng managenment (FM capability.

Figure 2: Distributed Mbility Managenent

DW is distributed in the data pl ane, whereas the control plane may
be either centralized or distributed [DMM SCENARI Q. The forner case
inmplicitly assunes separation of data and control planes as described
in [PMP-CP-UP-SPLIT]. Wiile nmobility nanagenent can be distri buted,
it is not necessary for other functions such as subscription
management, subscription databases, and network access authentication
to be simlarly distributed.
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A distributed nobility managenent schene for a flattening nobile
networ k consi sting of access nodes is proposed in [Dl ST- DYNAM C- MOB] .
Its benefits over centralized nmobility managenent have been shown
through simul ations [D ST- CENTRAL- MOB]. Mboreover, the (re)use and
ext ension of existing protocols in the design of both fully

di stributed nobility managenent [ M GRATI NG HAs] [ DI ST- MOB- SAE] and
partially distributed nobility nanagenent [ DI ST- MOB- PM P]

[ DI ST-MOB-M P] have been reported in the literature. Therefore,

bef ore desi gning new nobility managenent protocols for a future
distributed architecture, it is recommended to first consider whether
exi sting nobility managenent protocols can be extended.

4. Probl em Statenent

The problens that can be addressed with DVMM are sunmari zed as
fol | ows:

PS1: Non-optinal routes

Forwarding via a centralized anchor often results in
non-opti mal routes, thereby increasing the end-to-end del ay.
The problemis manifested, for exanple, when accessing a nearby
server or servers of a Content Delivery Network (CDN), or when
receiving locally available IP nulticast packets or sending IP
nmul ticast packets. (Existing route optimizationis only a
host - based solution. On the other hand, localized routing with
PM Pv6 [ RFC6705] addresses only a part of the probl emwhere
both the MN and the correspondent node (CN) are attached to the
same MAG and it is not applicable when the CN does not behave
like an MN.)

PS2: Divergence fromother evolutionary trends in network
architectures such as distribution of content delivery

Mobi | e networ ks have generally been evolving towards a flatter
and flatter network. Centralized nobility managenent, which is
non-optimal with a flatter network architecture, does not
support this evol ution.
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PS3:

P34.

PS5:

PS6:

PS7:
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Lack of scalability of centralized tunnel nanagenent and
nmobi ity context maintenance

Setting up tunnels through a central anchor and naintai ni ng
nmobility context for each MN usually requires nore concentrated
resources in a centralized design, thus reducing scalability.
Distributing the tunnel maintenance function and the nmobility
context mai ntenance function anong different network entities
with proper signaling protocol design can avoid increasing the
concentrated resources with an increasing nunber of M\s.

Single point of failure and attack

Centralized anchoring designs nay be nore vulnerable to a
single point of failure and attacks than a distributed system
The inmpact of a successful attack on a systemw th centralized
nmobi l ity managenent can be far greater as well.

Unnecessary mobility support to clients that do not need it

I P nobility support is usually provided to all MNs. However,

it is not always required, and not every parameter of mobility
context is always used. For exanple, sonme applications or
nodes do not need a stable I P address during a handover to

mai ntai n session continuity. Sometines, the entire application
session runs while the MN does not change the point of
attachment. Besides, some sessions, e.g., SIP-based sessions,
can handle nmobility at the application | ayer and hence do not
need IP nobility support; it is then unnecessary to provide IP
nobility support for such sessions.

Mobility signaling overhead with peer-to-peer comunication

Resources may be wasted when mobility signaling (e.g.
mai nt enance of the tunnel, keep-alive signaling, etc.) is not
turned of f for peer-to-peer comrunication

Depl oyment with nultiple mobility sol utions

There are already many variants and extensions of MP as well
as nmobility solutions at other |ayers. Deploynent of new
nobi l ity managenent sol utions can be chall engi ng, and debuggi ng
difficult, when they coexist with solutions already deployed in
the field.
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PS8: Duplicate multicast traffic

P nulticast distribution over architectures using IP mobility
solutions (e.g., [RFC6224]) may |l ead to convergence of
duplicated multicast subscriptions towards the downstream
tunnel entity (e.g., MAGin PMPv6). Concretely, when

nmul ticast subscription for individual nobile nodes is coupled
with nobility tunnels (e.g., a PMPv6 tunnel), duplicate

mul ticast subscription(s) is prone to be received through

di fferent upstream paths. This problem may al so exi st or be
nore severe in a distributed nobility environment.

5. Requirenents

Now t hat distributed nobility managenent has been conpared with
centralized deployment (Section 3) and the probl ens have been
descri bed (Section 4), this section identifies the follow ng
requirenents:

REQL: Distributed nobility nanagenent

I P nobility, network access solutions, and forwarding
sol utions provided by DMM MIST enable traffic to avoid
traversing a single nmobility anchor far fromthe optim
route.

This requirenment on distribution applies to the data pl ane
only. 1t does not inpose constraints on whether the contro
pl ane should be distributed or centralized. However, if the
control plane is centralized while the data plane is
distributed, it is inplied that the control plane and data
pl ane need to separate (Section 3.2).

Motivation: This requirement is motivated by current trends in
network evolution: (a) it is cost- and resource-effective to
cache contents, and the caching (e.g., CDN) servers are

di stributed so that each user in any location can be close to
one of the servers; (b) the significantly |arger nunber of
nobi |l e nodes and flows call for inproved scalability; (c)
single points of failure are avoided in a distributed system
and (d) threats against centrally depl oyed anchors, e.g., a
honme agent and a local nobility anchor, are mtigated in a

di stributed system

Thi s requirenent addresses the problenms PS1, PS2, PS3, and PS4
described in Section 4.
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Bypassabl e network-1ayer nmobility support for each application
sessi on

DWM sol uti ons MJST enabl e network-layer mobility, but it MJST
be possible for any individual active application session
(flow) to not use it. Mbility support is needed, for
exanpl e, when a nobile host noves and an application cannot
cope with a change in the IP address. Mbility support is

al so needed when a nobile router changes its IP address as it
noves together with a host and, in the presence of ingress
filtering, an application in the host is interrupted.

However, nobility support at the network |layer is not always
needed; a nobile node can often be stationary, and mobility
support can al so be provided at other layers. It is then not
al ways necessary to naintain a stable |IP address or prefix for
an active application session.

Different active sessions can also differ in whether network-

| ayer nmobility support is needed. |P nmobility, network access
solutions, and forwarding solutions provided by DMM MJST t hen
provide the possibility of independent handling for each
application session of a user or nobile device.

The handling of mobility nanagenent to the granularity of an
i ndi vi dual session of a user/device SHOULD need proper session
identification in addition to user/device identification

Motivation: The motivation of this requirement is to enable
nore efficient forwarding and nore efficient use of network
resources by selecting an I P address or prefix according to
whet her nobility support is needed and by not nmmintaining
context at the nobility anchor when there is no such need.

Thi s requirenment addresses the problens PS5 and PS6 descri bed
in Section 4.

| Pv6 depl oynent

DMM sol utions SHOULD target | Pv6 as the primary depl oynent
envi ronnent and SHOULD NOT be tailored specifically to support
| Pv4, particularly in situations where private |Pv4 addresses
and/ or NATs are used.

Motivation: This requirenent conforns to the genera
orientation of |IETF work. DMM deploynent is foreseen as "on
the mid- to long-termhorizon", when IPv6 is expected to be
far nmore conmon than today.
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Thi s requirenment avoids the unnecessarily conplex solution of
trying to provide the sane | evel of functionality to both |IPv4
and | Pv6. Some of the IPv6-specific features are not

avail abl e for |Pv4.

Exi sting nobility protocols

A DWM sol ution MJST first consider reusing and extending | ETF
standard protocol s before specifying new protocols.

Motivation: Reuse of existing |ETF work is nore efficient and
| ess error-prone.

This requirenment attenpts to avoid the need for devel opnent of
new protocols and therefore their potential for being time-
consum ng and error-prone.

Coexi stence wi th depl oyed networks/ hosts and operability
across different networks

A DW solution may require | oose, tight, or no integration
into existing nmobility protocols and host |P stacks.

Regardl ess of the integration level, DW inplenmentations MJUST
be able to coexist with existing network depl oynents, end
hosts, and routers that nay or nay not inplenent existing
nmobility protocols. Furthernore, a DMM sol uti on SHOULD wor k
across different networks, possibly operated as separate

adm ni strative domai ns, when the needed nobility managenent
signaling, forwardi ng, and network access are allowed by the
trust relationship between them

Motivation: to (a) preserve backwards conpatibility so that
exi sting networks and hosts are not affected and continue to
function as usual, and (b) enable inter-domain operation if
desired.

Thi s requirenment addresses the problem PS7 described in
Section 4.
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Operation and managenent consi derations

A DW sol ution needs to consider configuring a device,
nmonitoring the current operational state of a device, and
responding to events that inmpact the device, possibly by
nodi fying the configuration and storing the data in a fornat
that can be analyzed later. Different managenent protocols
are avail able. For exanple:

(a) the Sinple Network Managenent Protocol (SNWP) [ RFC1157],
with definitions of standardi zed managenent information
base (M B) objects for DM that allow the nonitoring of
traffic steering in a consistent manner across different
devi ces

(b) the Network Configuration Protocol (NETCONF) [RFC6241],
with definitions of standardi zed YANG [ RFC6020] nodul es
for DM to achieve a standardi zed configuration

(c) syslog [ RFC5424], which is a one-way protocol allow ng a
device to report significant events to a | og analyzer in
a networ k managenent system

(d) the IP Flow Informati on Export (IPFIX) Protocol, which
serves as a neans for transmtting traffic flow
i nformati on over the network [RFC7011], with a forma
description of IPFIX Information El ements [ RFC7012]

It is not the goal of this requirenents docunent to inpose
whi ch managenent protocol (s) should be used. An inventory of
the managenment protocols and data nodels is covered in

[ RFC6632] .

The foll owi ng paragraphs list the operation and nanagenent
consi derations required for a DM solution; this list of
consi derati ons nay not be exhaustive and nay be expanded
according to the needs of the sol utions:

A DW sol uti on MJST descri be how, and in what types of
environnents, it can be scal ably depl oyed and nanaged.

A DW sol uti on MJST support mechani snms to test whether the DWW
solution is working properly. For exanple, when a DWW
solution enploys traffic indirection to support a nmobility
session, inplenentati ons MJST support nechanisnms to test that
the appropriate traffic indirection operations are in place,
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i ncluding the setup of traffic indirection and the subsequent
teardown of the indirection to rel ease the associ ated network
resources when the nmobility session has cl osed.

A DW sol uti on SHOULD expose the operational state of DVMMto
the adm nistrators of the DM entities. For exanple, when a
DVMM sol ution enpl oys separation between a session identifier
and forwardi ng address, it shoul d expose the association

bet ween t hem

VWen flow mobility is supported by a DMM sol ution, the
sol ution SHOULD support neans to correlate the flow routing
policies and the observed forwardi ng actions.

A DW sol uti on SHOULD support mechani sms to check the |iveness
of a forwarding path. |If the DWM sol ution sends periodic
update refresh nessages to configure the forwarding path, the
refresh period SHOULD be configurable and a reasonabl e defaul t
configuration value proposed. Infornation collected can be

| ogged or nade available with protocols such as SNWP

[ RFC1157], NETCONF [ RFC6241], |PFIX [RFC7011], or syslog

[ RFC5424] .

A DW sol uti on MJST provide fault nmanagenent and nonitoring
nmechani sns to nmanage situations where an update of the
nobility session or the data path fails. The system nust al so
be able to handl e situations where a nmobility anchor with
ongoing mobility sessions fails.

A DW sol uti on SHOULD be able to nonitor usage of the DWM
protocol. Wen a DWW sol ution uses an existing protocol, the
techni ques al ready defined for that protocol SHOULD be used to
nonitor the DMM operation. Wen these techniques are

i nadequat e, new t echni ques MJST be devel oped.

In particular, the DVMM sol ution SHOULD

(a) be able to nmonitor the nunber of nobility sessions per
user, as well as their average duration

(b) provide an indication of DVMM performance, such as
(1) handover delay, which includes the tinme necessary to

reestablish the forwarding path when the point of
attachment changes
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(2) protocol reactivity, which is the tine between
handover events such as the attachnent to a new
access point and the conpletion of the mobility
sessi on updat e

(c) provide neans to neasure the signaling cost of the DWW
pr ot oco

(d) if tunneling is used for traffic redirection, nonitor
(1) the nunber of tunnels
(2) their transmi ssion and reception information
(3) the encapsul ation nmethod used, and its overhead
(4) the security used at the node |eve

DWM sol utions SHOULD support standardi zed configuration with
NETCONF [ RFC6241], using YANG [ RFC6020] nodul es, which SHOULD
be created for DWM when needed for such configuration

However, if a DVMM sol ution creates extensions to MPv6 or

PM Pv6, the allowed addition of definitions of managenent

i nfornmati on base (MB) objects to the MPv6 MB [ RFC4295] or
the PM Pv6 M B [ RFC6475] that are needed for the control and
nmonitoring of the protocol extensions SHOULD be linited to
read-only objects.

Motivation: A DMMsolution that is designed fromthe begi nning
for operability and manageability can inplenent efficient
operations and nanagenent sol utions.

These requirements avoi d DVMM desi gns that make operations and
management difficult or costly.

Security considerations

A DW sol uti on MJST support any security protocols and
mechani sns needed to secure the network and to nake continuous
security inmprovenments. In addition, with security taken into
consi deration early in the design, a DW sol uti on MJST NOT

i ntroduce new security risks or anmplify existing security

ri sks that cannot be nitigated by existing security protocols
and mechani sms.

Motivation: Various attacks such as inpersonation, denial of
service, man-in-the-mddl e attacks, and so on may be | aunched
in a DM depl oynent. For instance, an illegitimate node nmay
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attenpt to access a network providing DMM  Another exanple is
that a malicious node can forge a nunber of signaling
nmessages, thus redirecting traffic fromits legitimte path.
Consequently, the specific node or nodes to which the traffic
is redirected may be under a denial-of-service attack and

ot her nodes do not receive their traffic. Accordingly,
security nechani sns/ protocols providi ng access control
integrity, authentication, authorization, confidentiality,

etc. should be used to protect the DM entities as they are

al ready used to protect existing networks and existing
mobility protocols defined in the | ETF. However, if a

candi date DMM solution is such that these existing security
nechani sns/ protocol s are unable to provide sufficient security
protection even when properly used, then that candi date DWVM
solution is causing uncontroll able security problens.

This requirement prevents a DVMM sol ution from i ntroducing
uncontrol |l abl e probl ens of potentially insecure nmobility
nmanagenent protocols that nake depl oynment i nfeasible, because
platfornms conform ng to such protocols are at risk for data

| oss and nunerous other dangers, including financial harmto
the users.

Mul ti cast consi derations

DMM SHOULD enabl e nulticast solutions to be devel oped to avoid
network inefficiency in nulticast traffic delivery.

Motivation: Existing multicast deploynments have been

i ntroduced after conpleting the design of the reference
nmobility protocol, often | eading to network inefficiency and
non-opti mal forwarding for the nulticast traffic. DWW should
i nstead consider multicast early in the process, so that the
mul ticast solutions can better consider the efficient nature
of multicast traffic delivery (such as duplicate multicast
subscriptions towards the downstreamtunnel entities). The
mul ticast solutions should then avoid restricting the
managenent of all IP multicast traffic to a single host
through a dedicated (tunnel) interface on nulticast-capable
access routers.

Thi s requirenment addresses the problens PS1 and PS8 descri bed
in Section 4.

Security Consi derations

Pl ease refer to REQ7 in Section 5.

et al. I nf or mati onal [ Page 16]



RFC 7333 DWW Regs August 2014

7.

Contri butors

This requirenments docunent is a joint effort amobng nunerous

partici pants working as a team Val uable comrents and suggestions in
various reviews fromthe followi ng area directors and | ESG nmenbers
have al so contributed to many inprovenents: Russ Housl ey, Catherine
Meadows, Adrian Farrel, Barry Leiba, Alissa Cooper, Ted Lenon, Brian
Haber man, Stephen Farrell, Joel Jaeggli, Alia Atlas, and Benoit

d ai se.

In addition to the authors, each of the foll owi ng has made very
significant and inportant contributions to this work:

Charles E. Perkins
Huawei Technol ogi es
EMai |l : charliep@onputer.org

Melia Tel emaco
Al cat el -Lucent Bell Labs
EMai | : tel emaco. nel i a@oogl emai | . com

El ena Demari a

Telecomltalia

via G Reiss Romoli, 274, Torino, 10148, Italy
EMai | : el ena.denmari a@el ecomtalia.it

Jong- Hyouk Lee
Sangnyung University, Korea
EMai | : j onghyouk@nu. ac. kr

Kost as Penti kousi s
El CT GrbH
EMai | : k. penti kousi s@i ct. de

Tricci So
ZTE
EMai | : tso@teusa.com

Carlos J. Bernardos

Universidad Carlos Il de Madrid

Av. Universidad, 30, Leganes, Madrid 28911, Spain
EMail: cjbc@t.uc3mes

Peter McCann
Huawei Technol ogi es
EMai | : Pet er. McCann@uawei . com

Chan, et al. I nf or mati onal [ Page 17]



RFC 7333 DWW Regs August 2014

Seok Joo Koh
Kyungpook National University, Korea
EMai | : sj koh@nu. ac. kr

Wen Luo

ZTE

No. 68, Zijinhua Rd, Yuhuatai District, Nanjing, Jiangsu 210012, China
EMai |l : |l uo.wen@te.comcn

Sri @Gundavel | i
Ci sco
sgundave@i sco. com

Hui Deng
Chi na Mobhile
EMai | : denghui @hi nanobi |l e. com

Mar co Li ebsch
NEC Labor atori es Europe
EMai |l : |iebsch@ecl ab. eu

Carl WIIlians
MCSR Labs
EMai | : carlw@mrcsr-| abs. org

Seil Jeon
Instituto de Tel ecomuni cacoes, Aveiro
EMai |l : seiljeon@v.it.pt

Sergi o Fi gueiredo
Uni ver si dade de Aveiro
EMai | : sfigueiredo@v.it.pt

Stig Venaas
EMai | : stig@enaas. com

Luis Mguel Contreras Mirillo
Tel efonica | +D
EMail: I ncm@i d. es

Juan Carl os Zuniga
InterDigital
EMai | : JuanCarl os. Zuniga@nterDigital.com

Al exandru Petrescu
EMai | : al exandru. petrescu@mail . com

Chan, et al. I nf or mati onal [ Page 18]



RFC 7333 DWW Regs August 2014

CGeor gi os Karagi anni s
University of Twente
EMai | : g. kar agi anni s@t went e. nl

Jul i en Lagani er
Juni per
EMail: julien.ietf@mail.com

Wassi m M chel Haddad
Eri csson
EMai | : Wassi m Haddad@ri csson. com

Dirk von Hugo
Deut sche Tel ekom Laboratories
EMai | : Dirk.von- Hugo@ el ekom de

Ahmad Muhanna
Awar d Sol uti ons
EMai | : asmuhanna@ahoo. com

Byoung-Jo Kim
ATT Labs
EMai | : macsbug@ esearch. att. com

Hassan Ali - Ahmad

Orange

EMai | : hassan. al i ahmad@r ange. com

Al per Yegin

Sansung

EMai | : al per.yegi n@artner.sansung. com

Davi d Harrington
Ef fective Software
EMai | : ietfdbh@ontast. net

Chan, et al. I nf or mati onal [ Page 19]



RFC

8.

8. 1.

[

[

[

[

[

[
[

[

[

[

[

[

[

Chan,

7333

Ref er ences

DWW Regs August 2014

Nor mat i ve Ref er ences

RFC1157]

RFC2119]

RFC3753]

RFCA4295]

RFC5213]

RFC5424]

RFC6020]

RFC6241]

RFC6275]

RFC6475]

RFC6632]

RFC7011]

RFC7012]

et al.

Case, J., Fedor, M, Schoffstall, M, and J. Davin,
"Si npl e Networ k Managenent Protocol (SNWP)", STD 15,
RFC 1157, May 1990.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Manner, J. and M Kojo, "Mbility Rel ated Term nol ogy",
RFC 3753, June 2004.

Keeni, G, Koide, K, Naganmi, K, and S. Gundavelli,
"Mobil e 1 Pv6 Managenent |nformation Base", RFC 4295,
April 2006.

Gundavel i, S., Leung, K., Devarapalli, V., Chowdhury, K.,
and B. Patil, "Proxy Mbile I Pv6", RFC 5213, August 2008.

Gerhards, R, "The Syslog Protocol", RFC 5424, March 2009.

Bj orklund, M, "YANG - A Data Mdeling Language for the
Net wor k Configuration Protocol (NETCONF)", RFC 6020,
Cct ober 2010.

Enns, R, Bjorklund, M, Schoenwaelder, J., and A
Bi erman, "Network Configuration Protocol (NETCONF)",
RFC 6241, June 2011.

Perkins, C., Johnson, D., and J. Arkko, "Mbility Support
in |Pv6", RFC 6275, July 2011.

Keeni, G, Koide, K, Qundavelli, S., and R Waki kawa,
"Proxy Mbile |Pv6 Managenent |Information Base", RFC 6475,
May 2012.

Ersue, M and B. Caise, "An Overview of the | ETF Network
Management Standards”, RFC 6632, June 2012.

Claise, B., Trammell, B., and P. Aitken, "Specification of
the IP Flow I nformati on Export (I1PFIX) Protocol for the
Exchange of Flow Information", STD 77, RFC 7011,

Sept ember 2013.

Claise, B. and B. Trammell, "Information Mddel for |IP Fl ow
Information Export (IPFIX)", RFC 7012, Septenber 2013.

I nf or mati onal [ Page 20]



RFC 7333 DWW Regs August 2014

8.2. Informative References

[ DHCPv 6- CLASS- BASED- PREFI X]
Bhandari, S., Halwasia, G, Gundavelli, S., Deng, H.,
Thi ebaut, L., Korhonen, J., and I. Farrer, "DHCPv6 cl ass
based prefix", Wrk in Progress, July 2013.

[ DI ST- CENTRAL- MOB]
Bertin, P., Bonjour, S., and J-M Bonnin, "Distributed or
Centralized Mbility?", Proceedings of the 28th | EEE
Conf erence on d obal Tel ecomuni cations (d obeCom,
Decenber 2009.

[ DI ST- DYNAM C- MOB]
Bertin, P., Bonjour, S., and J-M Bonnin, "A Distributed
Dynam c Mobility Managenent Scheme Designed for Flat IP
Architectures”, Proceedings of 3rd International
Conference on New Technol ogi es, Mbility and Security
(NTMS), 2008.

[ DI ST- MOB- M PJ
Chan, H., "Distributed Mbility Managenent with Mbile
| P', Proceedings of |EEE International Comunication
Conference (1 CC) Wrkshop on Tel ecomruni cations: from
Research to Standards, June 2012.

[ DI ST- MOB- PM P]
Chan, H., "Proxy Mbile IP with Distributed Mbility
Anchors", Proceedi ngs of G obeCom Workshop on Seanl ess
Wrel ess Mbility, Decermber 2010.

[ DI ST- MOB- REVI EW
Chan, H., Yokota, H., Xie, J., Seite, P., and D. Liu,
"Di stributed and Dynamic Mbility Managenent in Mbile
Internet: Current Approaches and |ssues”, Journal of
Conmuni cations, vol. 6, no. 1, pp. 4-15, February 2011.

[ DI ST- MOB- SAE]
Fi scher, M, Andersen, F., Kopsel, A, Schafer, G, and M
Schl ager, "A Distributed IP Mbility Approach for 3G SAE",
Proceedi ngs of the 19th International Symnposium on
Personal , Indoor and Mbil e Radi o Comruni cations (Pl MRC),
2008.

[ DMM SCENARI O
Yokota, H., Seite, P., Demaria, E., and Z. Cao, "Use case
scenarios for Distributed Mbility Management”, Work in
Progress, Cctober 2010.

Chan, et al. I nf or mati onal [ Page 21]



RFC 7333 DWW Regs August 2014

[ I Pv6- PREFI X- PROPERTI ES]

Kor honen, J., Patil, B., Gundavelli, S., Seite, P., and
D. Liu, "IPve Prefix Properties", Wrk in Progress,
July 2013.

[ LOCATI NG USER]
Kirby, G, "Locating the User", Conmunications
I nternational, 1995.

[ M GRATI NG HAs]
Waki kawa, R., Val adon, G, and J. Mirai, "Mgrating Home
Agents Towards Internet-scale Mbility Depl oynents",
Proceedi ngs of the ACM 2nd CoNEXT Conference on Future
Net wor ki ng Technol ogi es, Decenber 2006.

[ MOB- DATA- OFFLQAD]
Lee, K, Lee, J., Yi, Y., Rhee, |I., and S. Chong, "Mbdbile
Data O fl oadi ng: How Much Can WFi Deliver?", Proceedings
of the ACM S| GCOMM 2010 Conference, 2010.

[ PM P- CP- UP- SPLI T]
Waki kawa, R., Pazhyannur, R, and S. Gundavelli,
"Separation of Control and User Plane for Proxy Mbile
| Pv6", Work in Progress, July 2013.

[ RFC5380] Soliman, H., Castelluccia, C, ElMalki, K, and L.
Bellier, "H erarchical Mbile IPv6 (HM Pv6) Mbility
Management ", RFC 5380, October 2008.

[ RFC5944] Perkins, C., "IP Mbility Support for |Pv4, Revised",
RFC 5944, Novenber 2010.

[ RFC6224] Schnmidt, T., Waehlisch, M, and S. Krishnan, "Base
Depl oyment for Milticast Listener Support in Proxy Mobile
| Pv6 (PM Pv6) Domains", RFC 6224, April 2011.

[ RFC6301] Zhu, Z., Wakikawa, R, and L. Zhang, "A Survey of Mobility
Support in the Internet", RFC 6301, July 2011.

[ RFC6705] Krishnan, S., Koodli, R, Loureiro, P., Wi, Q, and A
Dutta, "Localized Routing for Proxy Mbile |IPve",
RFC 6705, Septenber 2012.

[ RFC6909] @undavelli, S., Zhou, X., Korhonen, J., Feige, G, and R

Koodli, "IPv4 Traffic OFfload Sel ector Option for Proxy
Mobil e | Pv6", RFC 6909, April 2013.

Chan, et al. I nf or mati onal [ Page 22]



RFC 7333 DWW Regs August 2014

[ TS. 23. 401]
3GPP, "General Packet Radi o Service (GPRS) enhancenents
for Evolved Universal Terrestrial Radio Access Network
(E- UTRAN) access", 3GPP TS 23.401 12.5.0, June 2014,
<http://ww. 3gpp. org/ ftp/ Specs/ htm -info/23401. ht np.

[ TS. 29. 303]
3GPP, "Donain Nanme System Procedures; Stage 3", 3GPP
TS 29.303 12.3.0, June 2014, <http://ww. 3gpp.org/ftp/
Specs/ htm -i nf o/ 29303. ht nrp.

Chan, et al. I nf or mati onal [ Page 23]



RFC 7333 DWW Regs August 2014

Aut hors’ Addr esses

H.  Ant hony Chan (editor)
Huawei Technol ogi es

5340 Legacy Dr. Building 3
Pl ano, TX 75024

USA

EMai |l : h.a.chan@eee.org

Dapeng Liu

Chi na Mbile

Unit 2, 28 Xuanwurenxi Ave, Xuanwu District
Beijing 100053

Chi na

EMai | : |iudapeng@hi nanobil e. com

Pierrick Seite

Orange

4, rue du Cos Courtel, BP 91226
Cesson- Sevi gne 35512

France

EMai | : pierrick.seite@range.com

Hi det oshi Yokota

Landi s+Gyr

EMai | : hi det oshi . yokot a@ andi sgyr. com
Jouni Kor honen

Br oadcom Communi cati ons

Por kkal ankatu 24

Hel si nki  FI N-00180

Fi nl and

EMai | : jouni.nospam@nail.com

Chan, et al. I nf or mati onal [ Page 24]






