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Abst ract

Thi s docunent describes a set of private header (P-header) Session
Initiation Protocol (SIP) fields used by the 3GPP, along with their
applicability, which is limted to particular environments. The

P- header fields are used for a variety of purposes within the
networ ks that the partners inplenent, including charging and

i nformati on about the networks a call traverses. This documnent
obsol etes RFC 3455.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7315
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1. Overall Applicability

The SI P extensions specified in this docunment nmake certain
assunptions regardi ng network topol ogy, |inkage between SIP and | ower
| ayers, and the availability of transitive trust. These assunptions
apply only to private networks and are not appropriate for use in an
Internet environnent. The nechani sns specified here were designed to
satisfy the requirenents specified in the 3GPP Rel ease 5 requirenents
on SIP [ RFC4083] for which either no general - purpose sol ution was

pl anned (where insufficient operational experience was available to
understand if a general solution would be needed) or for which a nore
general solution is not yet mature. For nore details about the
assunpti ons nade about these extensions, consult the Applicability
subsection for each extension

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Overview
The 3GPP uses SIP as the protocol to establish and tear down

mul tinedia sessions in the context of its IP Miultimedia Subsystem
(I'V8), as described in the 3GPP TS 23.228 [TS23.228] and 3GPP TS
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24,229 [TS24.229]. RFC 3455 [ RFC3455] defines SIP private header
extensions (referred to as P-headers) that are required by the 3GPP
specification. Note that the requirenments for these extensions are
docunented in RFC 4083 [ RFC4083]. This document obsol etes RFC 3455
[ RFC3455]. This docunent updates existing P-header descriptions to
address additional requirenents that are needed for 3GPP Rel ease 11
Each of the P-headers is described in the sections bel ow

4. SIP Private Header Fields
4.1. The P-Associ ated-UR Header Field

This extension allows a registrar to return a set of associated UR's
for a registered SIP address-of-record. W define the P-Associ at ed-
URI header field, used in the 200 (OK) response to a REG STER
request. The P-Associated-URl header field contains the set of
associ ated URIs that are associated with the regi stered address-of -
record.

In addition to the address-of-record, an associated URI is a UR that
the service provider has allocated to a user. A registrar contains
information that allows zero or more URIs to be associated with an
address-of-record. Usually, all these URIs (the address-of-record
and the associated URIs) are allocated for the usage of a particular
user. This extension to SIP allows the User Agent Cient (UAC to
know, upon a successful authenticated registration, which other URls,
if any, the service provider has associated with an address-of-record
URI .

Note that, in standard SIP usage [ RFC3261], the registrar does not
regi ster the associated URIs on behalf of the user. Only the
address-of-record that is present in the To header field of the
REG STER i s regi stered and bound to the contact address. The only
i nformati on conveyed is that the registrar is aware of other URls
that can be used by the sane user

A situation nmay be possible, however, in which an application server
(or even the registrar itself) registers any of the associated URIs
on behal f of the user by nmeans of a third-party registration.
However, this third-party registration is out of the scope of this
docunent. A UAC MUST NOT assune that the associated URIs are

regi stered.

If a UAC wants to check whether any of the associated URIs is
registered, it can do so by nechanisns specified outside this
docunent, e.g., the UA MAY send a REG STER request with the To header
field value set to any of the associated URIs and wi thout a Contact
header field. The 200 (OK) response will include a Contact header
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field with the list of addresses-of-record that have been registered
with contact addresses. |f the associated URI is not registered, the
UA MAY register it prior to its utilization

4.1.1. Applicability Statenent for the P-Associ ated-URl Header Field

The P-Associ ated-UR header field is applicable in SIP networks where
the SIP provider allows a set of identities that a user can claim(in
header fields like the From header field) in requests that the UA
generates. Furthernore, it assumes that the provider knows the
entire set of identities that a user can legitimtely claimand that
the user is willing to restrict its clainmed identities to that set.
This is in contrast to normal SIP usage, where the From header field
is explicitly an end-user-specified field.

4.1.2. Usage of the P-Associated-UR Header Field

The registrar inserts the P-Associated-URl header field into the 200
(OK) response to a REG STER request. The header field value is
popul ated with a list of URIs that are associated to the address-of-
record.

If the registrar supports the P-Associated-UR header field extension
and there is at |east one associated URI, then the registrar MJST

i nsert the P-Associated-UR header field in all the 200 (OK)
responses to a REGQ STER request. The absence of a P-Associ at ed- UR
header field indicates that there are no associated URIs for the

regi stered address-of-record.

4.1.2.1. Procedures at the UA

A UAC may receive a P-Associated-URl header field in the 200 (OK)
response for a REQ STER request. The presence of a header field in
the 200 (OK) response for a REG STER request inplies that the
extension is supported at the registrar

The header field value contains a |ist of one or nore associated URl s
to the address-of-record. The UAC MAY use any of the associated URIs
to popul ate the From header field value, or any other SIP header
field value that provides information of the identity of the calling
party, in a subsequent request.

The UAC MAY check whether or not the associated URI is registered.
Thi s check can be done, e.g., by populating the To header field val ue
in a REA STER request sent to the registrar and wi thout a Contact
header field. The 200 (OK) response will include a Contact header
field with the list of address-of-record that have been registered
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with contact addresses. As described in SIP [RFC3261], the 200 (OK)
response may contain a Contact header field with zero or nore val ues
(zero meani ng the address-of-record is not registered).

4.1.2.2. Procedures at the Registrar

A registrar that receives and authorizes a REG STER request NMNAY
associate zero or nore URIs with the registered address-of-record

I f the address-of-record under registration does not have any
associ ated URI's, the P-Associated-URl header field SHALL NOT be
i ncl uded.

QO herwi se, a registrar that supports this specification MIST include
a P-Associ ated-URI header field in the 200 (OK) response to a

REAQ STER request that contains a contact header. The header field
MUST be popul ated with a comm-separated list of URIs that are
associ ated to the address-of-record under registration

4.1.2.3. Procedures at the Proxy

This header is not intended to be used by proxies -- a proxy does not
add, read, nodify, or delete the header field; therefore, any proxy
MUST relay this header field unchanged.

4.2. The P-Call ed-Party-1D Header Field

A proxy server inserts a P-Called-Party-1D header field, typically in
an I NVITE request, en route to its destination. The header is

popul ated with the Request-URlI received by the proxy in the request.
The User Agent Server (UAS) identifies to which address-of-record,

out of several registered addresses-of-record, the invitation was
sent (for exanple, the user may be sinultaneously using one persona
SIP URI and one business SIP URI to receive invitation to sessions).
The UAS can use the information to render different distinctive
audi ovi sual alerting tones, depending on the URI used to receive the
invitation to the session

Users in the 3GPP I P Multinedia Subsystem (I M5) nmay get one or

several SIP URIs (address-of-record) to identify the user. For
exanpl e, a user may get one business SIP URI and one personal SIP
URI. As an exanple of utilization, the user nmay nake avail able the
busi ness SIP URI to coworkers and nay make avail abl e the personal SIP
URI to nembers of the famly
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At a certain point in tine, both the business SIP URI and the
personal SIP URI are registered in the SIP registrar, so both URI's
can receive invitations to new sessions. \Wen the user receives an
invitation to join a session, he/she should be aware of which of the
registered SIP URIs this session was sent to.

This requirenment is stated in the 3GPP Rel ease 5 requirenents on SIP
[ RFC4083] .

The problem arises during the term nating side of a session
establishment. At that time, the SIP proxy that is serving a UA gets
an | NVITE request, and the SIP server retargets the SIP URl that is
present in the Request-URI, and replaces that SIP URl with the SIP
URI published by the user in the Contact header field of the REG STER
request at registration tine.

One can argue that the To header field conveys the semantics of the
cal l ed user, and therefore, this extension to SIP is not needed.

Al t hough the To header field in SIP may convey the called party IDin
nost situations, there are two particul ar cases when the above
assunption is not correct:

1. The session has been forwarded, redirected, etc., by previous SIP
proxies, before arriving to the proxy that is serving the called
user.

2. The UAC builds an INVITE request and the To header field is not
the sane as the Request-URI

The problem of using the To header field is that this field is

popul ated by the UAC and not nodified by proxies in the path. [If the
UAC, for any reason, did not populate the To header field with the
address-of -record of the destination user, then the destination user
is not able to distinguish to which address-of-record the session was
desti ned.

Anot her possible solution to the problemis built upon the
differentiation of the Contact header field value between different
address-of -record at registration tine. The UA can differentiate
each address-of-record it registers by assigning a different Contact
header field value. For exanple, when the UA registers the address-
of -record sip:idl, the Contact header field value can be sip:idl@a,
while the registration of the address-of-record sip:id2 can be bound
to the Contact header field value sip:id2@a.

The sol ution described above assunmes that the UA explicitly registers

each of its addresses-of-record, and therefore, it has full contro
over the contact address val ues assigned to each registration
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However, if the UA does not have full control of its registered
addresses-of -record, because of, e.g., a third-party registration

the solution does not work. This may be the case of the 3GPP

regi stration, where the UA may have previously indicated to the
networ k, by means outside of SIP, that sonme other addresses-of-record
may be automatically registered when the UA registers a particular
address-of -record. The requirenment is covered in the 3GPP Rel ease 5
requi rements on SIP [ RFC4083].

In the next paragraphs, we show an exanple of the problem in the
case in which there has been sonme sort of call forwarding in the
session, so that the UAC is not aware of the intended destination UR
in the current INVITE request.

We assune that a UAis registering to its proxy (P1).
Scenari o UA --- P1

F1 Register UA -> P1
REG STER si p: exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:userl-business@xanpl e.com
From sip:user1-busi ness@xanpl e. comtag=456248
Call -1 D: 843817637684230998sdasdh09
CSeq: 1826 REQ STER
Contact: <sip:userl@92.0.2.4>

The user also registers his personal URI to his/her registrar

F2 Register UA -> P1
REQ STER si p: exanple.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; br anch=z9hG4bKnashdt 8
To: sip:userl-personal @xanpl e.com
From sip:user1-personal @xanpl e. comtag=346249
Call-1D: 2QB817637684230998sdasdhl10
CSeq: 1827 REG STER
Contact: <sip:userl@92.0.2. 4>

Later, the proxy/registrar (Pl) receives an I NVITE request from

anot her proxy (P2) destined to the user’s business SIP address-of -
record. W assume that this INVITE request has undergone sone sort
of forwarding in the past, and as such, the To header field is not
popul ated with the SIP URI of the user. |In this case, we assune that
the session was initially addressed to

si p: ot her-user @t hernetwork. com The SIP server at othernetwork.com
has forwarded this session to sip:userl-busi ness@xanple.com
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Scenari o UA --- P1 --- P2

F3 Invite P2 -> P1
I NVI TE si p: user 1- busi ness@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP 192.0. 2.20:5060; branch=z9h&4bK03dj acel
To: sip:other-user @thernetwork.com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call-I1D: 843817637684230998sdasdh09
CSeq: 101 INVITE

The proxy Pl retargets the user and replaces the Request-URl with the
SIP URI published during registration tinme in the Contact header
field val ue.

F4 Invite P1L -> UA
I NVI TE sip:userl1@92.0.2.4 SIP/2.0
Via: SIP/2.0/UDP 192.0.2.10: 5060; branch=z9h4bKg48sh128
Via: SIP/2.0/UDP 192.0. 2.20:5060; branch=z9h4bK03dj aoel
To: sip:other-user @thernetwork.com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call -1 D: 843817637684230998sdasdh09
CSeq: 101 INVITE

When the UAS receives the INVITE request, it cannot determ ne whet her
it got the session invitation due to his registration of the business
or the personal address-of-record. Neither the UAS nor proxies /
application servers can provide this user a service based on the
destination address-of-record of the session.

We solve this problemby allowi ng the proxy that is responsible for
the hone donain (as defined in SIP) of the user to insert a P-Called-
Party-1D header field that identifies the address-of-record to which
this session is destined.

If this SIP extension is used, the proxy serving the called user wll
get the nessage flow F5, it will populate the P-Called-Party-ID
header field in nmessage flow F6 with the contents of the Request-UR
in F4. This is showin flows F5 and F6 bel ow

Jesske, et al. I nf or mati onal [ Page 9]



RFC 7315 3GPP Sl P P-Header Extensions July 2014

F5 Invite P2 -> P1
I NVI TE si p: user 1- busi ness@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP 192. 0. 2. 20: 5060; br anch=29h&4bK03dj aocel
To: sip:other-user @thernetwork. com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call -1 D: 843817637684230998sdasdh09
CSeq: 101 INVITE

F6 Invite P1 -> UA
I NVI TE sip:userl1@92.0.2.4 SIP/2.0
Via: SIP/2.0/UDP 192.0.2.10: 5060; branch=z9h&4bKg48sh128
Via: SIP/2.0/UDP 192.0. 2.20:5060; branch=z9hAbK03dj aoel
To: sip:other-user @thernetwork.com
From si p: anot her - user @not her net wor k. com t ag=938s0
Call-ID: 843817637684230998sdasdh09
P-Cal | ed-Party-1D: <sip:userl-busi ness@xanpl e.conp
CSeq: 101 INVITE

When the UA receives the INVITE request F6, it can determine the
i ntended address-of-record of the session and apply whatever service
i s needed for that address-of-record.

4.2.1. Applicability Statenent for the P-Called-Party-ID Header Field

The P-Cal |l ed-Party-1D header field is applicable when the UAS needs
to be aware of the intended address-of-record that was present in the
Request - URI of the request, before the proxy retargets to the contact
address. The UAS may be interested in applying different audi ovi sua
alerting effects or other filtering services, depending on the

i ntended destination of the request. It is especially valuable when
the UAS has registered several addresses-of-record to his registrar
and therefore, the UAS is not aware of the address-of-record that was
present in the INVITE request when it hit his proxy/registrar, unless
this extension is used.

P-Cal | ed-Party-1D header field and the Hi story-Info header field: At
the time RFC 3455 [ RFC3455] was written, the Hi story-Info header
field was a long way from specification. This header has now been
speci fied and approved in RFC 7044 [ RFC7044]. It is acknow edged
that the History-Info header field will provide equival ent coverage
to that of the P-Called-Party-1D header field. However, the

P-Cal | ed-Party-1D header field is used entirely within the 3GPP
system and does not appear to SIP entities outside that of a single
3GPP operator.
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4.2.2. Usage of the P-Called-Party-1D Header Field

The P-Cal |l ed-Party-1D header field provides proxies and the UAS with
the address-of-record that was present in the Request-URl of the
request, before a proxy retargets the request. This information is
i ntended to be used by subsequent proxies in the path or by the UAS

Typically, a SIP proxy inserts the P-Called-Party-ID header field
prior to retargetting the Request-URl in the SIP request. The header
field value is populated with the contents of the Request-URI, prior
to replacing it with the contact address.

4.2.2.1. Procedures at the UA

A UAC MUST NOT insert a P-Called-Party-I1D header field in any SIP
request or response.

A UAS may receive a SIP request that contains a P-Called-Party-I1D
header field. The header field will be populated with the address-
of -record received by the proxy in the Request-URI of the request,
prior to its forwarding to the UAS

The UAS MAY use the value in the P-Called-Party-1D header field to
provi de services based on the called party URI, such as, e.g.
filtering of calls depending on the date and tine, distinctive
presentation services, distinctive alerting tones, etc.

4.2.2.2. Procedures at the Proxy

A proxy that has access to the contact information of the user can
insert a P-Called-Party-1D header field in any of the requests
indicated in Section 5.7. Wen included, the proxy MJST popul ate the
header field value with the contents of the Request-URI present in
the SIP request that the proxy received.

It is necessary that the proxy that inserts the P-Called-Party-I1D
header field has information about the user, in order to prevent a
wong delivery of the called party ID. This information may, for
exanpl e, have been | earned through a registration process.

A proxy or application server that receives a request containing a
P-Cal | ed-Party-1D header field MAY use the contents of the header
field to provide a service to the user based on the URI of that
header field val ue.

A SIP proxy MJST NOT insert a P-Called-Party-1D header field in
REG STER requests.
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4.3. The P-Visited-Network-1D Header Field

3GPP networ ks are conposed of a collection of so-called home
networ ks, visited networks, and subscribers. A particular home
networ k may have roam ng agreenments with one or nore visited
networks. The effect of this is that when a nobile termnal is
roam ng, it can use resources provided by the visited network in a
transparent fashion.

One of the conditions for a hone network to accept the registration
of a UA roaming to a particular visited network, is the existence of
a roam ng agreenent between the hone and the visited network. There
is aneed to indicate to the home network which network is the
visited network that is providing services to the roani ng UA

3GPP user agents always register to the home network. The REQ STER
request is proxied by one or nmore proxies |located in the visited
network towards the hone network. For the sake of a sinple approach
it seems sensible that the visited network includes an identification
that is known to the home network. This identification should be

gl obally unique, and it takes the formof a quoted-text string or a
token. The home network may use this identification to verify the
exi stence of a roam ng agreenent with the visited network, and to

aut horize the registration through that visited network.

Note that P-Visited-Network-1D information reveals the |ocation of
the user, to the level of the coverage area of the visited network.
For a national network, for exanple, P-Visited-Network-1D would
reveal that the user is in the country in question

4.3.1. Applicability Statenent for the P-Visited-Network-ID Header
Field

The P-Visited-Network-1D header field is applicable whenever the
foll owi ng circunstances are mnet:

1. There is transitive trust in internmedi ate proxies between the UA
and the honme network proxy via established relationshi ps between
the hone network and the visited network, supported by the use of
standard security mechani snms, e.g., |Psec, Authentication and Key
Agreenent (AKA), or Transport Layer Security (TLS)

2. An endpoint is using resources provided by one or nore visited
networks (a network to which the user does not have a direct
busi ness rel ati onship).

3. A proxy that is located in one of the visited networks wants to
be identified at the user’s honme network.
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4. There is no requirenent that every visited network need be
identified at the home network. Those networks that want to be
identified make use of this extension. Those networks that do
not want to be identified do nothing.

5. A commonly pre-agreed text string or token identifies the visited
network at the home network.

6. The UAC sends a REQ STER request or dialog-initiating request
(e.g., INVITE request) or a standal one request outside a dial og
(e.g., OPTIONS request) to a proxy in a visited network.

7. The request traverses, en route to its destination, a first proxy
located in the visited network and a second proxy located in the
hone network or its destination is the registrar in the home
net wor k.

8. The registrar or home proxy verifies and authorizes the usage of
resources (e.g., proxies) in the visited network.

The P-Visited-Network-1D header field assunes that there is trust

rel ati onshi p between a home network and one or nore transited visited
networks. It is possible for other proxies between the proxy in the
visited network that inserts the header, and the registrar or the
hone proxy, to nodify the value of P-Visited-Network-1D header field.
Therefore, internediaries participating in this nechani sm MUST apply
a hop-by-hop integrity-protection mechani smsuch as |Psec or other
avai | abl e mechani sms in order to prevent such attacks.

4.3.2. Usage of the P-Visited-Network-ID Header Field

The P-Visited-Network-1D header field is used to convey to the

regi strar or hone proxy in the hone network the identifier of a
visited network. The identifier is a text string or token that is
known by both the registrar or the home proxy at the hone network and
the proxies in the visited network.

Typi cally, the honme network authorizes the UAto roamto a particular
visited network. This action requires an existing roam ng agreenent
bet ween t he home and the visited network.

While it is possible for a hone network to identify one or nore

vi sited networks by inspecting the domain name in the Via header
fields, this approach has a heavy dependency on DNS. It is an option
for a proxy to populate the Via header field with an I P address, for
exanpl e, and in the absence of a reverse DNS entry, the |IP address
wi Il not convey the desired information.
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Any SIP proxy in the visited network that receives any of the
requests indicated in Section 5.7 MAY insert a P-Visited-Network-1D
header field when it forwards the request. In case a REGQ STER
request or other request is traversing different admnistrative
domains (e.g., different visited networks), a SIP proxy MAY insert a
new P-Vi sited-Network-1D header field if the request does not contain
a P-Visited-Network-1D header field with the sane network identifier
as its owm network identifier (e.g., if the request has traversed
other different administrative domains).

Note al so that, there is no requirenment for this header field val ue
to be readable in the proxies. Therefore, a first proxy MAY insert
an encrypted header field that only the registrar can decrypt. |If
the request traverses a second proxy |located in the sane

adnmi ni strative domain as the first proxy, the second proxy nmay not be
able to read the contents of the P-Visited-Network-1D header field.
In this situation, the second proxy will consider that its visited
network identifier is not already present in the value of the header
field, and therefore, it will insert a new P-Visited-Network-1D
header field value (hopefully with the same identifier that the first
proxy inserted, although perhaps, not encrypted). When the request
arrives at the registrar or proxy in the hone network, it will notice
that the header field value is repeated (both the first and the
second proxy inserted it). The decrypted val ues should be the sane,
because both proxi es where part of the sane adm nistrative domain.
Wiile this situation is not desirable, it does not create any harm at
the registrar or proxy in the home network.

The P-Visited-Network-1D header field is normally used at

regi stration. However, this extension does not preclude other
usages. For exanple, a proxy located in a visited network that does
not maintain registration state MAY insert a P-Visited-Network-1D
header field into any standal one request outside a dialog or a
request that creates a dialog. At the tinme of witing this document,
the only requests that create dialogs are I NVITE requests [ RFC3261],
SUBSCRI BE requests [ RFC6665], and REFER requests [ RFC3515].

In order to avoid conflicts with identifiers, especially when the
nunber of roani ng agreenents between networks increase, care nmust be
taken when sel ecting the value of the P-Visited-Network-1D header
field. The identifier MJST be globally unique to avoid duplications.
Al t hough there are many nechani sns to create gl obally unique
identifiers across networks, one such nmechanismis already in
operation, and that is DNS. The P-Visited-Network-I1D header field
does not have any connection to DNS, but the values in the header
field can be chosen fromthe DNS entry representing the domai n nane
of the network. This guarantees the uni queness of the val ue.
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4.3.2.1. Procedures at the UA

In the context of the network to which the header fields defined in
this document apply, a User Agent has no know edge of the P-Visited-
Net wor k-1 D when sendi ng the REGQ STER request. Therefore, UACs MJST
NOT insert a P-Visited-Network-1D header field in any SIP nessage.

4.3.2.2. Procedures at the Registrar and Proxy

A SIP proxy that is located in a visited network MAY insert a

P- Vi sited- Network-1D header field in any of the requests indicated in
Section 5.7. The header field MIST be populated with the contents of
a text string or a token that identifies the admi nistrative domain of
the network where the proxy is operating towards the user’s hone

net wor k.

A SIP proxy or registrar which is located in the home network can use
the contents of the P-Visited-Network-1D header field as an
identifier of one or nore visited networks that the request

traversed. The proxy or registrar in the home network may take

| ocal - policy-driven actions based on the existence (or nonexistence)
of a roam ng agreenent between the home and the visited networks.
This nmeans, for instance, the authorization of the actions of the
request is based on the contents of the P-Visited-Network-1D header
field.

A SIP proxy that is located in the hone network MJUST delete this
header field when forwardi ng the nessage outside the home network
adm ni strative domain, in order to retain the user’s privacy.

A SIP proxy that is located in the hone network SHOULD delete this
header field when the home proxy has used the contents of the header
field or the request is routed based on the called party’s
identification, even when the request is not forwarded outside the
hone network adm nistrative domain

Note that a received P-Visited-Network-1D froma UA is not all owed
and MUST be del eted when the request is forwarded.

4.3.2.3. Exanples of Usage

We present an exanple in the context of the scenario shown in the
foll owi ng network di agram

Scenari o UA --- P1 --- P2 --- REG STRAR
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Thi s exanpl e shows the nessage sequence for a REQ STER transaction
originating fromUA eventually arriving at the REG STRAR Pl is an
out bound proxy in the visited network for UA. In this case, Pl
inserts the P-Visited-Network-1D header field. Then, Pl routes the
REQ STER request to REG STRAR via P2.

Message sequence for REQ STER using P-Visited-Network-ID header
field:

F1 Register UA -> P1
REQ STER si p: exanmpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:userl-business@xanpl e.com
From sip:userl-busi ness@xanpl e. comtag=456248
Call-ID: 843817637684230998sdasdh09
CSeq: 1826 REG STER
Contact: <sip:userl@92.0.2.4>

In flow F2, proxy Pl adds its own identifier in a quoted string to
the P-Visited-Network-1D header field.

F2 Register Pl -> P2
REQ STER si p: exanmpl e.com SIP/ 2.0
Via: SIP/2.0/UDP pl@:i sited. net;branch=z9hG4bK203i gl d
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashd8
To: sip:userl-personal @xanpl e.com
From sip: user1-personal @xanpl e. com tag=346249
Call-1D: 2@3817637684230998sdasdhl10
CSeq: 1826 REG STER
Contact: <sip:userl@92.0.2.4>
P-Visited-Network-1D: "Visited network number 1"

Finally, in flow F3, proxy P2 decides to insert its own identifier,
derived fromits own domain nane to the P-Visited-Network-1D header
field.

F3 Regi ster P2 -> REGQ STRAR
REG STER si p: exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP p2@t her. net; branch=z9hG4bK2bndnvk
Via: SIP/2.0/UDP pl@:i sited. net;branch=z9hG4bK203i gl d
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashd8
To: sip:userl-personal @xanpl e.com
From sip: user1-personal @xanpl e. comtag=346249
Call-ID: 2@3817637684230998sdasdh10
CSeq: 1826 REQ STER
Contact: <sip:userl@92.0.2.4>
P- Vi sited- Network-1D: other.net,"Visited network nunmber 1"
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4.4. The P-Access-Network-Info Header Field

This section describes the P-Access-Network-Info header field. This
header field is useful in SlP-based networks that al so provide Layer
2 (L2) / Layer 3 (L3) connectivity through different access
technologies. SIP UAs may use this header field to relay information
about the access technology to proxies that are providing services.
The serving proxy may then use this information to optim ze services
for the UA. For exanple, a 3GPP UA may use this header field to pass
i nformati on about the access network such as radi o access technol ogy
and radio cell identity to its hone service provider

For the purpose of this extension, we define an access network as the
network providing the L2/L3 I P connectivity, which, in turn, provides
a user with access to the SIP capabilities and services provided.

In some cases, the SIP server that provides the user with services
may wi sh to know i nformati on about the type of access network that
the UAis currently using. Sone services are nore suitable or |ess
sui tabl e dependi ng on the access type, and sone services are of nore
val ue to subscribers if the access network details are known by the
SIP proxy that provides the user with services.

In other cases, the SIP server that provides the user with services
may sinply wish to know crude |location information in order to
provide certain services to the user. For exanple, nmany of the

| ocati on-based services available in wirel ess networks today require
the honme network to know the identity of the cell the user is being
served by.

Sone regul atory requirenments exist mandating that for cellular radio
systens, the identity of the cell where an energency call is
established is nade available to the enmergency authorities.

The SI P server that provides services to the user may desire to have
know edge about the access network. This is achieved by defining a
new private SIP extension header field, P-Access-Network-Info header
field. This header field carries information relating to the access
net wor k between the UAC and its serving proxy in the hone network.

A proxy providing services based on the P-Access-Network-Info header

field nmust consider the trust relationship to the UA or outbound
proxy including the P-Access-Network-1nfo header field.
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4.4.1. Applicability Statenent for the P-Access-Network-1nfo Header
Field

Thi s mechanismis appropriate in environnents where SIP services are
dependent on SIP el enents know ng details about the IP and | ower -

| ayer technol ogi es used by a UA to connect to the SIP network.
Specifically, the extension requires that the UA know t he access
technology it is using, and that a proxy desires such information to
provide services. Cenerally, SIPis built on the everything over IP
and | P over everything principle, where the access technol ogy is not
rel evant for the operation of SIP. Since SIP systens generally
shoul d not care or even know about the access technology, this SIP
extension is not for general SIP usage.

The information revealed in the P-Access-Network-Info header field is
potentially very sensitive. Proper protection of this information
depends on the existence of specific business and security

rel ati onshi ps anongst the proxies that will see SIP nessages
containing this header field. It also depends on explicit know edge
of the UA of the existence of those relationships. Therefore, this
mechanismis only suitable in environnments where the appropriate

rel ati onships are in place, and the UA has explicit know edge that
they exist.

4.4.2. Usage of the P-Access-Network-1nfo Header

When a UA generates a SIP request or response that it knows is going
to be securely sent to its SIP proxy that is providing services, the
UA inserts a P-Access-Network-Info header field into field the SIP
nessage. This header contains information on the access network that
the UAis using to get IP connectivity. The header is typically

i gnored by internedi ate proxies between the UA and the SIP proxy that
is providing services. The proxy providing services can inspect the
header and make use of the information contained there to provide
appropriate services, depending on the value of the header. Before
proxyi ng the request onwards to an untrusted administrative network
domain, this proxy strips the header fromthe nessage.

Additionally, the first outbound proxy, if in possession of
appropriate information, can also add a P-Access- Networ k-1nfo header
field with its own information.

4.4.2.1. UA Behavi or

A UA that supports this extension and is willing to disclose the
rel ated parameters MAY insert the P-Access-Network-Info header field
in any SIP request or response.
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The UA inserting this information MJUST have a trust relationship with
the proxy that is providing services to protect its privacy by

del eti ng the header before forwardi ng the nmessage outside of the
proxy’s domain. This proxy is typically located in the home networKk.

In order to avoid the deletion of the header, there MIST al so be a
transitive trust in internedi ate proxies between the UA and the proxy
that provides the services. This trust is established by business
agreenments between the hone network and the access network, and
general |y supported by the use of standard security mechani sms, e.g.

| Psec, AKA, and TLS.

4.4.2.2. Proxy Behavior

A proxy MJST NOT nodify the value of the P-Access-Network-Info header
field.

A proxy in possession of appropriate information about the access
technol ogy MAY insert a P-Access-Network-Info header field with its
own val ues. A proxy sending towards an untrusted entity MJST renove
any P-Access-Network-1nfo header field containing a "network-

provi ded" val ue.

A proxy that is providing services to the UA, can act upon any

i nformati on present in the P-Access-Network-Info header field val ue,
if is present, to provide a different service depending on the
network or the |ocation through which the UA is accessing the server.
For exanple, for cellular radio access networks, the SIP proxy

| ocated in the home network MAY use the cell 1D to provide basic

| ocal i zed services.

A proxy that provides services to the user is typically located in
the hone network and is therefore trusted. It MJST del ete the header
when the SIP signaling is forwarded to a SIP server located in an
untrusted adm ni strative network domain. The SIP server providing
services to the UA uses the access network information that is of no
interest to other proxies located in different adm nistrative

donai ns.

4.5. The P-Chargi ng- Functi on- Addr esses Header Field

3GPP has defined a distributed architecture that results in nmultiple
network entities beconm ng involved in providing access and servi ces.
There is a need to informeach SIP proxy involved in a transaction
about the common charging functional entities to receive the
generated charging records or chargi ng events.
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The solution provided by 3GPP is to define two types of charging
functional entities: Charging Collection Function (CCF) and Event
Charging Function (ECF). CCF is used for offline charging (e.g., for
post pai d account charging). ECF is used for online charging (e.g.
for pre-paid account charging). There may be nore than a single

i nstance of CCF and ECF in a network, in order to provide redundancy
in the network. |In case there are nore than a single instance of
either the CCF or the ECF addresses, inplenentations SHOULD attenpt
sendi ng the charging data to the ECF or CCF address, starting with
the first address of the sequence (if any) in the P-Charging-
Functi on- Addresses header field. |If the first address of the
sequence is not available, then the next address (ccf-2 or ecf-2)
MUST be used if available. The CCF and ECF addresses MAY be passed
during the establishnent of a dialog or in a standal one transaction
More detail ed i nformati on about charging can be found in 3GPP TS
32.240 [TS32.240] and 3GPP TS 32. 260 [ TS32.260].

We define the SIP private header field P-Charging-Function-Addresses
header field. A proxy MAY include this header field, if not already
present, in either the initial request or response for a dialog or in
the request and response of a standal one transaction outside a
di al og. When present, only one instance of the header MJST be
present in a particular request or response.

The nechani sns by which a SIP proxy collects the values to popul ate

t he P-Chargi ng- Functi on- Addr esses header field values are outside the
scope of this docunent. However, as an exanmple, a SIP proxy may have
preconfigured these addresses or may obtain them froma subscri ber
dat abase.

4.5.1. Applicability Statenent for the P-Chargi ng- Functi on- Addresses
Header Field

The P- Char gi ng- Functi on- Addr esses header field is applicable within a
single private adnministrative domai n where coordination of charging
is required, for exanple, according to the architecture specified in
3GPP TS 32. 240 [TS32.240].

The P-Chargi ng- Functi on- Addr esses header field is not included in a
SI P nessage sent outside of the own adm nistrative domain. The
header is not applicable if the adm nistrative domai n does not
provide a charging function
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The P- Char gi ng- Functi on- Addresses header field is applicabl e whenever
the follow ng circunstances are net:

1. A UA sends a REG STER or dialog-initiating request (e.g., INVITE
request) or a standal one transaction request outside a dialog to
a proxy located in the admnistrative domain of a private
net wor k.

2. Avregistrar, proxy, or UAthat is located in the adm nistrative
domai n of the private network wants to generate chargi ng records.

3. Aregistrar, proxy, or UAthat is located in the private network
has access to the addresses of the charging function entities for
that network.

4. There are other proxies that are |located in the same
adm ni strative domain of the private network and that generate
charging records or charging events. The proxies want to send,
by means outside SIP, the charging information to the sane
charging collecting entities than the first proxy.

4.5.2. Usage of the P-Charging-Function-Addresses Header Field

A SIP proxy that receives a SIP request MAY insert a P-Charging-
Functi on- Addresses header field prior to forwarding the request, if
the header was not already present in the SIP request. The header
filed contains one or nore paraneters that contain the hostnames or
| P addresses of the nodes that are willing to receive charging

i nf or mati on.

A SIP proxy that receives a SIP request that includes a P-Charging-
Functi on- Addresses header field can use the hostnanes or |P addresses
included in the value, as the destination of charging information or
chargi ng events. The neans to send those charging information or
events are outside the scope of this docunent, and usually, do not
use SIP for that purpose.

4.5.2.1. Procedures at the UA

Thi s docunent does not specify any procedure at the UA | ocated

out side the adm nistrative domain of a private network, with regard
to the P-Chargi ng-Function- Addresses header field. Such UAs need not
understand this header

However, it might be possible that a UAis located within the

admi ni strative domain of a private network (e.g., a Public Sw tched
Tel ephone Network (PSTN) gateway, or conference mxer), and it may
have access to the addresses of the charging entities. |In this case,
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a UA MAY insert the P-Charging-Function-Addresses header field in a
SI P request or response when the next hop for the nessage is a proxy
or UA located in the sane adnministrative domain. Sinilarly, such a

UA MAY use the contents of the P-Chargi ng- Functi on- Addr esses header

field in conmunicating with the charging entities.

4.5.2.2. Procedures at the Proxy

A SI P proxy that supports this extension and receives a request or
response wi thout the P-Charging-Function-Addresses header field MAY
i nsert a P-Chargi ng-Function- Addresses header field prior to
forwardi ng the nmessage. The header is populated with a list of the
addresses of one or nore charging entities where the proxy shoul d
send chargi ng-related information

If a proxy that supports this extension receives a request or
response with the P-Chargi ng- Functi on- Addresses header field, it MAY
retrieve the information fromthe header field to use with
application-specific logic, i.e., charging. |If the next hop for the
nmessage is within the adm nistrative domain of the proxy, then the
proxy SHOULD i ncl ude the P-Chargi ng- Functi on- Addresses header field
in the outbound message. However, if the next hop for the nessage is
out side the adm nistrative domain of the proxy, then the proxy MJST
renove the P-Chargi ng-Functi on- Addresses header field.

4.5.2.3. Exanpl es of Usage

We present an exanmple in the context of the scenario shown in the
foll owi ng network di agram

Scenari o UAL --- P1 --- P2 --- UA2

In this scenario, we assunme that P1 and P2 belong to the same
adm ni strative domai n.

The exanpl e bel ow shows the nessage sequence for an | NVITE
transaction originating fromUAL and eventually arriving at UA2. P1
is an outbound proxy for UAL. In this case, Pl inserts charging
information. Then, Pl routes the request via P2 to UA2.
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Message sequence for |INVITE using P-Charging-Functi on- Addr esses
header field:

F1 Invite UAL -> P1
I NVI TE si p: ua2@onel. net SIP/2.0
Via: SIP/2.0/UDP 192.0. 2. 4: 5060; br anch=z9hG4bKnashds7
To: sip:ua2@onel. net
From sip:ual@onel. net;tag=456248
Call-1D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0.2.4

F2 Invite P1 -> P2

| NVI TE si p: ua2@onel. net SIP/2.0

Via: SIP/2.0/UDP pl@onel. net: 5060; branch=z9hG4bK34ghi 7ab04

Via: SIP/2.0/UDP 192.0. 2. 4: 5060; br anch=z9hG4bKnashds7

To: sip:ua2@onel. net

From sip:ual@onel. net;tag=456248

Cal | -1 D: 843817637684230998sdasdh09

CSeq: 18 INVITE

Contact: sip:ual@92.0.2.4

P- Char gi ng- Functi on- Addr esses:
ccf=192.0.8.1; ecf=192.0.8. 3,
ccf-2=192.0.8.2; ecf-2=192.0.8.4

Now both Pl and P2 are aware of the | P addresses of the entities that
col l ect charging record or charging events. Both proxies can send
the charging information to the sane entities.

4.6. The P-Charging-Vector Header Field

3CGPP has defined a distributed architecture that results in multiple
network entities beconing involved in providing access and servi ces.
Operators need the ability and flexibility to charge for the access
and services as they see fit. This requires coordi nati on anong the
network entities (e.g., SIP proxies), which includes correlating
charging records generated fromdifferent entities that are related
to the sane session.

The correlation infornmation includes, but is not limted to, a
gl obal Iy unique charging identifier that makes the billing effort
easy.

A charging vector is defined as a collection of charging information
The charging vector MAY be filled in during the establishment of a
di al og or standal one transaction outside a dialog. The information
i nside the charging vector MAY be filled in by nultiple network
entities (including SIP proxies) and retrieved by multiple network
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entities. There are three types of correlation information to be
transferred: the IMs Charging ldentity (1CI D) value, the address of
the SIP proxy that creates the |ICID value, and the Inter Operator
Identifier (10Q).

ICIDis a charging value that identifies a dialog or a transaction
outside a dialog. It is used to correlate charging records. 1CD
MJUST be a gl obally unique value. One way to achieve globally

uni queness is to generate the ICID using two conponents: a locally
uni que val ue and the hostname or | P address of the SIP proxy that
generated the |l ocally unique val ue.

The 10 identifies both the originating and term nati ng networks
involved in a SIP dialog or transaction outside a dialog. There MAY
be an 1O generated fromeach side of the dialog to identify the
networ k associated with each side.

Additionally, in a nulti-network environnent, one or nore transit |10
identifiers MAY be included along the path of the SIP dialog or
transaction outside a dialog. Due to network policy, a void val ue
MAY be included instead of the transit network name. The void val ue
is used to indicate that a transit network appeared but due to
operator policy the network name is not shown.

Furthernore, in a nulti-service provider environnment, one or nore
transit 1Os MAY be included along the path of the SIP dialog or
transaction outside a dialog. Due to service provider policy, a void
val ue MAY be included instead of the transit service provider. The
void value is used to indicate that a transit appeared but due to
service provider policy the service provider name is not shown.

There is al so expected to be access network chargi ng i nformation

whi ch consists of network-specific identifiers for the access |eve
(e.g., Universal Mbbile Tel ecomuni cations System (UMIS) radi o access
network or | EEE 802.11b). The details of the information for each
type of network are not described in this neno.

We define the SIP private header P-Chargi ng-Vector header field. A
proxy MAY include this header, if not already present, in either the
initial request or response for a dialog, or in the request and
response of a standal one transaction outside a dialog. Wen present,
only one instance of the header MJUST be present in a particular
request or response.

The nechani sns by which a SIP proxy collects the values to popul ate

the P-Chargi ng-Vector header field are outside the scope of this
docunent .
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4. 6.

4.

6.

1. Applicability Statenent for the P-Charging-Vector Header Field

The P-Chargi ng-Vector header field is applicable within a single
private adm nistrative domain or between different admnistrative
domai ns where there is a trust rel ationship between the domai ns.

The P- Chargi ng-Vector header field is not included in a SIP nessage
sent to another network if there is no trust relationship. The
header is not applicable if the adninistrative domai n nmanages
charging in a way that does not require correlation of records from
multiple network entities (e.g., SIP proxies).

The P-Chargi ng-Vector header field is applicable whenever the
follow ng circunstances are met:

1. A UA sends a REG STER or dialog-initiating request (e.g., INVITE)
or md-dialog request (e.g., UPDATE) or a standal one transaction
request outside a dialog to a proxy located in the admnistrative
donmain of a private network.

2. Avregistrar, proxy, or UAthat is located in the adm nistrative
domai n of the private network wants to generate chargi ng records.

3. Aproxy or UAthat is |located in the adm nistrative domain of the
private network has access to the charging correlation
i nformati on for that network.

4. Optionally, a registrar, proxy, or UA that is part of a second
adm ni strative domain in another private network, whose SIP
requests and responses are traversed through, en route to/from
the first private network, wants to generate charging records and
correlate those records with those of the first private network.
This assunes that there is a trust relationship between both
private networks.

2. Usage of the P-Charging-Vector Header Field

The P-Chargi ng-Vector header field is used to convey charging-rel ated
i nformation, such as the globally unique IMs Charging Identity (IClD)
val ue.

Typically, a SIP proxy that receives a SIP request that does not
contain a P-Charging-Vector header field MAY insert it, with those
paraneters that are available at the SIP proxy.

A SIP proxy that receives a SIP request that contains a P-Charging-
Vector header field can use the values, such as the globally unique
ICID, to produce charging records.
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4.6.2.1. Procedures at the UA

Thi s docunent does not specify any procedure at a UA | ocated outside
the adnministrative domain of a private network (e.g., PSTN gateway or
conference mxer), with regard to the P-Chargi ng-Vector header field.
UAs need not understand this header

However, it might be possible that a UA be located within the

admi ni strative domain of a private network (e.g., a PSTN gateway, or
conference mixer), and it may interact with the charging entities.

In this case, a UA MAY insert the P-Charging-Vector header field in a
SI P request or response when the next hop for the nessage is a proxy
or UAlocated in the sane adninistrative domain. Simlarly, such a
UA MAY use the contents of the P-Chargi ng-Vector header field in
communi cating with the charging entities.

4.6.2.2. Procedures at the Proxy

A SIP proxy that supports this extension and receives a request or
response without the P-Charging-Vector header field MAY insert a

P- Char gi ng- Vect or header field prior to forwarding the nessage. The
header is populated with one or nore paraneters, as described in the
syntax, including but not limted to, a globally unique charging
identifier.

If a proxy that supports this extension receives a request or
response with the P-Chargi ng-Vector header field, it MAY retrieve the
i nformati on fromthe header value to use with application-specific

logic, i.e., charging. |If the next hop for the nmessage is within the
trusted domain, then the proxy SHOULD i ncl ude the P-Chargi ng-Vect or
header field in the outbound nmessage. |If the next hop for the

nessage i s outside the trusted domain, then the proxy MAY renove the
P- Char gi ng- Functi on- Addr esses header fiel d.

Per | ocal application-specific |ogic, the proxy MAY nodify the
contents of the P-Charging-Vector header field prior to sending the
nmessage.

4.6.2.3. Exanples of Usage

We present an exanmple in the context of the scenario shown in the
foll owi ng network di agram

Scenari o UAL --- P1 --- P2 --- UA2
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Thi s exanpl e shows the nessage sequence for an | NVITE transaction
originating fromUAL and eventually arriving at UA2. Pl is an
out bound proxy for UAl. In this case, Pl inserts charging
information. Then, Pl routes the call via P2 to UA2.

Message sequence for | NVITE using P-Chargi ng-Vector header field:

F1 Invite UAL -> P1
I NVI TE si p:j oe@xanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 4: 5060; br anch=z9hG4bKnashds7
To: sip:joe@xanple.com
From sip:ual@onel. net;tag=456248
Cal | -1 D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0.2.4

F2 Invite P1 -> P2
I NVI TE si p: j oe@xanple.com SIP/2.0
Via: SIP/2.0/UDP P1@onel. net:5060; branch=z9hG4bK34ghi 7a
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7
To: sip:joe@xanple.com
From sip:ual@onel. net;tag=456248
Call -1 D: 843817637684230998sdasdh09
CSeq: 18 INVITE
Contact: sip:ual@92.0.2.4
P- Char gi ng- Vector: icid-val ue=1234bc9876e;
i ci d-gener at ed- at =192. 0. 6. 8;
ori g-i oi =horel. net

4.6.3. Usage of the transit-io

The transit-ioi is added to the P-Chargi ng-Vector header field when
traversing transit networks. It is allowed to have nmultiple
transit-ioi values within one SIP nessage or response. The val ues
within the response are independent fromthe values set up within the
request.

The el ement coul d be added either by a transit network itself or by
the succeedi ng network at the entry point where the precedi ng network
is known. Based on network policy, a void value can be used.

Dependi ng on the call scenario, each transit network can add either a
transit network name or a void value. However, it cannot be
guaranteed that all the values that are added will appear within the
P- Char gi ng- Vect or header fi el d.
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Sone networ ks can screen the P-Charging-Vector header field and
delete transit-ioi values, e.g., networks not supporting this val ue.
There are scenarios where the appearance of the transit-ioi values of
all networks is needed to have a correct end-to-end view.

The policies of adding, nodifying, and deleting transit-ioi values
are out of the scope of this docunent.

The transit-ioi contains an i ndexed val ue that MJST be increnented
wi th each val ue added to the P-Chargi ng-Vector header field.

A void value has no index. By adding the next value, the index has
to be increnented by the nunber of void entries +1

4.6.3.1. Procedures at the Proxy

Procedures described within Section 4.5.2.2 apply. A transit-ioi MAY
be added or nodified by a proxy. A deletion of the transit-ioi or a
entry within the tranist-ioi could appear depending on the network
policy and trust rules. This is also valid by replacing the
transit-ioi with a void val ue.

4.6.4. Usage of the related-icid
4.6.4.1. Procedures at the UA

The UAS acting as a B2BUA MAY add the related-icid into the

P- Char gi ng- Vect or header field into SIP request or SIP responses.

For exanple, the UAS can include the related-icid in a response to an
I NVI TE request when the received | NVITE request creates a new cal

| eg towards the sane renpte end. The value of the related-icid is
the icid value of the original dialog towards the renpte end.

4.6.4.2. Procedures at the Proxy

Procedures described within Section 4.5.2.2 apply. Arelated-icid
and "rel ated-icid-generated-at" MAY be added or nodified by a proxy.
A del etion of the elenents coul d appear dependi ng on the network
policy and trust rules.

5. Formal Syntax

Al'l of the nechanisns specified in this docunent are described in
both prose and an augment ed Backus- Naur Form (BNF) defined in RFC
5234 [RFC5234]. Further, several BNF definitions are inherited from
SIP and are not repeated here. |Inplenmentors need to be famliar with
the notation and contents of SIP [RFC3261] and [ RFC5234] to
understand this docunent.
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5.1. P-Associ ated-URl Header Syntax

The syntax of the P-Associated-URl header field is described as
fol | ows:

P- Associ at ed- URI "P- Associ at ed- URI " HCOLON
[ p-aso-uri - spec]
*( COWA p-aso-uri-spec)
nane- addr *( SEM ai - param
generi c- param

p- aso-uri - spec
ai - param

5.2. P-Called-Party-1D Header Syntax

The syntax of the P-Called-Party-ID header field is described as
fol | ows:

P-Cal | ed-Party-I1D "P-Cal | ed-Party-1D" HCOLON
cal | ed- pty-id-spec
cal | ed- pty-id-spec = nane-addr *(SEM cpi d-paran)

cpi d- param generi c- param
5.3. P-Visited-Network-1D Header Syntax

The syntax of the P-Visited-Network-1D header field is described as
fol |l ows:

P- Vi si t ed- Net wor k-1D

"P- Vi sited- Net wor k-1 D' HCOLON
vnet wor k- spec

*( COMWWA vnet wor k- spec)
(token / quoted-string)

*(SEM vnet wor k- par am

generi c- param

vnet wor k- spec

vnet wor k- par am
5.4. P-Access- Network-1nfo Header Syntax

The syntax of the P-Access-Network-I1nfo header field is described as
fol |l ows:

" P- Access- Net wor k-1 nf 0" HCOLON
access- net-spec *( COVWA access- net - spec)

P- Access- Net wor k-1 nfo

access- net - spec = (access-type / access-cl ass)
*(SEM access-info)
access-type = "| EEE-802. 11" / "I EEE-802. 11a" /

"1 EEE- 802. 11b" / "I EEE-802.11g" /
"1 EEE- 802. 11n" /

"| EEE- 802. 3" / "I EEE-802. 3a" /

"| EEE- 802. 3ab" / "I EEE-802. 3ae" /
"| EEE- 802. 3ak" / "I EEE-802. 3ah" /
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"| EEE- 802. 3aq" / "I EEE-802. 3an" /
"| EEE- 802. 3e" / "I EEE-802.3i" /
"| EEE- 802. 3] " / "I EEE-802. 3u" /
"| EEE- 802. 3y" / "I EEE-802. 3z" /
" 3GPP- GERAN" /
"3GPP- UTRAN- FDD"' / " 3GPP- UTRAN- TDD' /
" 3GPP- E- UTRAN- FDD' / " 3GPP- E- UTRAN- TDD" /
"3GPP2- 1X- Fent 0" / "3GPP2- UMB" [/
"3GPP2- 1X- HRPD' / "3GPP2-1X" [/
"ADSL" / "ADSL2" / "ADSL2+" / "RADSL" /
"sbsL" / "HDSL" / "HDSL2" / "G SHDSL" [/
"vDsL" / "IDsL" /
"DOCSI S* / "GSTN' / "GPON' / " XGPONL" /
"DVB- RCS2" / token
access-cl ass = "3GPP- GERAN' / " 3GPP- UTRAN' /
"3GPP- E- UTRAN' / "3GPP- W.AN' /
"3GPP- GAN' / "3GPP- HSPA" /
"3GPP2" | token
access-info = cgi-3gpp / utran-cell-id-3gpp /
dsl -location / i-w an-node-id /
ci-3gpp2 / eth-location /
ci -3gpp2-femo / fiber-location /
np / gstn-location /local-tine-zone /
dvb-rcs2-node-id / extension-access-info

np = "networ k- provi ded"
ext ensi on-access-info = gen-val ue
cgi - 3gpp = "cgi - 3gpp" EQUAL

(token / quoted-string)
"utran-cell-id-3gpp" EQUAL
(token / quoted-string)

utran-cel |l -id-3gpp

i -wl an-node-id = "i-w an-node-i d" EQUAL
(token / quoted-string)
dsl -l ocati on = "dsl -l ocation" EQUAL
(token / quoted-string)
et h-1ocation = "eth-location" EQUAL
(token / quoted-string)
fiber-location = "fiber-location" EQUAL
(token / quoted-string)
ci - 3gpp2 = "ci-3gpp2" EQUAL
(token / quoted-string)
ci - 3gpp2-fenmto = "ci-3gpp2-fent o” EQUAL
(token / quoted-string)
gstn-1 ocation = "gstn-location" EQUAL

(token / quoted-string)
"dvb-rcs2-node-id" EQUAL
guot ed-string
"l ocal -tine-zone" EQUAL
guot ed-string

dvb-rcs2-node-id

| ocal -ti ne-zone
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"operator-specific-G" EQUAL
(token / quoted-string)

"utran-sai-3gpp" EQUAL
(token / quoted-string)

operator-specific-G

utran-sai - 3gpp

The access-info MAY contain additional information relating to the
access network. The values for "cgi-3gpp", "utran-cell-id-3gpp",
"i-wl an-node-id", "dsl-location", "ci-3gpp2", "ci-3gpp2-fenmto", and
"gstn-location" are defined in 3GPP TS 24.229 [TS24. 229].

5.5. P-Chargi ng- Functi on- Addr esses Header Syntax

The syntax for the P-Charging-Function-Addresses header field is
descri bed as foll ows:

P- Char gi ng- Addr esses " P- Char gi ng- Functi on- Addr esses” HCOLON
char ge- addr - parans *( COMVA char ge- addr - par ans)
char ge- addr - param *( SEM char ge- addr - par an)

ccf / ecf [ ccf-2 /ecf-2 / generic-param

char ge- addr - par ans
char ge- addr - par am

ccf = "ccf" EQUAL gen-val ue
ecf = "ecf" EQUAL gen-val ue
ccf-2 = "ccf-2" EQUAL gen-val ue
ecf-2 = "ecf-2" EQUAL gen-val ue

The P- Char gi ng- Functi on- Addr esses header field contains one or two
addresses of the ECF (ecf and ecf-2) or CCF (ccf and ccf-2). The
first address of the sequence is ccf or ecf. |If the first address of
the sequence is not available, then the next address (ccf-2 or ecf-2)
MJST be used if avail abl e.
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5.6. P-Chargi ng- Vector Header Syntax

The syntax for the P-Charging-Vector header field is described as
fol |l ows:

P- Char gi ng- Vect or "P- Char gi ng- Vector" HCOLON ici d-val ue
*(SEM char ge- par ans)

char ge- par ans = icid-gen-addr / orig-ioi / termioi /
transit-ioi / related-icid /

rel ated-ici d-gen-addr / generic-param

i ci d-val ue = "icid-val ue" EQUAL gen-val ue

i ci d- gen-addr = "icid-generated-at" EQUAL host
orig-ioi = "orig-ioi" EQUAL gen-val ue

termi oi = "termioi" EQUAL gen-val ue
transit-ioi = "transit-ioi" EQUAL transit-ioi-Ilist
transit-ioi-Ilist = DQUOTE transit-ioi-param

*(COWA transit-ioi-param DQUOTE
transit-ioi-indexed-val ue /
transit-ioi-void-val ue
transit-ioi-indexed-value = transit-ioi-nane "."

transit-ioi-index
ALPHA *(ALPHA / DIAT)
1*DIA T
"voi d"
"related-icid" EQUAL gen-val ue
"rel ated-icid-generated-at" EQUAL host

transit-ioi-param

transit-ioi-nane
transit-ioi-index
transit-ioi-void-val ue
related-icid

rel at ed-i ci d- gen- addr

The P- Chargi ng-Vector header field contains icid-value as a mandatory
paranmeter. The icid-value represents the IMs charging ID, and
contains an identifier used for correlating charging records and
events. The first proxy that receives the request generates this

val ue.

The i ci d-gen-addr paraneter contains the hostname or | P address of
the proxy that generated the icid-val ue.

The orig-ioi and termioi paraneters contain originating and

term nating interoperator identifiers. They are used to correlate
chargi ng records between different operators. The originating IO
represents the network responsible for the charging records in the
originating part of the session or standal one request. Simlarly,
the termnating 1O represents the network responsible for the
charging records in the terminating part of the session or standal one
request.
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The transit-ioi parameter contains values with each of them
respectively, representing a transit interoperator identifier. It is
used to correlate charging records between different networks. The
transit-ioi represents the network responsible for the records in the
transit part of the session or standal one request.

The rel ated-icid paraneter contains the icid-value of a related

charging record when nore than one call leg is associated with one
session. This optional paraneter is used for correlation of charging
i nformati on between two or nore call legs related to the same renote-

end di al og.

The rel ated-i ci d-gen-addr paraneter contains the hostnane or IP
address of the proxy that generated the rel ated-icid.

Applications using the P-Charging-Vector header field within their
own applicability are allowed to define generic-param extensions
wi thout further reference to the | ETF specification process.

5.7. New Headers

The P-Associ ated-URl header field can appear in SIP REG STER net hod
and 2xx resonses. The P-Called-Party-1D header field can appear in
SIP INVITE, OPTIONS, PUBLISH SUBSCRIBE, and MESSAGE met hods and al
responses. The P-Visited-Network-1D header field can appear in al
SI P met hods except ACK, BYE, and CANCEL and all responses. The

P- Access- Networ k-1 nfo header field can appear in all SIP nethods
except ACK and CANCEL. The P-Chargi ng-Vector header field can appear
in all SIP methods except CANCEL. The P-Chargi ng- Functi on- Addresses
header field can appear in all SIP nethods except ACK and CANCEL

6. Security Considerations
6.1. P-Associated-URl Header Field

The information returned in the P-Associ ated-URl header field is not
viewed as particularly sensitive. Rather, it is sinply informationa
in nature, providing openness to the UACwith regard to the automatic
associ ation performed by the registrar. |If end-to-end protection is
not used at the SIP layer, it is possible for proxies between the
registrar and the UA to nodify the contents of the header val ue.

The | ack of encryption, either end-to-end or hop-by-hop, may lead to
| eak sonme privacy regarding the list of authorized identities. For

i nstance, a user who registers an address-of-record of

si p: user 1@xanpl e. com may get another SIP URl associated as
sip:first.|last @xanple.comreturned in the P-Associ ated- URI header
field val ue.

Jesske, et al. I nf or mati onal [ Page 33]



RFC 7315 3GPP Sl P P-Header Extensions July 2014

An eavesdropper could possibly collect the list of identities a user
is registered. This can have privacy inplications. To mitigate this
problem this extension SHOULD only be used in a secured environment,
where encryption of SIP nessages is provided either end-to-end or
hop- by-hop and where a trust rel ationship equivalent with that
defined in RFC 3325 [ RFC3325] between entities exists. That is, the
privacy of the user relies on the other entities in the session not

di scl osing information that they have | earned about the user

VWil e the P-Associ ated-URl header field value allows the inplicit

registration of a bundle of URIs with one REG STER Message, the

i mpact of security using the P-Associated-UR header field is no

hi gher than using separate REG STER nessages for each of the URIs.
6.2. P-Called-Party-1D Header Field

Due to the nature of the P-Called-Party-1D header field, this header

does not introduce any significant security concern. It is possible
for an attacker to nodify the contents of the header. However, this
nodi fication will not cause any harmto the session establishnent.

An eavesdropper could possibly collect the list of identities a user
has registered. This can have privacy inmplications. To mtigate
this problem this extension SHOULD only be used in a secured

envi ronnent, where encryption of SIP nessages is provided either end-
to-end or hop-by- hop.

Normal Iy, within a 3GPP environnent, the P-Called-Party-1D is not
sent towards end users but nmay be exchanged between carriers where
ot her security nechani sns than SIP encryption are used.

6.3. P-Visited-Network-1D Header Field

The P-Visited-Network-1D header field assumes that there is trust

rel ati onshi p between a honme network and one or nore transited visited
networks. It is possible for other proxies between the proxy in the
visited network that inserts the header, and the registrar or the
hone proxy, to nodify the value of P-Visited-Network-1D header field.
Therefore, internediaries participating in this nechani sm MUST apply
a hop-by-hop integrity-protecti on mechani smsuch as |Psec or other
avai | abl e mechani sms in order to prevent such attacks.
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6.4. P-Access-Network-I1nfo Header Field

A Trust Domain is formally defined in RFC 3324 [ RFC3324]. For the

pur poses of this docunent, we refer to the 3GPP trust domain as the
collection of SIP proxies and application servers that are operated
by a 3GPP network operator and are conpliant with the requirenents

expressed in 3GPP TS 24.229 [TS24. 229].

Thi s extension assunes that the access network is trusted by the UA
(because the UA's hone network has a trust relationship with the
access network), as described earlier in this docunent.

Thi s extension assunes that the informati on added to the header by
the UAC should be sent only to trusted entities and MJUST NOT be used
outside of the trusted adm nistrative network donmain

The SIP proxy that provides services to the user, utilizes the
information contained in this header to provide additional services
and UAs are expected to provide correct information. However, there
are no security problens resulting froma UA inserting incorrect
information. Networks providing services based on the information
carried in the P-Access-Network-I1nfo header field will therefore need
to trust the UA sending the information. A rogue UA sending false
access network information will do no nore harmthan to restrict the
user fromusing certain services.

The mechani sm provided in this docunment is designed primarily for
private systens |ike 3GPP. Mbdst security requirenents are met by way
of private standardi zed sol utions.

For instance, 3GPP will use the P-Access-Network-Info header field to
carry relatively sensitive information like the cell ID. Therefore,
the infornmati on MUST NOT be sent outside of the 3GPP domain

The UA is aware -- if it is a 3GPP UA -- that it is operating within
a trusted domain.

The 3GPP UA is aware of whether or not a secure association to the
hone network domain for transporting SIP signaling is currently
avail abl e, and, as such, the sensitive information carried in the
P- Access- Net wor k-1 nfo header field MJUST NOT be sent in any initia
unaut henti cated and unprotected requests (e.g., REQ STER).

Any UA that is using this extension and is not part of a private
trusted domai n shoul d not consider the nechani smas secure, and, as
such, MJST NOT send sensitive information in the P-Access- Networ k-

I nfo header field.
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Any proxy that is operating in a private trust domai n where the

P- Access- Networ k-1 nfo header field is supported is REQU RED to del ete
the header, if it is present, fromany nessage prior to forwarding it
outside of the trusted domain.

A proxy receiving a nmessage containing the P-Access-Network-Info
header field froman untrusted entity is not able to guarantee the
validity of the contents. Thus, this content SHOULD be del eted based
on local policy.

6.5. P-Charging-Functi on- Addresses Header Field

It is expected as nornmal behavior that proxies within a closed
network will nodify the values of the P-Charging-Function-Addresses
header field and insert it into a SIP request or response. However,
the proxies that share this information MJUST have a trust

rel ati onshi p.

If an untrusted entity were inserted between trusted entities, it
could potentially substitute a different charging function address.
Therefore, an integrity-protecti on nechani smsuch as | Psec or other
avai | abl e mechani sms MJUST be applied in order to prevent such
attacks. Since each trusted proxy MAY need to view or nmodify the
val ues in the P-Charging-Function-Addresses header field, the
protection should be applied on a hop-by-hop basis.

6.6. P-Chargi ng-Vector Header Field

It is expected as normal behavior that proxies within a closed
network will nodify the values of the P-Chargi ng-Vector header field
and insert it into a SIP request or response. However, these proxies
that share this informati on MJST have a trust relationship

If an untrusted entity were inserted between trusted entities, it
could potentially interfere with the charging correl ati on mechani sm
Therefore, an integrity-protecti on nechani smsuch as | Psec or other
avai | abl e mechani sms MJUST be applied in order to prevent such
attacks. Since each trusted proxy MAY need to view or nodify the
val ues in the P-Charging-Vector header field, the protection should
be applied on a hop-by-hop basis.
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names. The references in the "Header
Fiel d Paraneters and Paraneter Val ues"

[ RFC3455] to this docunent.

Ext ensi ons

Fi el ds"

July 2014

private SIP extension header fields

but uses the sane SIP header field
regi stry and "Header
regi stry have been updated to

The foll owi ng extensions are regi stered as private extensi on header

fields:

Header Fi el d Name:

Conpact Form
Ref er ence:

Header Fi el d Nane:

Conpact Form
Ref erence

Header Fi el d Name:

Conpact Form
Ref er ence

Header Fi el d Name:

Par amet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par amet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par anet er Nane:
Par amet er Nane:
Conpact Form
Ref er ence

Jesske, et al

P- Associ at ed- UR
none
RFC 7315

P-Cal | ed-Party-1D
none
RFC 7315

P- Vi si t ed- Net wor k-1D
none
RFC 7315

P- Access- Net wor k- I nfo
ci - 3gpp

ci - 3gpp2

ci - 3gpp2-fenmto

dsl -l ocati on
dvb-rcs2-node-id

et h-1 ocati on
fiber-location
gstn-1ocation

i -w an-node-id

| ocal -ti me-zone
operator-specific-G
utran-cel |l -i d-3gpp
utran-sai - 3gpp

none

RFC 7315

| nf or mat i ona
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Header Field Nane: P-Charging-Function-Addresses

Par amet er Nane: ccf

Par amet er Nane: ccf-2

Par amet er Nane: ecf

Par amet er Nane: ecf-2

Conpact Form none

Ref er ence: RFC 7315

Header Field Nane: P-Chargi ng-Vector
Par amet er Nane: i ci d-val ue

Par armet er Narne: i ci d- gener at ed- at
Par armet er Nane: orig-ioi

Par anmet er Nane: related-icid

Par armet er Nare: rel ated-i ci d- gener at ed- at
Par amet er Nane: termio

Par amet er Nane: transit-io
Conpact Form none

Ref er ence: RFC 7315
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Appendi x A.  Changes from RFC 3455

1. Procedures for the P-Associated-UR header field at a proxy.
RFC 3455 indicates that it defines no procedures for the
P- Associ ated- URI header field at a proxy. What is inplicitly
neant here is that the proxy does not add, read, nodify, or
del ete the header; therefore, RFC 3261 proxy procedures only
apply to the header.

2. P-Cal | ed-Party-1D header field and the Hi story-Info header
field: At the tine RFC 3455 was witten, the Hi story-Info header
field was a long way from specification. This header has now
been specified and approved in RFC 7044. It is acknow edged
that the H story-Info header field will provide equival ent
coverage to that of the P-Called-Party-1D header field.

However, the P-Called-Party-I1D header field is used entirely
within the 3GPP system and does not appear to SIP entities
outside that of a single 3GPP operator.

3. Procedures at the UA for the P-Charging-Functi on Addresses
header field: The text in Section 4.5.2.1 of RFC 3455 does not
adequately take into account procedures for UAs |ocated inside
the private network, e.g., as gateways and such that may play a
full part in network charging procedures. Section 4.5.2.1 is
repl aced with new text.

4. The text in Section 4.6.2.1 of RFC 3455 does not adequately take
i nto account procedures for UAs | ocated inside the private
network, e.g., as gateways and such that may play a full part in
networ k chargi ng procedures. Section 4.6.2.1 is now replaced
with new text.

5. Recogni tion of additional values of access technology in the
P- Access- Networ k-1 nfo header field (Section 4.4): A nunber of
new access technol ogi es are contenplated in 3GPP, and the reuse
of I M5 to support Next Generation Networks (NGN) is al so
resulting in new access technol ogi es. Values for access
technol ogi es are defined explicitly in RFC 3455, and no | ANA

procedures are defined to maintain a separate registry. In
particul ar, the new values: "IEEE 802.11", "I EEE-802.11g"

"1 EEE- 802. 11n", "ADSL" / "ADSL2", "ADSL2+", "RADSL", "SDSL",
“HDSL", "HDSL2", "G SHDsSL", "VvDSL", "IDsSL", "IEEE-802.3",

"| EEE- 802. 3a", "|EEE-802.3e", "I|EEE-802.3i", "I|EEE-802.3j",

"1 EEE- 802. 3u", "I EEE-802.3ab", "I|EEE-802.3ae", "I|EEE-802.3ak",
"1 EEE- 802. 3aq", "|EEE-802.3an", "I|EEE-802.3y", "I|EEE-802.3z",

and "I EEE-802. 3y" are defined.
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6. Repl acenent of existing value of access technology in the
P- Access- Networ k-1 nfo header field (Section 4.4): The val ue of
" 3GPP- CDMA2000" was replaced long ago in 3GPP2 by three new

val ues: "3GPP2-1X", "3GPP2-1X-HRPD', and "3GPP2-UMB'. It is not
bel i eved that there was any depl oynent of the "3GPP- CODMA2000"
val ue.

7. Net wor k- provi ded P- Access- Net wor k-1 nfo header field: The
P- Access- Networ k-1 nfo header field may additionally be provided
by proxies within the network. This does not inpact the val ues
provided by a UA; rather, the header is repeated. Such val ues
are identified by the string "network-provided". A specia
cl ass of values are defined for use here, as the sane
granul arity of values may not be possible as for those avail abl e
fromthe UA: "3GPP-GERAN', "3GPP-UTRAN', "3GPP-WAN"',
"3GPP- GAN', and "3GPP-HSPA". CQutbound proxies renove P-Access-
Net wor k- 1 nfo header fields containing the "network-provi ded"
val ue.

8. Definition of additional parameters to the P-Charging-Vector
header field: Section 5.6 of RFC 3455 defines the syntax of the
P- Char gi ng- Vect or header field. Additional paranmeters were
consi dered too application specific for specification in RFC
3455, but it was acknow edged that they would exist, and indeed
addi ti onal specification of such paraneters, relating to
speci fic access technol ogi es, has occurred in 3GPP. Therefore,
this update states that applications using the P-Charging-Vector
header field within their own applicability are allowed to
defi ne generic-param extensions w thout further reference to the
| ETF specification process.

9. In Section 5.7, it was added that the P-Call ed-Party-1D can
appear in the PUBLI SH net hod.

10. Referencing: RFC 3427 was del eted fromthe References section as
it was not used within the docunent. Various informative
ref erences have now been published as RFCs and have been updated
to include the appropriate RFC nunber. References to 3GPP TS
32.200 were replaced by references to 3GPP TS 32.240 [ TS32. 240],
which is the successor specification. References to 3GPP TS
32.225 were replaced by references to 3GPP TS 32.260 [ TS32. 260],
which is the successor specification. The referencing style was
changed to synbolic references. Dates have been renoved from
all 3GPP references (i.e., latest version applies).
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11. Various editorial changes in a
3261 such as pl acing response code text
words "request" and "response"
have been appli ed.
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