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the reach of pseudowi res (PWs) across multiple Packet Swi tched

Net wor k domains. A multi-segnent PWis defined as a set of two or
nore contiguous PWsegnents that behave and function as a single
poi nt-to-point PW This docunent describes extensions to the PW
control protocol to dynamically place the segnments of the multi-
segment pseudowi re anong a set of Provider Edge (PE) routers. This
docunent al so updates RFC 6073 by updating the value of the Length
field of the PWSw tching Point PE Sub-TLV Type 0x06 to 14.
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1. Introduction
1.1. Scope

[ RFC5254] describes the service provider requirements for extending
the reach of pseudow res across nultiple Packet Switched Network
(PSN) donmmins. This is achieved using a nulti-segnent pseudowire
(Ms-PW. An M5-PWis defined as a set of two or nore contiguous
pseudowi re (PW segnments that behave and function as a single point-
to-point PW This architecture is described in [RFC5659].

The procedures for establishing PW that extend across a single PSN
donmain are described in [RFC4447], while procedures for setting up
PW across multiple PSN donains or control plane domains are
described in [ RFC6073].

The purpose of this docunent is to specify extensions to the
pseudowi re control protocol [RFC4447], and [ RFC6073] procedures, to
enable nulti-segnment PW to be dynamically placed. The procedures
foll ow the guidelines defined in [ RFC5036] and enabl e the reuse of
exi sting TLVs, and procedures defined for Single-Segnment Pseudow res
(SS-PW) in [ RFC4447]. Dynamic placement of point-to-nultipoint
(P2MP) PW is for further study and outside the scope of this
docunent .

1.2. Specification of Requirenments
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.3. Term nol ogy
[ RFC5659] provides termnology for multi-segnent pseudow res.
Thi s docunent defines the follow ng additional ternmns:
- Source Terminating Provider Edge (ST-PE): A Terminating Provider
Edge (T-PE) that assumes the active signaling role and initiates

the signaling for multi-segnent PWs.

- Target Term nating Provider Edge (TT-PE): A Termi nating Provider

Edge (T-PE) that assunes the passive signaling role. It waits and
responds to the multi-segnment PWsignaling nessage in the reverse
direction.

- Forward Direction: ST-PE to TT-PE
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- Reverse Direction: TT-PE to ST-PE.

- Pseudowire Routing (PWrouting): The dynam c pl acenment of the
segnents that conmpose an M5-PW as well as the automatic selection
of Switching PEs (S-PEs).

1.4. Architecture Overview

The following figure shows the reference nodel, derived from
[ RFC5659], to support PWenul ated services using nmulti-segment PW§.

Native |<--------- Mul ti-Segment Pseudowire-------- > Native
Service | PSN PSN | Service
(AQ) | | <--Tunnel - ->| | <--Tunnel - ->| | (AQ)
| Vv Vv 1 Vv Vv 2 Vv Vv |
| +-- - - + +-- - - + +-- - - + |
+---+ | | T- PE]_l ::::::::::::l S- PE]_l ::::::::::::l T- PE2| | +---+
| | ------ [ ... PWSeg't 1....X....PWSeg't 3....... | ------- | |
| CE1| | | | | | | | | | CE2|
| | ------ [ ... .. PWSeg't 2....X....PWSeg't 4....... [ ------- | |
- - -+ | | | ::::::::::::l | ::::::::::::l | | - - -+
A Foeeo - + Foeeo - + Foeeo - + A

Provi der Edge 1 Provi der Edge 2

—_— >

PW swi t chi ng poi nt
R L Ermul ated Service ------------------ >
Figure 1. Ms-PW Reference Mdel

The PEs that provide services to CEl and CE2 are Terni nati ng PEl
(T-PE1) and Term nating PE2 (T-PE2), respectively. A PSN tunnel
extends from T T-PE1 to Switching PEl (S-PEl), and a second PSN tunnel
extends fromS-PE1 to T-PE2 . PW are used to connect the attachnent
circuits (ACs) attached to PE1 to the corresponding ACs attached to
T- PE2.

A PWsegnent on PSN Tunnel 1 is connected to a PWsegnent on PSN
Tunnel 2 at S-PE1 to conmplete the multi-segnent PW (MsS-PW between
T-PE1 and T-PE2. S-PEl is therefore the PWsw tching point and is
referred to as the switching provider edge (S-PE). PWSegnent 1 and
PW Segnent 3 are segnents of the sanme Ms-PW while PW Segnent 2 and
PW Segnent 4 are segnents of another M5-PW PWsegnments of the sane
M5-PW (e.g., PWSegnent 1 and PW Segnent 3) MJUST be of the same PW
type, and PSN tunnels can be of the same or a different technol ogy.

An S-PE switches an M5-PWfrom one segnment to another based on the PW
identifiers (PWd, or Attachnent Individual Identifier (All)). How
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the PWprotocol data units (PDUs) are switched at the S-PE depends on
the PSN tunnel technology: in the case of a Miltiprotocol Label
Switching (MPLS) PSN to another MPLS PSN, PWswitching involves a
standard MPLS | abel swap operation.

Note that although Figure 1 only shows a single S-PE, a PW my
transit nore than one S-PE along its path. Although [ RFC5659]
descri bes M5-PWs that span nore than one PSN, this docunment does not
specify how the Label Distribution Protocol (LDP) is used for PW
control [RFC4447] in an inter-AS (Autononmous System) environment.

2. Applicability

Thi s docunent describes the case where the PSNs carrying the M5 PW
are only MPLS PSNs using the Generalized Pseudowire ldentifier (PWd)
Forwar di ng Equi val ence C ass (FEC) el ement (al so known as FEC 129).

Interactions with an I P PSN using the Layer 2 Tunneling Protocol
version 3 (L2TPv3) as described in Section 8 of [RFC6073] are |left
for further study.

2.1. Changes to Existing PWSignaling

The procedures described in this docunent make use of existing LDP
TLVs and rel ated PWsignaling procedures described in [ RFC4447] and
[ RFC6073]. The followi ng optional TLV is al so defined:

- A Bandwi dth TLV to address QS Signaling requirements (see
Section 4.2).

Thi s docunent al so updates the value of the Length field of the PW
Swi t chi ng Point PE Sub- TLV Type 0x06 to 14.

3. PWLayer 2 Addressing

Si ngl e- segnent pseudowi res on an MPLS PSN can use attachnent circuit
identifiers for a PWusing FEC 129. 1In the case of a dynamically

pl aced M5-PW there is a requirenent for the attachnent circuit
identifiers to be globally unique, for the purposes of reachability
and manageability of the PW Referencing Figure 1 above, individual
gl obal Iy uni que addresses MJST be allocated to all the ACs and S-PEs
of an Ms-PW
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3.1. Attachnent G rcuit Addressing

The attachnent circuit addressing is derived fromAIl Type 2
[ RFC5003], as shown here:

0 1 2 3
012345678901234567890123456789¢01

s S S i I S R R e h T Tk e S S S o T S
| Al Type=02 | Lengt h | G obal 1D

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| G obal 1D (continued) | Prefix

B T s i I S e i S i i S S e S
| Prefix (continued) | AC ID

s S S i I S R R e h T Tk e S S S o T S
| ACID |

B S S i i T S

Figure 2: Al Type 2 TLV Structure
The fields are defined in Section 3.2 of [RFC5003].

Addr essi ng schemes based on Al Type 2 permt varying levels of All
summari zation, thus reducing the scaling burden on PWrouting. PW
addressing based on All Type 2 is suitable for point-to-point
provi si oni ng nodel s where auto-di scovery of the address at the TT-PE
is not required. That is, it is known a priori by provisioning.

| mpl ement ati ons of the follow ng procedure MJST interpret the All
type to determ ne the nmeaning of the address format of the All,
irrespective of the nunber of segnents in the M5s-PW Al segnents of
the PWMJST be signaled with the same All type.

A uni que conbination of dobal ID, Prefix, and AC ID parts of the
All Type 2 are assigned to each AC. In general, the sane dobal ID
and Prefix are be assigned for all ACs belonging to the sanme T-PE
This is not a strict requirenent, however. A particular T-PE m ght
have nore than one Prefix assigned to it, and likewise a fully
qualified All with the sane A obal IDPrefix but different AC IDs

nm ght belong to different T-PEs.

For the purpose of Ms-PWs, the Al MJST be gl obally unique across al
PSNs t hat are spanned by the Ms-PW

The Al for a local attachnent circuit of a given T-PE of an Ms-PW
and the Al of the corresponding attachment circuit on a far-end T-PE
(with respect to the LDP signaling) are known as the Source
Attachnment |ndividual ldentifier (SAIl) and Target Attachnent

I ndi vidual ldentifier (TAIl) as per [RFC6074].
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3.2. S-PE Addressing

Each S-PE MUST be assigned an address that uniquely identifies it
froma pseudow re perspective, in order to popul ate the PW Switching
Point PE (SP-PE) TLV specified in [RFC6073]. For this purpose, at

| east one Attachment ldentifier (Al) address of the format simlar to
All Type 2 [ RFC5003] conposed of the dobal ID and Prefix part,
only, MJST be assigned to each S-PE.

If an S-PE is capable of dynam c MsS-PWsignaling but is not assigned
with an S-PE address, then on receiving a dynam c Ms-PW Label Mpping
nessage the S-PE MUST return a Label Release with the "Resources
Unavai |l abl e" (0x38) status code.

4. Dynanic Pl acenent of Ms-PW

[ RFC6073] describes a procedure for concatenating nultiple

pseudowi res together. This procedure requires each S-PE to be
manual |y configured with the infornmation required for each segnent of
the M5-PW The procedures in the follow ng sections describe a

nmet hod to extend [ RFC6073] by allowing the automatic sel ection of
predefi ned S-PEs and dynami cally establishing an M5 PW between two

T- PEs.

4.1. Pseudowi re Routing Procedures

The Al Type 2 described above contains a dobal ID, Prefix, and
AC ID. The TAIl is used by S-PEs to determ ne the next SS-PW
destination for LDP signaling.

Once an S-PE receives an Ms-PW Label Mappi ng nmessage containing a
TAIl with an Al that is not locally present, the S-PE perforns a

l ookup in a PWAII routing table. |If this lookup results in an I[P
address for the next-hop PE with reachability information for the All
in question, then the SSPE will initiate the necessary LDP nmessagi ng
procedure to set up the next PWsegnent. |If the PWAII routing table
| ookup does not result in an |IP address for a next-hop PE, the
destination All has become unreachable, and the PWsetup MJST fail.
In this case, the next PWsegnent is considered unprovisioned, and a
Label Rel ease MJST be returned to the T-PE with a status nessage of
"Al'l Unreachabl e".

If the TAIl of an Ms-PW Label Mapping nessage received by a PE
contains the Prefix matching the locally provisioned prefix on that
PE but an AC ID that is not provisioned, then the LDP |iberal |abel
retenti on procedures apply, and the Label Mapping nessage is

ret ai ned.
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To allow for dynanmic end-to-end signaling of Ms-PWs, information MJST
be present in S-PEs to support the determination of the next PW
signaling hop. Such information can be provisioned (equivalent to a
static route) on each S-PE, or dissem nated via regular routing
protocols (e.g., BGP).

4.1.1. Al PWRouting Table Lookup Aggregation Rul es

Al PEs capabl e of dynamic Ms-PWpath selection MIUST build a PWAII
routing table to be used for PWnext-hop sel ection.

The PW addressing schene (Al Type 2 as defined in [ RFC5003])
consists of a Aobal ID, a 32-bit Prefix, and a 32-bit Attachnent
Circuit ID.

An aggregation schene sinmlar to that used for classless |Pv4
addresses can be enmployed. A length mask (8 bits) is specified as a
nunber ranging fromO to 96 that indicates which Mst Significant
Bits (MSBs) are relevant in the address field when perform ng the PW
addr ess-mat chi ng al gorithm

0 31 32 63 64 95 (bits)

Fi gure 3: PW Addressing Schene

During the signaling phase, the content of the (fully qualified)

TAIl Type 2 field fromthe FEC 129 TLV i s conpared agai nst routes
fromthe PWrouting table. Simlar to the IPv4 case, the route with
the longest match is selected, determning the next signaling hop and
implicitly the next PWsegnment to be signal ed.

4.1.2. PWStatic Route

For the purpose of determ ning the next signaling hop for a segnent
of the pseudowire, the PEs MAY be provisioned with fixed-route
entries in the PWnext-hop routing table. The static PWentries wll
follow all the addressing rules and aggregation rules described in
the previous sections. The nost common use of PWstatic provisioned
routes is this exanple of the "default" route entry as foll ows:

ACID =20, Prefix Length =0

Gobal ID=0 Prefix =0
= {I P Address of next-hop S-PE or T-PE}

Next Signaling Hop
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4.1.3. Dynam c Advertisenment with BGP

Any suitable routing protocol capable of carrying external routing
i nformati on MAY be used to propagate MsS-PWpath information anmong
S-PEs and T-PEs. However, T-PEs and S-PEs MAY choose to use the
Border Gateway Protocol (BGP) [RFC4271] with the Miltiprotocol
Extensi ons as defined in [RFC4760] to propagate PW address

i nformation throughout the PSN. PWaddress information is only
propagated by PEs that are capable of PWswi tching. Therefore, the
mul ti protocol BGP nei ghbor topol ogy MJUST coincide with the topol ogy
of T-PEs and S-PEs.

Contrary to Layer 2 VPN signaling nethods that use BGP for

aut o-di scovery [ RFC6074], in the case of the dynanically placed

Ms- PW the source T-PE knows a priori (by provisioning) the AC ID on
the termnating T-PE that signaling should use. Hence, there is no
need to advertise a "fully qualified" 96-bit address on a per-PW
attachment circuit basis. Only the T-PE dobal ID, Prefix, and
prefix length need to be advertised as part of well-known BGP
procedures; see [RFC4760].

Si nce PWEndpoints are provisioned in the T-PEs, the ST-PE will use
this information to obtain the first S-PE hop (i.e., first BGP next
hop) to where the first PWsegnment will be established. Any
subsequent S-PEs will use the sane information (i.e., the next BGP
next hop(s)) to obtain the next signaling hop(s) on the path to the
TT- PE.

The PWdynam c path Network Layer Reachability Information (NLRI) is
advertised in BGP UPDATE nessages using the MP_REACH NLRI and
MP_UNREACH NLRI attributes [RFC4760]. The {AFl, SAFI} val ue pair
used to identify this NLRI is (AFlI =25, SAFI=6). A route target MAY
al so be advertised along with the NLRI.

The Next Hop field of the MP_REACH NLRI attribute SHALL be
interpreted as an | Pv4 address whenever the | ength of the NextHop
address is 4 octets, and as an | Pv6 address whenever the | ength of
the NextHop address is 16 octets.

The NLRI field in the MP_REACH NLRI and MP_UNREACH NLRI is a prefix

conprising an 8-octet Route Distinguisher, the Gobal 1D the Prefix,
and the AC ID, and encoded as defined in Section 4 of [ RFC4760].
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This NLRI is structured as foll ows:

Bi t

0 78 71 72 103 104 135 136 167
S R, o m e e o TSR Fomm e Fomm e +
| Length| Route Dist | Gobal ID| Prefix | ACID
Fomm o o Fom oo Fomm e e Fomm e e +

Figure 4: NLRI Field Structure

The Length field is the prefix length of the Route Distinguisher +
Gobal ID+ Prefix + ACIDin bits.

Except for the default PWroute, which is encoded as a 0-length
Prefix, the m ninumvalue of the Length field is 96 bits. Lengths of
128 bits to 159 bits are invalid, as the ACID field cannot be
aggregated. The nmaxi mum val ue of the Length field is 160 bits. BGP
advertisenents received with invalid Prefix | engths MJST be rejected
as having a bad packet format.

4.2. LDP Signaling

The LDP signaling procedures are described in [RFC4447] and expanded
in [RFC6073]. No new LDP signaling components are required for
setting up a dynanmically placed Ms-PW However, sone optiona
signaling extensions are described bel ow

One of the requirenments that MJST be met in order to achieve the QS
objectives for a PWon a segnent is that a PSN tunnel MJST be

sel ected that can support at |east the required class of service and
that has sufficient bandw dth avail abl e.

Such PSN tunnel selection can be achi eved where the next hop for a PW
segnment is explicitly configured at each PE, whether the PE is a T-PE
or an S-PE in the case of a segmented PW w thout dynam c path

sel ection (as per [RFC6073]). |In these cases, it is possible to
explicitly configure the bandwi dth required for a PWso that the T-PE
or S-PE can reserve that bandw dth on the PSN tunnel
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Where dynamic path selection is used and the next hop is therefore
not explicitly configured by the operator at the S-PE, a mechanismto
signal the bandwidth for the PWfromthe T-PE to the S-PEs is
required. This is acconplished by including an optional PW Bandw dth
TLV. The PWBandwidth TLV is specified as foll ows:

0 1 2 3

01234567890123456789012345678901
B I T E S  a S T Sie S S S
1] 0| PWBW TLV (0x096E) | TLV Length |
T T T o o S SRR A S

Forwar d SENDER_TSPEC |
e T I
Rever se SENDER TSPEC |

+
\
|
|+ T T S S S T i S S D SR S S S S =

Figure 5: PWBandw dth TLV Structure
The PW Bandwi dth TLV fields are as fol |l ows:
- TLV Length: The length of the value fields in octets. Value = 64.

- Forward SENDER TSPEC = the SENDER TSPEC for the forward direction
of the PW as defined in Section 3.1 of [RFC2210].

- Reverse SENDER TSPEC = the SENDER TSPEC for the reverse direction
of the PW as defined in Section 3.1 of [RFC2210].

The conplete definitions of the content of the SENDER TSPEC objects
are found in Section 3.1 of [RFC2210]. The forward SENDER TSPEC
refers to the data path in the direction ST-PE to TT-PE. The reverse
SENDER TSPEC refers to the data path in the direction TT-PE to ST-PE

In the forward direction, after a next-hop selection is determ ned, a
T/ S-PE SHOULD reference the forward SENDER TSPEC object to determ ne
an appropriate PSN tunnel towards the next signaling hop. |If such a
tunnel exists, the M5-PWsignaling procedures are invoked with the

i nclusion of the PWBandwi dth TLV. Wen the PE searches for a PSN
tunnel, any tunnel that points to a next hop equivalent to the next
hop selected will be included in the search (the LDP address TLV is
used to determ ne the next-hop equival ence).

When an S/ T-PE receives a PWBandwi dth TLV, once the PWnext hop is
sel ected, the S/ T-PE MJST request the appropriate resources fromthe
PSN. The resources described in the reverse SENDER TSPEC are
allocated fromthe PSN toward the originator of the message or
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previ ous hop. Wen resources are allocated fromthe PSN for a
specific PW the allocation SHOULD account for the resource usage of
the PW

In the case where PSN resources towards the previous hop are not
avai |l abl e, the foll owi ng procedure MJST be foll owed:

i. The PSN MAY allocate nore QoS resources, e.g., bandwidth, to the
PSN t unnel .

ii. The S-PE MAY attenpt to set up another PSN tunnel to accommopdate
the new PW QoS requirenents.

iii. If the S-PE cannot get enough resources to set up the segnent in
the M5-PW a Label Rel ease MJUST be returned to the previous hop
with a status nmessage of "Bandw dth resources unavail abl e".

In the latter case, the T-PE receiving the status nessage MJST al so
wi t hdraw t he correspondi ng PW Label Mapping nmessage for the opposite
direction if it has already been successfully set up.

If an ST-PE receives a Label Mpping nessage, the followi ng procedure
MUST be fol | owed:

If the ST-PE has already sent a Label Mapping nessage for this PW
then the ST-PE MJUST check to see if this Label Mpping nessage
originated fromthe sane LDP peer to which the correspondi ng Label
Mappi ng nessage for this particular PWwas sent. If it is the sane
peer, the PWis established. If it is a different peer, then the
ST-PE MUST send a Label Rel ease nmessage with a status code of "PW
Loop Detected" to the PE that originated the LDP Label Mapping
nmessage.

If the PE has not yet sent a Label Mapping nmessage for this
particular PW then it MJST send the Label Mapping nmessage to this
LDP peer, regardl ess of what the PWTAIIl routing |ookup result is.

4.2.1. Miltiple Alternative Paths in PWRouting

A next-hop selection for a specific PWnmay find a match with a PW
route that has nultiple next hops associated with it. Miltiple next
hops nay be either configured explicitly as static routes or |earned
through BGP routing procedures. |Inplenentations at an S-PE or T-PE
MAY use sel ection al gorithns, such as CRC32 on the FEC TLV or fl ow
aware transport of PW [RFC6391], for |oad bal ancing of PW across
mul ti pl e next hops, so that each PWhas a single next hop. The
details of such selection algorithms are outside the scope of this
docunent .
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4.2.2. Activel/Passive T-PE El ection Procedure

When an Ms-PWis signal ed, each T-PE night independently initiate
signaling the M5-PW This could result in a different path being
used by each direction of the PW To avoid this situation, one T-PE
MUST initiate PWsignaling (i.e., take an active role), while the
other T-PE waits to receive the LDP Label Mapping nessage before
sendi ng the LDP Label Mapping nessage for the reverse direction of
the PW(i.e., take a passive role). The active T-PE (the ST-PE) and
the passive T-PE (the TT-PE) MJST be identified before signaling
begins for a given M5-PW Both T-PEs MJST use the same met hod for
identifying which is active and which is passive.

A T-PE SHOULD determ ne whether it assunes the active role or the
passi ve rol e using procedures simlar to those of [RFC5036],
Section 2.5.2, Bullet 2. The T-PE conpares the Source Attachnent

I ndi vidual ldentifier (SAIl) [RFC6074] with the Target Attachnent

I ndi vidual ldentifier (TAIl) [RFC6074] as unsigned integers, and if
the SAIl > TAIl, the T-PE assunmes the active role. QOherw se, it
assunes the passive role.

The foll owi ng procedure for conparing the SAIl and TAIl as unsigned
i ntegers SHOULD be used:

- If the SAIl dobal ID> TAIl Jobal ID then the T-PE is active

- else if the SAIl @obal ID< TAIl dobal ID, then the T-PE is
passi ve

- else if the SAIl Prefix > TAIl Prefix, then the T-PE is active

- else if the SAIl Prefix < TAIl Prefix, then the T-PE is
passi ve

- elseif the SAIl ACID > TAIl ACID, then the T-PE is
active

- elseif the SAIl ACID < TAIl ACID, then the T-PE is
passi ve

- else there is a configuration error
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4.2.3. Detailed Signaling Procedures

On receiving a Label Mapping nessage, the S-PE MJST inspect the FEC
TLV. If the receiving node has no local All matching the TAIl for
that Label Mapping nessage, then the Label Mapping message SHOULD be
forwarded on to another S-PE or T-PE. The S-PE will check to see if
the FEC is already installed for the forward direction

- If the FEC is already installed and the received Label Mapping was
received fromthe sane LDP peer to which the forward LDP Labe
Mappi ng was sent, then this Label Mapping represents signaling in
the reverse direction for this M-PWsegnent.

- If the FECis already installed and the received Label Mapping was
received froma different LDP peer to which the forward LDP Labe
Mappi ng was sent, then the received Label Mappi ng MIST be rel eased
with a status code of "PWLoop Detected"

- If the FECis not already installed, then this represents signaling
in the forward direction

The foll owi ng procedures are then executed, dependi ng on whether the
Label Mapping was determ ned to be for the forward or the reverse
direction of the M5-PW

For the forward direction:

i. Determine the next-hop S-PE or T-PE according to the procedures
above. |If next-hop reachability is not found in the S-PE s PW
All routing table, then a Label Rel ease MJST be sent with
status code "All Unreachable". |If the next-hop S-PE or T-PE is
found and is the same LDP peer that sent the Label Mapping
nessage, then a Label Rel ease MJUST be returned with status code
"PW Loop Detected". |If the SAIl in the received Label Mapping
is local to the S-PE, then a Label Rel ease MJST be returned
with status code "PW Loop Detected"

ii. Check to see if a PSN tunnel exists to the next-hop S-PE or
T-PE. If no tunnel exists to the next-hop S-PE or T-PE, the
S-PE MAY attenmpt to set up a PSN tunnel

iii. Check to see if a PSN tunnel exists to the previous hop. If no

tunnel exists to the previous-hop S-PE or T-PE, the S-PE MAY
attenpt to set up a PSN tunnel
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iv. If the S-PE cannot get enough PSN resources to set up the
segnent to the next-hop or previous-hop S-PE or T-PE, a Label
Rel ease MJUST be returned to the T-PE with a status nmessage of
"Resources Unavail abl e".

v. |If the Label Mapping nessage contains a Bandwi dth TLV, allocate
the required resources on the PSN tunnels in the forward and
reverse directions according to the procedures above.

vi. Allocate a new PWI abel for the forward direction.
vii. Install the FEC for the forward direction.

viii. Send the Label Mapping nessage with the new forward | abel and
the FEC to the next-hop S-PE T-PE.

For the reverse direction:

i. Install the FEC received in the Label Mpping nessage for the
reverse direction.

ii. Determine the next signaling hop by referencing the LDP sessions
used to set up the PWin the forward direction.

iii. Allocate a new PW | abel for the next hop in the reverse
direction.

iv. Install the FEC for the next hop in the reverse direction.

v. Send the Label Mapping nessage with a new | abel and the FEC to
the next-hop S-PE/ ST-PE.

5. Procedures for Failure Handling

5.1. PSN Failures
Fail ures of the PSN tunnel MJST be handl ed by PSN nmechani sns. An
exanpl e of such a PSN nmechanismis MPLS fast reroute [ RFC4090]. If

the PSN is unable to re-establish the PSN tunnel, then the S-PE
SHOULD fol |l ow the procedures defined in Section 10 of [RFC6073].
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5.

5.

2. S-PE Failures

For defects in an S-PE, the procedures defined in [ RFC6073] SHOULD be
followed. A T-PE or S-PE may receive an unsolicited Label Rel ease
message from another S-PE or T-PE with various failure codes, such as
"Loop Detected", "PW Loop Detected", "Resources Unavail abl e", "Bad
Strict Node Error", or "All Unreachable". Al these failure codes

i ndicate a generic class of PWfailures at an S-PE or T-PE

If an unsolicited Label Rel ease nessage with such a failure status
code is received at a T-PE, then it is RECOVWENDED that the T-PE
attenpt to re-establish the PWimediately. However, the T-PE MJST
throttle its PWsetup nessage retry attenpts with an exponentia
backoff in situati ons where PWsetup nmessages are being constantly
released. It is also RECOMMENDED that a T-PE detecting such a
situation take action to notify an operator.

S-PEs that receive an unsolicited Label Rel ease nessage with a
failure status code SHOULD foll ow this procedure:

i. If the Label Release is received froman S-PE or T-PE in the
forward or reverse signaling direction, then the S-PE MJST tear
down both segments of the PW The status code received in the
Label Rel ease nessage SHOULD be propagat ed when sending the Labe
Rel ease for the next segment.

3. PWReachability Changes

In general, an established M5s-PWw Il not be affected by next-hop
changes in Al reachability information.

If there is a next-hop change in All reachability information in the
forward direction, the T-PE MAY elect to tear down the M5 PW by
sendi ng a Label Wthdraw nmessage to the downstream S-PE or T-PE. The
teardown MJST al so be acconpani ed by an unsolicited Label Rel ease
nessage and will be followed by an attenpt by the T-PE to
re-establish the Ms-PW

If there is a change in the Al reachability information in the
forward direction at an S-PE, the S-PE MAY el ect to tear down the
Ms-PWin both directions. A label withdrawal is sent in each
direction followed by an unsolicited Label Release. The unsolicited
Label Rel ease nessages MUST be acconpani ed by the status code "All
Unreachable". This procedure is OPTIONAL. Note that this procedure
is likely to be disruptive to the emul ated service. PW Redundancy

[ RFC6718] MAY be used to maintain the connectivity used by the

emul ated service in the case of a failure of the PSN or S-PE
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A change in All reachability information in the reverse direction has
no effect on an Ms5-PW

6. Operations, Admnistration, and Mii ntenance (OAM

The OAM procedures defined in [ RFC6073] nay al so be used for
dynam cally placed Ms-PW. A PWSw tching Point PE TLV [ RFC6073] is
used to record the switching points that the PWtraverses.

In the case of an M5-PWwhere the PWEndpoints are identified by
using gl obally unique All addresses based on FEC 129, there is no
pseudowire identifier (PWd) defined on a per-segnent basis. Each
i ndi vidual PWsegnment is identified by the address of the adjacent
S-PE(s) in conjunction with the SAIl and TAII.

In this case, the follow ng TLV type (0x06) MJST be used in place of
type 0x01 in the PW Swi tching Point PE TLV:

Type Length Descri ption

0x06 14 L2 PW address of PW Swi tching Point

The above sub-TLV MJUST be included in the PWSw tching Point PE TLV
once per individual PWsw tching point, follow ng the sane rul es and
procedures as those described in [RFC6073]. A nore detail ed
description of this sub-TLV is also given in Section 7.4.1 of

[ RFC6073]. However, the length value MIST be set to 14 ([ RFC6073]
states that the length value is 12, but this does not correctly
represent the actual length of the TLV).

7. Security Considerations

Thi s docunent specifies extensions to the protocols already defined
in [ RFC4447] and [RFC6073]. The extensions defined in this docunent
do not affect the security considerations for those protocols, but

[ RFC4447] and [ RFC6073] do i npose a set of security considerations
that are applicable to the protocol extensions specified in this
document .

It should be noted that the dynami c path sel ecti on mechani sms
specified in this docunent enable the network to automatically sel ect
the S-PEs that are used to forward packets on the M5-PW Appropriate
tools, such as the Virtual Circuit Connectivity Verification (VCCV)
trace nechani sns specified in [ RFC6073], can be used by an operator
of the network to verify the path taken by the M5-PWand therefore be
satisfied that the path does not represent an additional security
risk.
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8.

8.

8.

Note that the PWcontrol protocol nay be used to establish and

mai ntain an M5- PWacross admini strative boundaries. Section 13 of

[ RFC6073] specifies security considerations applicable to LDP used in
this manner, including considerations for establishing the integrity
of , and aut henticating, LDP control nessages. These considerations
al so apply to the protocol extensions specified in this docunent.

Note that the protocols for dynamically distributing All reachability
information may have their own security considerations. However,
those protocol specifications are outside the scope of this document.

| ANA Consi der ati ons
1. Correction

| ANA has corrected a mnor error in the "Pseudow re Sw tching Point
PE sub-TLV Type" registry. The entry O0x06 "L2 PW address of the PW
Swi tching Point" has been corrected to Length 14 and the reference
changed to [ RFC6073] and this docunent as follows:

Type Length Description Ref erence

0x06 14 L2 PW Address of PWSw tching Point [RFC6073][RFC7267]
2. LDP TLV Type Name Space

Thi s docunent defines one new LDP TLV type. |ANA already maintains a
registry for LDP TLV types, called the "TLV Type Nane Space"

registry, within the "Label Distribution Protocol (LDP) Paraneters”
registry as defined by [ RFC5036]. | ANA has assigned the follow ng
val ue.

Val ue Descri ption Ref er ence Not es/ Regi stration Date

0x096E Bandwi dt h TLV Thi s docunent
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8.

8.

9.

9.

3.

4.

1.

LDP St atus Codes

Thi s docunment defines three new LDP status codes. |ANA naintains a
registry of these codes, called the "Status Code Nane Space"
registry, in the "Label Distribution Protocol (LDP) Paraneters”
registry as defined by [ RFC5036]. The | ANA has assigned the

fol | owi ng val ues.

Range/ Val ue E Descri ption Ref er ence

0x00000037 0 Bandwi dt h resources unavail abl e Thi s docunent

0x00000038 0 Resour ces Unavai |l abl e Thi s docunent

0x00000039 0 Al'l Unreachabl e Thi s docunent
BGP SAFI

| ANA has allocated a new BGP SAFI for "Network Layer Reachability

I nformation used for Dynamic Placenent of Milti-Segnent Pseudow res"
in the | ANA "SAFI Val ues" registry [RFC4760] within the "Subsequent
Address Family ldentifiers (SAFl) Paraneters" registry. The | ANA has
assigned the follow ng val ue.

Val ue Descri ption Ref er ence

6 Net wor k Layer Reachability Information Thi s docunent
used for Dynamic Placenent of Milti-Segnent
Pseudowi r es

Ref er ences
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to |ndicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2210] Wocl awski, J., "The Use of RSVP with | ETF Integrated
Services", RFC 2210, Septenber 1997.

[ RFC4447] Martini, L., Ed., Rosen, E., El-Aawar, N., Snmith, T., and
G Heron, "Pseudow re Setup and Mi ntenance Using the
Label Distribution Protocol (LDP)", RFC 4447, April 2006.

[ RFC5003] Metz, C., Martini, L., Balus, F., and J. Sugi noto,
"Attachnent Individual ldentifier (Al) Types for
Aggregation", RFC 5003, Septenber 2007.

Martini, et al. St andards Track [ Page 20]



RFC 7267

[ RFC5036]

[ RFC6073]

Dynam c Pl acenent of Multi-Segment PW June 2014
Andersson, L., Ed., Mnei, |., Ed., and B. Thomas, Ed.,
"LDP Specification", RFC 5036, October 2007.

Martini, L., Metz, C., Nadeau, T., Bocci, M, and M
Ai ssaoui, "Segmented Pseudow re", RFC 6073, January 2011.

9.2. Informative References

[ RFC4090]

[ RFC4271]

[ RFC4760]

[ RFC5254]

[ RFC5659]

[ RFC6074]

[ RFC6391]

[ RFC6718]

Pan, P., Ed., Swallow, G, Ed., and A Atlas, Ed., "Fast
Reroute Extensions to RSVP-TE for LSP Tunnel s", RFC 4090,
May 2005.

Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
January 2006.

Bates, T., Chandra, R, Katz, D., and Y. Rekhter,
"Ml tiprotocol Extensions for BGP-4", RFC 4760,
January 2007.

Bitar, N., Ed., Bocci, M, Ed., and L. Martini, Ed.,
"Requi rements for Muilti-Segment Pseudow re Enul ati on Edge-
t o- Edge (PWE3)", RFC 5254, Cctober 2008.

Bocci, M and S. Bryant, "An Architecture for Milti-
Segnment Pseudowi re Enul ati on Edge-to- Edge", RFC 5659,
Oct ober 2009.

Rosen, E., Davie, B., Radoaca, V., and W Luo,

"Provi sioning, Auto-Discovery, and Signaling in Layer 2
Virtual Private Networks (L2VPNs)", RFC 6074,

January 2011.

Bryant, S., Ed., Filsfils, C., Drafz, U, Konpella, V.,
Regan, J., and S. Amante, "Fl ow Aware Transport of
Pseudowi res over an MPLS Packet Switched Network",

RFC 6391, November 2011.

Mul ey, P., Aissaoui, M, and M Bocci, "Pseudowi re
Redundancy", RFC 6718, August 2012.

Martini, et al. St andards Track [ Page 21]



RFC 7267 Dynam c Pl acenent of Multi-Segment PW June 2014

10. Contributors

The editors gratefully acknow edge the foll owi ng people for their
contributions to this document:

Nabi |l Bitar

Veri zon

40 Syl van Road

Wal tham MA 02145
us

EMai | : nabil.bitar@erizon.com

H manshu Shah

Ci ena Corp.

35 Nagog Park
Acton, MA 01720
us

EMai | : hshah@i ena. com

Must apha Al ssaoui
Al cat el - Lucent
600 March Road
Kanat a

ON, Canada

EMai | : nust apha. ai ssaoui @l catel -1 ucent. com

Jason Rusm sel
Al cat el - Lucent
600 March Road
Kanat a

ON, Canada

EMai | : Jason.rusm sel @l catel -1 ucent.com
Andrew G Malis

Huawei

2330 Central Expressway

Santa Clara, CA 95050

us

EMai | : agmal i s@mail.com

Martini, et al. St andards Track [ Page 22]



RFC 7267 Dynam c Pl acenent of Multi-Segment PW June 2014

11.

Chris Metz

Ci sco Systens, Inc.
3700 Cisco Wy

San Jose, CA 95134
us

EMai | : chnmetz@i sco. com

Davi d McDysan

Veri zon

22001 Loudoun County Pkwy.
Ashburn, VA 20147

us

EMai | : dave. ntdysan@eri zon. com

Jeff Suginoto

Al cat el - Lucent

701 E. Mddlefield Rd.
Mountain View, CA 94043
us

EMai | : jeffery.sugi noto@l catel -1 ucent.com

M ke Loom s

Al cat el - Lucent

701 E. Mddlefield Rd.
Mountain View, CA 94043
us

EMail: m ke.l oom s@l catel -1 ucent.com
Acknowl edgenent s
The editors also gratefully acknow edge the i nput of the follow ng

peopl e: Paul Dool an, M ke Duckett, Pranjal Dutta, Ping Pan, Prayson
Pate, Vasile Radoaca, Yeongil Seo, Yetik Serbest, and Yuichiro Wada.

Martini, et al. St andards Track [ Page 23]



RFC 7267 Dynam c Pl acenent of Multi-Segment PW June 2014

Aut hors’ Addr esses

Luca Martini (editor)

Ci sco Systens, Inc.

9155 East Nichols Avenue, Suite 400
Engl ewood, CO 80112

us

EMail: | martini @i sco.com

Mat t hew Bocci (editor)
Al cat el - Lucent

Voyager Pl ace
Shoppenhanger s Road

Mai denhead
Ber ks, UK
EMai | : matt hew. bocci @l catel -1 ucent. com

Florin Balus (editor)

Al cat el - Lucent

701 E. Mddlefield Rd.
Mountain View, CA 94043
us

EMai | : flori n@uagenet wor ks. net

Martini, et al. St andards Track [ Page 24]






