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The application/cns Media Type
Abst r act

Thi s docunent registers the application/cnms media type for use with
the correspondi ng CVM5 (Crypt ographi c Message Syntax) content types.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7193

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

[ RFC5751] registered the application/pkc7-mne nedia type. That
docunent defined five optional smme-type paraneters. The smne-type
paranmeter originally conveyed details about the security applied to
the data content type, indicating whether it was signed or envel oped,
as well as the nane of the data content; it was |later expanded to

i ndi cate whether the data content is conpressed and whet her the data
content contained a certs-only nessage. This docunment does not

af fect those registrations as this document places no requirenments on
S/M ME (Secure Multipurpose Internet Mail Extensions) agents.

The regi stration done by the S/M M docunents was done assumi ng that
there would be a MME (Ml tipurpose Internet Mil Extensions)

wr appi ng | ayer around each of the different envel oping contents;
thus, there was no need to include nore than one itemin each sm me-
type. This is no |longer the case with sonme of the nore advanced
envel opi ng types. Sone protocols such as the CMC (Certificate
Managenent over Cryptographi c Message Syntax) [RFC5273] have defined
additional SIMME types. New protocols that intend to wap MM
content should continue to define a snine-type string; however, new
protocols that intend to wap non-M ME types should use this
mechani sm i nst ead.

CVB (Cryptographi c Message Syntax) [ RFC5652] associates a content
type identifier (OD) with specific content; CM5 content types have
been wi dely used to define contents that can be envel oped using ot her
CMB content types and to define envel opi ng content types sone of

whi ch provide security services. CM protecting content types, those
that provide security services, include: Signed-Data [ RFC5652],

Envel oped- Dat a [ RFC5652], Di gested-Data [ RFC5652], Encrypted-Data

[ RFC5652], Authenticated-Data [ RFC5652], Authenti cated-Envel oped-Dat a
[ RFC5083], and Encrypted Key Package [ RFC6032]. CMsS non-protecting
content types, those that provide no security services but
encapsul ate other CMS content types, include: Content Information

[ RFC5652], Conpressed Data [ RFC3274], Content Collection [ RFC4073],
and Content Wth Attributes [ RFC4073]. Then, there are the innernost
content types that include: Data [ RFC5652], Asymretric Key Package

[ RFC5958], Synmetric Key Package [ RFC6031], Firmware Package

[ RFC4108], Firmnare Package Load Recei pt [ RFC4108], Firmware Package
Load Error [RFC4108], Trust Anchor List [RFC5914], TAMP Status Query,
TAMP St at us Response, TAMP Update, TAMP Update Confirm TAMP Apex
Update, TAMP Apex Update Confirnmation, TAMP Comunity Update, TAMP
Conmunity Update Confirm TAMP Sequence Adjust, TAMP Sequence Adj ust
Confirmation, TAMP Error [RFC5934], Key Package Error, and Key
Package Receipt [RFC7191].
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To support conveying CVS content types, this docunent defines a nedia
type and paraneters that indicate the envel opi ng and enbedded CVS
content types.

New CM5 content types should be affirmative in defining the string
that identifies the new content type and shoul d additionally define
if the new content type is expected to appear in the
encapsul at edCont ent or innerContent paraneter.

1.1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. CM5 Media Type Registration Applications

This section provides the nmedia type registration application for the
application/cns nedia type (see [ RFC6838], Section 5.6).

Type name: application
Subt ype name: cns

Requi red paraneters: None.
Optional paraneters:

encapsul ati ngContent=y; where y is one or nore CVM5 ECT
(Encapsul ating Content Type) identifiers; multiple values are
encapsul ated in quotes and separated by a fol di ng-whitespace, a
conma, and fol di ng-whitespace. ECT values are based on content
types found in [RFC3274], [RFC4073], [RFC5083], [RFC5652], and
[ RFC6032]. This list can later be extended; see Section 4.

aut hDat a

conpr essedDat a
content Col | ection
contentlnfo
content Wt hAttrs
aut hEnvel opedDat a
encrypt edKeyPkg
di gest Dat a
encrypt edDat a
envel opedDat a

si gnedDat a
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i nner Content=x; where x is one or nore CM5 I CT (Il nner Content Type)
identifiers; nultiple values encapsulated in quotes and are separated
by a fol di ng-whitespace, a comm, and folding-whitespace. |CT val ues
are based on content types found in [RFC4108], [RFC5914], [RFC5934],

[ RFC5958], [RFC6031], and [RFCr7191]. This list can later be

ext ended; see Section 4.

firmvar ePackage

firmvar eLoadRecei pt
firmnar eLoadError
aKeyPackage

sKeyPackage

trust Anchor Li st
TAMP- st at usQuery

TAMP- st at usResponse
TAMP- updat e
TAMP- updat eConf i rm

TAMP- apexUpdat e

TAMP- apexUpdat eConfi rm
TAMP- communi t yUpdat e
TAMP- communi t yUpdat eConfirm
TAMP- segNumAdj ust

TAMP- segNumAdj ust Confirm
TAMP-err or
keyPackageRecei pt
keyPackageEr r or

The optional paraneters are case sensitive
Encodi ng consi derati ons:
Bi nary.

[ RFC5652] requires that the outernost encapsul ati on be
Cont ent I nf 0.
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Security considerations:

The foll owi ng security considerations apply:

Tur ner,

[ RFC3370]
[ RFC5652]
[ RFC5753]
[ RFC5754]
[ REC5958]
[ RFC5959]
[ RFC6162]
[ RFCB031]
[ RFC6160]
[ RECB032]
[ RFC6033]
[ RFC6161]

[ RFC5083]
[ RFC5084]

[ RFC5934]

et al.

| CVB Protecting Content Type and Al gorithns

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ==
| signedData, envel opedDat a,

| digestedbData, encryptedData, and

| authDat a

|

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
| aKeyPackage

|

|

o e e e e e e e e e e e e e e e e e e e e m e e —— . — -
| sKeyPackage

|

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ==

| contentCollection and
| contentWthAttrs

| firmnar ePackage,
| firmnareLoadRecei pt,
| firmvareLoadError

and

| TAMP-st atusQuery, TAMP-st at usResponse,
| TAMP-updat e, TAMP-updat eConfirm
| TAMP- apexUpdat e,

| TAMP- apexUpdat eConfirm

| TAMP- communi t yUpdat e,

| TAMP- conmuni t yUpdat eConfirm

| TAMP- segqNunmAdj ust,

| TAMP- segNumAdj ust Confirm and
| TAMP-error

| nf or mat i onal
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In sone circunstances, significant informati on can be | eaked by
di scl osing what the innernost ASN. 1 structure is. In these cases,
it is acceptable to disclose the wappers without disclosing the

i nner content type.

ASN. 1 encoding rules (e.g., DER and BER) have a type-|ength-val ue

structure, and it is easy to construct malicious content with

invalid length fields that can cause buffer overrun conditions.

ASN. 1 encoding rules allows for arbitrary |evels of nesting, which
may make it possible to construct nmalicious content that wll
cause a stack overflow. Interpreters of ASN. 1 structures should

be aware of these issues and should take appropriate nmeasures to
guard agai nst buffer overflows and stack overruns in particular

and malicious content in general

I nteroperability considerations:
See [ RFC3274], [RFC4073], [RFC4108], [RFC5083], [RFC5652],
[ RFC5914], [RFC5934], [RFC5958], [RFC6031], [RFC6032], and
[ RFC7191] .

In all cases, CMS content types are encapsul ated wthin

Contentlnfo structures [RFC5652]; that is the outernopst envel opi ng

structure is Contentlnfo.

CMVMB [ RFC5652] defines slightly different processing rules for

Si gnedDat a t han does PKCS #7 [RFC2315]. This nedia type enploys

the CM5 processing rules.

The Content-Type header field of all application/cns objects
SHOULD i ncl ude the optional "encapsul ati ngContent" and
"“inner Content" paraneters.

The Content-Disposition header field [ RFC4021] can al so be
i ncl uded along with Content-Type' s optional nane paraneter.

Publ i shed specification: This specification.
Applications that use this nedia type:

Applications that support CMVMS (Cryptographic Message Syntax)
content types.

Fragment identifier considerations: NA
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Addi tional infornmation:
Magi ¢ nunber (s): None
File extension(s): .cnsc
Maci ntosh File Type Code(s):
Person & enmail address to contact for further infornmation:
Sean Turner <turners@ eca.conp
I nt ended usage: COVMON
Restrictions on usage: nhone

Aut hor: Sean Turner <turners@ eca.conr

Change controller: The I ESG <i esg@etf.org>
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3.

4.

The following is

Exanpl e

M ME-Version: 1.0

an exanpl e encrypted status response nessage:

Cont ent - Type: application/cnms; encapsul ati ngCont ent =encr ypt edDat a;
i nner Cont ent =TAMP- st at usResponse; nane=st at us. cnsc

Cont ent - Transf er - Encodi ng: base64

M | FLQYJKoZIl hveNAQc Dol | FHj CCBRoCAQAXxggFhM | BXQ BADBFMEAXC
zAJBgNVBAYTAI VTMR8WHQYDVQRKEXZUZXNOI ENl cnRpZm j YXRI cy Ay VD
Ex MRAWDg YDVQQDEWd Hb 29k | ENBAg EBMAOGCSqGSI b3DQEBAQUABI | BAEa
uaxXQeVsOyZ7gz0pJi KRQEJIqr 64k2dbHBEASDZL/ uEr POFJUI j a9Ladr c5
S83EZ7wf 3mODUBaDhGF QVKoPr NTsLma8f E/ O+rwedpl 2XKal LOR62xDIR
emQQST+EPf MWvZmowgs | nmY3Axef Agzp8hVgK7Shi XGXf a9ux9PMICS] HP
| gc AUFHNTTI gxYd72d 08kLCM Xm3g5Rs YUggxooeFNH FNR28TV5Hct G
i 6AYy5++i KUG UQy XD+@E wak FToGFnFj 3FMy Zi 7+kYV/ X00Bi BP3kpl gVJ
4j G +nYt KWh6J XPoEgEsa39GTDEFCGq4/ 58 GEu70amy WL DA++7k DP4gwg
gQuBgkqghki GOWOBBWEWHQYJYI ZI AWUDBAECBBCHSY TQqZ4KYi TTeYdj oY
4sgl | DgAr SpOcengKnzs4SG f ukMkB5wW Saud1t hl Z+gUFCgzbFt kf YM
Q/ T7gnkneni yj 2r wOmzx CQXpPl CDXH6n583ngf r NN8ay 3Hr MPpVk EOmWV
UME5j | 60NCbwgi 8a3ezzhYRxFO6j zdD2R/ 6 SAPALz 3QANU8e X+PnuekgR
oxo/ | NzhT4i Gvokn9xVah6pi Shbj hPA+QZp1HgQr | WyMBI G9j n4t hchKl
FQuZEy/ EBaCW)+sJG7LLxgS5k29Ci AVx0JSI t gAPvX1ZvLMy2aq/ / MOMv
OVFEX 7Kt 5aVWNvKHTor 9RUuuzwi Z5kwXt 2vJt 6bFi V7yS+EXof pFEmyJP
VIzyAFl XJRTv4k007n0MLUpXQpG yWECI 6Dbl hf BLBCsNskT(Q r sf U+Tw
RRkRKAbt JYughs9bDYkDu9UsKd/ AE4z Xk4pr wo8/ f 1chpne pHKOXi Wt +
xaQ 6481 4r § dl 9s4JP8J0qwWWKoLEMzei ZI f 2Ul ai yMzZYzTOx| 03PHp1
Wk 6 TXhnmWPWGY] | el vE38gq/ XynobbQRGEJdnnHzH7 Sr S27FngRenBO
3QRUPJIChVn7i BHndui ++GAXpHoGdS6nSo4k Q6d5u5br L/ Ct cnwuOk +s0Xi
ZMe Qqp7L31xI 1j vYUW swLQYsl Foi ej U3UTKzq/ Cpd5M<K+1 8cwChvBa@c
DO8URTPgu+W92pnYgnBaupt ywyj GAU hkZ13XN7YRhLK/ kuX8QXo3t Zdj
dKA4f / uNf 1DURpJK9004uCkxuAt ubSHenmW 7YPTTx9Ua2pZFWs Otk 2M 2Z
F/ geOvt Nw7UVBWOT 1nok Xu9l nl Z9Xcs1cGGTRYE7] WL5F07uGnM 1s2G
LAST7t/ Pl TNZUBhOr VEXEr Va7T+VNi dr gwd keOYqYl w Tl NRs+9VeJE3
Adeat Dl 5+01j r qqFWAW G EBTTRUoDQHK7 YBFFY 4X 1 WQQZGWEVr e39
OQUSCL5LHI Yi AVoV16Ywi Gd5W FF8P1ZJK4ki 8GFgYi McPKmj QoP7DumgG
n7eQ MD5t ezTQeCO7nt V3bi 5pdznZHVcF2Kqg+gH JQ hUdK7Pew3kq7k
nf CAQVOBN1SYyj EAaTi j awdf AMkAbi w4OUOeNeU/ / zcppO4AuTFf Jor | g
0Z+i CTYei 8HMUA9/ ysLFXA64wdsu( 0z XnNi Ywosi suNg3TXf oBOzohKqg
f keXt

| ANA Consi der ati ons

Turner, et al. | nf or mat i onal
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| ANA has established two subtype registries called "CMS Encapsul ati ng

Content Types" and

Initial

"CMS | nner

val ues are as foll ows:

CMB Encapsul ating Content Types

aut hDat a

conpr essedDat a
content Col | ection
contentlnfo
content WthAttrs
aut hEnvel opedDat a
encrypt edKeyPkg
di gest Dat a
encrypt edDat a
envel opedDat a

si gnedDat a

CMVB | nner

fi rmmar ePackage

firmvar eLoadRecei pt

firmvar eLoadError
aKeyPackage
sKeyPackage

trust Anchor Li st
TAMP- st at usQuery

TAMP- st at usResponse

TAMP- updat e
TAMP- updat eConfi rm
TAMP- apexUpdat e

TAMP- apexUpdat eConfi rm
TAMP- communi t yUpdat e
TAMP- communi t yUpdat eConfirm

TAMP- segNunmAdj ust

TAMP- segNunmAdj ust Confi rm

TAMP-err or
keyPackageRecei pt
keyPackageErr or

et al.

Content Types

| Document

RFC6032]
RFC5652]

RFC5652)]

| [
| [
| [
H
| [ RFC5083]
| [
| [
i
| [ RFC5652]

| [ RFC4108]
| [ RFC4108]
| [ RFC4108]
| [ RFC5958]
| [ RFC6031]
| [ RFC5914]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC5934]
| [ RFC7191]
| [ RFC7191]

| nf or mat i ona

Content Types".
registries are allocated by Expert Review [ RFC5226].

determ ne whether the content is an ECT or

oj ect

Entries in these
The Expert will

an I CT, where the rule is
that an I CT does not encapsul ate another content type while an ECT
does encapsul ate anot her content type.

I dentifier

RPRRPRNRRPRRPRR

840.

. 113549.
. 113549.
. 113549.
. 113549.
. 113549.
. 113549.
.16. 840. 1. 101.
. 2. 840. 113549.
. 2. 840. 113549.
. 2. 840. 113549.
. 2. 840. 113549.

oj ect ldentifi
1. 2.840. 113549.
1. 2.840. 113549.
1.2.840. 113549.
2.16.840.1. 101.
1. 2.840. 113549.
1. 2.840. 113549.
2.16.840.1.101.
2.16.840.1.101.
2.16.840.1. 101.
2.16.840.1. 101.
2.16.840.1.101.
2.16.840.1.101.
2.16.840.1.101.
2.16.840.1.101.
2.16.840.1. 101.
2.16.840.1. 101.
2.16.840.1.101.
2.16.840.1.101.
2.16.840.1.101.

NRNRNNNNNNONNRNNRE RN R R R
PRRPRPRPRRRRRRERPRPOOR 00O

NNNNNNNNNNNND

N
NNNNNN :
OWORRPRO~NO®UIAWNR
NS
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5. Security Considerations

See the answer to the Security Considerations tenplate questions in
Section 2.
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