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1. Introduction

The | PFI X architectural conmponents in [RFC5470] consist of |PFIX

Devi ces and | PFI X Col | ectors conmuni cating using the | PFI X protoco

[ RFC7011], which specifies how to export IP Flowinformation. This
protocol is designed to export information about IP traffic Flows and
rel ated nmeasurenent data, where a Flow is defined by a set of key
attributes (e.g., source and destination |IP address, source and
destination port, etc.).

However, thanks to its Tenplate mechanism the |IPFIX protocol can
export any type of information, as long as the relevant Information
El ement is specified in the IPFI X Infornmati on Mbdel [RFC7012],
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registered with 1ANA, or specified as an enterprise-specific
Information Element. The | PFIX protocol [RFC7011] was not originally
witten with I PFI X Mediators in nind. Therefore, the | PFI X protoco
nmust be adapted for Internmediate Processes, as defined in the |IPFIX
Medi ati on Reference Mddel as specified in Figure A of [RFC6183],
which is based on the I PFI X Medi ati on Probl em Statenent [RFC5982].

Thi s docunent specifies the IP Flow Informati on Export (I1PFIX)
protocol in the context of the inplenentation and depl oynent of |PFIX
Medi ators. The use of the I PFI X protocol within an | PFI X Medi ator --
a device that contains both a Collecting Process and an Exporting
Process -- has an inpact on the technical details of the usage of the
protocol. An overview of the technical problemis covered in

Section 6 of [RFC5982]: loss of original Exporter information, |oss
of base tinme information, transport sessions managenent, |oss of
Options Tenpl ate Information, Tenplate Id managenment, considerations
for network topology, IPFIX nmediation interpretation, and

consi derations for aggregation.

The specifications in this document are based on the | PFI X protoco
speci fications [RFC7011], but they are adapted according to the |IPFIX
Medi ati on Franmework [ RFC6183].

1.1. | PFI X Docunents Overvi ew

The | PFI X protocol [RFC7011] provides network adm nistrators with
access to IP Flow information.

The architecture for the export of neasured |IP Flow information out
of an | PFI X Exporting Process to a Collecting Process is defined in
the I PFI X Architecture [ RFC5470], per the requirenments defined in the
| PFI X Requi renents docunent, [RFC3917].

The |1 PFI X Architecture [RFC5470] specifies how | PFI X Data Records and
Tenmpl ates are carried via a congestion-aware transport protocol from
| PFI X Exporting Processes to | PFI X Collecting Processes.

| PFI X has a formal description of IPFIX Information Elenents, their
nanes, types, and additional semantic information, as specified in
the I PFI X Informati on Model [RFC7012]. The IPFIX Information El enent
registry [IANA-IPFIX] is maintained by | ANA.  New I nformation El enent
definitions can be added to this registry subject to an Expert Review
[ RFC5226], with additional process considerations described in

[ RFC7013]; that docunent also provides guidelines for authors and
reviewers of new Information El ement definitions. The inline export
of the Information Elenent type information is specified in

[ RFC5610] .
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The I PFI X Applicability Statenment [RFC5472] describes what type of
applications can use the | PFI X protocol and how they can use the
information provided. It furthernmore shows how the | PFI X framework
relates to other architectures and franmeworKks.

1.2. |1 PFI X Medi ator Docunents Overvi ew

"I'P Flow Information Export (IPFIX) Mediation: Problem Statenment”

[ RFC5982] provides an overview of the applicability of |PFIX
Medi at ors and defines requirements for |PFIX Mediators in genera
terns. This document is of use largely to define the problens to be
sol ved through the deploynment of |PFIX Mediators and to provide scope
to the role of IPFIX Mediators within an | PFI X collection
infrastructure

"IP Flow Information Export (IPFIX) Mediation: Framework" [RFC6183],
whi ch details the I PFI X Medi ation reference nodel and the conponents
of an | PFI X Mediator, provides nore architectural details of the
arrangenent of Internediate Processes within an | PFI X Medi ator.

Docurent s specifying the operations of specific Internediate
Processes cover the operation of these Processes within the |IPFIX
Medi ator framework and conply with the specifications given in this
docunent; additionally, they may specify the operation of the process
i ndependently, outside the context of an I PFI X Mediator, when this is
appropriate. The details of specific Internediate Processes, when
they have additional export specifications (e.g., netadata about the
i nternedi ate processi ng conveyed through I PFI X Opti ons Tenpl ates),
are each addressed in their own docunment. As of today, these
documents are

1. "IP Flow Anonymi zation Support", [RFC6235], which describes
anonyni zation techniques for IP flow data and the export of
anonym zed data using the | PFI X protocol

2. "Flow Sel ection Techni ques" [RFC7014], which describes the
process of selecting a subset of Flows fromall Flows observed at
an Qbservation Point, the flow selection notivations, and sone
specific flow sel ection techniques.

3. "Flow Aggregation for the IP Flow Informati on Export (I PFIX)
Protocol " [ RFC7015], which describes Aggregated Fl ow export
within the framework of |PFI X Mediators and defines an
i nteroperabl e, inplenentation-independent nethod for Aggregated
Fl ow export.
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Thi s docunent specifies the IP Flow Informati on Export (1 PFIX)
protocol specific to Mediation, to which all Internedi ate Processes
nmust conply. Some extra specifications might be required per
Internmedi ate Process type (in which case, the docunent specific to
the Intermedi ate Process woul d apply).

1.3. Relationship with the IPFI X and PSAMP Protocols

The specification in this docunent is based on the |IPFI X protoco
specification [ RFC7011]. Al specifications from[RFC7011] apply
unl ess specified otherwise in this docunent.

As the Packet Sanpling (PSAMP) protocol specifications [ RFC5476] are
based on the | PFI X protocol specifications, the specifications in
this docunment are also valid for the PSAMP protocol. Therefore, the
met hod specified by this docunent also applies to PSAMP

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

| PFI X-specific ternms, such as (observati on Domain, Flow, Flow Key,

Met eri ng Process, Exporting Process, Exporter, |PFIX Device,

Col l ecting Process, Collector, Tenplate, |IPFIX Message, Message
Header, Tenplate Record, Data Record, Options Tenpl ate Record, Set,
Data Set, Information El ement, Scope and Transport Session, used in
this docunment are defined in [ RFC7011]. The PSAMP-specific terns
used in this docunment, such as Filtering and Sanpling, are defined in
[ RFC5476] .

| PFI X Medi ation terns related to aggregation, such as the Interval,
Aggr egat ed Fl ow and Aggregated Function, are defined in [RFC7015].

The term nol ogy specific to I PFI X Mediation that is used in this
document is defined in "I P Flow Informati on Export (IPFIX) Mediation
Probl em St atenent" [ RFC5982] and reused in "IP Flow I nformation
Export (1PFIX) Mediation: Framework" [RFC6183]. However, since both
of those documents are Informational RFCs, the definitions have been
reproduced and el aborated on here.

Simlarly, since [ RFC6235] is an Experinmental RFC, the Anonyni zation

Record, Anonyni zed Data Record, and Intermedi ate Anonymi zation
Process terms, specified in [ RFC6235], are al so reproduced here.
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In this docunent, as in [RFC7011], [RFC5476], [RFC7015], and

[ RFC6235], the first letter of each |IPFIX-specific and PSAMP-specific
termis capitalized along with the I PFI X Medi ation-specific term

defi ned here.

In this docunent, we call a streamof records carrying flow or
packet -based i nformation a "record streanf. The records nmay be
encoded as | PFl X Data Records or any other format.

Transport Session: The Transport Session is specified in [ RFC7011].
In Stream Control Transm ssion Protocol (SCTP), the Transport
Session information is the SCTP association. |In TCP and UDP, the
Transport Session information corresponds to a 5-tuple {Exporter
| P address, Collector |IP address, Exporter transport port,
Col l ector transport port, transport protocol}.

Q

i gi nal Exporter: An Original Exporter is the source fromwhich a
Medi ator receives its record stream For sinple |PFIX nmediation
wi t hout protocol conversion, this is an |IPFI X Device that hosts
the ohservation Points where the netered | P packets are observed.

2

i gi nal Observation Point: An Qbservation Point on a Metering
Process associated with the Original Exporter. |In the case of the
I nternedi ate Aggregation Process on an | PFI X Medi ator, the
Original Cbservation Point can be conposed of, but not linited to,
a (set of) specific Exporter(s), a (set of) specific interface(s)
on an Exporter, a (set of) line card(s) on an Exporter, or any
conbi nati ons of these.

| PFI X Medi ati on: | PFI X Medi ation is the manipul ati on and conversi on
of a record stream for subsequent export using the |IPFI X protocol

Tenpl at e Mappi ng: A mappi ng from Tenpl ate Records and/or Options
Tenpl at e Records received by an | PFI X Medi ator to Tenpl ate Records
and/ or Options Tenplate Records sent by that |PFI X Mediator. Each
entry in a Tenplate Mapping is scoped by incom ng or outgoing
Transport Session and Cbservation Donmain, as with Tenpl ates and
Options Tenplates in the | PFI X Protocol.

Anonym zati on Record: A record that defines the properties of the
anonym zation applied to a single Information Elenent within a
single Tenplate or Options Tenplate, as in [ RFC6235].

Anonym zed Data Record: A Data Record within a Data Set containing
at least one Information El ement with anonym zed val ues. The
Information Element(s) within the Tenplate or Options Tenpl ate
describing this Data Record SHOULD have a correspondi ng
Anonym zation Record, as in [RFC6235].
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The following terns are used in this docunment to describe the
architectural entities used by |IPFI X Mediation

I nt ermedi ate Process: An Internediate Process takes a record stream
as its input fromCollecting Processes, Metering Processes, |PFIX
Fil e Readers, other Intermediate Processes, or other record
sources; perforns sonme transformations on this stream based upon
the content of each record, states nmaintained across nultiple
records, or other data sources; and passes the transformed record
streamas its output to Exporting Processes, IPFIX File Witers,
or other Internediate Processes, in order to perform|PFI X
Medi ation. Typically, an Internediate Process is hosted by an
| PFI X Mediator. Alternatively, an Internedi ate Process may be
hosted by an Original Exporter.

| PFI X Medi at or: An | PFI X Mediator is an | PFI X Device that provides
| PFI X Medi ation by receiving a record stream from sone data
sources, hosting one or nore Internmedi ate Processes to transform
that stream and exporting the transforned record streaminto
| PFI X Messages via an Exporting Process. In the commopn case, an
| PFI X Medi ator receives a record streamfroma Coll ecting Process,
but it could also receive a record stream from data sources not
encoded using IPFIX, e.g., in the case of conversion fromthe
Net Fl ow V9 protocol [RFC3954] to |PFI X protocol

Specific Internmediate Processes are described bel ow.

I ntermedi ate Conversion Process (as in [RFC6183]): An Internediate
Conversion Process is an Internediate Process that transforns non-
IPFI X into I PFI X or manages the rel ati on anong Tenpl ates and
states of incom ng/outgoing Transport Sessions in the case of
transport protocol conversion (e.g., fromUDP to SCTP).

I ntermedi ate Aggregation Process (as in [RFC7015]): an Internediate
Process (1 AP), as in [RFC6183], that aggregates records, based
upon a set of Flow Keys or functions applied to fields fromthe
record.

Intermediate Correlation Process (as in [RFC6183]): An Internediate
Correl ation Process is an Internedi ate Process that adds
information to records, noting correl ati ons anong them or
generates new records with correlated data fromnultiple records
(e.g., the production of bidirectional flow records from
unidirectional flow records).

I nt ermedi at e Anonym zation Process (as in [RFC6235]): An

i nternedi ate process that takes Data Records and transforns them
i nto Anonym zed Data Records.
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3.

Internediate Selection Process (as in [RFC6183]): An Internediate

Sel ection Process is an Internedi ate Process that selects records
froma sequence based upon criteria-evaluated record val ues and
passes only those records that match the criteria (e.g., Filtering
only records froma given network to a given Collector).

Internediate Fl ow Sel ection Process (as in [RFC7014]: An

I nternedi ate Fl ow Sel ection Process is an Internedi ate Process, as
in [RFC6183] that takes Flow Records as its input and selects a
subset of this set as its output. The Intermediate Fl ow Sel ection
Process is a nore general concept than the Internmedi ate Sel ection
Process as defined in [RFC6183]. Wiile an Internedi ate Sel ection
Process sel ects Flow Records from a sequence based upon criteria-
eval uated Fl ow record val ues and only passes on those Fl ow Records
that match the criteria, an Internediate Fl ow Sel ecti on Process
sel ects Fl ow Records using selection criteria applicable to a

| arger set of Flow characteristics and information

Note: for nore information on the difference between |Internediate
Fl ow Sel ection Process and I nternmedi ate Sel ecti on Process, see
Section 4 in [RFC7014].

Handl i ng | PFI X Message Headers

The format of the | PFI X Message Header as exported by an | PFI X
Mediator is shown in Figure 1. This is identical to the format
defined for IPFIX in [RFC7011], though Export Time and Cbservation
Domain I D may be handled differently at certain Mediators, as noted

bel ow.
0 1 2 3
01234567890123456789012345678901

A S S S e i S R T S S i SR S

Ver si on | Length |

I T S S e S S e i S i S SE S S

Export Time

T S g T S SR S S S HE S SR S S

Sequence Number

A S S S I T Sl S SR S S ok T

oservation Domain I D |

I T S S e S S e S i SuE S S

Figure 1. |PFI X Message Header format
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The header fields as exported by an | PFl X Medi ator are descri bed
bel ow.

Ver si on:

Version of IPFIX to which this Message conforns. The val ue of
this field is 0x000a for the current version, increnenting by one
the version used in the NetFl ow services export version 9

[ RFC3954] .

Lengt h:

Total length of the I PFI X Message, neasured in octets, including
Message Header and Set(s).

Export Ti me:

Tinme at which the | PFl X Message Header |eaves the |PFI X Medi ator,
expressed in seconds since the UNI X epoch of 1 January 1970 at
00: 00 UTC, encoded as an unsigned 32-bit integer

However, in the specific case of an | PFI X Medi ator containing an
I ntermedi ate Conversion Process, the | PFI X Medi ator MAY use the
export tinme received fromthe incom ng Transport Session

Sequence Number:

I ncrement al sequence counter nodul o 232 of all |PFIX Data Records
sent in the current streamfromthe current Cbservati on Domai n by
the Exporting Process. Each SCTP Stream counts sequence nunbers
separately, while all nessages in a TCP connection or UDP
Transport Session are considered to be part of the sane stream
Thi s val ue can be used by the Collecting Process to identify

whet her any | PFI X Data Records have been m ssed. Tenplate and
Options Tenpl ate Records do not increase the Sequence Nunber.

Cbservation Domain |D:

A 32-bit identifier of the Cbservation Domain that is locally

uni que to the Exporting Process. The Exporting Process uses the
oservation Domain ID to uniquely identify to the Collecting
Process the Observation Domain that nmetered the Flows. It is
RECOMVENDED that this identifier also be unique per |PFIX Device.
Col l ecting Processes can use the Transport Session and the
oservation Domain ID field to separate different export streans
originating fromthe same Exporter. The Observation Domain IDis
set to O when no specific Cbservation Domain IDis relevant for
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the entire | PFI X Message, for exanpl e, when exporting the
Exporting Process Statistics, or in case of a hierarchy of
Col I ectors when aggregated Data Records are exported.

See Section 4.1 for special considerations for Observati on Domain
managenent whil e passing unnodified tenplates through an | PFI X
Medi ator, and Section 5 for guidelines for preservation of
original Qbservation Donmain information at an | PFI X Mediator.

The foll owi ng specifications, copied over from][RFC7011] have sone
inmplications in this docunent:

Tenpl ate Wthdrawal s MAY appear interleaved with Tenpl ate Sets,
Options Tenplate Sets, and Data Sets within an | PFI X Message. In
this case, the Tenplates and Tenplate Wthdrawal s shall be
interpreted as taking effect in the order in which they appear in
the | PFl X Message.

If an I PFI X Medi ator receives an | PFl X Message conposed of Tenpl ate
Wthdrawal s and Tenplate Sets, and if the | PFI X Medi ator forwards
this IPFI X Message, it MJST NOT nodify the Set order. |If an IPFIX
Medi at or receives | PFI X Messages conposed of Tenplate Wthdrawal s and
Templ ate Sets, and if the | PFI X Medi ator forwards these |PFIX
Messages, it MUST NOT nodify the | PFI X Message order. Note that the
Tenpl ate Mapping (see Section 4.1) is the authoritative source of

i nformati on on the | PFI X Mediator to deci de whether the entire | PFI X
Messages can be forwarded as such

4. Tenpl ate Managenent

How an | PFI X Medi ator handl es the Tenplates it receives fromthe
Oiginal Exporter depends entirely on the nature of the Intermedi ate
Process running on that | PFI X Mediator. There are two cases here:

1. [IPFIX Mediators that pass substantially the same Data Records
fromthe Oiginal Exporter downstream (e.g., an Internediate
Sel ection Process), pass unnodified Tenplates as described in
Section 4.1; this section describes a Tenpl ate Mapping required
to nmake this work in the general case, and the correl ation
bet ween the received and generated | PFl X Message Wt hdrawal s.

2. I PFI X Mediators that export Data Records that are substantially
changed fromthe Data Records received fromthe Oiginal Exporter
follow the guidelines in Section 4.2 instead: in this case, the
| PFI X Medi at or generates new (Options) Tenplate Records as a
result of the Intermedi ate Process, and no Tenplate Mapping is
required.
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Subsequent subsections deal with specific issues in Tenplate
managenment that may occur at | PFI X Mediators.

4.1. Passing Unnodified Tenpl ates through an | PFI X Medi at or

For sone Internedi ate Processes, the | PFI X Medi ator doesn’t nodify
the (Options) Tenplate Record(s) content. A typical exanple is an
Internmediate Fl ow Sel ection Process acting as distributor, which
coll ects Flow Records fromone or nore Exporters, and based on the
content of the Information Elenents, redirects the Flow Records to
the appropriate Collector. This exanple is a typical case of a
singl e network operation center nmanaging nultiple universities: a
uni que | PFI X Collector collects all Flow Records for the comon

i nfrastructure, but mght be re-exporting specific university Flow
Records to the responsibl e system adm ni strator.

As specified in [ RFC7011], the Tenplate |IDs are uni que per Exporter,
per Transport Session, and per Chservation Donmain. As there is no
guarantee that, for simlar Tenplate Records, the Tenplate IDs

recei ved on the incom ng Transport Session and exported to the

out goi ng Transport Session would be sane, the |IPFI X Mediator MJST

mai ntain a Tenpl ate Mappi ng conposed of related received and exported
(Options) Tenpl ate Records:

o for each received (Options) Tenplate Record: Tenpl ate Record
Information El ements, Tenplate |ID, Observation Dormain |ID, and
Transport Session information, nmetadata scoped to the Tenplate (*)

o for each exported (Options) Tenplate Record: Tenpl ate Record
Information El ements, Tenplate ID, Collector, Cbservation Donmain
I D, and Transport Session information netadata scoped to the
Tenmpl ate (*)

(*) The "netadata scoped to the Tenpl ate" enconpasses the metadata,
that are scoped to the Tenplate, and that help to determ ne the
semantics of the Tenplate Record. Note that these netadata are
typically sent in Data Records described by an Options Tenplate. An
exanple is the flowKeylndicator. An |PFI X Mediator could potentially
receive two different Tenplate IDs, fromthe sane Exporter, with the
same Information Elements, but with a different set of Fl ow Keys
(indicated by the fl owKeylndicator in an Options Tenpl ate Record).
Anot her exanple is the conbination of anonym zati onFl ags and
anonym zati onTechni que [ RFC6235]). This netadata information nust be
present in the Tenplate Mapping, to stress that the two Tenpl ate
Record semantics are different.
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If an I PFI X Medi ator receives an | PFl X Wthdrawal Message for a
(Options) Tenplate Record that is not used anynore in any ot her
Tenpl at e Mappi ngs, the | PFI X Medi ator SHOULD export the appropriate
| PFI X Wt hdrawal Message(s) on the outgoing Transport Session and
renove the corresponding entry in the Tenpl ate Mappi ng.

If a (Options) Tenplate Record is not used anynore in an outgoi ng
Transport Session, it MJST be withdrawn with an | PFI X Tenpl ate

Wt hdrawal Message on that specific outgoing Transport Session, and
its entry, MJST be renpved fromthe Tenpl ate Mapping.

If an incomng or outgoing Transport Session is gracefully shut down
or reset, the (Options) Tenplate Records corresponding to that
Transport Session MJST be renoved fromthe Tenpl ate Mappi ng.

For exanple, Figure 2 displays an exanple of an Intermedi ate Fl ow
Sel ection Process, redistributing Data Records to Collectors on the
basi s of custoner networks, i.e., the Route Distinguisher (RD). 1In
this exanple, the Tenpl ate Record received fromthe Exporter #1 is
reused towards Col |l ector #1, Collector #2, and Collector #3, for the

custoner #1, custoner #2, and custoner #3, respectively. In this
exanpl e, the outgoing Tenpl ate Records exported to the different
Col l ectors are identical. As a rem nder that the Tenplate ID

uni queness is local to the Transport Session and Observati on Domain
that generated the Tenplate ID, a m x of Tenplate ID 256 and 257 has
been used.
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Trpl . | |
I D .---->| Col |l ector| <==>Custoner 1
256 | | #1
| | |
RD=100:1 ' --------- '
T R . |
| | Trpl. | |----"
| | Id | | EEREEREE
| | 258 | | RD=100:2 | |
| ITPFIX |------- > IPFRIX |--------- >| Col | ect or | <==>Cust omer 2
| Exporter| | Medi ator| Tmpl . | #2 |
| #1 | | | 1D 257 | |
| | | | e !
| | | oo
RD=100: 3
| oo
Tpl . | | |
I D "---->| Col | ector| <==>Cust oner 3
257 | #3

Figure 2: Internediate Fl ow Sel ecti on Process Exanple

Figure 3 shows the Tenpl ate Mapping for the system shown in Figure 2.
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Tenpl ate Entry A
I ncom ng Transport Session information (from Exporter#1):
Source | P: <Exporter#1 export |P address>
Destination IP: <IPFI X Mediator |IP address>
Protocol : SCTP
Source Port: <source port>
Destination Port: 4739 (IPFIX)
oservation Domain | D <Cbservation Donmain | D>
Templ ate 1 D: 258
Met adat a scoped to the Tenplate : <not applicable in this case>

Tenpl ate Entry B:
Qut goi ng Transport Session information (to Coll ector#l):
Source | P: <IPFI X Mediator | P address>
Destination IP. <IPFIX Collector#1 | P address>
Prot ocol : SCTP
Source Port: <source port>
Destination Port: 4739 (1IPFIX)
oservation Domain | D <Cbservation Donmain | D>
Tenmpl ate 1D 256
Met adat a scoped to the Tenplate : <not applicable in this case>

Tenpl ate Entry C
Qut goi ng Transport Session information (to Col |l ector#2):
Source | P: <IPFI X Mediator | P address>
Destination IP: <IPFI X Collector#2 | P address>
Prot ocol : SCTP
Source Port: <source port>
Destination Port: 4739 (IPFIX)
Observation Donmain | D: <Observati on Donain | D>
Tenpl ate 1D 257
Met adat a scoped to the Tenplate : <not applicable in this case>

Templ ate Entry D:
Qut goi ng Transport Session information (to Col |l ector#3):
Source | P: <IPFI X Medi ator | P address>
Destination IP: <IPFIX Collector#3 |IP address>
Prot ocol : SCTP
Source Port: <source port>
Destination Port: 4739 (1PFIX)
Observation Donmain | D: <Observati on Donain | D>
Tenpl ate 1D 257
Met adat a scoped to the Tenplate : <not applicable in this case>

Figure 3: Tenpl ate Mappi ng Exanpl e: Tenpl at es
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The Tenpl ate Mappi ng corresponding to Figure 3 is displayed in
Fi gure 4:

Tenmpl ate Entry A <----> Tenplate Entry B
Templ ate Entry A <----> Tenmplate Entry C
Tenplate Entry A <----> Tenplate Entry D

Figure 4. Tenpl ate Mappi ng Exanpl e: Mappi ngs
Al ternatively, the Tenpl ate Mapping may be optim zed as in Figure 5:

+--> Tenplate Entry B

|
Tenplate Entry A <--+--> Tenplate Entry C

I
+--> Tenplate Entry D

Figure 5: Tenpl ate Mappi ng Exanpl e 2: Mappi ngs

Note that all exanples use Transport Sessions based on the SCTP, as
sinmplified use cases. However, the transport protocol would be

i mportant in situations such as an |Intermedi ate Conversion Process
doi ng transport protocol conversion

4.1.1. Tenplate Mapping and Information El enent Ordering

In the situation where Original Exporters each export an (Options)
Tenmpl ate Record to a single I PFI X Mediator, and the (Options)

Templ ate Record contains the sanme Information Elements, but in

di fferent order, should the IPFI X Mediator maintain a Tenplate
Mappi ng with a single Export Tenplate Record (see Figure 6) or should
the I PFI X Mediator naintain rmultiple i ndependent Tenpl ate Records
(see Figure 7) before re-exporting to the Collector?

Templ ate Entry A <--+

|
Tenplate Entry B <--+--> Tenplate Entry D

|
Templ ate Entry C  <--+

Figure 6: Tenplate Mapping and Ordering:
A single Export Tenplate Record
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Tenplate Entry A <--+--> Tenplate Entry D
Tenplate Entry B <--+--> Tenplate Entry E
Templ ate Entry C <--+--> Tenplate Entry F

Figure 7. Tenplate Mapping and Ordering:
Mul tiple Export Tenpl ate Records

The answer depends on whether the order of the Information El ements
implies sone specific semantic. One of the guiding principles in

| PFI X protocol specifications is that the semantic neani ng of one
Informati on El erent doesn’t depend on the val ue of any other
Informati on El ement. However, there is one noticeable exception, as
mentioned in [ RFC7011]:

Mul tiple Scope Fields MAY be present in the Options Tenpl ate
Record, in which case the conposite scope is the conbi nation of
the scopes. For exanple, if the two scopes are neteringProcessld
and tenplateld, the conbined scope is this Tenplate for this
Metering Process. |If a different order of Scope Fields would
result in a Record having a different semantic neaning, then the
order of Scope Fields MIST be preserved by the Exporting Process.
For exanple, in the context of PSAMP [ RFC5476], if the first scope
defines the filtering function, while the second scope defines the
sanpling function, the order of the scope is inportant. Applying
the sampling function first, followed by the filtering function
woul d lead to potentially different Data Records than applying the
filtering function first, followed by the sanpling function

If an I PFI X Mediator receives, frommultiple Exporters, Tenplate
Records with identical Information Elenments, but ordered differently,
it SHOULD consi der those Tenpl ate Records as identical, subject to
nmetadata information in the associ ated Options Tenplate (for exanple,
the Fl ow Key Options Tenpl ate, see Section 10.2).

If an I PFI X Mediator receives, frommultiple Exporters, Options
Tenpl ate Records with identical and ordered Information Elenments in
the Scope fields, and with identical Information El ements, but
ordered differently, in the non-Scope fields, it SHOULD consi der
those Tenpl ate Records as identical

If an I PFI X Mediator receives, frommultiple Exporters, Options
Tenpl ate Records with identical Information Elenments in the Scope
field, but ones that are ordered differently, it MJST consider those
Tenpl ate Records as semantically different.
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4.2. Creating New Tenpl ates at an | PFl X Medi at or

For other Internedi ate Processes, the | PFI X Medi ator generates new
(Options) Tenplate Records as a result of the Internediate Process.

In these cases, the I PFI X Mediator doesn’t need to maintain a

Tenpl ate Mapping, as it generates its own series of (Options)

Tenpl ate Records. However, sone special cases might still require a
Tenpl ate Mapping. Consider a situation where the | PFI X Medi at or
generates new (Options) Tenpl ate Records based on what it receives
fromthe Exporter(s) based on the Internediate Process function: for
exanpl e, an Internedi ate Anonym zation process that performs bl ack-
mar ker anonymi zation [ RFC6235] on certain Infornmation Elenents. In
such cases, it’'s inportant to keep the correlation between the

recei ved (Options) Tenpl ate Records and derived (Options) Tenpl ate
Records in the Tenpl ate Mapping. These Tenpl ate Mappi ngs woul d be
kept as in Section 4.1, except that the exported Tenpl ate woul d not
be identical to the received Tenpl ate

Simlar to Exporting Processes in any Exporter, an |PFI X Medi ator may
use the technique for reduci ng redundancy in |IPFI X described in
[ RFC5473] .

4.3. Handling Unknown I nformation El enents

Dependi ng on application requirenments, Mediators that do not generate
new Records SHOULD re-export values for unknown Information El enents,
for which the Medi ator does not have information about Informtion

El ement data type and semantics. However, as there may be presence
or ordering dependenci es anong the unknown Information El ements, the
Medi at or MUST NOT onmit fields fromsuch re-exported Records or
reorder any fields within the Records.

Medi ators that generate new Records, as in Section 4.2, MJST ignore
val ues of Information Elements they do not understand. |If a Mediator
passes values of Information Elenments it does not understand (for
exanpl e, when re-exporting Fl ow Records), it MJST pass themin the
order in which they were originally received.

In any case, Mediators handling unknown I nformation El enents SHOULD
log this fact, as it is likely that nediation of records containing
unknown val ues will have uni ntended consequences.

5. Preserving Oiginal Cbservation Point |Information
Dependi ng on the use case, the Collector in an Exporter/I|PFI X

Medi ator/ Col | ector structure (for exanmple, tiered Medi ators) may need
to receive information about the Oiginal Cbservation Point(s);
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otherwise, it may wongly conclude that the | PFI X Device exporting
the Flow Records, i.e., the IPFI X Mediator, directly observed the
packets that generated the Fl ow Records. Two new I nformation

El ements are introduced to address this use case:

ori gi nal Exporterl Pv4Address and ori gi nal Exporter| Pv6Addr ess.
Practically, the Original Exporters will not be exporting these
Information El ements. Therefore, the Internmedi ate Process w |
report the Original Cbservation Point(s) to the best of its

know edge. Note that the Configuration Data Mddel for |PFI X and
PSAMP [ RFC6728] may report the Oiginal Exporter information out of
band.

In the | PFI X Medi ator, the Observation Point(s) may be represented
by:

o Asingle Oiginal Exporter (represented by the
ori gi nal Exporterl Pv4Address or origi nal Exporterl Pv6Address
Informati on El enents).

o Alist of Oiginal Exporters (represented by a list of
ori gi nal Exporterl Pv4Address or original Exporterl Pv6Address
I nformati on El enents).

0 Any conbination or list of Information El ements representing
observation Points. For exanple:

* Alist of Original Exporter interfaces (represented by the
ori gi nal Exporterl Pv4Address or origi nal Exporterl Pv6Address, the
i ngressinterface, and/or egressinterface Information El enments,
respectively).

* Alist of Original Exporter line card (represented by the
ori gi nal Exporterl Pv4Address, origi nal Exporterl| Pv6Address, or
lineCardld Informati on El enents, respectively).

Sone Information El enents characterizing the Cbservation Point may be
added. For exanple, the flowDirection Information El enent specifies
the direction of the observation, and, as such, characterizes the
ohservati on Point.

Any conbi nati on of the above representations is possible. An exanple

of an Original Chservation Point for an Internedi ate Aggregation
Process is displayed in Figure 8.
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exporterl Pv4Address 192.0.2.1
exporterl Pv4Address 192.0. 2. 2,
interface ethernet 0, direction ingress
interface ethernet 1, direction ingress
interface serial 1, direction egress
interface serial 2, direction egress
exporterl Pv4Address 192.0. 2. 3,
lineCardld 1, direction ingress

Figure 8: Conpl ex CGbservation Point Definition Exanple

A Medi ator MAY export such conplex Oiginal Cbservation Point

i nformati on, depending on application requirenments. |f such
information is exported, the Mediator MJST use [ RFC6313] to do so, as
descri bed bel ow.

The nbst generic way to export the Oiginal Cbservation Point is to
use a subTenplateMultiList, with the semantic "exactlyOneOr". Taking
the previous exanple, the encoding in Figure 9 can be used.

Tenpl ate Record 257: exporterl| Pv4Address
Tenmpl ate Record 258: exporterl Pv4Address,

basi cLi st of ingressinterface, flowDirection
Tenpl ate Record 259: exporterlPv4Address, lineCardlid, flowDirection

Fi gure 9: Conplex Cbservation Point Definition Exanple: Tenpl ates

The Original Cbservation Point is nodeled with the Data Records
corresponding to either Tenplate Record 1, Tenplate Record 2, or
Tenpl ate Record 3 but not nore than one of these ("exactlyOneO™r"
semantic). This inplies that the Fl ow was observed at exactly one of
the Cbservation Points reported.

VWhen an | PFI X Medi ator receives Fl ow Records containing the Origina
oservation Point Information Elenent, i.e.,

ori gi nal Exporterl Pv4Address or origi nal Exporterl Pv6Address, the |PFI X
Medi at or SHOULD NOT nodify its val ue(s) when conposi ng new Fl ow
Records in the general case. Known exceptions include anonym zati on
per Section 7.2.4 of [RFC6235] and an Internedi ate Correl ation
Process rewiting addresses across NAT. In other words, the Oigina
onservation Point should not be replaced with the |IPFI X Mediator
observation Point. The daisy chain of (Exporter, Cbservation Point)
representing the path the Fl ow Records took fromthe Exporter to the
top Collector in the Exporter/|PFI X Mediator(s)/Collector structure
nodel is out of the scope of this specification
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The foll owi ng subsections describe Information El enents for reporting
Original Exporter addresses as seen by the Collecting Process; note
they may be subject to network address transl ation upstream see

[ NAT-LOGGE NG for nore on logging in this situation.

5.1. original Exporterl Pv4dAddress | nformation El enent
Nane: ori gi nal Exporterl Pv4Addr ess
Descri pti on: The |1 Pv4 address used by the Exporting Process on an
Oiginal Exporter, as seen by the Collecting Process on an | PFI X
Medi ator. Used to provide information about the Origina
Observation Points to a downstream Col | ect or
Data Type: i pv4Addr ess
El ement | d: 403
5.2. original Exporterl Pv6Address | nformation El enent
Nane: ori gi nal Exporterl Pv6Addr ess
Descri pti on: The 1 Pv6 address used by the Exporting Process on an
Original Exporter, as seen by the Collecting Process on an | PFI X
Medi ator. Used to provide information about the Origina
Observation Points to a downstream Col | ect or
Data Type: i pv6Addr ess
El enent | d: 404
6. Managi ng Qobservati on Dormain | Ds
The Observation Dormain I D of any | PFI X Message contai ni ng Fl ow
Records relevant to no particul ar Observati on Domain, or to nultiple
Observati on Donmai ns, MJST have an Cbservation Domain | D of O.
| PFI X Medi ators that do not change (Options) Tenplate Records MJST
mai ntain a Tenpl ate Mapping, as detailed in Section 4.1, to ensure
that the conbinati on of Cbservation Domain | Ds and Tenplate I Ds do
not collide on export.
For | PFI X Mediators that export New (Options) Tenplate Records, as in
Section 4.2, there are two options for Qobservation Domain |D

managenment. The first and sinplest of these is to conpletely
decoupl e exported Observati on Domain IDs fromrecei ved Cbservation
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Domain IDs; the IPFI X Mediator, in this case, conprises its own set
of Cbservation Donai n(s) independent of the Observati on Domai n(s) of
the Original Exporters.

The second option is to provide or maintain a Tenpl ate Mapping for
recei ved (Options) Tenplate Records and exported inferred (Options)
Tenpl ate Records, along with the appropriate Observation Domain |Ds
per Transport Session, which ensures that the conbi nation of
Observation Domain | Ds and Tenplate I Ds do not collide on export.

In some cases where the | PFI X Message Header can’t contain a

consi stent Cbservation Donmain for the entire | PFI X Message, but the
Fl ow Records exported fromthe | PFI X Medi ator should contain the
Observation Domai n of the Original Exporter anyway, the (Options)
Tenpl ate Record must contain the original Observati onDomai nld
Informati on El ement, specified in Section 6.1. Wen an | PFI X
Medi at or receives Fl ow Records containing the

ori gi nal Coservati onDonmai nld I nformation El ement, the | PFI X Medi at or
MUST NOT nodify its value(s) when conposi ng new Fl ow Records with the
ori gi nal Observati onDorai nld | nformati on El enent.

6.1. original Cbservati onDomai nld | nformation El enent
Nane: ori gi nal Cbservat i onDonmi nl d
Descri ption: The Cbservation Donain ID reported by the Exporting
Process on an Oiginal Exporter, as seen by the Collecting Process
on an | PFI X Mediator. Used to provide information about the
Oiginal CObservation Domain to a downstream Col |l ector. Wen
cascadi ng through multiple Mediators, this identifies the initia
Observation Domain in the cascade.
Data Type: unsi gned32
Data Type Semanti cs: identifier
El enent | d: 405
7. Timing Considerations
The | PFI X Message Header "Export Tine" field is the time in seconds
since 0000 UTC Jan 1, 1970, at which the | PFI X Message | eaves the
| PFI X Medi ator. However, in the specific case of an |PFI X Medi ator

contai ning an Internedi ate Conversion Process, the |IPFI X Mediator MAY
use the export time received fromthe inconing Transport Session
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It is RECOWENDED that |PFI X Mediators handle tinme using absol ute

ti mestanps (e.g., flowStartSeconds, flowStartM11liseconds, or

fl owSt art Nanoseconds), which are specified relative to the UNI X epoch
(00: 00 UTC 1 Jan 1970) [POCsSI X. 1], where possible rather than relative
timestanps (e.g., flowStartSysUpTine or flowStartDeltaM croseconds),
which are specified relative to protocol structures such as system
initialization or nessage export tine.

The latter are difficult to manage for two reasons. First, they
require constant translation, as the systeminitialization time of an
i nternedi ate system and the export time of an internedi ate nessage
wi || change across nedi ati on operations. Further, relative

ti mestanps introduce range problens. For exanple, when using the
flowst art Del t aM croseconds and fl owEndDel t aM cr oseconds | nformation
El ements [I ANA-IPFI X], the Data Record nmust be exported within a
maxi mum of 71 minutes after its creation. Oherw se, the 32-bit
counter would not be sufficient to contain the flow start time

of fset. Those tine constraints mght be inconpatible with sonme of
the application requirements of sone Internediate Processes.

I nternmedi ate Processes MJST NOT assune that received records appear
in flowStartTi me, flowEndTi me, or observationTine order. An
Intermedi ate Process processing timng information (e.g., an

I nt ermedi ate Aggregation Process) MAY ignore records that are
significantly out of order, in order to neet application-specific
state and | atency requirenents, but SHOULD report that records were
dr opped.

VWhen an Internedi ate Process aggregates information fromdifferent

Fl ow Records, the tinestanps on exported records SHOULD be the

m ni mum of the start times and the maxi mum of the end tines in the
general case. However, if the Flow Records do not overlap, i.e., if
there is a tine gap between the tines in the Fl ow Records, then the
report may be inaccurate. The IPFIX Mediator is only reporting what
it knows, on the basis of the information nade available to it, and
there may not have been any data to observe during the gap. Then
again, if there is an overlap in tinestanps, there’'s the potential of
doubl e-accounting: different Cbservation Points may have observed the
same traffic simultaneously. The specification of the precise rules
for applying Flow Record tinmestanps at | PFI X Mediators for all the
different situations is out of the scope of this docunent.

Not e that [ RFC7015] provi des additional specifications for handling
of timestanps at an Internedi ate Aggregati on Process.
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8.

10.

Transport Consi derations

SCTP [ RFC4960] using the Partially Reliable SCTP (PR-SCTP) extension
specified in [RFC3758] MJST be inplemented by all conpliant |PFIX
Medi ator inplementations. TCP [ RFCO793] MAY al so be inplemented by

i mpl enentations conpliant with the | PFI X Mediator. UDP [ RFCO768] NAY
al so be inplenmented by conpliant |PFIX Mediator inplenmentations.
Transport-specific considerations for | PFI X Exporters as specified in
Sections 8.3, 8.4, 9.1, 9.2, and 10 of [RFC7011] apply to IPFI X

Medi ators as wel | .

SCTP SHOULD be used in depl oynents where | PFI X Medi ators and

Col I ectors are communi cating over |inks that are susceptible to
congestion. SCTP is capabl e of providing any required degree of
reliability. TCP MAY be used in deploynents where | PFI X Mediators
and Col | ectors conmmuni cate over links that are susceptible to
congestion, but SCTP is preferred due to its ability to limt back
pressure on Exporters and its nmessage versus streamorientation. UDP
MAY be used, although it is not a congestion-aware protocol

However, in this case, the IPFIX traffic between |IPFI X Medi ator and
Col l ector MJUST run in an environment where |PFI X traffic has been
provi sioned for and/or separated fromnon-I1PFI X traffic, whether
physically or virtually.

Col I ecting Process Considerations

Any Col |l ecting Process conpliant with [RFC7011] can receive | PFIX
Messages froman | PFI X Mediator. |If the IPFIX Mediator uses |PFIX
Structured Data [RFC6313] to export Oiginal Exporter Information, as
in Section 5, the Collecting Process MJST support [RFC6313].

Speci fic Reporting Requirenments

| PFI X provides Options Tenplates for the reporting the reliability of
processes within the I PFI X Architecture. As each Medi ator includes
at |least one | PFI X Exporting Process, they MAY use the Exporting
Process Reliability Statistics Options Tenplate, as specified in

[ RFC7011] .

Anal ogous to the Metering Process Reliability Statistics Options
Templ ate, al so specified in [RFC7011], Mediators MAY inpl enent the
Internmediate Process Reliability Statistics Options Tenpl ate,
specified in Sections 10.1, 10.3, and 10.4 define Information

El ements used by this Options Tenpl ate.

The Fl ow Keys Options Tenplate, as specified in [ RFC7011], may
requi re special handling at an | PFI X Medi ator, as described in
Section 10. 2.
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10.

In addition, each Internmediate Process may have its own specific
reporting requirenments (e.g., Anonymization Records as in [RFC6235],
or the Aggregation Counter Distribution Options Tenplate as in

[ RFC7015]); these SHOULD be inpl emented as necessary, as described in
the specification for each Internediate Process.

1. Internediate Process Reliability Statistics Options Tenpl ate

The Internediate Process Statistics Options Tenpl ate specifies the
structure of a Data Record for reporting Intermedi ate Process
statistics. It SHOULD contain the followi ng Information El ements;
the internedi ateProcessld Information Elenent is defined in

Section 10.3 and the ignoredDat aRecordTot al Count | nfornation El enent
is defined in Section 10. 4:
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| An identifier of the Cbservation |
| Dommin (of nessages exported by |
| this Mediator), locally unique to

| the Internediate Process, to which

| this statistics record applies.

i nt er medi at eProcessl d | An identifier for the Internediate
[ scope] | Process to which this statistics
| record applies. |

i gnor edDat aRecordTot al Count | The total nunber of Data Records |
| received but not processed by the
| I'ntermedi ate Process. |
time first record ignored | The tinestanp of the first record
| that was ignored by the
| Internedi ate Process. For Data
| Records containing tinmestanp |
| ranges, this SHOULD be taken from |
| the start tinmestanp of the range;
| for data records containing no |
| timng information, this SHOULD be
| taken fromthe Export Tine in the
| message header of the |IPFIX Message
| that contains it. For this
| timestanmp, any of the follow ng |
| timestanp can be used: |
| observationTi meSeconds,
| observationTimeMI1liseconds, |
| observationTi meM croseconds, or
| observationTi meNanoseconds. |
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10.

10.

time last record ignored | The tinestanp of the last record |
| that was ignored by the |
| I'nternmedi ate Process. For Data |
| Records containing tinmestanp |
| ranges, this SHOULD be taken from |
| the end timestanmp of the range; for |
| data records containing no timng |
| information, this SHOULD be taken |
| fromthe Export Tine in the nmessage |
| header of the containing | PFIX |
| Message. For this tinmestanp, any |
| of the following tinestanp can be |
| used: observationTi neSeconds, |
| observationTimeMI|iseconds, |
| observationTi mreM croseconds, or |
| observationTi mreNanoseconds. |

2. Flow Key Options Tenpl ate

The Fl ow Keys Options Tenplate specifies the structure of a Data
Record for reporting the Flow Keys of reported Flows. A Fl ow Keys
Data Record extends a particular Tenplate Record that is referenced
by its templateld identifier. The Tenplate Record is extended by
speci fying which of the Information El ements contained in the
correspondi ng Data Records descri be Flow properties that serve as

Fl ow Keys of the reported Flow. This Options Tenplate is defined in
Section 4.4 of [RFC7011] and SHOULD be used by Mediators for export
as defined there.

VWhen an Internedi ate Process exports Data Records containing
different Flow Keys fromthose received fromthe Oiginal Exporter,
and the Oiginal Exporter sent a Fl ow Keys Options record to the

| PFI X Medi ator, the | PFI X Mediator MJST export a Fl ow Keys Options
record defining the new set of Flow Keys.

3. internedi ateProcessld | nfornation El enent
Name: i nt er redi at ePr ocessl d
Descri pti on: An identifier of an Internediate Process that is

uni que per | PFI X Device. Typically, this Information Elenment is
used for limting the scope of other Information Elenents. Note
that process identifiers may be assigned dynamically; that is, an
Internediate Process may be restarted with a different ID.
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10.

11.

Data Type: unsi gned32

Data Type Semanti cs: identifier

El enent | d: 406

4. ignoredDat aRecordTot al Count | nformation El enent
Nane: i gnor edDat aRecor dTot al Count

Descri pti on: The total nunber of received Data Records that the
Internediate Process did not process since the (re-)initialization
of the Internediate Process; includes only Data Records not
exam ned or otherw se handl ed by the Internedi ate Process due to
resource constraints, not Data Records that were exam ned or
ot herwi se handl ed by the Internediate Process but those that
nmerely do not contribute to any exported Data Record due to the
operations perfornmed by the Internediate Process.

Data Type: unsi gned64
Data Type Semanti cs: t ot al Count er
El emrent | d: 407
Operations and Managenent Consi derations

In general, using | PFI X Mediators to conmbine information from
multiple Original Exporters requires a consistent configuration of
the Metering Processes behind these Original Exporters. The details
of this consistency are specific to each Internediate Process.

Consi stency of configuration should be verified out of band, with the
M B nodul es ([ RFC6615] and [ RFC6727]) or with the Configuration Data
Model for |PFIX and PSAMP [ RFC6728] .

From an operational perspective, this specification provides all the
information required to set up | PFI X Mediators and Col | ectors behind
| PFI X Mediators. Wile configuring the I PFI X Mediators, care must be
taken to include all the relevant information so that the Collectors
deduce the Data Records precise semantic. This is covered by the
Tenpl at e Mappi ng specifications in Section 4.1. Al so, caution nust
be taken that if sonmething is not carefully configured in the
processing chain, this can lead to the wong interpretation of
collected I PFI X data, and the associ ated applications can produce
results that are not operationally neaningful.
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12.

13.

Security Considerations

As they act as both IPFI X Collecting Processes and Exporting
Processes, the Security Considerations for the |IPFIX Protoco

[ RFC7011] also apply to I PFI X Mediators. The Security Considerations
for IPFIX Files [ RFC5655] also apply to IPFI X Mediators that wite
IPFI X Files or use themfor internal storage. However, there are a
few specific considerations that |PFI X Mediator inplenentations nust
al so take into account.

By design, IPFIX Mediators are "men in the mddle": they intercede in
the conmmuni cati on between an Original Exporter (or another upstream

| PFI X Medi ator) and a downstream Col | ecting Process. This has two
important inplications for the |l evel of confidentiality provided
across an | PFI X Mediator and the ability to protect data integrity
and Original Exporter authenticity across an | PFI X Mediator. These
are addressed in nore detail in the Security Considerations for |PFIX
Medi ators in [ RFC6183].

Note that while I PFI X Mediators can use the exporterCertificate and
collectorCertificate Information El enments defined in [ RFC5655] as
described in Section 9.3 of [RFC6183] to export information about
X.509 identities in upstream TLS-protected Transport Sessions, this
nmechani sm cannot be used to provide true end-to-end assertions about
a chain of |PFIX Mediators: any |PFI X Mediator in the chain can
simply falsify the informati on about upstream Transport Sessions. In
situations where information about the chain of nediation is

i mportant, it rmust be determined out of band. Note as well that an
Exporting Process has no in-band way to determ ne whether or not a
given Collecting Process will act as a Mediator. Trust placed in
Col l ecting Processes is absolute, so care should be taken when
exporting | PFI X Messages between Exporting Processes and Col |l ecting
Processes controlled by different entities.

| ANA Consi der ati ons

Thi s docunent specifies new | PFI X I nformati on El enents,

ori gi nal Exporterl Pv4Address in Section 5.1,

ori gi nal Exporterl Pv6Address in Section 5.2,

ori gi nal Ghservati onDomai nld in Section 6.1, internedi ateProcessld in
Section 10.3, and ignoredDat aRecordTot al Count in Section 10.4, which
have been added to the IPFI X Information El enent registry

[ 1 ANA- | PFI X] .
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