I nt ernet Engi neering Task Force (1 ETF) |. Baz Castillo
Request for Comments: 7118 J. Mllan Villegas

Cat egory: Standards Track Versatica
| SSN: 2070-1721 V. Pascua
Quobi s

January 2014

The WebSocket Protocol as a Transport for the
Session Initiation Protocol (SIP)

Abst ract

The WebSocket protocol enables two-way real -time comruni cation
between clients and servers in web-based applications. This docunent
specifies a WebSocket subprotocol as a reliable transport mechani sm
bet ween Session Initiation Protocol (SIP) entities to enabl e use of
SIP in web-oriented depl oynents.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7118

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Baz Castillo, et al. St andards Track [ Page 1]



RFC 711

Table o

1
2.

3.

SESESES RS

©No

o

9.
9.
10.

10.
10.
10.
10.
10.

10.
11.
12.

12.
12.

Appe
A
A
A

Appe
B.
B.

Baz Cas

8 WebSocket as a Transport for SIP

f Contents

I nt roducti on
Ter m nol ogy .

1. Defrnrtroné :

The WebSocket Protecol .o
The WebSocket SIP Subprotoco

. 1. Handshake . .
.2. SIP Encoding

SI P WebSocket Transpert

1 Vi a Transport Paraneter

2. SIP URI Transport Paraneter
3. Via "received" Paraneter
4
5.

SIP Transport |nplenmentation Requrrenents .

Locating a SIP Server
Connection Keep-Alive .
Aut hent i cati on
Exanpl es

1. Reg|strat|on .o .
.2. INVITE Dial og through a Proxy .

Security Considerations . . .
1. Secure VébSocket Cbnnect|on .
2. Usage of "sips" Scheme

| ANA Consi derations .

SIP/SIPS URI Paraneters Subregistry
Header Fields Subregistry

0’@:“9”?’?

SI P Transport Subregrstry
AcknomAedgenents .

Ref er ences .

1. Normmtive References .

2. I nformati ve References . .o

ndix A. Authentication Use Cases .

1. Just SIP Authentication .

2. Just Web Authentication . . .

3. Cooki e-Based Aut hentication

ndi x B. |nplenentation CGuidelines .
1. SIP WbSocket dient CbnS|derat|ons .
2. SIP WbSocket Server Considerations .

tillo, et al. St andards Track

Regi stration of the VébSocket SIP Subprotoco
Regi strati on of New NAPTR Service Field Val ues

Header Field Paraneters and Paraneter Values Subregrstry 17

January 2014

OO NNOOOOOOUITRADWWWW

[ Page 2]



RFC 7118 WebSocket as a Transport for SIP January 2014

1

2.

3.

| ntroducti on

The WebSocket protocol [RFC6455] enabl es nmessage exchange between
clients and servers on top of a persistent TCP connection (optionally
secured with Transport Layer Security (TLS) [RFC5246]). The initia
prot ocol handshake nmakes use of HITP [ RFC2616] senantics, allow ng
the WebSocket protocol to reuse existing HITP i nfrastructure.

Modern web browsers include a WebSocket client stack conmplying with
the WebSocket API [W5-API] as specified by the WBC. It is expected
that other client applications (those running in personal conputers
and devi ces such as smartphones) will also nake a WbSocket client
stack available. The specification in this docunent enabl es use of
SIP in these scenari os.

Thi s specification defines a WbSocket subprotocol (as defined in
Section 1.9 of [RFC6455]) for transporting SIP messages between a
WebSocket client and server, a reliable and nmessage-boundary-
preserving transport for SIP, and DNS Nami ng Authority Pointer
(NAPTR) [ RFC3403] service values and procedures for SIP entities

i mpl ementing the WebSocket transport. Media transport is out of the
scope of this docunent.

Section 3 in this specification relaxes the requirenent in [ RFC3261]
by which the SIP server transport MJST add a "received" paraneter in
the top Via header in certain circunstances.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

1. Definitions

SIP WbSocket Client: A SIP entity capabl e of opening out bound
connections to WbSocket servers and commruni cating using the
WebSocket SIP subprotocol as defined by this docunent.

SI P WbSocket Server: A SIP entity capable of listening for inbound
connections from WbSocket clients and conmuni cating using the
WebSocket SIP subprotocol as defined by this docunent.

The WebSocket Protoco
The WebSocket protocol [RFC6455] is a transport |ayer on top of TCP

(optionally secured with TLS [ RFC5246]) in which both client and
server exchange nessage units in both directions. The protoco
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defines a connection handshake, WbSocket subprotocol and extensions
negotiation, a frane format for sending application and control data,
a maski ng mechani sm and status codes for indicating disconnection
causes.

The WebSocket connection handshake is based on HTTP [ RFC2616] and
utilizes the HITP GET nethod with an "Upgrade" request. This is sent
by the client and then answered by the server (if the negotiation
succeeded) with an HTTP 101 status code. Once the handshake is

conpl eted, the connection upgrades fromHITP to the WebSocket
protocol. This handshake procedure is designed to reuse the existing
HTTP infrastructure. During the connection handshake, the client and
server agree on the application protocol to use on top of the
WebSocket transport. Such an application protocol (also known as a
"WebSocket subprotocol”) defines the format and semantics of the
nmessages exchanged by the endpoints. This could be a custom protoco
or a standardi zed one (as defined by the WbSocket SIP subprotocol in
this docunent). Once the HITP 101 response is processed, both the
client and server reuse the underlying TCP connection for sending
WebSocket messages and control frames to each other. Unlike plain
HTTP, this connection is persistent and can be used for multiple
nmessage exchanges.

WebSocket defines nessage units to be used by applications for the
exchange of data, so it provides a nessage-boundary-preserving
transport layer. These nessage units can contain either UTF-8 text
or binary data and can be split into multiple WbSocket text/binary
transport franes as needed by the WbSocket stack

The WebSocket APl [W5-API] for web browsers only defines call backs
to be invoked upon receipt of an entire nessage unit, regardl ess
of whether it was received in a single WbSocket frame or split
across nultiple frames.

4. The WebSocket SIP Subprotoco

The term WebSocket subprotocol refers to an application-I|eve

protocol |ayered on top of a WebSocket connection. This docunent
speci fies the WbSocket SIP subprotocol for carrying SIP requests and
responses through a WebSocket connecti on.

4.1. Handshake
The SI P WebSocket Cient and SIP WebSocket Server negoti ate usage of

the WebSocket SIP subprotocol during the WbSocket handshake
procedure as defined in Section 1.3 of [RFC6455]. The client MJUST

Baz Castillo, et al. St andards Track [ Page 4]



RFC 7118 WebSocket as a Transport for SIP January 2014

i nclude the value "sip" in the Sec-WbSocket-Protocol header inits
handshake request. The 101 reply fromthe server MJST contain "sip"
inits correspondi ng Sec-WbSocket - Prot ocol header

The WebSocket client initiates a WebSocket connection when
attenpting to send a SIP request (unless there is an al ready

est abl i shed WbSocket connection for sending the SIP request). In
case there is no HTTP 101 response during the WbSocket handshake,
it is considered a transaction error as per [RFC3261],

Section 8.1.3.1., "Transaction Layer Errors".

Bel ow i s an exanpl e of a WbSocket handshake in which the client
requests the WebSocket SIP subprotocol support fromthe server:

GET / HITP/ 1.1

Host: sip-ws. exanpl e. com

Upgr ade: websocket

Connection: Upgrade

Sec- WbSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://ww.exanpl e.com

Sec- WbSocket - Prot ocol : sip

Sec- WebSocket - Versi on: 13

The handshake response fromthe server accepting the WbSocket SIP
subprotocol would | ook as foll ows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Accept : s3pPLMBI Txa@@kY&zhZRbK+xCQo=
Sec- WbSocket - Prot ocol : sip

Once the negotiation has been conpl eted, the WbSocket connection is
establ i shed and can be used for the transport of SIP requests and
responses. Messages other than SIP requests and responses MJST NOT
be transnmitted over this connection

4.2. SIP Encoding

WebSocket messages can be transported in either UTF-8 text frames or
bi nary franmes. SIP [RFC3261] allows both text and binary bodies in
SI P requests and responses. Therefore, SIP WbSocket Clients and SIP
WebSocket Servers MUST accept both text and binary franes.

If there is at |east one non-UTF-8 synbol in the whole SIP nessage

(i ncluding headers and the body), then the whol e nessage MJST be
sent within a WbSocket binary message. G ven the nature of
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JavaScript and the WbSocket API, it is RECOMVENDED to use UTF-8
encoding (or ASCII, which is a subset of UTF-8) for SIP messages
carried over a WebSocket connection

5. SIP WebSocket Transport

WebSocket [RFC6455] is a reliable protocol; therefore, the SIP
WebSocket subprotocol defined by this docunent is a reliable SIP
transport. Thus, client and server transactions using WebSocket for
transport MJST follow the procedures and timer values for reliable
transports as defined in [ RFC3261].

Each SI P nmessage MJUST be carried within a single WbSocket nessage,
and a WebSocket nmessage MJUST NOT contain nore than one SIP nessage.
Because t he WbSocket transport preserves nessage boundaries, the use
of the Content-Length header in SIP nmessages is not necessary when
they are transported using the WbSocket subprotocol

This sinplifies the parsing of SIP nessages for both clients and
servers. There is no need to establish message boundaries using
Content - Lengt h headers between nmessages. QOher SIP transports,
such as UDP and the Stream Control Transm ssion Protocol (SCTP)

[ RFC4168], also provide this benefit.

5.1. Via Transport Paraneter

Via header fields in SIP nessages carry a transport protoco
identifier. This docunment defines the value "W5" to be used for
requests over plain WbSocket connections and "WSS" for requests over
secure WebSocket connections (in which the WebSocket connection is
establ i shed using TLS [ RFC5246] with TCP transport).

The updated augment ed BNF (Backus- Naur Forn) [RFC5234] for this
parameter is the following (the original BNF for this parameter can
be found in [ RFC3261], which was then updated by [ RFC4168]):
transport =/ "WS" / "WsS"

5.2. SIP URI Transport Paraneter
Thi s docunent defines the value "ws" as the transport paraneter val ue
for a SIP URI [RFC3986] to be contacted using the SIP WbSocket
subprotocol as transport.

The updated augmented BNF for this paranmeter is the follow ng (the
original BNF for this parameter can be found in [ RFC3261]):

transport-param =/ “"transport=" "ws"
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5.3. Via "received" Paraneter

The following is stated in [ RFC3261], Section 18.2.1, "ReceivVing
Request s":

When the server transport receives a request over any transport,
it MJUST exami ne the value of the "sent-by" paraneter in the top
Via header field value. |f the host portion of the "sent-by"
field contains a domain name, or if it contains an |P address that
differs fromthe packet source address, the server MJST add a
"received" paraneter to that Via header field value. This

par amet er MUST contain the source address from which the packet
was received

The requirenent of adding the "received" paraneter does not fit well
into the WebSocket protocol design. The WbSocket connection
handshake reuses the existing HITP infrastructure in which there
could be an unknown nunber of HTTP proxies and/or TCP | oad bal ancers
bet ween the SI P WebSocket Cient and Server, so the source address
the server would wite into the Via "received" paranmeter would be the
address of the HITP/TCP internmediary in front of it. This could
reveal sensitive information about the internal topology of the
server’s network to the client.

G ven the fact that SIP responses can only be sent over the existing
WebSocket connection, the Via "received" paraneter is of little use.
Therefore, in order to allow hiding possible sensitive information
about the SIP WbSocket Server’s network, this docunent updates

[ RFC3261], Section 18.2.1 by stating:

When a SI P WebSocket Server receives a request, it MAY deci de not
to add a "received" paraneter to the top Via header. Therefore,
SI P WbSocket Cdients MJST accept responses w thout such a
paranmeter in the top Via header regardl ess of whether the Via
"sent-by" field contains a dommin nane.

5.4. SIP Transport |nplenentation Requirenents
The following is stated in [ RFC3261], Section 18, "Transport":

Al SIP el enents MJST inplenment UDP and TCP. SIP el enents MAY
i npl enent ot her protocols.

The specification of this transport enables SIP to be used as a

session establishnent protocol in scenarios where none of the other
transport protocols defined for SIP can be used. Since sone
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environnents do not enable SIP elements to use UDP and TCP as SIP
transport protocols, a SIP elenment acting as a SIP WebSocket Cient
is not mandated to inplenment support of UDP and TCP

5.5. Locating a SIP Server

[ RFC3263] specifies the procedures that should be followed by SIP
entities for locating SIP servers. This specification defines the
NAPTR servi ce val ue "SI P+D2W for SI P WbSocket Servers that support
pl ai n WebSocket connections and "SI PS+D2W for SIP WbSocket Servers
that support secure WebSocket connecti ons.

At the tine this docunent was witten, DNS NAPTR/ Service Record
(SRV) queries could not be performed by comonly avail abl e
WebSocket client stacks (in JavaScript engines and web browsers).

In the absence of DNS SRV resource records or an explicit port, the
default port for a SIP URI using the "sip" schenme and the "ws
transport parameter is 80, and the default port for a SIP URl using
the "sips" schenme and the "ws" transport paraneter is 443.

6. Connection Keep-Alive

SIP WbSocket Cients and Servers nmay keep their WebSocket
connections open by sendi ng periodi c WebSocket "Ping" franes as
described in [ RFC6455], Section 5.5.2.

The WebSocket API [W5-API] does not provide a mechani sm for
applications running in a web browser to control whether or not
peri odi c WebSocket "Ping" frames are sent to the server. The

i mpl enentati on of such a keep-alive feature is the decision of
each web browser nmanufacturer and nmay al so depend on the
configuration of the web browser.

The indication and use of the CRLF NAT keep-alive nechani sm defined
for SIP connection-oriented transports in [ RFC5626], Section 3.5.1 or
[ RFC6223] are, of course, usable over the transport defined in this
speci fication.

7. Authentication

Thi s section describes how authentication is achieved through the
requirenents in [ RFC6455], [RFC6265], [RFC2617], and [ RFC3261].

The WebSocket protocol [RFC6455] does not define an authentication

mechani sm instead, it exposes the followng text in Section 10.5,
"WebSocket Client Authentication":
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This protocol doesn’t prescribe any particular way that servers
can authenticate clients during the WebSocket handshake. The
WebSocket server can use any client authentication mechani sm
available to a generic HITP server, such as cookies, HITP

aut hentication, or TLS authentication.

The followi ng |ist exposes nandatory-to-inplenent and optiona
nmechani sns for SIP WebSocket Clients and Servers in order to get
interoperability at the WebSocket authentication |evel:

o A SIP WebSocket Cient MIST be ready to add a session cooki e when
it runs in a web browser (or behaves |ike a browser navigating a
website) and has previously retrieved a session cookie fromthe
web server whose URL domain matches the donmain in the WbSocket
URI. This mechanismis defined by [ RFC6265] .

o A SIP WebSocket Cient MIST be ready to be challenged with an HTTP
401 status code [RFC2617] by the SIP WebSocket Server when
perform ng the WebSocket handshake.

o A SIP WbSocket Cient MAY use TLS client authentication (when in
a secure WebSocket connection) as an optional authentication
mechani sm

Not e, however, that TLS client authentication in the WbSocket
protocol is governed by the rules of the HITP protocol rather
than the rules of SIP.

o A SIP WebSocket Server MJST be ready to read session cooki es when
present in the WbSocket handshake request and use such a cookie
val ue for determ ni ng whet her the WbSocket connection has been
initiated by an HTITP client navigating a website in the sane
domai n (or subdomain) as the SIP WbSocket Server.

o A SIP WebSocket Server SHOULD be able to reject a WbSocket
handshake request with an HTTP 401 status code by providing a
Basi ¢/ Di gest chal l enge as defined for the HITP protocol

Regar dl ess of whether or not the SIP WebSocket Server requires

aut hentication during the WebSocket handshake, authentication MAY be

requested at the SIP | evel.

Sone aut hentication use cases are exposed in Appendi x A
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8. Exanples

8.1. Registration

Alice (SI P WES) pr oxy. exanpl e. com
|

| HTTP GET (WS handshake) F1

| o >|

| 101 Switching Protocols F2

| <o |

| REG STER F3 |

R REEEEEEEEEEEEEEEEEE >|

| 200 K F4

| < |

Alice | oads a web page using her web browser and retrieves JavaScri pt
code i nmpl enenting the WbSocket SIP subprotocol defined in this
docunent. The JavaScript code (a SIP WbSocket Cient) establishes a
secure WebSocket connection with a SIP proxy/registrar (a SIP
WebSocket Server) at proxy.exanmple.com Upon WebSocket connection
Alice constructs and sends a SI P REG STER request, including Qutbound
[ RFC5626] and d obal |y Routable User Agent URI (GRUU) [ RFC5627]
support. Since the JavaScript stack in a browser has no way to
deternmine the | ocal address fromwhich the WebSocket connection was
made, this inmplenentation uses a random".invalid" domain nane for
the Via header "sent-by" paraneter and for the hostport of the URI in
the Contact header (see Appendix B.1).

Message details (authentication and Sessi on Description Protoco
(SDP) bodies are onitted for sinplicity):

F1 HTTP GET (WS handshake) Alice -> proxy.exanple.com (TLS)

GET / HTTP/ 1.1

Host: proxy. exanpl e.com

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Key: dGhl | HNhbXBsZSBub25j zQ==
Oigin: https://ww. exanpl e. com

Sec- WbSocket - Prot ocol : sip

Sec- WebSocket - Ver si on: 13
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F2 101 Switching Protocols proxy.exanmple.com-> Alice (TLS)

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Accept : s3pPLMBIi Txa@@kY&zhZRbK+xCQo=
Sec- WbSocket - Prot ocol : sip

F3 REG STER Alice -> proxy.exanple.com (transport WS5S)

REQ STER si p: proxy. exanple.com SIP/ 2.0

Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9h&bKasudf

From sip:alice@xanple.comtag=65bnnj. 34asd

To: sip:alice@xanple.com

Call-1D: aiuy7k9nj asd

CSeq: 1 REQ STER

Max- Forwar ds: 70

Supported: path, outbound, gruu

Contact: <sip:alice@if7jal 231 s0d.invalid;transport=ws>
;reg-id=1
; +Si p. i nstance="<urn: uui d: f 81- 7dec- 14a06¢f 1>"

F4 200 OK proxy.exanple.com-> Alice (transport W5S)

SIP/2.0 200 &K
Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z29h&4bKasudf
From sip:alice@xanple.comtag=65bnnj. 34asd
To: sip:alice@xanple.comtag=12isjljn8
Call-1D: aiuy7k9nj asd
CSeq: 1 REQ STER
Supported: outbound, gruu
Contact: <sip:alice@if7jal 23ls0d.invalid;transport=ws>
;reg-id=1
; +Si p. i nstance="<urn: uui d: f 81- 7dec- 14a06cf 1>"
; pub- gruu="si p: al i ce@xanpl e. com gr =ur n: uui d: f 81- 7dec- 14a06cf 1"
; tenp- gruu="si p: 87ash54=3dd. 98a@xanpl e. com gr"
; expi res=3600
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8.2. INVITE Dial og through a Proxy

Alice (SIP W5S) proxy. exanpl e. com (SIP UDP) Bob
I I I
| INVITE F1 |
B R R L EE R PR > |
| 100 Trying F2 |
| <o |
| | INVI TE F3
N AR EEEEEEEEEEEEE >
| | 200 KX F4 |
| | < |
| 200 OK F5 | I
| < | |
I I I
| ACK F6 | |
[~ > |
| | ACK F7 |
| |- >
I o o . I
| Bi di rectional RTP Media |
I I I
| | BYE F8 |
| | < |
| BYE F9 | |
RS CREREE R EEEEEEEEE | |
| 200 OK F10 | |
e RREREEEEEE > |

| 200 OK F11

e RAREEEEEEETELEEE >

I

Baz Castill o,

In the same scenari o,

Alice places a cal

to Bob’s Address of Record

(AOR). The SIP WbSocket Server at proxy.exanple.comacts as a SIP
proxy, routing the INVITE to Bob's contact address (which happens to

be using SIP transported over UDP). Bob answers the cal

termnates it.

and t hen

Message details (authentication and SDP bodies are onitted for

simplicity):

et al.

St andards Track

[ Page 12]



RFC 7118 WebSocket as a Transport for SIP January 2014

F1 INVITE Alice -> proxy.exanple.com(transport W5S)

I NVI TE si p: bob@xanpl e. com SIP/ 2.0
Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9hG4bK56sdasks
From sip:alice@xanple.comtag=asdyka899
To: sip: bob@xanpl e. com
Call-1D: asidkj3ss
CSeq: 1 INVITE
Max- Forwards: 70
Supported: path, outbound, gruu
Rout e: <si p: proxy. exanpl e. com 443; transport =ws; | r>
Contact: <sip:alice@xanple.com
; gr=urn: uui d: f81- 7dec- 14a06cf 1; ob>
Cont ent - Type: application/sdp

F2 100 Trying proxy.exanmple.com-> Alice (transport WS5S)

SIP/2.0 100 Trying

Via: SIP/2.0/WsS df 7j al 231 s0d. i nval i d; branch=z9hG4bK56sdasks
From sip:alice@xanple.conmtag=asdyka899

To: sip: bob@xanpl e. com

Call-1D: asidkj3ss

CSeq: 1 INVITE

F3 INVITE proxy.exanple.com-> Bob (transport UDP)

| NVI TE si p: bob@03. 0. 113. 22: 5060 SIP/ 2.0
Via: SIP/2.0/UDP proxy.exanpl e.com branch=z9hG4bKhj hj qw32c
Via: SIP/2.0/WsS df 7j al 231 s0d. i nval i d; branch=z9hG4bK56sdasks
Recor d- Rout e: <si p: proxy. exanpl e. com transport =udp;|r>,
<si p: h7kj h12s@r oxy. exanpl e. com 443; transport =ws; | r>
From sip:alice@xanple.conmtag=asdyka899
To: sip: bob@xanpl e. com
Call-1D: asidkj3ss
CSeq: 1 INVITE
Max- Forwar ds: 69
Supported: path, outbound, gruu
Contact: <sip:alice@xanple.com
; gr=urn: uui d: f 81- 7dec- 14a06¢cf 1; ob>
Cont ent - Type: application/sdp
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F4 200 OK Bob -> proxy. exanpl e.com (transport UDP)

SIP/2.0 200 &K
Via: SIP/2.0/UDP proxy.exanpl e. com branch=z9hG4bKhj hj qw32c
; recei ved=192. 0. 2. 10
Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9hG4bK56sdasks
Recor d- Rout e: <si p: proxy. exanpl e. com transport =udp;|r>,
<si p: h7kj h12s@r oxy. exanpl e. com 443; transport =ws; | r>
From sip:alice@xanple.contag=asdyka899
To: sip: bob@xanpl e. com t ag=bnmgkj hsd
Call-1D: asidkj3ss
CSeq: 1 INVITE
Contact: <sip:bob@03.0.113.22:5060;transport=udp>
Cont ent - Type: application/sdp

F5 200 OK proxy.exanple.com-> Alice (transport W5S)

SIP/2.0 200 K
Via: SIP/2.0/WsS df 7j al 231 s0d. i nval i d; branch=z9hG4bK56sdasks
Recor d- Rout e: <si p: proxy. exanpl e. com transport =udp; | r>,
<si p: h7kj h12s@r oxy. exanpl e. com 443; transport =ws; | r>
From sip:alice@xanple.comtag=asdyka899
To: sip: bob@xanpl e. com t ag=bngkj hsd
Call-1D: asidkj3ss
CSeq: 1 INVITE
Contact: <sip:bob@03.0.113.22: 5060;transport=udp>
Cont ent - Type: application/sdp

F6 ACK Alice -> proxy.exanple.com (transport W5S)

ACK si p: bob@03. 0.113. 22: 5060; transport=udp SIP/2.0

Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9hG4bKhggqqp090

Rout e: <si p: h7kj h12s@r oxy. exanpl e. com 443; transport=ws; | r>,
<si p: proxy. exanpl e. com transport =udp; | r>,

From sip:alice@xanple.comtag=asdyka899

To: sip: bob@xanpl e. com t ag=bngkj hsd

Call-1D: asidkj3ss

CSeq: 1 ACK

Max- Forwar ds: 70
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F7 ACK proxy.exanpl e.com-> Bob (transport UDP)

ACK si p: bob@03. 0.113. 22: 5060; transport=udp SIP/ 2.0

Via: SIP/2.0/UDP proxy.exanpl e.com branch=z9hG4bKhwpoc80zzx
Via: SIP/2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9hG4bKhgqqp090
From sip:alice@xanple.conmtag=asdyka899

To: sip: bob@xanpl e. com t ag=bngkj hsd

Call-1D: asidkj3ss

CSeq: 1 ACK

Max- Forwar ds: 69

F8 BYE Bob -> proxy.exanple.com (transport UDP)

BYE si p: al i ce@xanpl e. com gr=ur n: uui d: f 81- 7dec- 14a06cf1; 0b SIP/ 2.0
Via: SIP/2.0/UDP 203.0.113. 22; branch=z9hG4bKbi ui ansd001
Rout e: <si p: proxy. exanpl e. com transport=udp; | r>,
<si p: h7kj h12s@r oxy. exanpl e. com 443; transport =ws; | r >
From sip: bob@xanpl e. com t ag=bnykj hsd
To: sip:alice@xanple.comtag=asdyka899
Call-1D: asidkj3ss
CSeq: 1201 BYE
Max- Forwards: 70

F9 BYE proxy.exanple.com-> Alice (transport W5S)

BYE si p: al i ce@xanpl e. com gr =ur n: uui d: f 81- 7dec- 14a06cf 1; ob SIP/ 2.0
Via: SIP/2.0/ WS proxy.exanpl e. com 443; br anch=z9h&bKnma01n8r 5
Via: SIP/2.0/UDP 203.0.113. 22; branch=z9hG4bKbi ui ansd001

From sip: bob@xanpl e. com t ag=bnykj hsd

To: sip:alice@xanple.comtag=asdyka899

Call-1D: asidkj3ss

CSeq: 1201 BYE

Max- Forwar ds: 69

F10 200 OK Alice -> proxy.exanple.com (transport WSS)

SIP/2.0 200 K

Via: SIP/2.0/W5S proxy.exanpl e. com 443; br anch=z9h&bKnma01n8r 5
Via: SIP/2.0/UDP 203.0.113. 22; branch=z9h&4bKbi ui ansd001

From sip: bob@xanpl e. com t ag=bnykj hsd

To: sip:alice@xanple.comtag=asdyka899

Call-1D: asidkj3ss

CSeq: 1201 BYE
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9.

9.

9.

10.

10.

F11 200 OK proxy.exanple.com-> Bob (transport UDP)

SIP/2.0 200 X

Via: SIP/2.0/UDP 203.0.113. 22; branch=z9hG4bKbi ui ansd001
From si p: bob@xanpl e. com t ag=bnykj hsd

To: sip:alice@xanple.comtag=asdyka899

Call-1D: asidkj3ss

CSeq: 1201 BYE

Security Consi derations
1. Secure WebSocket Connection

It is RECOWENDED that the SIP traffic transported over a WbSocket
conmuni cati on be protected by using a secure WbSocket connection
(using TLS [ RFC5246] over TCP).

When establishing a connection using SIP over secure WbSocket
transport, the client MJST authenticate the server using the server’s
certificate according to the WebSocket validation procedure in

[ RFC6455] .

Server operators should note that this authentication procedure is
different fromthe procedure for SIP domain certificates defined
in [RFC5922]. Certificates that are appropriate for SIP over TLS
over TCP will probably not be appropriate for SIP over secure
WebSocket connecti ons.

2. Usage of "sips" Scheme

The "sips" schene in a SIP URI dictates that the entire request path
to the target be secure. |[|f such a path includes a WbSocket
connection, it MJST be a secure WbSocket connection

| ANA Consi derations
1. Registration of the WebSocket SIP Subprotoco

| ANA has registered the WbSocket SIP subprotocol under the
"WebSocket Subprotocol Nane" registry with the foll ow ng data:

Subprotocol Identifier: sip

Subprot ocol Commobn Nanme: WebSocket Transport for SIP (Session
Initiation Protocol)

Subprotocol Definition: [RFC7118]
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10.

10.

10.

10.

2. Registration of New NAPTR Service Field Val ues

Thi s docunent defines two new NAPTR service field values (SIP+D2W and
SI PS+D2W and | ANA has regi stered these val ues under the "Registry
for the Session Initiation Protocol (SIP) NAPTR Resource Record

Services Field". The entries are as foll ows:
Services Field Pr ot ocol Ref er ence
S| P+D2W Wb [ RFC7118]
S| PS+D2W W8 [ RFC7118]

3. SIP/SIPS URI Paraneters Subregistry

| ANA has added a reference to this docunment under the "SIP/ SIPS UR
Par amet er s" subregistry within the "Session Initiation Protocol (SIP)
Par amet ers" registry:

Par anet er Nane Pr edefi ned Val ues Ref er ence

transport Yes [ RFC3261] [ RFC7118]
4. Header Fields Subregistry

| ANA has added a reference to this docunent under the "Header Fields"
subregistry within the "Session Initiation Protocol (SIP) Paraneters"
registry:

Header Name conpact Ref er ence

Via % [ RFC3261] [ RFC7118]
5. Header Field Paranmeters and Paraneter Val ues Subregistry

| ANA has added a reference to this docunment under the "Header Field
Par amet ers and Paraneter Val ues" subregistry within the "Session
Initiation Protocol (SIP) Paraneters" registry:

Pr edefi ned
Header Field Paraneter Name Val ues Reference

Vi a recei ved No [ RFC3261] [ RFC7118]
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10.

11.

12.

12.

6. SIP Transport Subregistry

Thi s docunent adds a new subregistry, "SIP Transport", to the
"Session Initiation Protocol (SIP) Parameters" registry. |Its format
and initial values are as shown in the follow ng table:

Fom ek Fom e e e aaa oo +
| Transport | Reference |
T o e e e e oo +
| UDP | [ RFC3261] |
| TCP | [ RFC3261] |
| TLS | [ RFC3261] |
| SCTP | [RFC3261], [RFC4168] |
| TLS-SCTP | [RFC4168] |
| W5 | [RFC7118] |
| WSS | [RFC7118] |
S o e e e e e e a oo - +

The policy for registration of values in this registry is "Standards
Action" [RFC5226].
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Appendi x A.  Authentication Use Cases

The sections bel ow briefly describe sone SIP over WbSocket scenari os
i n which authentication takes place in different ways.

A. 1. Just SIP Authentication

SIP Private Branch Exchange (PBX) nodel A inplenents the SIP
WebSocket transport defined by this specification. |Its

i mpl enentation is 100% website agnostic as it does not share
information with the web server providing the HTML code to browsers,
nmeani ng that the SIP WbSocket Server (here, PBX nodel A) has no
know edge about web login activity within the website.

In this sinmple scenario, the SIP WbSocket Server does not inspect
fields in the WebSocket handshake HTTP GET request such as the
request URL, the Origin header value, the Host header val ue, or the
Cooki e header value (if present). However, sone of those fields
could be inspected for a mninmal validation (i.e., PBX nodel A could
require that the Origin header value contains a specific URL so just
users navigating such a website would be able to establish a
WebSocket connection with PBX nodel A).

Once the WebSocket connection has been established, SIP

aut hentication is requested by PBX nodel A for each SIP request
conming over that connection. Therefore, SIP WbSocket Cients nust
be provisioned with their corresponding SIP password.

A. 2. Just Web Aut hentication

A SIP-t0-PSTN (Public Switched Tel ephone Network) provider offers
tel ephony service for clients logged into its website. The provider
does not want to expose SIP passwords into the web for security/
privacy reasons.

Once the user is logged into the web, the web server provides him
with a SIPidentity (SIP URI) and a session tenporary token string
(along with the SIP WbSocket Cient JavaScript application and SIP
settings). The web server stores the SIP identity and session token
into a database.

The web application adds the SIP identity and session token as URL
query paranmeters in the WbSocket handshake request and attenpts the
connection. The SIP WbSocket Server inspects the handshake request
and val idates that the session token matches the value stored in the
dat abase for the given SIP identity. |In case the value matches, the
WebSocket connection gets "authenticated" for that SIP identity. The
SI P WbSocket Cient can then register and nake calls. The SIP
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WebSocket Server woul d, however, verify that the identity in those
SIP requests (i.e., the From URI value) matches the SIP identity the
WebSocket connection is associated to (otherwi se, the SIP request is
rej ected).

When the user perfornms a |logout action in the web, the web server
renoves the SIP identity and session token tuple fromthe database
and notifies the SIP WbSocket Server, which revokes and cl oses the
WebSocket connecti on.

No SIP authentication takes place in this scenario.
A. 3. Cooki e- Based Authentication

The Apache web server conmes with a new nodul e: nod_si p_websocket. In
port 80, the web server is configured to listen for both HTTP comon
requests and WebSocket handshake requests. Therefore, both the web
server and the SIP WbSocket Server are co-located within the sane
host and sanme donai n.

Once the user is logged into the web, he is provided with the SIP
WebSocket Cient JavaScript application and SIP settings. The HITP
200 response after the login procedure also contains a session cookie
[ RFC6265]. The web application then attenpts a WebSocket connection
agai nst the sanme URL/donain of the website, and thus the session
cookie is automatically added by the browser into the WbSocket
handshake request (as the WebSocket protocol [RFC6455] states).

The web server inspects the cookie value (as it would do for a comon
HTTP request containing a session cookie so that the | ogin procedure
is not required again). |If the cookie is valid, the WbSocket
connection is authorized. And, as in the previous use case, the
connection is also associated with a specific SIP identity that nust
be satisfied by every SIP request com ng over that connection

No SIP authentication takes place in this scenario but just comon
cooki e usage as wi dely deployed in the Wrld Wde Wb.

Appendi x B. I nplenmentation Quidelines

Let us assume a scenario in which the users access with their web
browsers (probably behind NAT) an application provided by a server on
an intranet, login by entering their user identifier and credentials,
and retrieve a JavaScript application (along with the HTM)

i mpl enenting a SIP WebSocket Cient.
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B. 1.

Baz

Such a SIP stack connects to a given SIP WbSocket Server (an

out bound SIP proxy that also inplenments classic SIP transports such
as UDP and TCP). The HTTP GET net hod request sent by the web browser
for the WebSocket handshake includes a Cookie [RFC6265] header with
the val ue previously provided by the server after the successfu

| ogin procedure. The cookie value is then inspected by the WbSocket
server to authorize the connection. Once the WbSocket connection is
established, the SIP WbSocket Cient performs a SIP registration to
a SIP registrar server that is reachable through the proxy. After
registration, the SIP WbSocket Cient and Server exchange SIP
messages as would normal |y be expected.

This scenario is quite simlar to ones in which SIP user agents (UAs)
behi nd NATs connect to a proxy and nust reuse the sane TCP connection
for incom ng requests (because they are not directly reachable by the
proxy otherwise). |In both cases, the SIP UAs are only reachable
through the proxy to which they are connected.

The SI P Qutbound extension [ RFC5626] seens an appropriate solution
for this scenario. Therefore, these SIP WbSocket Cients and the
SI P registrar inplenent both the Qutbound and Path [ RFC3327]
extensions, and the SIP proxy acts as an Qut bound Edge Proxy (as
defined in [ RFC5626], Section 3.4).

SIP WbSocket Cients in this scenario receive incomng SIP requests
via the SIP WebSocket Server to which they are connected. Therefore,
in sone call transfer cases, the use of GRUU [ RFC5627] (which shoul d
be inmplenented in both the SIP WbSocket Cients and SIP registrar)

i s val uabl e.

If a REFER request is sent to a third SIP user agent including the
Contact URI of a SIP WbSocket Client as the target inits

Ref er-To header field, such a URl will be reachable by the third
SIPUAonly if it is a globally routable URI. GRUU (d obally

Rout abl e User Agent URI) is a solution for those scenarios and
woul d cause the incomng request fromthe third SIP user agent to
be sent to the SIP registrar, which would route the request to the
SI P WebSocket Cient via the Qutbound Edge Proxy.

SI P WebSocket Cient Considerations

The JavaScript stack in web browsers does not have the ability to

di scover the | ocal transport address used for originating WbSocket
connections. A SIP WbSocket Cient running in such an environnent
can construct a dommin nane consisting of a random token foll owed by
the ".invalid" top-level domain nane, as stated in [RFC2606], and
uses it withinits Via and Contact headers.
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B. 2.

The Contact URI provided by SIP UAs requesting (and receiving)
Qut bound support is not used for routing requests to those UAs,
thus it is safe to set a random donain in the Contact UR

host port.

Both the Qutbound and GRUU specifications require a SIP UA to include
a Uniform Resource Nane (URN) in a "+sip.instance" paraneter of the
Cont act header in which they include their SIP REG STER requests.

The client device is responsible for generating or collecting a

sui tabl e value for this purpose

In web browsers, it is difficult to generate or collect a suitable
val ue to be used as an URN value fromthe browser itself. This
scenari o suggests that value is generated according to [ RFC5626],
Section 4.1 by the web application running in the browser the
first tine it |oads the JavaScript SIP stack code, and then it is
stored as a cookie within the browser.

SI P WbSocket Server Considerations

The SIP WebSocket Server in this scenario behaves as a SIP Qutbound
Edge Proxy, which involves support for Qutbound [RFC5626] and Path
[ RFC3327] .

The proxy perforns |oose routing and remains in the path of dial ogs
as specified in [RFC3261]. |If it did not do this, in-dialog requests
woul d fail since SIP WebSocket Cients nmake use of their SIP
WebSocket Server in order to send and receive SIP nessages.
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