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Abst ract

Portions of the radio spectrumthat are assigned to a particul ar use
but are unused or unoccupied at specific locations and tines are
defined as "white space". The concept of allow ng additiona
transm ssi ons (which nay or may not be licensed) in white space is a
techni que to "unl ock" existing spectrumfor new use. This docunent

i ncl udes the problem statenent for the devel opnent of a protocol to
access a database of white-space information foll owed by use cases
and requirenments for that protocol. Finally, requirenments associated
with the protocol are presented

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6953
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1. Introduction
1.1. Introduction to White Space

Wreless spectrumis a coomodity that is regul ated by governnents.
The spectrumis used for various purposes, which include, but are not
limted to, entertainnent (e.g., radio and tel evision), comrunication
(e.g., telephony and Internet access), nmilitary (e.g., radars, etc.),
and navigation (e.g., satellite comunication, GPS). Portions of the
radi o spectrumthat are assigned to a licensed (primary) user but are
unused or unoccupied at specific locations and tines are defined as
"white space". The concept of allowi ng additional (secondary)
transm ssi ons (which nmay or may not be licensed) in white space is a
techni que to "unl ock" existing spectrumfor new use.

An obvious requirement is that these secondary transm ssions do not
interfere with the assigned use of the spectrum One interesting
observation is that often, in a given physical |ocation, the primary
user(s) may not be using the entire band assigned to them The
avai | abl e spectrum for secondary transm ssions woul d then depend on
the location of the secondary user. The fundanmental issue is howto
determ ne, for a specific location and specific time, if any of the
assigned spectrumis avail able for secondary use.

Academ a and industry have studied multiple cognitive radio [ CRADI O
nmechani sns for use in such a scenario. One sinple nmechanismis to
use a geospatial database that contains the spatial and tenporal
profile of all primary |icensees’ spectrum usage, and require
secondary users to query the database for avail abl e spectrum that
they can use at their |location. Such databases can be accessible and
gueryabl e by secondary users on the Internet.

Any entity that is assigned spectrumthat is not densely used may be
asked by a governnental regulatory agency to share it to allow for
nore intensive use of the spectrum Providing a nechani sm by which
secondary users share the spectrumw th the primary user is
attractive in many bands, in many countries.

Thi s docunent includes the problem statenent foll owed by use cases
and requirements associated with the use of white-space spectrum by
secondary users via a database query protocol. The final sections

i nclude the requirenments associated with such a protocol. Note that
the I ETF has undertaken to devel op a database query protocol (see

[ PAVE] ) .
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1.2. Scope
1.2.1. In Scope

Thi s docunent covers the requirenents for a protocol to allow a
device to access a database to obtain spectrumavailability

i nformati on. Such a protocol should allow a device to performthe
foll owi ng acti ons:

1. Determine the rel evant database to query.

2. Connect to and optionally register with the database using a
wel | - defined protocol

3. Provide geolocation and perhaps other data to the database using
a well-defined format for querying the database.

4. Receive in response to the query a list of avail able white-space
frequencies at the specified geolocation using a well-defined
format for the information.

5. Send an acknow edgnent to the database with informtion
cont ai ni ng channel s sel ected for use by the device and ot her
devi ce operation paraneters.

Not e: The above protocol actions should explicitly or inplicitly
support the ability of devices to re-register and/or re-query the

dat abase when they change their |ocations or operating paraneters.
This will allow themto receive pernmission to operate in their new

| ocations and/or with their new operating paraneters, and to send
acknow edgnents to the database that include information on their new
operating paraneters.

1.2.2. OQut of Scope
The foll owi ng topics are out of scope for this specification
1. It is the device' s responsibility to query the database for new
spect rum when the devi ce noves, changes operating paraneters,
| oses connectivity, etc. Qher synchronization mechani sns are
out of scope.
2. A rogue device may operate w thout contacting the database to

obtain avail able spectrum Hence, enforcenent of spectrum usage
by devices is out of scope.
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3. The protocol defines comunications between the database and
devices. The protocol for conmmunications between devices is out
of scope.

4. Coexistence and interference avoi dance of white-space devices
within the sane spectrum are out of scope.

5. Provisioning (rel easing new spectrumfor white-space use) is out
of scope.

2. Conventions Used in This Docunent
2.1. Term nol ogy
Dat abase: A database is an entity that contains current informtion

about avail abl e spectrumat a given location and tine, as well as
ot her types of information related to spectrum availability and

usage.

Device Cass: Identifies classes of devices including fixed, nobile,
portable, etc. May also indicate if the device is indoor or
out door .

Device ID: An identifier for a device.

Mast er Device: A device that queries the database, on its own behal f
and/or on behal f of a slave device, to obtain avail able spectrum
i nf or mati on.

Sl ave Device: A device that queries the database through a master
devi ce.

Trust ed Database: A database that is trusted by a device or provides
data objects that are trusted by a device.

White Space (W5): Radio spectrumthat is available for secondary use
at a specific location and tine.

Wi t e- Space Device (WSD): A device that uses white-space spectrum as
a secondary user. A white-space device can be a fixed or portable
devi ce such as an access point, base station, or cell phone.
2.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Probl em St at enent

The use of white-space spectrumis enabled via the capability of a
device to query a database and obtain information about the
availability of spectrumfor use at a given location. The databases
are reachable via the Internet, and the devices querying these

dat abases are expected to have sone form of Internet connectivity,
directly or indirectly. While databases are expected to support the
rule set(s) of one or nore regul atory domai ns, and the regul ations
and avail abl e spectrum associated with each rule set may vary, the
fundanent al operation of the protocol must be independent of any
particul ar regul atory environment.

An exampl e of the high-level architecture of the devices and
dat abases is shown in Figure 1

| Master |

|Ws Device] e
| Lat: X |\ L [ | Dat abase A|
| Long: Y | \ ( Y  eeeeeeaeaa.n
----------- \ e -/ \/

0
)
----------- [------( )\ 0
| Master | / ( ) N\ 0

| W6 Devi ce|/ ( ) \ e
|Lat: X | \-emm-- | Dat abase B
|Long: Y | e

Figure 1. Hi gh-Level View of Wite-Space Database Architecture

Note that there could be multiple databases serving white-space

devices. In sone countries, such as the U S., the regul ator has
determ ned that multiple databases may provi de service to white-space
devi ces.

A messaging interface between the white-space devices and the

dat abase is required for operating a network using the white-space
spectrum The follow ng sections discuss various aspects of such an
interface and the need for a standard.

3.1. dobal Applicability
The use of white-space spectrumis currently approved or being
considered in multiple regulatory domains, whose rules may differ.

However, the need for devices that intend to use the spectrumto
communi cate with a database remains a common feature. The dat abase
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i mpl enents rules that protect all primary users, independent of the
characteristics of the white-space devices. It also provides a way
to specify a schedule of use, since some primary users (for exanple,
Wi rel ess mcrophones) only operate in limted time slots.

Devi ces need to be able to query a database, directly or indirectly,
over the public Internet and/or private |P networks prior to
operating in avail able spectrum |Information about avail abl e
spectrum schedul e, power, etc., are provided by the database as a
response to the query froma device. The nessaging interface needs
to be:

1. Interface agnostic - An interface between a master white-space
devi ce and database can be wired or unwired (e.g., a radio/air
i nterface technol ogy such as | EEE 802. 11af, | EEE 802.15.4m |EEE
802. 16, | EEE 802.22, LTE, etc.) However, the nessaging interface
bet ween a naster white-space device and the database shoul d be
agnostic to the interface used for such nessagi ng while being
cogni zant of the characteristics of the interface technol ogy and
the need to include any relevant attributes in the query to the
dat abase.

2. Spectrum agnostic - The spectrumused by primary and secondary
users varies by country. Sone spectrum bands have an explicit
notion of a "channel": a defined swath of spectrumw thin a band
that has sone assigned identifier. Qher spectrum bands may be
subj ect to white-space sharing, but only have actual frequency
| ow hi gh paraneters to define primary and secondary use. The
protocol should be able to be used in any spectrum band where
whi t e-space sharing is permtted.

3. Gobally applicable - A comon nmessagi ng i nterface between white-
space devices and databases will enable the use of such spectrum
for various purposes on a global basis. Devices can operate in
any | ocation where such spectrumis avail able and a conmon
interface ensures uniformty in inplementations and depl oynment.
To allow the gl obal use of white-space devices in different
countries (whatever the regulatory donain), the protocol should
support the database that communi cates the applicable regul atory
rule-set information to the white-space device.

4. Built on flexible and extensible data structures - Different
dat abases are likely to have different requirenents for the kinds
of data required for registration (different regulatory rule sets
that apply to the registration of devices) and ot her nessages
sent by the device to the database. For instance, different
regul ators mght require different device-characteristic
information to be passed to the database.
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3.2. Database Discovery

The master device nust obtain the address of a trusted dat abase,
which it will query for available white-space spectrum |If the
mast er device uses a discovery service to |locate a trusted dat abase
it may performthe following steps (this description is intended as
descriptive, not prescriptive):

1. The master device constructs and sends a request (e.g., over the
Internet) to a trusted discovery service

2. If no acceptable response is received within a pre-configured
time limt, the master device concludes that no trusted database
is available. |If at |east one response is received, the naster

devi ce eval uates the response(s) to determine if a trusted

dat abase can be identified where the master device is able to
receive service fromthe database. |If so, it establishes contact
with the trusted dat abase

3. The master device establishes a white-space network as descri bed
in Section 4.

Optionally, and in place of steps 1-2 above, the master device can be
pre-configured with the address (e.g., URI) of one or nore trusted
dat abases. The master device can establish contact with one of these
trusted dat abases.

3.3. Device Registration

The master device may register with the database before it queries
the dat abase for avail able spectrum A registration process may
consi st of the follow ng steps:

1. The master device sends registration information to the database.
This information may include the device ID; serial nunber
assigned by the manufacturer; device |ocation; device antenna
hei ght above ground; nane of the individual or business that owns
the device; and the name, postal address, emmil address, and
phone nunber of a contact person responsible for the device's
operation.

2. The dat abase responds to the registration request with an
acknow edgnent to indicate the success of the registration
request or with an error if the registration was unsuccessful.
Addi tional information may be provided by the database in its
response to the master device.
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3.4. Protoco

A protocol that enables a white-space device to query a database to
obtain information about avail able spectrumis needed. A device may
be required to register with the database with sone credentials prior
to being allowed to query. The requirenents for such a protocol are
specified in this docunent.

3.5. Data Mddel Definition

The contents of the queries and response need to be specified. A
data nodel is required; it rmust enable the white-space device to
qguery the database while including all the relevant information, such
as geol ocation, radio technol ogy, power characteristics, etc., which
may be country, spectrum and regul atory dependent. All databases
are able to interpret the data nodel and respond to the queries using
the sanme data nodel that is understood by all devices.

4. Use Cases

There are many potential use cases for white-space spectrum-- for
exanpl e, providing broadband I nternet access in urban and densely
popul ated hotspots, as well as rural and renote, underserved areas.
Avai | abl e white-space spectrum may al so be used to provide Internet
"backhaul’ for traditional W-Fi hotspots or for use by towns and
cities to nmonitor/control traffic lights, read utility nmeters, and
the like. Still other use cases include the ability to offload data
traffic fromanother Internet access network (e.g., 3G cellular
network) or to deliver data, information, or a service to a user
based on the user’s location. Some of these use cases are described
in the foll owi ng sections.

4.1. Master-Slave Wite-Space Networks

There are a nunber of common scenarios in which a master white-space
device will act as proxy or nediator for one or nore slave devices
using its connection to the Internet to query the database for

avail abl e spectrum for itself and for one or nore slave devices.
These sl ave devices may be fixed or nobile, in close proxinmty with
each ot her (indoor network or urban hotspot), or at a distance (rura
or remote WAN). Once sl ave devices switch to white-space spectrum
for their communications, they may connect through the master to the
Internet or use white-space spectrum for intra-network comunications
only. The naster device can continue to arbitrate and control white-
space conmuni cations by slave devices, and it may notify them when
they are required to change white-space frequencies or cease white-
space communi cations.
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Figure 2 depicts the general architecture of such a sinple naster-
sl ave network in which the master device communi cates with a dat abase
on its own behal f and on behal f of slave devices.

| Sl ave
| Devi ce| \ Ny e
| 1 |  (AT) | | Dat abase
-------- \ | CEEE I EETREE
| \ oo | ------ ( ) !
| \| Master | / \
________ /] | ======= ( Internet )
| Sl ave | / | Device | \
| Device| (ATr) | | ( )
|2 1 - | (----)
-------- /
o] /
0 | (AT)
0 /
-------- /
| Sl ave | /
| Devi ce| /
| n |

Figure 2: Master-Slave Wite-Space Network

The protocol requirements for these master-slave devices and ot her
simlar scenarios is essentially the same: the protocol nust support
the ability of a nmaster device to nake avail abl e-spectrum query
requests on behal f of slave devices, passing device identification
geol ocati on, and other slave device paraneters to the database as
required to obtain a list of white-space spectrum avail able for use
by one or nore slave devices. O course, different use cases wll
use this spectruminformation in different ways, and the details of
nmast er/ sl ave communi cations may be different for different use cases.

Conmon steps that may occur in master-slave networks include the
foll ow ng:

1. The master device powers up.

2. Slave devices may power up and associate with the nmaster device
via W-Fi or some other over-the-air, non-white-space spectrum
Until the slave device is allocated white-space spectrum any
nmast er - sl ave or sl ave-slave comruni cati ons occurs over such non-
whi t e- space spectrum
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3. The nmamster has Internet connectivity, determ nes (or knows) its
| ocation, and establishes a connection to a trusted database (see
Section 3.2).

4. The master may register with the trusted database (see
Section 3.3).

5. The nmaster sends a query to the trusted database requesting a
list of available white-space spectrum based upon its
geol ocation. Query paraneters may include the master’s |ocation
device identifier, and antenna height. The master may send
avai | abl e-spectrum requests to the database on behal f of slave
devi ces.

6. The dat abase responds to the naster’s query with a list of
avai |l abl e white-space spectrum associ ated maxi mum power | evels,
and durations of time for spectrumuse. |If the master made
requests on behalf of slave devices, the master may transmt the
obt ai ned avail abl e-spectrumlists to the slaves (or the naster
may all ocate spectrumto slaves fromthe obtai ned spectrum
[ists).

7. The master may informthe database of the spectrum and power
| evel it selects fromthe available spectrumlist. If a slave
devi ce has been all ocated avail abl e white-space spectrum the
slave may informthe master of the spectrum and power |evel it
has chosen, and the master may, in turn, relay such slave device
usage to the database.

8. Further comunication anong nmasters and sl aves over the white-
space network nmay occur via the sel ected/allocated white-space
spectrum frequenci es.

Note: Steps 5 through 7 may be repeated by the naster device when it
(or a slave device that uses the naster as a proxy to comunicate

wi th the database) changes its |location or operating paraneters --
for exanple, after a naster changes location, it may query the

dat abase for avail able spectrumat its new | ocation, then acknow edge
the subsequent response received fromthe database with information
on the spectrum and power levels it is using at the new | ocation.

4.2. Ofloading: Mwving Traffic to a Wite-Space Network

This scenario is a variant of the naster-slave network described in
the previous use case. 1In this scenario, an access point (AP) offers
a white-space service that offloads Internet traffic as an
alternative data path to a nore congested or costly Internet wre,
wireless, or satellite service.

Mancuso, et al. I nf or mati onal [ Page 11]



RFC 6953 PAW5 Use Cases and Requirenents May 2013

Figure 3 shows an exanpl e of depl oynent of this scenario.

\ |/
|
B |
\ |/ /| Access Point |\
| S R A |
S IR / \ oL
| Portabl e]/ \ (----) | Database
| Device | \ ( ) - -
[-------- [\ \ \
\ X( I'nternet )
\ /
(AT) / ( )
\ / (----)
\ /
[N R |/
| Met er ed |
| Service |

Figure 3: Ofloading Traffic to a Wite-Space Network
A sinplified operation scenario of offloading content, such as video
stream froma congested or costly Internet connection to a white-
space service provided by an AP consists of the followi ng steps:

1. The AP contacts the database to determ ne channels it can use.

2. The portable device connects to a paid Internet service and
sel ects a video for stream ng

3. The portable device deternmines if it can offload to a white-space
AP:

A. |If the portable device knows its location, it

1. asks the database (using the paid service) for avail able
whi t e- space spectrum

2. listens for and connects to the AP over the permtted
whi t e- space spectrum

B. If the portable device does not have GPS or other nmeans to
deternmine its position, it

1. uses non-white-space spectrumto listen for and connect
to the AP
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2. asks the AP to query the database for permtted white-
space spectrumon its behal f;

3. uses the permitted white-space spectrumto connect to the
AP.

4. The portable device accesses the Internet through the AP to
streamthe sel ected video

4.3. \Wite Space Serving as Backhaul

In this use case, an Internet connectivity service is provided to
users over a comon wireless standard, such as W-Fi, with a white-
space naster/slave network providi ng backhaul connectivity to the
Internet. Note that W-Fi is referenced in Figure 4 and the

foll owi ng discussion, but any other technol ogy can be substituted in
its place.

Figure 4 shows an exanpl e of depl oynent of this scenario.
\|/

Wiite \|/ \|/ W-Fi \|/
| Space | | |
| | | | -] ----|
(----) <] -1 -] | | W-Fi
( ) | Mast er | | Slave |--(Air)--] Dev
/ Vo |--(Air)--| Bridge | |- -- |
( Internet )---| | to W-Fi |
A | |- | \|/
( ) v |
(----) V(AT) ]
\--] W-Fi|
| Dev |

Figure 4: \Wite-Space Network Used for Backhau

Once the bridged device (Slave Bridge + W-Fi) is connected to a
master and W5 network, a sinplified operation scenario of backhau
for W-Fi consists of the follow ng steps:

1. A bridged slave device (Slave Bridge + W-Fi) is connected to a
mast er device operating in the W5 spectrum (the master obtains
avai | abl e white-space spectrum as described in Section 4.1).

2. Once the slave device is connected to the nmaster, the W-Fi
access point has Internet connectivity as well.

3. End users attach to the W-Fi network via their W-Fi-enabl ed
devi ces and receive Internet connectivity.
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4. 4. Rapid Network Depl oynment during Energencies

Organi zations involved in handling emergency operations maintain an
infrastructure that relies on dedicated spectrumfor their
operations. However, such infrastructures are often affected by the
di sasters they handle. To set up a replacenent network, spectrum
needs to be quickly cleared and reallocated to the crisis response
organi zation. Automation of this allocation and assignnent is often
the best solution. A preferred option is to nake use of a robust
protocol that has been adopted and inplemented by radio

manuf acturers. A typical network topol ogy solution m ght include
wirel ess access links to the public Internet or private network,

wi rel ess ad hoc network radi os working i ndependently of a fixed
infrastructure, and satellite links for backup where | ack of
coverage, overload, or outage of wireless access |inks can occur

Figure 5 shows an exanpl e of depl oyment of this scenario.

-] |
| Master node | I —— |
|
|

\ |/ with | | White-Space
| ad hoc /| backhaul link | | Database
| R R R R | R |
e e / | \ /
| Master node | | | (--1--)
| without | | - (
| backhaul 1ink | | Wreless [/ Private \
———————————————— \ | Access ( net or )
\ | \ Internet )
\ \ |/ | - ( /
\ | ad hoc | | (------ )
\ | | / \
L e [Satellite ----------
| Master node [ Link | O her
|
|

|
with |/ | nodes
backhaul 1ink

Figure 5: Rapidly Deployed Network with Partly Connected Nodes

In the ad hoc network, all nodes are naster nodes that allocate radio
frequency (RF) channels fromthe database (as described in

Section 4.1). However, the backhaul link may not be available to al
nodes, such as depicted for the left node in the above figure. To
handl e RF channel allocation for such nodes, a master node with a
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backhaul link relays or proxies the database query for them So
mast er nodes wi thout a backhaul link follow the procedure as defined
for clients. The ad hoc network radios utilize the provided RF
channels. Details on form ng and mai nt enance of the ad hoc network,
i ncluding repair of segnented networks caused by segnents operating
on different RF channels, is out of scope of spectrum allocation

4.5. \Wite Space Used for Local TV Broadcaster

Avai | abl e white-space spectrum can be depl oyed in novel ways to

| everage the public use of hand-held and portable devices. One such
use is white-space spectrumused for |ocal TV transm ssion of audio-
vi deo content to portable devices used by individuals in attendance
at an event. In this use case, audience nmenbers at a seninar
entertai nnent event, or other venue plug a mniature TV receiver fob
into their |aptop, conputer tablet, cell phone, or other portable
device. A master device obtains a list of avail able white-space
spectrum (as described in Section 4.1), then broadcasts audi o-vi deo
content locally to the audi ence over one of the avail able
frequenci es. Audience nenbers receive the content through their
mniature TV receivers tuned to the appropriate white-space band for
di splay on the nonitors of their portabl e devices.

Figure 6 shows an exanpl e of depl oynent of this scenario.

| Whi t e- Space
| Dat abase |
.- R |
R | )
| Master | / \
| | ========( I nternet)
- | \
| ( )
I\ (---)

(Wi t e- Space
Br oadcast)

USB TV receivers connected to | aptops, cell phones, tablets ...

Figure 6: Wiite Space Used for Local TV Broadcast
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5. Requirenents
5.1. Data Mdel Requirenents

D.1 The data nodel MUST support specifying the geol ocation of the
whi t e-space device, the uncertainty in neters, the height and
its uncertainty, and the percentage of confidence in the
| ocation determnmination. The data nodel MJUST support [WGS84].

D.2 The data nodel MUST support specifying the data and ot her
applicable requirements of the rule set that applies to the
whi t e-space device at a specified |ocation

D.3 The data nodel MJUST support device description data that
identifies a white-space device (serial nunber, certification
I Ds, etc.) and describes device characteristics, such as device
class (fixed, nobile, portable, indoor, outdoor, etc.), Radio
Access Technol ogy (RAT), etc.

D.4 The data nodel MJUST support specifying a manufacturer’s seria
nunber for a white-space device.

D.5 The data nodel MJUST support specifying the antenna- and
radi ati on-rel ated paraneters of the white-space device, such as:

ant enna hei ght
ant enna gain

maxi mum out put power, Equival ent |sotropic Radi ated Power
(EIRP) in dBm (decibels referenced to 1 mlliwatt)

antenna radi ation pattern (directional dependence of the
strength of the radio signal fromthe antenna)

spectrum nask with | owest and hi ghest possible frequency

spectrum nask in dBr (decibels referenced to an arbitrary
reference level) frompeak transmt power in EIRP, with
specific power linmt at any frequency linearly interpol ated
bet ween adj acent points of the spectrum mask

nmeasurenment resol uti on bandwi dth for ElI RP neasurenents
D.6 The data nodel MUST support specifying owner and operator
contact information for a transmtter. This includes the nane

of the transmtter owner and the nane, postal address, enai
address, and phone nunber of the transmitter operator.
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D.7 The data nodel MJUST support specifying spectrumavailability.
Spectrumunits are specified by | ow and high frequenci es and may
have an optional channel identifier. The data nodel MJST
support a schedule including start tine and stop time for
spectrumunit availability. The data nodel MJST support maxi mum
power |evel for each spectrumunit.

D.8 The data nodel MUST support specifying spectrumavailability
information for a single location and an area (e.g., a polygon
defined by multiple |ocation points or a geonmetric shape such as
acircle).

D.9 The data nodel MUST support specifying the frequencies and power
| evel s selected for use by a white-space device in the
acknow edgnent nessage.

5.2. Protocol Requirenents

P.1 The master device identifies a database to which it can
regi ster, nake spectrumavailability requests, etc. The
prot ocol MJST support the discovery of an appropriate database
given a location provided by the naster device. The master
devi ce MAY sel ect a database by discovery at run tine or by
nmeans of a pre-progranmed URI. The naster device MAY validate
di scovered or configured database addresses against a |ist of
known dat abases (e.g., a list of databases approved by a
regul atory body).

P. 2 The protocol MJIST support the database informng the naster of
the regulatory rules (rule set) that applies to the naster
device (or any slave devices on whose behalf the master is
contacting the database) at a specified |ocation

P.3 The protocol MJIST provide the ability for the database to
aut henticate the nmaster device.

P. 4 The protocol MJST provide the ability for the master device to
verify the authenticity of the database with which it is
i nteracting.

P.5 The nessages sent by the master device to the database and the
nessages sent by the database to the master device MJST support
integrity protection.

P. 6 The protocol MJIST provide the capability for nessages sent by
the master device and database to be encrypted.
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Tracking of master or slave device uses of white-space spectrum
by dat abase administrators, regul atory agencies, and ot hers who
have access to a white-space database coul d be considered

i nvasi ve of privacy, including privacy regulations in specific
environnents. The PAWS protocol SHOULD support privacy-
sensitive handling of device-provided data where such
protection is feasible, allowed, and desired.

The protocol MJST support the naster device registering with
the dat abase; see Device Registration (Section 3.3).

The protocol MJST support a registration acknow edgnent
i ndi cating the success or failure of the naster device
regi stration.

The protocol MJST support an avail abl e spectrum request from
the master device to the database, which may include one or
nore of the data itens listed in Data Mbdel Requirenents
(Section 5.1). The request nay include data that the naster
device sends on its own behal f and/or on behalf of one or nore
sl ave devi ces.

The protocol MJIST support an avail abl e spectrum response from
the database to the master device, which may include one or
nore of the data itens |isted in Data Mbdel Requirenents
(Section 5.1). The response nmay include data related to master
and/ or sl ave device operation.

The protocol MJST support a spectrum usage nessage fromthe
nmaster device to the database, which may include one or nore of
the data itens listed in Data Mddel Requirements (Section 5.1).
The nessage may include data that the naster device sends on
its own behal f and/or on behalf of one or nore slave devices.

The protocol MJST support a spectrum usage nessage
acknow edgnent .

The protocol MJST support a validation request fromthe naster
device to the database to validate a slave device, which should
i nclude information necessary to identify the slave device to

t he dat abase.

The protocol MJST support a validation response fromthe
dat abase to the master to indicate if the slave device is
val i dated by the database. The validation response MJST
i ndicate the success or failure of the validation request.
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P.16 The protocol MJST support the capability for the database to
i nform master devices of changes to spectrumavailability
i nf ormati on.

5.3. Operational Requirenents

Thi s section contains operational requirenments of a database-device
system independent of the requirenments of the protocol for
conmuni cati on between the dat abase and devi ces.

O'1 The master device nust be able to connect to the database to
send requests to the database and receive responses to, and
acknow edgnents of, its requests fromthe database.

O 2 A naster device MIST be able to deternine its location including
uncertainty and confidence level. A fixed master device may use
a location programmed at installation.

0.3 The naster device MJIST be configured to understand and conply
with the requirenents of the rule set of the regulatory body
that apply to its operation at its |ocation

O 4 A nmaster device MIST query the database for the avail able
spectrum at a specified |location before starting radio
transm ssion in white space at that |ocation

O 5 A naster device MIST be able to query the database for the
avai | abl e spectrum on behal f of a slave device at a specified
| ocation before the slave device starts radio transm ssion in
white space at that |ocation.

O. 6 The database MJST respond to an avail abl e spectrum request.
5.4. CQuidelines

Wit e-space technology itself is expected to evolve and include
attributes such as coexistence and interference avoi dance, spectrum
brokering, alternative spectrumbands, etc. The design of the data
nodel and protocol should be cognizant of the evol ving nature of

whi t e- space technol ogy and consider the foll owi ng set of guidelines
in the devel opnment of the data nodel and protocol

1. The data nobdel SHOULD provide a nodul ar design separating
nessagi ng- specific, admnistrative-specific, and spectrum
specific parts into distinct nodul es.

2. The protocol SHOULD support determ nation of which
adm ni strative-specific and spectrum specific nbdul es are used.
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6.

Security Considerations

PAWS is a protocol whereby a master device requests a schedul e of
avail abl e spectrumat its location (or the location of its slave
devices) before it (or they) can operate using those frequencies.
Whereas the information provided by the database nust be accurate and
conformto applicable regulatory rules, the database cannot enforce,
through the protocol, that a client device uses only the spectrumit
provided. In other words, devices can put energy in the air and
cause interference w thout asking the database. Hence, PAWS security
consi derations do not include protection against malicious use of the
whi t e- space spectrum

Threat nodel for the PAWS protocol
Assunpti ons:

The link between the nmaster device and the database can be
wired or wireless and provides IP connectivity. It is assuned
that an attacker has full access to the network nmedi um between
the master device and the database. The attacker nay be able
to eavesdrop on any comruni cati ons between these entities.

Threat 1: User nodifies a device to nmasquerade as another valid
certified device

A master device identifies itself to the database in order to
obtain information about available spectrum Wthout suitable
protection mechani sms, devices can listen to registration
exchanges and |l ater register with the database by clainng the
identity of another device.

Threat 2: Spoofed dat abase

A master device attenpts to discover a database (or databases)
that it can query for available spectruminformation. An
attacker may attenpt to spoof a database and provi de responses
to a naster device that are nalicious and result in the naster
device causing interference to the primary user of the
spectrum

Threat 3: Modifying or janm ng a query request

An attacker may nodify or jamthe query request sent by a
master device to a database. The attacker may change the

| ocation of the device or its capabilities (transmt power,
antenna height, etc.), and, as a result, the database responds
with incorrect information about avail able spectrum or nmaxi num
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transmt power allowed. The result of such an attack is that
the master device can cause interference to the primary user of
the spectrum It may also result in a denial of service to the
master device if the nodified database response indicates that
no channels are available to the master device or when a jamed
qguery prevents the request fromreachi ng the database.

Threat 4: Mdifying or janming a query response

An attacker may nodify or jamthe query response sent by the
dat abase to a master device. For exanple, an attacker may

nodi fy the avail abl e spectrum or power-|evel information
carried in the database response. As a result, a master device
may use spectrumthat is not available at a |ocation or may
transmt at a greater power |level than allowed. Such

unaut hori zed use can result in interference to the primry user
of that spectrum Alternatively, an attacker may nodify a

dat abase response to indicate that no spectrumis avail abl e at
a location (or jamthe response), resulting in a denial of
service to the master device

Threat 5: Third-party tracking of white-space device |ocation and
identity

A master device may provide its identity in addition to its
location in the query request. Such |ocation/identity

i nformati on can be gl eaned by an eavesdropper and used for
unaut hori zed tracki ng purposes.

Threat 6: Malicious individual acts as a database to term nate or
unfairly limt spectrum access of devices

A dat abase may include a nechani sm by which service and
spectrum all ocated to a master device can be revoked by sendi ng
a revoke nessage to a master device. A malicious user can
pretend to be a database and send a revoke nmessage to that
device. This results in denial of service to the master

devi ce.

The security requirements arising fromthe above threats are captured
in the requirements of Section 5.2.
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