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Abst ract

The DNS Security Extensions (DNSSEC) requires the use of
cryptographic algorithmsuites for generating digital signatures over
DNS data. There is currently an I ANA registry for these al gorithns,
but there is no record of the recomended inpl enentation status of
each algorithm This docunment provides an applicability statenent on
al gorithminplenentati on status for DNSSEC conponent software. This
docunent lists each algorithnm s status based on the current

reference. In the case that an algorithmis specified w thout an

i npl enentation status, this docunent assigns one. This docunent
updates RFCs 2536, 2539, 3110, 4034, 4398, 5155, 5702, and 5933.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6944.
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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2.

2.

| ntroducti on

The Donmai n Name System (DNS) Security Extensions (DNSSEC) ([RFC4033],
[ RFC4034], [RFC4035], [RFC4509], [RFC5155], and [ RFC5702]) uses
digital signatures over DNS data to provide source authentication and
integrity protection. DNSSEC uses an |ANA registry to |ist codes for
digital signature algorithns (consisting of a cryptographic algorithm
and one-way hash function).

The original list of algorithmstatus is found in [RFC4034]. O her
DNSSEC RFCs have added new al gorithms or changed the status of
algorithnms in the registry. However, inplenenters nust read through
all the docunents in order to discover which algorithnms are

consi dered wise to inplenment, which are not, and which al gorithnms may
becorme widely used in the future.

Thi s docunent defines the current inplenentation status for al

regi stered algorithns. |If the status of algorithns changes, this
docunent will be replaced with a new one establishing the new status;
see Section 2.4.

Thi s docunent updates the follow ng: [ RFC2536], [RFC2539], [RFC3110],
[ RFC4034], [RFC4398], [RFC5155], [RFC5702], and [ RFC5933].

1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The DNS Security Algorithm I nplenentation Status Lists
1. Status Definitions

Must | nplenent: The al gorithm MJUST be inplenented to interoperate
with other inplenentations of this specification

Must Not Inplenment: The algorithm MJUST NOT be inplenented. An
algorithmw th this status has known weaknesses.

Recommended to Inplenment: The al gorithm SHOULD be i npl enent ed.
Uility and interoperability with other inplenmentations will be
i mproved when an algorithmwth this status is inplenented, though
there m ght be occasions where it is reasonable not to inplenent
the algorithm An inplenenter nmust understand and wei gh the ful
i mplications of choosing not to inplement this particul ar
al gorithm
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Optional: The algorithm MAY be inplenented, but all inplenentations
MUST be prepared to interoperate with inplenentations that do or
do not inplement this algorithm

2.2. AgorithmlInplementation Status Assignnent Rationale

RSASHA1 has an i npl enentation status of Mist |nplenment, consistent
with [ RFC4034]. RSAMD5 has an inplenentation status of Mist Not
| mpl ement because of known weaknesses in MD5.

The status of RSASHALl- NSEC3-SHA1l is set to Recommended to | npl enent
as many depl oynments use NSEC3. The status of RSA/ SHA-256 and RSA/
SHA-512 are al so set to Reconmended to | npl enent as nmj or depl oynents
(such as the root zone) use these algorithnms [ROOTDPS]. It is

bel i eved that RSA/ SHA-256 or RSA/ SHA-512 algorithnms will replace

ol der algorithms (e.g., RSA/SHA-1) that have a perceived weakness.

Li kewi se, ECDSA with the two identified curves (ECDSAP256SHA256 and
ECDSAP384SHA384) is an algorithmthat may see wi despread use due to
the perceived simlar |evel of security offered with snmaller key size
conpared to the key sizes of algorithnms such as RSA. Therefore,
ECDSAP256SHA256 and ECDSAP384SHA384 are Reconmmended to | npl enent.

Al other algorithns used in DNSSEC specified w thout an
i npl enentation status are currently set to Optional.

2.3. DNSSEC I nmplenentation Status Table
The DNSSEC al gorithminplenmentation status table is |isted bel ow

Only the algorithns already specified for use with DNSSEC at the tine
of witing are |isted.

. . e e +
| Must | Must Not | Recomended | Opt i onal |
| Implenent | Inplement | to | mpl enent | |
o m oo - - o m oo - - i i +
| | | | |
| RSASHAL | RSAMD5 | RSASHA256 | Any |
| | | RSASHA1- NSEC3 | regi stered |
| | | - SHA1 | al gorithm |
| | | RSASHA512 | not listed in |
| | | ECDSAP256 SHA256 | this table |
| | | ECDSAP384SHA384 | |
e e R R +
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This table does not list the Reserved values in the | ANA registry
table or the values for | NDIRECT (252), PRIVATE (253), and PRI VATEQ D
(254). These values may relate to nore than one algorithmand are
therefore up to the inplementer’s discretion. As noted, any
algorithmnot listed in the table is Optional. As of this witing,
the Optional algorithns are DSASHAL, DH, DSA- NSEC3-SHA1l, and GOST-
ECC, but in general, anything not explicitly listed is Optional

2.4. Specifying New Al gorithnms and Updating the Status of Existing
Entries

[ RFC6014] establishes a parallel procedure for adding a registry
entry for a new algorithmother than a standards track docunent.
Because any algorithmnot listed in the foregoing table is Optional
algorithms entered into the registry using the [ RFC6014] procedure
are automatically Optional

It has turned out to be useful for inplenentations to refer to a
singl e docunent that specifies the inplenentation status of every
algorithm Accordingly, when a new algorithmis to be registered
with a status other than Optional, this docurment shall be nade

obsol ete by a new docunent that adds the new algorithmto the table
in Section 2.3. Simlarly, if the status of any algorithmin the
table in Section 2.3 changes, a new docunent shall nake this docunent
obsol ete; that docunment shall include a replacenent of the table in
Section 2.3. This way, the goal of having one authoritative docunent
to specify all the status values is achieved.

Thi s docunent cannot be updated, only nade obsol ete and repl aced by a
successor documnent.

3. | ANA Consi derati ons

Thi s docunent lists the inplenmentation status of cryptographic

al gorithms used with DNSSEC. These algorithnms are maintained in an

| ANA registry at http://ww.iana.org/assignnments/dns-sec-al g- nunbers.
Because this docunment establishes the inplenentation status of every
algorithm it has been listed as a reference for the registry itself.

4. Security Considerations

Thi s docunent lists, and in sone cases assigns, the inplenentation
status of cryptographic algorithns used with DNSSEC. It is not neant
to be a discussion on algorithmsuperiority. No new security

consi derations are raised in this docunent, though prior description
of algorithms as NOI RECOVMENDED (see [ RFC4034]) has been recast as
Must Not | npl enment .
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