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Abst r act

Thi s docunent describes a set of practices for operating the DNS with
security extensions (DNSSEC). The target audience is zone
adm ni strators depl oyi ng DNSSEC.

The docurent di scusses operational aspects of using keys and
signatures in the DNS. It discusses issues of key generation, key
storage, signature generation, key rollover, and related policies.

Thi s docunent obsol etes RFC 4641, as it covers nore operationa
ground and gives nore up-to-date requirenments with respect to key
sizes and the DNSSEC operati ons.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6781
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1. Introduction

Thi s docunent describes howto run a DNS Security (DNSSEC) -enabl ed
environnent. It is intended for operators who have know edge of the
DNS (see RFC 1034 [ RFC1034] and RFC 1035 [ RFCL1035]) and want to
depl oy DNSSEC ( RFC 4033 [ RFC4033], RFC 4034 [ RFC4034], RFC 4035

[ RFC4035], and RFC 5155 [RFC5155]). The focus of the document is on
serving authoritative DNS information and is ainmed at zone owners,
nane server operators, registries, registrars, and registrants. It
assunes that there is no direct relationship between those entities
and the operators of validating recursive name servers (validators).

Duri ng wor kshops and early operational depl oyment, operators and
system adm ni strators have gai ned experience about operating the DNS
with security extensions (DNSSEC). This docunent transl ates these
experiences into a set of practices for zone administrators.

Al t hough the DNS Root has been signed since July 15, 2010 and now
nore than 80 secure del egations are provisioned in the root, at the
time of this witing there still exists relatively little experience
wi th DNSSEC i n production environnments bel ow t he Top-Level Domain
(TLD) level; this docunent should therefore explicitly not be seen as
representing 'Best Current Practices’. Instead, it describes the
deci sions that should be nmade when depl oyi ng DNSSEC, gives the

choi ces avail able for each one, and provi des sone operationa

gui del i nes. The document does not give strong reconmendations. That
may be the subject for a future version of this docunent.
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The procedures herein are focused on the mmi ntenance of signed zones
(i.e., signing and publishing zones on authoritative servers). It is
i ntended that mai ntenance of zones, such as re-signing or key

roll overs, be transparent to any verifying clients.

The structure of this docunent is as follows. |In Section 2, we

di scuss the inportance of keeping the "chain of trust" intact.
Aspects of key generation and storage of keys are discussed in
Section 3; the focus in this section is mainly on the security of the
private part of the key(s). Section 4 describes considerations
concerning the public part of the keys. Sections 4.1 and 4.2 dea
with the rollover, or replacenent, of keys. Section 4.3 discusses
consi derati ons on how parents deal with their children’s public keys
in order to naintain chains of trust. Section 4.4 covers all kinds
of timng issues around key publication. Section 5 covers the

consi derati ons regardi ng sel ecting and using the NSEC or NSEC3

[ RFC5155] Resource Record.

The typographic conventions used in this docunent are explained in
Appendi x B

Since we describe operational suggestions and there are no protoco
specifications, the RFC 2119 [ RFC2119] | anguage does not apply to
this docunment, though we do use quotes from ot her docunents that do
i nclude the RFC 2119 | anguage.

Thi s docunent obsol etes RFC 4641 [ RFC4641].

1.1. The Use of the Term’ key’
It is assunmed that the reader is famliar with the concept of
asymmetri c cryptography, or public-key cryptography, on which DNSSEC

is based (see the definition of "asymretric cryptography’ in RFC 4949
[ RFC4949]). Therefore, this docunent will use the term’key’' rather

| oosely. Were it is witten that "a key is used to sign data’, it
is assuned that the reader understands that it is the private part of
the key pair that is used for signing. It is also assuned that the

reader understands that the public part of the key pair is published
in the DNSKEY Resource Record (DNSKEY RR) and that it is the public
part that is used in signature verification
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1.2. Time Definitions

In this docunment, we will be using a nunber of time-related terns.
The foll owi ng definitions apply:

Signature validity period: The period that a signature is valid. It
starts at the (absolute) tine specified in the signature inception
field of the RRSIG RR and ends at the (absolute) tinme specified in
the expiration field of the RRSIG RR  The docunment somnetinmes al so
uses the term’validity period , which neans the sane.

Si gnature publication period: The period that a signature is
published. It starts at the tine the signature is introduced in
the zone for the first tine and ends at the time when the
signature is removed or replaced with a new signature. After one
stops publishing an RRSIGin a zone, it nay take a while before
the RRSI G has expired from caches and has actually been renpved
fromthe DNS.

Key effectivity period: The period during which a key pair is
expected to be effective. It is defined as the tinme between the
earliest inception time stanp and the | ast expiration date of any
signature made with this key, regardl ess of any discontinuity in
the use of the key. The key effectivity period can span nmultiple
signature validity periods.

Maxi mum M ni mum Zone Tine to Live (TTL): The maxi mum or i ni mum
val ue of the TTLs fromthe conplete set of RRs in a zone, that are
used by validators or resolvers. Note that the mninum TTL i s not
the same as the MNIMUM field in the SOA RR  See RFC 2308
[ RFC2308] for nore information.

2. Keeping the Chain of Trust Intact

Mai ntaining a valid chain of trust is inportant because broken chains
of trust will result in data being marked as Bogus (as defined in
RFC 4033 [ RFC4033] Section 5), which may cause entire (sub)donmins to
becorme invisible to verifying clients. The administrators of secured
zones need to realize that, to verifying clients, their zone is part
of a chain of trust.

As nentioned in the introduction, the procedures herein are intended
to ensure that mai ntenance of zones, such as re-signing or key
rollovers, will be transparent to the verifying clients on the

I nternet.
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Admi ni strators of secured zones will need to keep in mnd that data
published on an authoritative primary server will not be imrediately
seen by verifying clients; it nay take some tine for the data to be
transferred to other (secondary) authoritative name servers and
clients may be fetching data from caching non-authoritative servers.
In this light, note that the tinme until the data is avail able on the
sl ave can be negligi bl e when using NOTIFY [ RFC1996] and I ncrenenta
Zone Transfer (IXFR) [RFC1995]. It increases when Authoritative
(full) Zone Transfers (AXFRs) are used in conbination with NOTIFY.

It increases even nmore if you rely on the full zone transfers being
based only on the SOA tim ng paraneters for refresh.

For the verifying clients, it is inportant that data from secured
zones can be used to build chains of trust, regardl ess of whether the
data cane directly froman authoritative server, a caching nane
server, or some mddle box. Only by carefully using the avail abl e
timng paraneters can a zone adm nistrator ensure that the data
necessary for verification can be obtai ned.

The responsibility for maintaining the chain of trust is shared by
admini strators of secured zones in the chain of trust. This is nost
obvious in the case of a 'key conpronise’ when a tradeoff nust be
made between maintaining a valid chain of trust and replacing the
conprom sed keys as soon as possible. Then zone adm nistrators will
have to deci de between keeping the chain of trust intact -- thereby
allowing for attacks with the conproni sed key -- or deliberately
breaki ng the chain of trust and maeki ng secured subdonai ns invisible
to security-aware resolvers (also see Section 4.2).

3. Key Ceneration and Storage
Thi s section describes a nunber of considerations with respect to the
use of keys. For the design of an operational procedure for key

generation and storage, a nunber of decisions need to be made:

o Does one differentiate between Zone Si gning Keys and Key Signing
Keys or is the use of one type of key sufficient?

0 Are Key Signing Keys (likely to be) in use as trust anchors
[ RFC4033] ?

o Wiat are the timng paraneters that are allowed by the operationa
requi renents?

o Wiat are the cryptographic paranmeters that fit the operationa
need?
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The foll owi ng section discusses the considerations that need to be
taken into account when naki ng those choi ces.

3.1. (Operational Mdtivation for Zone Signing Keys and Key Signi ng Keys

The DNSSEC val i dation protocol does not distinguish between different
types of DNSKEYs. The notivations to differentiate between keys are
purely operational; validators will not nmake a distinction

For operational reasons, described below, it is possible to designate
one or nore keys to have the role of Key Signing Keys (KSKs). These
keys will only sign the apex DNSKEY RRset in a zone. O her keys can
be used to sign all the other RRsets in a zone that require
signatures. They are referred to as Zone Signing Keys (ZSKs). In
cases where the differentiati on between the KSK and ZSK i s not nade,
i.e., where keys have the role of both KSK and ZSK, we tal k about a
Si ngl e- Type Si gni ng Scherne.

If the two functions are separated, then for alnbst any nethod of key
managenent and zone signhing, the KSK is used | ess frequently than the
ZSK. Once a DNSKEY RRset is signed with the KSK, all the keys in the
RRset can be used as ZSKs. |If there has been an event that increases
the risk that a ZSK is conprom sed, it can be sinmply replaced with a
ZSK roll over. The new RRset is then re-signed with the KSK

Changing a key that is a Secure Entry Point (SEP) [RFC4034] for a
zone can be relatively expensive, as it involves interaction with
third parties: Wien a key is only pointed to by a Del egati on Signer
(DS) [RFC4034] record in the parent zone, one needs to conmplete the
interaction with the parent and wait for the updated DS record to
appear in the DNS. In the case where a key is configured as a trust
anchor, one has to wait until one has sufficient confidence that al
trust anchors have been replaced. |In fact, it may be that one is not
able to reach the conplete user-base with information about the key
rol | over.

G ven the assunption that for KSKs the SEP flag is set, the KSK can
be distinguished froma ZSK by exanining the flag field in the DNSKEY
RR If the flag field is an odd nunber, it is a KSK; otherwise, it is
a ZSK.

There is also a risk that keys can be conproni sed through theft or

| oss. For keys that are installed on file-systens of name servers
that are connected to the network (e.g., for dynam c updates), that
risk is relatively high. Were keys are stored on Hardware Security
Modul es (HSMs) or stored off-line, such risk is relatively |ow.
However, storing keys off-line or with nore limtations on access
control has a negative effect on the operational flexibility. By
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separating the KSK and ZSK functionality, these risks can be nanaged
whi |l e maki ng the tradeof f against the involved costs. For exanple, a
KSK can be stored off-line or with nore linitations on access contro
than ZSKs, which need to be readily avail able for operationa

pur poses such as the addition or deletion of zone data. A KSK stored
on a smartcard that is kept in a safe, conbined with a ZSK stored on
a file-system accessible by operators for daily routine use, my
provi de better protection against key conprom se wi thout |osing much

operational flexibility. It must be said that sone HSMs give the
option to have your keys online, giving nore protection and hardly
affecting the operational flexibility. |In those cases, a KSK-ZSK

split is not nore beneficial than the Single-Type Signing Schene.

It is worth nmentioning that there’'s not much point in obsessively
protecting the key if you don't protect the zone files, which also
l[ive on the file-systemns.

Finally, there is a risk of cryptanalysis of the key material. The
costs of such analysis are correlated to the length of the key.
However, cryptanal ysis argunments provide no strong notivation for a
KSK/ ZSK split. Suppose one differentiates between a KSK and a ZSK
whereby the KSK effectivity period is Xtines the ZSK effectivity
period. Then, in order for the resistance to cryptanalysis to be the
sane for the KSK and the ZSK, the KSK needs to be X tinmes stronger
than the ZSK. Since for all practical purposes X will be sonewhere
on the order of 10 to 100, the associated key sizes will vary only by
about a byte in size for symetric keys. Wen translated to
asymmetric keys, the size difference is still too insignificant to
warrant a key-split; it only marginally affects the packet size and
si gni ng speed.

The argunments for differentiation between the ZSK and KSK are weakest
when:

o the exposure to risk is low (e.g., when keys are stored on HSMs);
O one can be certain that a key is not used as a trust anchor

o rmai ntenance of the various keys cannot be perforned through tools
(is prone to human error); and

o the interaction through the child-parent provisioning chain -- in
particular, the tinely appearance of a new DS record in the parent
zone in energency situations -- is predictable.
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If the above argunents hold, then the costs of the operationa
conplexity of a KSK-ZSK split nmay outwei gh the costs of operationa
flexibility, and choosing a Single-Type Signing Scherme is a
reasonabl e option. In other cases, we advise that the separation
bet ween KSKs and ZSKs is made.

3.2. Practical Consequences of KSK and ZSK Separati on

A key that acts only as a Zone Signhing Key is used to sign all the
dat a except the DNSKEY RRset in a zone on a regular basis. Wen a
ZSK is to be rolled, no interaction with the parent is needed. This
allows for a relatively short key effectivity period.

A key with only the Key Signing Key role is to be used to sign the
DNSKEY RRs in a zone. |If a KSKis to be rolled, there may be
interactions with other parties. These can include the

adm ni strators of the parent zone or admi nistrators of verifying
resol vers that have the particular key configured as secure entry
points. |In the latter case, everyone relying on the trust anchor
needs to roll over to the new key, a process that may be subject to
stability costs if automated trust anchor rollover mechanisnms (e.g.
RFC 5011 [ RFC5011]) are not in place. Hence, the key effectivity
peri od of these keys can and shoul d be nade nuch | onger

3.2.1. Rolling a KSK That I's Not a Trust Anchor

There are three schools of thought on rolling a KSK that is not a
trust anchor:

1. It should be done frequently and regularly (possibly every few
nonths), so that a key rollover renains an operational routine.

2. It should be done frequently but irregularly. "Frequently" neans
every few nonths, again based on the argunent that a rollover is
a practiced and comon operational routine; "irregular" neans
with a large jitter, so that third parties do not start to rely
on the key and will not be tenpted to configure it as a trust
anchor.

3. It should only be done when it is known or strongly suspected
that the key can be or has been conprom sed, or in conjunction
wi t h operator change policies and procedures, |ike when a new

al gorithmor key storage is required.

There is no w despread agreenent on which of these three schools of
thought is better for different deployments of DNSSEC. There is a
stability cost every time a non-anchor KSK is rolled over, but it is
possibly low if the comunication between the child and the parent is

Kol kmman, et al. I nf or mati onal [ Page 10]



RFC 6781 DNSSEC Operational Practices, Version 2 December 2012

good. On the other hand, the only conpletely effective way to tel

if the communication is good is to test it periodically. Thus,
rolling a KSK with a parent is only done for two reasons: to test and
verify the rolling systemto prepare for an energency, and in the
case of (preventing) an actual emnergency.

Finally, in nost cases a zone administrator cannot be fully certain
that the zone’s KSKis not in use as a trust anchor somewhere. Wile
the configuration of trust anchors is not the responsibility of the
zone administrator, there may be stability costs for the validator
adm ni strator that (wongfully) configured the trust anchor when the
zone admi nistrator rolls a KSK

3.2.2. Rolling a KSK That Is a Trust Anchor

The sane operational concerns apply to the rollover of KSKs that are
used as trust anchors: If a trust anchor replacenent is done
incorrectly, the entire donain that the trust anchor covers wl|
becorme Bogus until the trust anchor is corrected.

In a large nunber of cases, it will be safe to work fromthe
assunption that one’'s keys are not in use as trust anchors. |If a
zone adm ni strator publishes a DNSSEC signing policy and/or a DNSSEC
practice statenent [DNSSEC-DPS], that policy or statenent should be
explicit regarding whether or not the existence of trust anchors wll
be taken into account. There may be cases where | ocal policies
enforce the configuration of trust anchors on zones that are m ssion
critical (e.g., in enterprises where the trust anchor for the
enterprise domain is configured in the enterprise’s validator). It
is expected that the zone adm nistrators are aware of such

ci rcumnst ances.

One can argue that because of the difficulty of getting all users of
a trust anchor to replace an old trust anchor with a new one, a KSK
that is a trust anchor should never be rolled unless it is known or
strongly suspected that the key has been conpromi sed. In other
words, the costs of a KSK rollover are prohibitively high because
sone users cannot be reached.

However, the "operational habit" argunent also applies to trust
anchor reconfiguration at the clients’ validators. |If a short key
effectivity period is used and the trust anchor configuration has to
be revisited on a regular basis, the odds that the configuration
tends to be forgotten are snmaller. In fact, the costs for those
users can be ninimzed by automating the rollover with RFC 5011

[ RFC5011] and by rolling the key regularly (and advertising such) so
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that the operators of validating resolvers will put the appropriate
mechanismin place to deal with these stability costs: In other
wor ds, budget for these costs instead of incurring them unexpectedly.

It is therefore preferable to roll KSKs that are expected to be used
as trust anchors on a regular basis if and only if those rollovers
can be tracked using standardi zed (e.g., RFC 5011 [ RFC5011])

mechani sns.

3.2.3. The Use of the SEP Fl ag

The so-called SEP [ RFC4035] flag can be used to distinguish between
keys that are intended to be used as the secure entry point into the
zone when building chains of trust, i.e., they are (to be) pointed to
by parental DS RRs or configured as a trust anchor

VWhile the SEP flag does not play any role in validation, it is used
in practice for operational purposes such as for the rollover
nmechani sm descri bed in RFC 5011 [ RFC5011]. The conmon convention is
to set the SEP flag on any key that is used for key exchanges with
the parent and/or potentially used for configuration as a trust
anchor. Therefore, it is suggested that the SEP flag be set on keys
that are used as KSKs and not on keys that are used as ZSKs, while in
those cases where a distinction between a KSK and ZSK i s not nade
(i.e., for a Single-Type Signing Schene), it is suggested that the
SEP flag be set on all keys.

Not e: Sonme signing tools may assume a KSK/ ZSK split and use the
(non-)presence of the SEP flag to determ ne which key is to be used
for signing zone data; these tools may get confused when a Single-
Type Signing Scheme is used.

3.3. Key Effectivity Period

In general, the available key |l ength sets an upper linit on the key
effectivity period. For all practical purposes, it is sufficient to
define the key effectivity period based on purely operationa

requi renents and match the key length to that value. Ignoring the
operational perspective, a reasonable effectivity period for KSKs
that have corresponding DS records in the parent zone is on the order
of two decades or longer. That is, if one does not plan to test the
rol | over procedure, the key should be effective essentially forever
and only rolled over in case of energency.

When one opts for a regular key rollover, a reasonable key
effectivity period for KSKs that have a parent zone is one year
meani ng you have the intent to replace themafter 12 nmonths. The key
effectivity period is nerely a policy paraneter and shoul d not be
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consi dered a constant value. For exanple, the real key effectivity
period may be a little bit |longer than 12 nonths, because not al
actions needed to conplete the rollover could be finished in tine.

As argued above, this annual rollover gives an operational practice
of rollovers for both the zone and validator adm nistrators.
Besides, in nobst environnments a year is a tine span that is easily
pl anned and communi cat ed.

Were keys are stored online and the exposure to various threats of
conpromise is fairly high, an intended key effectivity period of a
nonth i s reasonable for Zone Signing Keys.

Al t hough very short key effectivity periods are theoretically
possi bl e, when repl aci ng keys one has to take into account the
rol |l over considerations discussed in Sections 4.1 and 4.4. Key

repl acenent endures for a couple of Maxi mum Zone TTLs, dependi ng on
the rollover scenario. Therefore, a nultiple of Maxi mum Zone TTL
durations is a reasonable lower linmt on the key effectivity period.

Forcing a shorter key effectivity period will result in an
unnecessary and i nconveniently | arge DNSKEY RRset published in the
zone.

The notivation for having the ZSK' s effectivity period shorter than
the KSK's effectivity period is rooted in the operationa
consideration that it is nore |ikely that operators have nore
frequent read access to the ZSK than to the KSK. Thus, in cases
where the ZSK cannot be afforded the sane | evel of protection as the
KSK (such as when zone keys are kept online), and where the risk of
unaut hori zed di sclosure of the ZSK' s private key is not negligible
(e.g., when HSMs are not in use), the ZSK's effectivity period should
be kept shorter than the KSK s effectivity period.

In fact, if the risk of loss, theft, or other conpromise is the sane
for a ZSK and a KSK, there is little reason to choose different
effectivity periods for ZSKs and KSKs. And when the split between
ZSKs and KSKs is not made, the argunent is redundant.

There are certainly cases in which the use of a Single-Type Signing
Schene with a long key effectivity period is a good choice, for
exanpl e, where the costs and risks of conprom se, and the costs and
risks involved with having to performan energency roll, are | ow
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3.4. Cryptographic Considerations
3.4.1. Signature Al gorithm

At the time of this witing, there are three types of signature
algorithnms that can be used in DNSSEC. RSA, Digital Signature

Al gorithm (DSA), and GOST. Proposals for other algorithns are in the
making. Al three are fully specified in many freely avail abl e
docunents and are wi dely considered to be patent-free. The creation
of signatures with RSA and DSA takes roughly the sane tine, but DSA
is about ten tines slower for signature verification. Also note
that, in the context of DNSSEC, DSAis limted to a nmaxi num of
1024-bit keys.

We suggest the use of RSA/SHA-256 as the preferred signature

al gorithm and RSA/ SHA-1 as an alternative. Both have advantages and
di sadvant ages. RSA/SHA-1 has been depl oyed for many years, while
RSA/ SHA- 256 has only begun to be deployed. On the other hand, it is
expected that if effective attacks on either algorithm appear, they
will appear for RSA/SHA-1 first. RSA/ MD5 should not be considered
for use because RSA/MD5 will very likely be the first comon-use
signature algorithmto be targeted for an effective attack.

At the tinme of publication, it is known that the SHA-1 hash has
cryptanalysis issues, and work is in progress to address them The
use of public-key al gorithns based on hashes stronger than SHA-1
(e.g., SHA-256) is recommended, if these algorithns are available in
i mpl enent ati ons (see RFC 5702 [ RFC5702] and RFC 4509 [ RFC4509]).

Al so, at the time of publication, digital signature algorithnms based
on Elliptic Curve (EC) Cryptography with DNSSEC ( GOST [ RFC5933],
Elliptic Curve Digital Signature Al gorithm (ECDSA) [ RFC6605]) are
bei ng standardi zed and i npl enented. The use of EC has benefits in
terns of size. On the other hand, one has to bal ance that agai nst

the anmpbunt of validating resolver inplenentations that will not
recogni ze EC signatures and thus treat the zone as insecure. Beyond
the observation of this tradeoff, we will not discuss this further

3.4.2. Key Sizes
This section assunes RSA keys, as suggested in the previous section

DNSSEC si gni ng keys shoul d be | arge enough to avoid all known
cryptographic attacks during the effectivity period of the key. To
date, despite huge efforts, no one has broken a regular 1024-bit key;
in fact, the best conpleted attack is estimated to be the equival ent
of a 700-bit key. An attacker breaking a 1024-bit signing key woul d
need to expend phenonenal anpbunts of networked conputing power in a
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way that woul d not be detected in order to break a single key.
Because of this, it is estimated that nost zones can safely use
1024-bit keys for at least the next ten years. (A 1024-bit
asymmetric key has an approxi mate equival ent strength of a symetric
80-bit key.)

Dependi ng on local policy (e.g., owners of keys that are used as
extremely high value trust anchors, or non-anchor keys that may be
difficult to roll over), it nay be advisable to use | engths | onger
than 1024 bits. Typically, the next |arger key size used is

2048 bits, which has the approximate equival ent strength of a
symmetric 112-bit key (RFC 3766 [ RFC3766]). Signing and verifying
with a 2048-bit key takes longer than with a 1024-bit key. The

i ncrease depends on software and hardware inplenentations, but public
operations (such as verification) are about four tines slower, while
private operations (such as signing) are about eight times slower.

Anot her way to decide on the size of a key to use is to renmenber that
the effort it takes for an attacker to break a 1024-bit key is the
same, regardless of how the key is used. |[|f an attacker has the
capability of breaking a 1024-bit DNSSEC key, he al so has the
capability of breaking one of the many 1024-bit Transport Layer
Security (TLS) [RFC5246] trust anchor keys that are currently
installed in web browsers. |[If the value of a DNSSEC key is lower to
the attacker than the value of a TLS trust anchor, the attacker will
use the resources to attack the latter.

It is possible that there will be an unexpected inmprovenent in the
ability for attackers to break keys and that such an attack woul d
nmake it feasible to break 1024-bit keys but not 2048-bit keys. |If
such an inprovenent happens, it is likely that there will be a huge
amount of publicity, particularly because of the |arge nunber of
1024-bit TLS trust anchors built into popular web browsers. At that
time, all 1024-bit keys (both ones with parent zones and ones t hat
are trust anchors) can be rolled over and replaced with | arger keys.

Earlier docunments (including the previous version of this docunent)
urged the use of longer keys in situations where a particular key was
"heavily used". That advice may have been true 15 years ago, but it
is not true today when using RSA al gorithns and keys of 1024 bits or
hi gher.
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3.4.3. Private Key Storage

It is preferred that, where possible, zone private keys and the zone
file master copy that is to be signed be kept and used in off-line,
non- net wor k- connect ed, physically secure machi nes only.

Periodically, an application can be run to add authentication to a
zone by addi ng RRSI G and NSEC/ NSEC3 RRs. Then the augnented file can
be transferred to the nmaster.

When relying on dynami c update [ RFC3007] or any ot her update

mechani smthat runs at a regular interval to manage a signed zone, be
aware that at |east one private key of the zone will have to reside
on the naster server or reside on an HSMto which the server has
access. This key is only as secure as the anount of exposure the
server receives to unknown clients and on the level of security of
the host. Although not nandatory, one could adm nister a zone using
a "hidden master"” schene to mnimze the risk. In this arrangenent,
the master nane server that processes the updates is unavailable to
general hosts on the Internet; it is not listed in the NS RRset. The
name servers in the NS RRset are able to receive zone updates through
| XFR, AXFR, or an out-of-band distribution mechanism possibly in
conbi nati on with NOTI FY or another mechanismto trigger zone
replication.

The ideal situation is to have a one-way information flowto the
network to avoid the possibility of tanpering fromthe network.
Keepi ng the zone master on-line on the network and sinply cycling it
through an off-line signer does not do this. The on-line version
could still be tanpered with if the host it resides on is

conprom sed. For maxi mum security, the master copy of the zone file
shoul d be of f-net and should not be updated based on an unsecured
net wor k- nedi at ed communi cati on

The ideal situation may not be achi evabl e because of econom c
tradeoffs between risks and costs. For instance, keeping a zone file

off-line is not practical and will increase the costs of operating a
DNS zone. So, in practice, the machines on which zone files are
mai ntai ned will be connected to a network. Operators are advised to

take security measures to shield the naster copy agai nst unauthorized
access in order to prevent nodification of DNS data before it is
si gned.
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Simlarly, the choice for storing a private key in an HSMw || be
i nfluenced by a tradeoff between various concerns:

o The risks that an unauthorized person has unnoticed read access to
the private key.

o The remai ni ng wi ndow of opportunity for the attacker.

o The econom ¢ inpact of the possible attacks (for a TLD, that
i mpact will typically be higher than for an individual user).

o The costs of rolling the (conprom sed) keys. (The cost of rolling
a ZSKis lowest, and the cost of rolling a KSK that is in w de use
as a trust anchor is highest.)

o The costs of buying and maintaini ng an HSM

For dynam cal |y updated secured zones [ RFC3007], both the master copy
and the private key that is used to update signatures on updated RRs
will need to be on-Iline.

3.4.4. Key Ceneration

Careful generation of all keys is a sonetines overl ooked but

absol utely essential elenent in any cryptographically secure system
The strongest algorithns used with the | ongest keys are still of no
use if an adversary can guess enough to | ower the size of the likely
key space so that it can be exhaustively searched. Technica
suggestions for the generation of randomkeys will be found in

RFC 4086 [ RFC4086] and NI ST SP 800- 90A [ NI ST- SP-800-90A]. In
particul ar, one should carefully assess whether the random nunber
generator used during key generation adheres to these suggestions.
Typically, HSMs tend to provide a good facility for key generation

Keys with a long effectivity period are particularly sensitive, as
they will represent a nore val uable target and be subject to attack
for a longer time than short-period keys. It is preferred that |ong-
term key generation occur off-line in a manner isolated fromthe
network via an air gap or, at a mninum high-level secure hardware.

3.4.5. Differentiation for ’'Hi gh-Level’ Zones?
An earlier version of this docunent (RFC 4641 [ RFC4641]) made a
differentiation between key lengths for KSKs used for zones that are

high in the DNS hierarchy and those for KSKs used | ower down in the
hi er ar chy.
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4.

4.

4.

This distinction is now considered irrelevant. Longer key |engths
for keys higher in the hierarchy are not useful because the
cryptographi c gui dance is that everyone shoul d use keys that no one
can break. Also, it is inpossible to judge which zones are nore or
| ess valuable to an attacker. An attack can only take place if the
key conprom se goes unnoticed and the attacker can act as a nan-in-
the-mddle (MTM. For exanple, if exanple.comis conprom sed, and
the attacker forges answers for sonebank.exanpl e.com and sends them
out during an MTM when the attack is discovered it will be sinple
to prove that example.com has been conprom sed, and the KSK will be
rol | ed.

Si gnature Generation, Key Rollover, and Rel ated Policies
1. Key Rollovers

Regardl ess of whether a zone uses periodic key rollovers or only
rolls keys in case of an irregular event, key rollovers are a fact of
life when using DNSSEC. Zone administrators who are in the process
of rolling their keys have to take into account the fact that data
published in previous versions of their zone still lives in caches.
VWhen depl oyi ng DNSSEC, this becones an inportant consideration
ignoring data that may be in caches may lead to | oss of service for
clients.

The nost pressing exanple of this occurs when zone naterial signed
with an old key is being validated by a resol ver that does not have
the old zone key cached. |If the old key is no |onger present in the
current zone, this validation fails, marking the data Bogus.
Alternatively, an attenpt could be made to validate data that is
signed with a new key against an old key that lives in a |ocal cache,
also resulting in data being marked Bogus.

The typographi c conventions used in the diagranms bel ow are expl ai ned
in Appendi x B

1.1. Zone Signing Key Rollovers

If the choice for splitting ZSKs and KSKs has been made, then those
two types of keys can be rolled separately, and ZSKs can be rolled
wi t hout taking into account DS records fromthe parent or the
configuration of such a key as the trust anchor

For "Zone Signing Key rollovers", there are two ways to nmake sure

that during the rollover data still cached can be verified with the
new key sets or newly generated signatures can be verified with the
keys still in caches. One schene, described in Section 4.1.1.1, uses
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key pre-publication; the other uses doubl e signatures, as described
in Section 4.1.1.2. The pros and cons are described in
Section 4.1.1.3.

4.1.1.1. Pre-Publish Zone Signing Key Rollover

This section shows how to performa ZSK rollover w thout the need to
sign all the data in a zone twice -- the "Pre-Publish key rollover".
Thi s method has advantages in the case of a key conmpronmise. |If the
old key is comprom sed, the new key has al ready been distributed in
the DNS. The zone adm nistrator is then able to quickly switch to
the new key and renove the conprom sed key fromthe zone. Another
nmaj or advantage is that the zone size does not double, as is the case
wi th the Doubl e-Si gnature ZSK rol |l over.

Pre-Publish key rollover fromDNSKEY Z 10 to DNSKEY_Z 11 invol ves
four stages as foll ows:

initial new DNSKEY new RRSI Gs

SQA 0 SQA 1 SQA 2

RRSI G _Z_10( SOA) RRSI G_Z_10( SOA) RRSI G Z_11( SOA)

DNSKEY K 1 DNSKEY K 1 DNSKEY K 1

DNSKEY Z 10 DNSKEY Z 10 DNSKEY Z 10
DNSKEY 7z 11 DNSKEY 7z 11

RRSI G K_1(DNSKEY) RRSIG K _1(DNSKEY) RRSI G K_1( DNSKEY)

SOA 3
RRSI G Z_11( SOA)

DNSKEY _K_1
DNSKEY _Z_11

RRS| G_K_1( DNSKEY)

Figure 1. Pre-Publish Key Roll over
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initial: Initial version of the zone: DNSKEY K 1 is the Key Signing
Key. DNSKEY Z 10 is used to sign all the data of the zone, i.e.
it is the Zone Signing Key.

new DNSKEY: DNSKEY Z 11 is introduced into the key set (note that no
signatures are generated with this key yet, but this does not
secure agai nst brute force attacks on its public key). The
m ni mum duration of this pre-roll phase is the tine it takes for
the data to propagate to the authoritative servers, plus the TTL
val ue of the key set.

new RRSI Gs: At the "new RRSIGs" stage, DNSKEY Z 11 is used to sign
the data in the zone exclusively (i.e., all the signatures from
DNSKEY_Z_10 are renoved fromthe zone). DNSKEY_Z 10 rernains
published in the key set. This way, data that was |oaded into
caches fromthe zone in the "new DNSKEY" step can still be
verified with key sets fetched fromthis version of the zone. The
mnimmtine that the key set including DNSKEY Z 10 is to be
published is the tinme that it takes for zone data fromthe
previous version of the zone to expire fromold caches, i.e., the
time it takes for this zone to propagate to all authoritative
servers, plus the Maxi num Zone TTL val ue of any of the data in the
previ ous version of the zone.

DNSKEY renoval : DNSKEY_Z 10 is renoved fromthe zone. The key set,

now only containing DNSKEY_K 1 and DNSKEY_Z_ 11, is re-signed with
DNSKEY_K_1.
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The above schene can be sinplified by always publishing the "future"
key inmedi ately after the rollover.
follows (we show two rollovers);
DNSKEY" as DNSKEY_Z 12 and again a newer one,

The scherme woul d | ook as
the future key is introduced in

new
nunbered 13, in "new

new DNSKEY

DNSKEY (11)":
initial
SOA 0
RRSI G Z_10(SOA)
DNSKEY K 1
DNSKEY_Z 10
DNSKEY Z 11

RRSI G_K_1( DNSKEY)

SOA 1
RRSI G Z_11( SOA)

DNSKEY_K_1
DNSKEY_Z_10
DNSKEY _Z_11

RRS| G_K_1( DNSKEY)

SOA 2
RRSI G Z_11( SOA)

DNSKEY_K_1
DNSKEY_Z_11
DNSKEY _Z_12
RRS| G_K_1( DNSKEY)

SOA 3
RRSI G Z_12( SOA)

DNSKEY_K_1
DNSKEY_Z_11
DNSKEY _Z_12
RRS| G_K_1( DNSKEY)

SOA 4
RRSI G Z_12( SOA)

DNSKEY_K_1
DNSKEY_Z_12
DNSKEY_Z_13

RRS| G_K_1( DNSKEY)

Figure 2: Pre-Publish Zone Signing Key Rollover,
Showi ng Two Rol | overs

Note that the key introduced in the "new DNSKEY" phase is not used

production yet; the private key can thus be stored in a

physical ly secure manner and does not need to be ’'fetched

every time

a zone needs to be signed.

4.1.1.2. Doubl e-Signature Zone Signing Key Roll over
This section shows how to performa ZSK roll over using the double
zone data signature schene, aptly named "Doubl e- Si gnature roll over”.

During the "new DNSKEY" stage, the new version of the zone file wll
need to propagate to all authoritative servers and the data that
exists in (distant) caches will need to expire, requiring at |east
the propagati on del ay plus the Maxi mum Zone TTL of previous versions
of the zone.
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Doubl e- Si gnature ZSK rol |l over involves three stages as foll ows:

initial new DNSKEY DNSKEY r enmova
SQA 0 SAA 1 SQA 2
RRSI G Z 10( SQA) RRSI G Z 10( SQA)

RRSI G Z 11( SQA) RRSI G Z 11( SQA)
DNSKEY_K 1 DNSKEY_K 1 DNSKEY_K 1
DNSKEY Z 10 DNSKEY Z 10

DNSKEY Z 11 DNSKEY Z 11

RRSI G K_1(DNSKEY)  RRSI G K_1(DNSKEY) RRSI G _K_1( DNSKEY)

Figure 3: Doubl e-Signature Zone Signing Key Roll over

initial: Initial version of the zone: DNSKEY K 1 is the Key Signing
Key. DNSKEY Z 10 is used to sign all the data of the zone, i.e.,
it is the Zone Signi ng Key.

new DNSKEY: At the "new DNSKEY" stage, DNSKEY_Z 11 is introduced
into the key set and all the data in the zone is signed with
DNSKEY_Z 10 and DNSKEY_Z 11. The rollover period will need to
continue until all data fromversion 0 (i.e., the version of the
zone data contai ning SOA 0) of the zone has been replaced in all
secondary servers and then has expired fromrenote caches. This
will take at |east the propagation delay plus the Maxi mum Zone TTL
of version 0 of the zone.

DNSKEY renoval : DNSKEY_Z 10 is renoved fromthe zone, as are all
signatures created with it. The key set, now only contai ning
DNSKEY_Z_11, is re-signed with DNSKEY_K_ 1 and DNSKEY_Z 11.

At every instance, RRSIGs fromthe previous version of the zone can
be verified with the DNSKEY RRset fromthe current version and vice
versa. The duration of the "new DNSKEY" phase and the period between
rol |l overs should be at | east the propagation delay to secondary
servers plus the Maxi mum Zone TTL of the previous version of the
zone.

Note that in this exanple we assuned for sinplicity that the zone was
not nodified during the rollover. |In fact, new data can be

i ntroduced at any tine during this period, as long as it is signed
with both keys.
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4.1.1.3. Pros and Cons of the Schenes

Pre-Publish key rollover: This rollover does not involve signing the
zone data twice. |Instead, before the actual rollover, the new key
is published in the key set and thus is available for
cryptanal ysis attacks. A small disadvantage is that this process
requires four stages. Al so, the Pre-Publish schene involves nore
parental work when used for KSK rollovers, as explained in
Section 4.1.2.

Doubl e- Si gnature ZSK rol |l over: The drawback of this approach is that
during the rollover the nunber of signatures in your zone doubl es;
this may be prohibitive if you have very big zones. An advantage
is that it only requires three stages.

4.1.2. Key Signing Key Rollovers

For the rollover of a Key Signing Key, the sane considerations as for
the rollover of a Zone Signing Key apply. However, we can use a
Doubl e- Si gnature scheme to guarantee that old data (only the apex key
set) in caches can be verified with a new key set and vice versa
Since only the key set is signed with a KSK, zone size considerations
do not apply.

Note that KSK rollovers and ZSK rollovers are different in the sense
that a KSK rollover requires interaction with the parent (and

possi bly replacing trust anchors) and the ensuing delay while waiting
for it.
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initial new DNSKEY DS change DNSKEY r enova
Par ent :
SOA O -----mmm e > SOA 1 ----mmmmm e >
RRSI G par (SQA) ------------=------- > RRSIG par(SQA) --------------- >
DS K 1 ----mmmmme e - > DS K2 -------mmmmii e >
RRSI G par(DS) --------------------- > RRSI G par(DS) ---------------- >
Chi | d:
SOA O SOA 1 ----mmmmm o > SOA 2
RRSI G_Z_10( SOA) RRSIG Z 10(SQA) ------------- > RRSI G_Z 10(SOA)
DNSKEY K 1 DNSKEY K 1 ------mmmmmmmaamm- >
DNSKEY K 2 -----cmmmmem i - > DNSKEY_K 2
DNSKEY_Z_10 DNSKEY Z 10 ----------------- > DNSKEY_Z 10
RRSI G K_1(DNSKEY) RRSIG K 1 (DNSKEY) ---------- >
RRSI G K 2 (DNSKEY) ---------- > RRSI G_K_2( DNSKEY)

Figure 4: Stages of Deploynent for a Doubl e-Si gnature
Key Signing Key Roll over

initial: Initial version of the zone. The parental DS points to
DNSKEY K 1. Before the rollover starts, the child will have to
verify what the TTL is of the DS RR that points to DNSKEY K 1 --
it is needed during the rollover, and we refer to the value as
TTL_DS.

new DNSKEY: During the "new DNSKEY" phase, the zone adm nistrator
generates a second KSK, DNSKEY K 2. The key is provided to the
parent, and the child will have to wait until a new DS RR has been
generated that points to DNSKEY K 2. After that DS RR has been
published on all servers authoritative for the parent’s zone, the
zone administrator has to wait at least TTL_DS to nake sure that
the old DS RR has expired from caches.

DS change: The parent replaces DS K 1 with DS K 2.
DNSKEY renoval : DNSKEY_K 1 has been renoved.

The scenari o above puts the responsibility for maintaining a valid
chain of trust with the child. It also is based on the prem se that
the parent only has one DS RR (per algorithm per zone. An

al ternative nechani sm has been considered. Using an established
trust relationship, the interaction can be performed in-band, and the
renoval of the keys by the child can possibly be signaled by the
parent. In this mechanism there are periods where there are two DS
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RRs at the parent. This is known as a KSK Double-DS rollover and is
shown in Figure 5. This nmethod has sone drawbacks for KSKs. We
first describe the rollover schene and then indicate these drawbacks.

initial new DS new DNSKEY DS renoval
Par ent :
SOA 0 SOA 1 ----cmmmie e > SCA 2
RRSI G par (SQA) RRSIG par(SQA) --------------- > RRSI G_par ( SQA)
DS K 1 DS K1 --------mmmmmemmem o - - >
DS K2 ------mmmmmiiee oo - - > DS K 2
RRSI G_par ( DS) RRSI G par(DS) ---------------- > RRSI G_par (DS)
Chi | d:
SOA 0 --------mmmem e > SOA 1 ------mmmme e >
RRSI G Z_10(SQA) ------------- > RRSIG Z 10(SQA) ------------------ >
DNSKEY_K 1 ------------------ > DNSKEY_K 2 -------mmmmmmee oo - - >
DNSKEY Z 10 ---------mmmmmm-- > DNSKEY Z 10 ------mmmmmmmmmmmeaem s >
RRSI G K_1 (DNSKEY) ---------- > RRSIG K 2 (DNSKEY) --------------- >

Figure 5: Stages of Deploynent for a Doubl e-DS
Key Signing Key Rol | over

When the child zone wants to roll, it notifies the parent during the
"new DS' phase and submits the new key (or the corresponding DS) to
the parent. The parent publishes DS K 1 and DS K 2, pointing to
DNSKEY _K 1 and DNSKEY K 2, respectively. During the rollover ("new
DNSKEY" phase), which can take place as soon as the new DS set
propagat ed through the DNS, the child replaces DNSKEY K 1 with
DNSKEY_K 2. If the old key has expired fromcaches, at the "DS
renoval " phase the parent can be notified that the old DS record can
be del et ed.

The drawbacks of this schene are that during the "new DS' phase, the
parent cannot verify the match between the DS K 2 RR and DNSKEY_K 2
using the DNS, as DNSKEY_K 2 is not yet published. Besides, we
introduce a "security |lame" key (see Section 4.3.3). Finally, the
child-parent interaction consists of two steps. The "Double

Si gnature" method only needs one interaction.
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4.1.2.1. Special Considerations for RFC 5011 KSK Rol | over

The scenario sketched above assunmes that the KSKis not in use as a
trust anchor but that validating name servers exclusively depend on
the parental DS record to establish the zone's security. If it is
known that validating name servers have configured trust anchors,
then that needs to be taken into account. Here, we assune that zone
adm nistrators will deploy RFC 5011 [ RFC5011] style rollovers.

RFC 5011 style rollovers increase the duration of key rollovers: The
key to be renmoved nust first be revoked. Thus, before the DNSKEY_K 1
renoval phase, DNSKEY K 1 nust be published for one nore Maxi num Zone
TTL with the REVOKE bit set. The revoked key nmust be sel f-signed, so
in this phase the DNSKEY RRset nust al so be signed with DNSKEY K 1.

.1.3. Single-Type Signing Schenme Key Roll over

The roll over of a key when a Single-Type Signing Schene is used is
subj ect to the sane requirenent as the rollover of a KSK or ZSK:
During any stage of the rollover, the chain of trust needs to
continue to validate for any conbination of data in the zone as well
as data that may still live in distant caches.

There are two variants for this rollover. Since the choice for a

Si ngl e- Type Signing Schenme is notivated by operational simplicity, we
descri be the nost straightforward rollover schenme first.

initial new DNSKEY DS change DNSKEY r enoval
Par ent
SOA Q ---------------- - >SO0A 1 ------------- - >
RRSI G par (SOA) ----------------- > RRSIG par(SQA) ------------- >
DS S 1 ---------mmmmmmm oo >DS S 2 --------m - >
RRSI G par(DS_S 1) -------------- > RRSI G par(DS .S 2) ---------- >
Chi | d:
SOA 0 SOA 1 -------------- - - > SOA 2
RRSI G_S_1(S0OA) RRSIG S 1(SQA) ------------- >
RRSIG S 2(SOA) ------------- > RRSI G_S_2(SOA)
DNSKEY_S_1 DNSKEY_S 1 ----------------- >
DNSKEY_S 2 ----------------- > DNSKEY_S_2
RRSI G_S_1(DNSKEY) RRSI G S_1(DNSKEY) ---------- >
RRSI G S_2(DNSKEY) ---------- > RRSI G_S_2( DNSKEY)

Figure 6: Stages of the Straightforward Roll over
in a Single-Type Signing Schene
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initial: Parental DS points to DNSKEY. S 1. Al RRsets in the zone
are signed with DNSKEY_S 1.

new DNSKEY: A new key (DNSKEY_S 2) is introduced, and all the RRsets
are signed with both DNSKEY_S 1 and DNSKEY_S 2.

DS change: After the DNSKEY RRset with the two keys had tinme to
propagate into distant caches (that is, the key set exclusively
contai ning DNSKEY_S 1 has been expired), the parental DS record
can be changed.

DNSKEY renoval : After the DS RRset containing DS S 1 has expired
fromdistant caches, DNSKEY S 1 can be renoved fromthe DNSKEY
RRset .

In this first variant, the new signatures and new public key are
added to the zone. Once they are propagated, the DS at the parent is
switched. |If the old DS has expired fromthe caches, the old
signatures and old public key can be renoved fromthe zone.

This rollover has the drawback that it introduces doubl e signatures
over all data of the zone. Taking these zone size considerations
into account, it is possible to not introduce the signatures made
with DNSKEY S 2 at the "new DNSKEY" step. Instead, signatures of
DNSKEY S 1 are replaced with signatures of DNSKEY .S 2 in an

addi ti onal stage between the "DS change" and "DNSKEY renoval " step:
After the DS RRset containing DS S 1 has expired from di stant caches,
the signatures can be swapped. Only after the new signatures made
with DNSKEY_S 2 have been propagated can the old public key
DNSKEY_S 1 be renoved fromthe DNSKEY RRset.

The second variant of the Single-Type Signing Schene Key rollover is
the Doubl e-DS rollover. In this variant, one introduces a new DNSKEY
into the key set and submits the new DS to the parent. The new key
is not yet used to sign RRsets. The signatures nmade with DNSKEY_S 1
are replaced with signatures nade with DNSKEY_S 2 at the nonent that
DNSKEY S 2 and DS S 2 have been propagat ed.
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initial new DS new RRSI G DS renova
Par ent :
SOA O SOA 1 ----mmmmm e > SOA 2
RRSI G _par ( SOA) RRSI G par (SQA) ---------------- > RRSI G _par ( SQA)
DS S 1 DS S 1 ------mmmmmim e >
DS S 2 ------mmme - > DS S 2
RRSI G _par ( DS) RRSI G par (DS) ----------------- > RRSI G_par ( DS)
Chi | d:
SOA O SQA 1 SQOA 2 SQOA 3
RRSI G_S_1(SOA) RRSI G S 1(SQA) RRSI G S 2(SQA) RRSI G_S_2( SOA)
DNSKEY_S 1 DNSKEY_S 1 DNSKEY_S 1
DNSKEY_S 2 DNSKEY_S 2 DNSKEY_S 2
RRSI G_S_1 ( DNSKEY) RRSI G_S 2(DNSKEY) RRSI G_S_2( DNSKEY)

Figure 7: Stages of Deploynment for a Double-DS Rollover in a
Si ngl e- Type Si gni ng Scheme

4.1.4. AlgorithmRollovers

A special class of key rollovers is the one needed for a change of
signature algorithns (either adding a new al gorithm renoving an old
algorithm or both). Additional steps are needed to retain integrity
during this rollover. W first describe the generic case; specia
consi derations for rollovers that involve trust anchors and single-
type keys are discussed |ater.

There exist both a conservative and a |iberal approach for algorithm
rollover. This has to do with Section 2.2 of RFC 4035 [ RFC4035]:

There MUST be an RRSI G for each RRset using at | east one DNSKEY
of each algorithmin the zone apex DNSKEY RRset. The apex
DNSKEY RRset itself MJST be signed by each al gorithm appearing
in the DS RRset | ocated at the delegating parent (if any).

The conservative approach interprets this section very strictly,
meani ng that it expects that every RRset has a valid signature for
every al gorithm signal ed by the zone apex DNSKEY RRset, including
RRsets in caches. The |iberal approach uses a nore | oose
interpretation of the section and limts the rule to RRsets in the
zone at the authoritative nanme servers. There is a reasonable
argunent for saying that this is valid, because the specific section
is a subsection of Section 2 ("Zone Signing") of RFC 4035.
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When following the nore |iberal approach, algorithmrollover is just
as easy as a regul ar Doubl e-Signature KSK rollover (Section 4.1.2).
Note that the Doubl e-DS KSK rol | over method cannot be used, since
that would introduce a parental DS of which the apex DNSKEY RRset has
not been signed with the introduced al gorithm

However, there are inplenmentations of validators known to followthe
nore conservative approach. Performng a Doubl e-Si gnature KSK
algorithmrollover will tenporarily nmake your zone appear as Bogus by
such validators during the rollover. Therefore, the rollover
described in this section will explain the stages of depl oynent and
wi Il assunme that the conservative approach is used.

When adding a new algorithm the signatures should be added first.
After the TTL of RRSI Gs has expired and caches have dropped the old
data covered by those signhatures, the DNSKEY with the new al gorithm
can be added.

After the new al gorithm has been added, the DS record can be
exchanged usi ng Doubl e- Si gnature KSK rol | over.

VWhen renoving an old algorithm the DS for the al gorithm should be
renoved fromthe parent zone first, followed by the DNSKEY and the
signatures (in the child zone).

Fi gure 8 describes the steps.
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initial new RRSI Gs new DNSKEY
Par ent :
(0 R e e R R >
RRSI G par (SOA) - ------mmmmm e e e oo >
DS K 1 --mmmmmmmmm oo e oo >
RRSI G par (DS K 1) ----mmmmmm e o e o e e o >
Chi | d:
SCA O SCA 1 SOA 2
RRSI G_Z_10( SQA) RRSI G_Z_10( SQA) RRSI G_Z_10( SQA)
RRSI G Z_11(SQA) RRSI G Z_11(SQA)
DNSKEY_K_1 DNSKEY_K_1 DNSKEY_K_1
DNSKEY_K_2
DNSKEY_Z_10 DNSKEY_Z_10 DNSKEY_Z_10
DNSKEY_Z_11

RRS| G_K_1( DNSKEY) RRS| G_K_1( DNSKEY) RRS| G_K_1( DNSKEY)
RRSI G_K_2( DNSKEY)

new DS DNSKEY r enoval RRSI Gs renoval
Par ent :
S R e i >
RRSI G par (SOA) --------mmmmmm e e e e oo >
DS K 2 mmmmm o o o o e e e >
RRSI G par (DS K 2) ------mmmmmmm e e e e - >
Child
------------------- > SOA 3 SOA 4
------------------- > RRSI G Z 10( SQA)
------------------- > RRSI G Z 11( SQA) RRSI G Z 11( SQA)
___________________ >
------------------- > DNSKEY_K 2 DNSKEY_K 2
___________________ >
------------------- > DNSKEY_Z 11 DNSKEY 7z 11
................... >
------------------- > RRSI G_K_2( DNSKEY) RRSI G_K_2( DNSKEY)

Fi gure 8: Stages of Deploynment during an Al gorithm Rollover
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initial: Describes the state of the zone before any transition is
done. The nunber of the keys nmay vary, but all keys (in DNSKEY
records) for the zone use the same al gorithm

new RRSI Gs: The signatures made with the new key over all records in
the zone are added, but the key itself is not. This stepis
needed to propagate the signatures created with the new al gorithm
to the caches. |If this is not done, it is possible for a resolver
to retrieve the new DNSKEY RRset (containing the new al gorithn
but to have RRsets in its cache with signatures created by the old
DNSKEY RRset (i.e., without the new al gorithny.

The RRSI G for the DNSKEY RRset does not need to be pre-published
(since these records will travel together) and does not need
speci al processing in order to keep them synchroni zed.

new DNSKEY: After the old data has expired from caches, the new key
can be added to the zone.

new DS: After the cache data for the ol d DNSKEY RRset has expired
the DS record for the new key can be added to the parent zone and
the DS record for the old key can be renmoved in the same step.

DNSKEY renoval : After the cache data for the old DS RRset has
expired, the old algorithmcan be renmoved. This tine, the old key
needs to be renoved first, before renoving the old signatures.

RRSI Gs renoval : After the cache data for the ol d DNSKEY RRset has
expired, the old signatures can al so be rempoved during this step.

Bel ow, we deal with a few special cases of algorithmrollovers:

1: Single-Type Signing Scheme Algorithmrollover: when there is no
differentiati on between ZSKs and KSKs (Section 4.1.4.1).

2: RFC 5011 Algorithmrollover: when trust anchors can track the
roll via RFC 5011 style rollover (Section 4.1.4.2).

3: 1 and 2 conbined: when a Single-Type Signing Scheme Al gorithm
rollover is perforned RFC 5011 style (Section 4.1.4.3).

In addition to the narrative bel ow, these special cases are
represented in Figures 12, 13, and 14 in Appendix C.
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4.1.4.1. Single-Type Signing Scherme Al gorithm Rollover

If one key is used that acts as both ZSK and KSK, the sanme schene and
figure as above (Figure 8 in Section 4.1.4) applies, whereby al
DNSKEY Z * records fromthe table are renpbved and all RRSIG Z * are
replaced with RRSIG S *. All DNSKEY K * records are replaced with
DNSKEY S *, and all RRSIGK * records are replaced with RRSIG S *.
The requirement to sign with both al gorithns and nake sure that old
RRSI Gs have the opportunity to expire from distant caches before

i ntroducing the new algorithmin the DNSKEY RRset is still valid.

This is shown in Figure 12 in Appendix C.

4.1.4.2. A gorithmRollover, RFC 5011 Style
Trust anchor algorithmrollover is alnost as sinple as a regul ar
RFC 5011-based rol |l over. However, the old trust anchor nust be
revoked before it is removed fromthe zone.
The tineline (see Figure 13 in Appendix C) is sinmlar to that of
Figure 8 above, but after the "new DS" step, an additional step is

requi red where the DNSKEY is revoked. The details of this step
("revoke DNSKEY") are shown in Figure 9 bel ow

Par ent
_____________________________ >
_____________________________ >
_____________________________ >
_____________________________ >

Chi | d:

SOA 3

RRSI G_Z_10( SOA)
RRSI G_Z_11( SOA)

DNSKEY_K_1_REVOKED
DNSKEY_K_2

DNSKEY_Z_11
RRSI G_K_1( DNSKEY)
RRSI G_K_2( DNSKEY)

Figure 9: The Revoke DNSKEY State That |Is Added to an Al gorithm
Rol | over when RFC 5011 Is in Use
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There is one exception to the requirenent from RFC 4035 quoted in
Section 4.1.4 above: Wile all zone data nust be signed with an
unrevoked key, it is permssible to sign the key set with a revoked
key. The somewhat esoteric argument is as follows:

Resol vers that do not understand the RFC 5011 REVOKE flag will handl e
DNSKEY K 1 REVOKED the sanme as if it were DNSKEY K 1. In other
words, they will handle the revoked key as a normal key, and thus
RRsets signed with this key will validate. As a result, the
signature matches the algorithmlisted in the DNSKEY RRset.

Resol vers that do inplenent RFC 5011 will renpbve DNSKEY K 1 fromthe
set of trust anchors. That is okay, since they have al ready added
DNSKEY_K_ 2 as the new trust anchor. Thus, algorithm?2 is the only
signaled algorithmby now That is, we only need RRSI G K_2( DNSKEY)
to authenticate the DNSKEY RRset, and we are still conpliant with
Section 2.2 of RFC 4035: There must be an RRSIG for each RRset using
at | east one DNSKEY of each algorithmin the zone apex DNSKEY RRset.

4.1.4.3. Single Signing Type Al gorithm Roll over, RFC 5011 Style

If a decision is made to performan RFC 5011 style rollover with a
Singl e Signing Scheme key, it should be noted that Section 2.1 of
RFC 5011 states:

Once the resolver sees the REVCKE bit, it MJST NOT use this key
as a trust anchor or for any other purpose except to validate
the RRSIG it signed over the DNSKEY RRset specifically for the
pur pose of validating the revocation

This means that once DNSKEY S 1 is revoked, it cannot be used to
validate its signatures over non-DNSKEY RRsets. Thus, those RRsets
shoul d be signed with a shadow key, DNSKEY_Z 10, during the algorithm
roll over. The shadow key can be renoved at the sanme tine the revoked
DNSKEY S 1 is renoved fromthe zone. |In other words, the zone nust
temporarily fall back to a KSK/ZSK split nodel during the rollover.

In other words, the rule that at every RRset there must be at |east
one signature for each algorithmused in the DNSKEY RRset stil
applies. This neans that a different key with the same al gorithm
ot her than the revoked key, nust sign the entire zone. Thus, nore
operations are needed if the Single-Type Signing Scherme is used.
Before rolling the algorithm a new key nust be introduced with the
same algorithmas the key that is a candidate for revocation. That
key can than tenporarily act as a ZSK during the algorithmrollover.
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As with algorithmrollover RFC 5011 style, while all zone data nust
be signed with an unrevoked key, it is permssible to sign the key
set with a revoked key using the same esoteric argument given in
Section 4.1.4.2.

The I esson of all of this is that a Single-Type Signing Schene
algorithmroll over using RFC 5011 is as conplicated as the nanme of
the rollover inplies: Reverting to a split-key schenme for the
duration of the rollover may be preferable.

4.1.4.4. NSEC-to-NSEC3 Al gorithm Roll over

A special case is the rollover froman NSEC signed zone to an NSEC3
signed zone. In this case, algorithmnunbers are used to signha
support for NSEC3 but they do not mandate the use of NSEC3.
Therefore, NSEC records should remain in the zone until the rollover
to a new al gorithm has conpl eted and t he new DNSKEY RRset has
popul at ed di stant caches, at the end of the "new DNSKEY" stage. At
that point, the validators that have not inplenmented NSEC3 will treat
the zone as unsecured as soon as they follow the chain of trust to
the DS that points to a DNSKEY of the new algorithm while validators
that support NSEC3 will happily validate using NSEC. Turning on
NSEC3 can then be done during the "new DS" step: increasing the
serial nunber, introducing the NSEC3PARAM record to signal that
NSEC3- aut henti cated data related to denial of existence should be
served, and re-signing the zone.

In summary, an NSEC-to-NSEC3 rollover is an ordinary al gorithm
rol |l over whereby NSEC is used all the time and only after that
roll over finished NSEC3 needs to be deployed. The procedures are
also listed in Sections 10.4 and 10.5 of RFC 5155 [ RFC5155].

4.1.5. Considerations for Automated Key Rol | overs

As keys nust be renewed periodically, there is some notivation to
automate the rollover process. Consider the follow ng:

0 ZSK rollovers are easy to autonate, as only the child zone is
i nvol ved.

o0 A KSK rollover needs interaction between the parent and child.
Dat a exchange is needed to provide the new keys to the parent;
consequently, this data rmust be authenticated, and integrity nust
be guaranteed in order to avoid attacks on the rollover.
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4.2. Planning for Emergency Key Roll over

This section deals with preparation for a possible key conprom se.
It is advisable to have a documented procedure ready for those tines
when a key conpromi se i s suspected or confirmed

When the private nmaterial of one of a zone's keys is conprom sed, it
can be used by an attacker for as long as a valid trust chain exists.
A trust chain remains intact for

o as long as a signature over the conprom sed key in the trust chain
is valid, and

o as long as the DS RR in the parent zone points to the
(conproni sed) key signing the DNSKEY RRset, and

o as long as the (conmprom sed) key is anchored in a resolver and is
used as a starting point for validation (this is generally the
hardest to update).

While a trust chain to a zone's conproni sed key exists, your
nanespace i s vul nerable to abuse by anyone who has obtai ned
illegitimte possession of the key. Zone adm nistrators have to nake
a decision as to whether the abuse of the conprom sed key is worse
than having data in caches that cannot be validated. |f the zone
admi ni strator chooses to break the trust chain to the conpromn sed
key, data in caches signed with this key cannot be vali dated.

However, if the zone adm nistrator chooses to take the path of a
regul ar rollover, during the rollover the malicious key hol der can
continue to spoof data so that it appears to be valid.

4.2.1. KSK Conprom se

A comprom sed KSK can be used to sign the key set of an attacker’s
version of the zone. That zone could be used to poison the DNS

A zone containing a DNSKEY RRset with a conproni sed KSK i s vul nerabl e
as long as the conpronised KSK is configured as the trust anchor or a
DS record in the parent zone points to it.

Theref ore, when the KSK has been conprom sed, the trust anchor or the
parent DS record should be replaced as soon as possible. It is |loca
policy whether to break the trust chain during the energency

roll over. The trust chain would be broken when the conproni sed KSK
is renoved fromthe child s zone while the parent still has a DS
record pointing to the conmprom sed KSK. The assunption is that there
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is only one DS record at the parent. |If there are multiple DS
records, this does not apply, although the chain of trust of this
particul ar key is broken

Note that an attacker’s version of the zone still uses the

conprom sed KSK, and the presence of the corresponding DS record in
the parent would cause the data in this zone to appear as valid.
Renovi ng the conproni sed key woul d cause the attacker’s version of
the zone to appear as valid and the original zone as Bogus.
Therefore, we advise adm nistrators not to renove the KSK before the
parent has a DS record for the new KSK in pl ace

4.2.1.1. Energency Key Rollover Keeping the Chain of Trust |ntact

If it is desired to performan energency key rollover in a manner
that keeps the chain of trust intact, the timng of the replacenent
of the KSK is somewhat critical. The goal is to renove the

conprom sed KSK as soon as the new DS RR is avail able at the parent.
Thi s means ensuring that the signature nade with a new KSK over the
key set that contains the conprom sed KSK expires just after the new
DS appears at the parent. Expiration of that signhature will cause
expiration of that key set fromthe caches.

The procedure is as follows:

1. Introduce a new KSK into the key set; keep the conprom sed KSK in
the key set. Lower the TTL for DNSKEYs so that the DNSKEY RRset
wi Il expire from caches sooner.

2. Sign the key set, with a short validity period. The validity
peri od shoul d expire shortly after the DS is expected to appear
in the parent and the old DSs have expired fromcaches. This
provides an upper limt on how |long the conprom sed KSK can be
used in a replay attack.

3. Upload the DS for this new key to the parent.

4. Follow the procedure of the regular KSK rollover: Wait for the DS
to appear at the authoritative servers, and then wait as long as
the TTL of the old DS RRs. |If necessary, re-sign the DNSKEY
RRset and nodify/extend the expiration tinme.

5. Renpve the conproni sed DNSKEY RR fromthe zone, and re-sign the
key set using your "nornal" TTL and signature validity period.
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An addi tional danger of a key conpromise is that the conpromni sed key
could be used to facilitate a |egitimate-1ooki ng DNSKEY/ DS rol | over
and/ or nanme server changes at the parent. \When that happens, the
domain may be in dispute. An authenticated out-of-band and secure
notify mechanismto contact a parent is needed in this case.

Note that this is only a probl emwhen the DNSKEY and/or DS records
are used to authenticate conmmunication with the parent.

4.2.1.2. Energency Key Rollover Breaking the Chain of Trust

There are two nethods to perform an energency key rollover in a
manner that breaks the chain of trust. The first method causes the
child zone to appear Bogus to validating resolvers. The other causes
the child zone to appear |Insecure. These are described bel ow

In the nmethod that causes the child zone to appear Bogus to
validating resolvers, the child zone replaces the current KSK with a
new one and re-signs the key set. Next, it sends the DS of the new
key to the parent. Only after the parent has placed the new DS in
the zone is the child s chain of trust repaired. Note that unti

that time, the child zone is still vulnerable to spoofing: The
attacker is still in possession of the conprom sed key that the DS
points to.

An alternative nmethod of breaking the chain of trust is by renoving
the DS RRs fromthe parent zone altogether. As a result, the child
zone woul d become | nsecure. After the DS has expired from di stant
caches, the keys and signatures are renoved fromthe child zone, new
keys and signatures are introduced, and finally, a newDS is
submitted to the parent.

4.2.2. ZSK Conprom se

Primarily because there is no interaction with the parent required
when a ZSK is conprom sed, the situation is |less severe than with a
KSK conprom se. The zone nust still be re-signed with a new ZSK as
soon as possible. As this is a |ocal operation and requires no
conmuni cati on between the parent and child, this can be achieved
fairly quickly. However, one has to take into account that -- just
as with a normal rollover -- the i medi ate di sappearance of the old
conprom sed key may lead to verification problens. Al so note that
until the RRSIG over the conprom sed ZSK has expired, the zone may
still be at risk.
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4.2.3. Conprom ses of Keys Anchored in Resolvers

A key can also be pre-configured in resolvers as a trust anchor. |If
trust anchor keys are conprom sed, the administrators of resolvers
usi ng these keys should be notified of this fact. Zone

adm ni strators nmay consider setting up a mailing list to conmunicate
the fact that a SEP key is about to be rolled over. This

conmuni cation will of course need to be authenticated by sone neans,
e.g., by using digital signatures.

End-users faced with the task of updating an anchored key shoul d

al ways verify the new key. New keys shoul d be authenticated out-of -
band, for exanple, through the use of an announcenent website that is
secured using Transport Layer Security (TLS) [RFC5246].

4.2.4. Stand-By Keys

St and- by keys are keys that are published in your zone but are not
used to sign RRsets. There are two reasons why sonmeone would want to
use stand-by keys. One is to speed up the energency key rollover.
The other is to recover froma disaster that |eaves your production
private keys inaccessible.

The way to deal with stand-by keys differs for ZSKs and KSKs. To
nmake a stand-by ZSK, you need to publish its DNSKEY RR. To nake a
stand- by KSK, you need to get its DS RR published at the parent.

Assum ng you have your nornal DNS operation, to prepare stand-by keys
you need to:

0 Cenerate a stand-by ZSK and KSK. Store themsafely in a | ocation
different than the place where the currently used ZSK and KSK are
hel d.

0 Pre-publish the DNSKEY RR of the stand-by ZSK in the zone.

0o Pre-publish the DS of the stand-by KSK in the parent zone.

Now suppose a di saster occurs and di sables access to the currently
used keys. To recover fromthat situation, follow these procedures:

0 Set up your DNS operations and introduce the stand-by KSK into the
zone.

o Post-publish the disabled ZSK and sign the zone with the stand-by
keys.
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4. 3.

4. 3.

Ko

o After sone tinme, when the new signatures have been propagated, the
ol d keys, old signatures, and the old DS can be renoved.

0 GCenerate a new stand-by key set at a different |ocation and
continue "normal" operation.

Parent Policies
1. Initial Key Exchanges and Parental Policies Considerations

The initial key exchange is always subject to the policies set by the
parent. It is specifically inportant in a registry-registrar-

regi strant nodel where a registry nmaintains the parent zone, and the
regi strant (the user of the child-donmain nane) deals with the
registry through an internmediary called a registrar (see [ RFC3375]
for a conprehensive definition). The key material is to be passed
fromthe DNS operator to the parent via a registrar, where both the
DNS operator and registrar are selected by the registrant and m ght
be different organizations. Wen designing a key exchange policy,
one shoul d take into account that the authentication and

aut hori zati on nmechani sns used during a key exchange shoul d be as
strong as the authentication and authorization mechani sms used for
the exchange of del egation information between the parent and child.
That is, there is no inplicit need in DNSSEC to nake the

aut hentication process stronger than it is for regular DNS.

Using the DNS itself as the source for the actual DNSKEY material has
the benefit that it reduces the chances of user error. A DNSKEY
guery tool can make use of the SEP bit [RFC4035] to select the proper
key(s) from a DNSSEC key set, thereby reducing the chance that the
wong DNSKEY is sent. It can validate the self-signature over a key,
thereby verifying the ownership of the private key materi al

Fet ching the DNSKEY fromthe DNS ensures that the chain of trust
remai ns i ntact once the parent publishes the DS RR indicating that
the child is secure.

Note: Qut-of-band verification is still needed when the key nateria
is fetched for the first tinme, even via DNS. The parent can never be
sure whether or not the DNSKEY RRs have been spoof ed.

Wth some types of key rollovers, the DNSKEY is not pre-published,
and a DNSKEY query tool is not able to retrieve the successor key.
In this case, the out-of-band nmethod is required. This also allows
the child to determ ne the digest algorithmof the DS record.
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4.3.2. Storing Keys or Hashes?

When designing a registry system one shoul d consider whether to
store the DNSKEYs and/or the corresponding DSs. Since a child zone
m ght wish to have a DS published using a nmessage di gest al gorithm
not yet understood by the registry, the registry can’t count on being
able to generate the DS record froma raw DNSKEY. Thus, we suggest
that registry systens should be able to store DS RRs, even if they

al so store DNSKEYs (see al so "DNSSEC Trust Anchor Configuration and
Mai nt enance” [ DNSSEC- TRUST- ANCHOR] ) .

The storage considerations also relate to the design of the custoner
interface and the nethod by which data is transferred between the
regi strant and registry: WIl the child-zone adninistrator be able to
upl oad DS RRs wi th unknown hash al gorithnms, or does the interface
only all ow DNSKEYs? Wen registries support the Extensible
Provi si oning Protocol (EPP) [RFC5910], that can be used for
registrar-registry interactions, since that protocol allows the
transfer of both DS and, optionally, DNSKEY RRs. There is no
standardi zed way to nove the data between the customer and the
registrar. Different registrars have different nechani sns, ranging
fromsinple web interfaces to various APIs. In sone cases, the use
of the DNSSEC extensions to EPP may be applicabl e.

Havi ng an out-of - band nmechani sm such as a registry directory (e.g.
Whois) to find out which keys are used to generate DS Resource
Records for specific owners and/or zones may also help with

troubl eshoot i ng.

4.3.3. Security Laneness

Security lanmeness is defined as the state whereby the parent has a DS
RR pointing to a nonexi stent DNSKEY RR.  Security |aneness nay occur
temporarily during a Double-DS roll over schene. However, care should
be taken that not all DS RRs are pointing to a nonexistent DNSKEY RR
which will cause the child s zone to be marked Bogus by verifying DNS
clients.

As part of a conprehensive del egati on check, the parent could, at key
exchange time, verify that the child s key is actually configured in
the DNS. However, if a parent does not understand the hashing

al gorithmused by the child, the parental checks are linmted to only
conparing the key id.
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Child zones should be very careful in renmoving DNSKEY naterial --
specifically, SEP keys -- for which a DS RR exi sts.

Once a zone is "security lame", a fix (e.g., removing a DS RR) w ||
take time to propagate through the DNS

4.3.4. DS Signhature Validity Period

Since the DS can be replayed as long as it has a valid signature, a
short signature validity period for the DS RRSI G minim zes the time
that a child is vulnerable in the case of a conpronmise of the child s
KSK(s). A signature validity period that is too short introduces the
possibility that a zone is marked Bogus in the case of a
configuration error in the signer. There may not be enough time to
fix the problens before signatures expire (this is a generic
argunent; also see Section 4.4.2). Sonething as nundane as zone

adm ni strator unavailability during weekends shows the need for DS
signature validity periods |onger than two days. Just |ike any
signature validity period, we suggest an absolute m nimumfor the DS
signature validity period of a few days.

The maxi mum signature validity period of the DS record depends on how
long child zones are willing to be vulnerable after a key conprom se.
On the other hand, shortening the DS signature validity period

i ncreases the operational risk for the parent. Therefore, the parent
may have a policy to use a signature validity period that is

consi derably | onger than the child would hope for.

A conmprom se between the policy/operational constraints of the parent
and m nim zing damage for the child may result in a DS signature
validity period sonmewhere between a week and several nonths.

In addition to the signature validity period, which sets a | ower
bound on the nunber of times the zone administrator will need to sign
the zone data and an upper bound on the tine that a child is

vul nerabl e after key conprom se, there is the TTL value on the DS
RRs. Shortening the TTL reduces the danage of a successful replay
attack. It does nmean that the authoritative servers will see nore
queries. But on the other hand, a short TTL | owers the persistence
of DS RRsets in caches, thereby increasing the speed with which
updated DS RRsets propagate through the DNS
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4.3.5. Changing DNS Qperators

The parent-child relationship is often described in terms of a

regi stry-registrar-regi strant nodel, where a registry maintains the
parent zone and the registrant (the user of the child-domain name)
deals with the registry through an internediary called a registrar
[ RFC3375]. Registrants may outsource the naintenance of their DNS
system including the naintenance of DNSSEC key naterial, to the
registrar or to another third party, referred to here as the DNS
operator.

For various reasons, a registrant nmay want to nove between DNS
operators. How easy this nove will be depends principally on the DNS
operator fromwhich the registrant is noving (the |osing operator),
as the |l osing operator has control over the DNS zone and its keys.
The foll owi ng sections describe the two cases: where the |osing
operator cooperates with the new operator (the gaining operator), and
where the two do not cooperate.

4.3.5.1. Cooperating DNS Operators

In this scenario, it is assumed that the |osing operator will not
pass any private key material to the gaining operator (that would
constitute a trivial case) but is otherwise fully cooperative.

In this environment, the change could be made with a Pre-Publish ZSK
rol |l over, whereby the |osing operator pre-publishes the ZSK of the
gai ni ng operator, conbined with a Doubl e-Si gnature KSK rol | over where
the two registrars exchange public keys and i ndependently generate a
signature over those key sets that they conbine and both publish in
their copy of the zone. Once that is done, they can use their own
private keys to sign any of their zone content during the transfer.
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initial pre-publish
Par ent :
NS A NS A
DS A DS A
Child at A Child at A Child at B:
SOA A0 SOA Al SOA BO
RRSI G _Z_A( SOA) RRSI G _Z_A( SOA) RRSI G_Z_B( SOA)
NS A NS A NS B
RRSI G Z A(NS) NS B RRSI G Z B(NS)
RRSI G Z_A(NS)
DNSKEY Z A DNSKEY Z A DNSKEY Z A
DNSKEY _Z B DNSKEY _Z B
DNSKEY K A DNSKEY K A DNSKEY K A
DNSKEY_K B DNSKEY_K B
RRS|I G_K_A( DNSKEY) RRSI G DNSKEY) RRSI G_K_A( DNSKEY)

K_A(
RRS| G_K_B( DNSKEY)

Par ent
NS B NS B
DS B DS B
Child at A Child at B Child at B
SOA Al SOA BO SOA B1
RRSI G _Z_A( SOA) RRSI G_Z_B( SOA) RRSI G_Z_B( SOA)
NS A NS B NS B
NS B RRSI G Z B(NS) RRSI G Z B(NS)
RRSI G_Z_A(NS)
DNSKEY Z A DNSKEY Z A
DNSKEY _Z B DNSKEY _Z B DNSKEY _Z B
DNSKEY K A DNSKEY K A
DNSKEY_K B DNSKEY K B DNSKEY_K B

RRS| G_K_A( DNSKEY)
RRS| G_K_B( DNSKEY)

RRSI G_K_A( DNSKEY)
RRSI G_K_B( DNSKEY)

RRS| G_K_B( DNSKEY)

Figure 10: Rollover for Cooperating Operators
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In this figure, A denotes the |osing operator and B the gaining
operator. RRSIG Z is the RRSIG produced by a ZSK, RRSIGK is
produced with a KSK, and the appended A or B indicates the producers
of the key pair. "Child at A" is how the zone content is represented
by the | osing DNS operator, and "Child at B" is how the zone content
is represented by the gaining DNS operator.

The zone is initially delegated fromthe parent to the nane servers
of operator A. Operator A uses his own ZSK and KSK to sign the zone.
The cooperating operator A will pre-publish the new NS record and the
ZSK and KSK of operator B, including the RRSI G over the DNSKEY RRset
generated by the KSK of operator B. Operator B needs to publish the
same DNSKEY RRset. When that DNSKEY RRset has popul ated the caches,
the re-del egati on can be nmade, which involves adjusting the NS and DS
records in the parent zone to point to operator B. And after al
DNSSEC records related to operator A have expired fromthe caches,
operator B can stop publishing the keys and signatures belonging to
operator A, and vice versa

The requirenent to exchange signatures has a couple of drawbacks. It
requi res nore operational overhead, because not only do the operators
have to exchange public keys but they also have to exchange the
signatures of the new DNSKEY RRset. This drawback does not exist if
the Doubl e-Si gnature KSK rollover is replaced with a Doubl e-DS KSK
rollover. See Figure 15 in Appendix D for the diagram

Thus, if the registry and registrars allow DS records to be published
that do not point to a published DNSKEY in the child zone, the

Doubl e-DS KSK rollover is preferred (see Figure 5), in conbination
with the Pre-Publish ZSK rollover. This does not require sharing the
KSK si gnatures between the operators, but both operators still have
to publish each other’s ZSKs.

4.3.5.2. Non-Cooperating DNS Operators

In the non-cooperating case, matters are nore conplicated. The

| osi ng operator may not cooperate and | eave the data in the DNS as
is. In extrene cases, the | osing operator nmay becone obstructive and
publish a DNSKEY RR with a high TTL and correspondi ng signhature
validity period so that registrar A's DNSKEY coul d end up in caches
for (in theory at |east) decades.

The problem arises when a validator tries to validate with the |osing
operator’s key and there is no signature material produced with the

| osi ng operator available in the delegation path after re-del egation
fromthe | osing operator to the gaining operator has taken pl ace.

One could imagine a rollover scenario where the gai ning operator
takes a copy of all RRSIGs created by the | osing operator and
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publ i shes those in conjunction with its own signatures, but that
woul d not allow any changes in the zone content. Since a
re-del egation took place, the NS RRset has by definition changed, so

such a rollover scenario will not work. Besides, if zone transfers
are not allowed by the | osing operator and NSEC3 is deployed in the
| osing operator’s zone, then the gaining operator’s zone wll not
have certainty that all of the |osing operator’s RRSIGs have been
copi ed.

The only viable operation for the registrant is to have his zone go
Insecure for the duration of the change. The registry should be
asked to renove the DS RR pointing to the | osing operator’s DNSKEY
and to change the NS RRset to point to the gaining operator. Once
this has propagated through the DNS, the registry should be asked to
insert the DS record pointing to the (newWy signed) zone at

operator B.

Not e that sonme behaviors of resolver inplementations may aid in the
process of changi ng DNS operators:

o TTL sanity checking, as described in RFC 2308 [ RFC2308], will
l[imt the inmpact of the actions of an obstructive | osing operator.
Resol vers that inplenment TTL sanity checking will use an upper
limt for TTLs on RRsets in responses.

o |If RRsets at the zone cut (are about to) expire, the resolver
restarts its search above the zone cut. Oherw se, the resolver
ri sks continuing to use a nane server that m ght be un-del egated
by the parent.

o Limting the tinme that DNSKEYs that seemto be unable to validate
signatures are cached and/or trying to recover from cases where
DNSKEYs do not seemto be able to validate data al so reduce the
ef fects of the problem of non-cooperating registrars.

However, there is no operational nethodology to work around this

busi ness issue, and proper contractual rel ationships between al

i nvol ved parties seemto be the only solution to cope with these
problems. It should be noted that in many cases, the problemwth
temporary broken del egations al ready exi sts when a zone changes from
one DNS operator to another. Besides, it is often the case that when
operators are changed, the services that are referenced by that zone
al so change operators, possibly involving some downti rne.

In any case, to mnimze such problenms, the classic configuration is
to have relatively short TTLs on all involved Resource Records. That
wi Il solve many of the problens regardi ng changes to a zone,

regardl ess of whether DNSSEC is used.
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4.4. Tinme in DNSSEC

W thout DNSSEC, all times in the DNS are relative. The SOA fields
REFRESH, RETRY, and EXPI RATION are timers used to determne the tinme
that has el apsed after a slave server synchronized with a naster
server. The TTL value and the SOA RR m ni num TTL paraneter [RFC2308]
are used to determ ne how | ong a forwarder shoul d cache data (or
negative responses) after it has been fetched froman authoritative
server. By using a signature validity period, DNSSEC introduces the
noti on of an absolute time in the DNS. Signatures in DNSSEC have an
expiration date after which the signature is marked as invalid and
the signed data is to be considered Bogus.

The considerations in this section are all qualitative and focused on
the operational and managerial issues. A nore thorough quantitative
anal ysis of rollover timng parameters can be found in "DNSSEC Key
Ti m ng Consi derations” [ DNSSEC- KEY- TI M NG .

4.4.1. Time Considerations

Because of the expiration of signatures, one should consider the
fol | owi ng:

o We suggest that the Maxi mum Zone TTL val ue of your zone data be
smal | er than your signature validity period.

If the TTL duration was simlar to that of the signature
validity period, then all RRsets fetched during the validity
peri od woul d be cached until the signhature expiration tinme.
Section 8.1 of RFC 4033 [ RFC4033] suggests that "the resol ver
nmay use the tinme renmining before expiration of the signature
validity period of a signed RRset as an upper bound for the
TTL". As a result, the query load on authoritative servers
woul d peak at the signhature expiration time, as this is al so
the time at which records sinmultaneously expire from caches.

Having a TTL that is at least a fewtinmes snmaller than your
signature validity period avoids query | oad peaks.

o W suggest that the signature publication period end at |east one
Maxi mum Zone TTL duration (but preferably a m nimum of a few days)
before the end of the signature validity period.

Re-signing a zone shortly before the end of the signature
validity period may cause the simultaneous expiration of data
fromcaches. This in turn may lead to peaks in the |oad on
authoritative servers. To avoid this, schenes are depl oyed
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o

whereby the zone is periodically visited for a re-signing
operation, and those signatures that are within a so-called
Refresh Period fromsignhature expiration are recreated. Also
see Section 4.4.2 bel ow.

In the case of an operational error, you would have one Maxi mum
Zone TTL duration to resolve the problem Re-signing a zone a
few days before the end of the signature validity period
ensures that the signatures will survive at |least a (long)
weekend in case of such operational havoc. This is called the
Refresh Period (see Section 4.4.2).

We suggest that the M ninum Zone TTL be | ong enough to both fetch
and verify all the RRs in the trust chain. |n workshop
environnents, it has been denonstrated [N ST-Wrkshop] that a | ow
TTL (under 5 to 10 m nutes) caused di sruptions because of the
foll owi ng two probl ens:

1. During validation, sone data may expire before the validation
is complete. The validator should be able to keep all data

until it is conpleted. This applies to all RRs needed to
conplete the chain of trust: DS, DNSKEY, RRSIG and the fina
answers, i.e., the RRset that is returned for the initia
query.

2. Frequent verification causes |oad on recursive name servers.
Data at del egation points, DS, DNSKEY, and RRSI G RRs benefits
fromcaching. The TTL on those should be relatively Iong.
Data at the leaves in the DNS tree has | ess inmpact on
recursive name servers.

Sl ave servers will need to be able to fetch newly signed zones
wel |l before the RRSIGs in the zone served by the slave server pass
their signature expiration tine.

When a sl ave server is out of synchronization with its naster
and data in a zone is signed by expired signatures, it may be
better for the slave server not to give out any answer.

Normal |y, a slave server that is not able to contact a master
server for an extended period will expire a zone. Wen that
happens, the server will respond differently to queries for
that zone. Some servers issue SERVFAIL, whereas others turn
off the AA bit in the answers. The tine of expiration is set
in the SOA record and is relative to the |last successfu

refresh between the master and the sl ave servers. There exists
no coupling between the signature expiration of RRSIGs in the
zone and the expire paraneter in the SOA
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If the server serves a DNSSEC secured zone, then it may happen

that the signatures expire well before the SOA expiration tiner
counts down to zero. It is not possible to conpletely prevent

this by nodifying the SOA paraneters.

However, the effects can be mnimzed where the SOA expiration
time is equal to or shorter than the Refresh Period (see
Section 4.4.2).

The consequence of an authoritative server not being able to
update a zone for an extended period of time is that signatures

may expire. In this case, non-secure resolvers will continue
to be able to resolve data served by the particular slave
servers, while security-aware resolvers will experience

probl ems because of answers being nmarked as Bogus.

We suggest that the SOA expiration tiner be approxi mately one
third or a quarter of the signature validity period. It wll
allow problens with transfers fromthe nmaster server to be
noti ced before signatures tine out.

We al so suggest that operators of name servers that supply
secondary services devel op systens to identify upcom ng
signature expirations in zones they slave and take appropriate
action where such an event is detected.

When determ ning the value for the expiration paraneter, one
has to take the following into account: Wat are the chances
that all secondaries expire the zone? How quickly can the
adm ni strators of the secondary servers be reached to |oad a
valid zone? These questions are not DNSSEC-specific but may
i nfl uence the choice of your signature validity periods.

4.4.2. Signature Validity Periods
4.4.2.1. Maxi mum Val ue

The first consideration for choosing a maxi num signature validity
period is the risk of a replay attack. For |owvalue, |ong-term
stabl e resources, the risks may be mnimal, and the signature
validity period may be several nmonths. Although signature validity
peri ods of many years are allowed, the sane "operational habit"
argunents as those given in Section 3.2.2 play a role: Wwen a zone is
re-signed with sonme regularity, then zone adm nistrators remain
consci ous of the operational necessity of re-signing.
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4.4.2.2. M ni num Val ue

The mini mum val ue of the signature validity period is set for the
time by which one would like to survive operational failure in
provisioning: At what time will a failure be noticed, and at what
time is action expected to be taken? By answering these questions,
availability of zone admi nistrators during (long) weekends or tine
taken to access backup nmedia can be taken into account. The result
could easily suggest a mnimumsignature validity period of a few
days.

Not e, however, that the argunent above is assum ng that zone data has
just been signed and published when the problemoccurred. In
practice, it nay be that a zone is signed according to a frequency
set by the Re-Sign Period, whereby the signer visits the zone content
and only refreshes signatures that are within a given anmount of tine
(the Refresh Period) of expiration. The Re-Sign Period nust be
smal l er than the Refresh Period in order for zone data to be signed
inatinely fashion.

I f an operational problemoccurs during re-signing, then the
signatures in the zone to expire first are the ones that have been
generated | ongest ago. |In the worst case, these signatures are the
Refresh Period m nus the Re-Sign Period away from signature
expiration.

To make matters slightly nore conplicated, sone signers vary the
signature validity period over a small range (the jitter interval) so
that not all signatures expire at the sane tine.

In other words, the mininumsignature validity period is set by first
choosing the Refresh Period (usually a few days), then defining the
Re-Sign Period in such a way that the Refresh Period ninus the

Re- Sign Period, mnus the maximumjitter sets the tine in which
operational havoc can be resol ved.
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The rel ati onship between signature tinmes is illustrated in Figure 11
I ncepti on Si gni ng Expiration
time time time
| | | | |
R [ - - - [ ... .. [ ... .. |
| | ] |

+ -jitter
| I'nception offset | |
S >| Validity Period |
| e RREEEEED >
I ncepti on Si gni ng Reuse Reuse Reuse New Expiration
time time RRSIG tine
| | | | | | |
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| | | | | | |

Cemmm > <----- > <----- > <----- >

Re- Si gn Peri od

Figure 11: Signature Tinming Paraneters

Note that in the figure the validity of the signature starts shortly
before the signing tine. That is done to deal with validators that

m ght have sone clock skew. This is called the inception offset, and
it should be chosen so that fal se negatives are mninized to a
reasonabl e | evel

4.4.2.3. Differentiation between RRsets

It is possible to vary signature validity periods between signatures
over different RRsets in the zone. |In practice, this could be done
when zones contain highly volatile data (which may be the case in
dynam c-update environnents). Note, however, that the risk of replay
(e.g., by stale secondary servers) should be the | eading factor in
determ ning the signature validity period, since the TTLs on the data
itself are still the primary paraneter for cache expiry.

In sonme cases, the risk of replaying existing data might be different
fromthe risk of replaying the denial of data. |In those cases, the
signature validity period on NSEC or NSEC3 records may be tweaked
accordi ngly.
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5.

When a zone contains secure del egations, then a relatively short
signature validity period protects the child against replay attacks
in the case where the child s key is conprom sed (see Section 4.3.4).
Since there is a higher operational risk for the parent registry when
choosing a short validity period and a hi gher operational risk for
the child when choosing a long validity period, sone (price)
differentiation may occur for validity periods between individual DS
RRs in a single zone.

There seemto be no other argunments for differentiation in validity
peri ods.

"Next Record" Types

One of the design tradeoffs nade during the devel opnent of DNSSEC was
to separate the signing and serving operations instead of perform ng
cryptographi c operations as DNS requests are being serviced. It is
therefore necessary to create records that cover the very |arge
nunmber of nonexi stent nanes that |ie between the nanes that do exist.

There are two nechanisns to provide authenticated proof of
nonexi st ence of dommin nanmes in DNSSEC. a clear-text one and an
obfuscat ed-data one. Each mechani sm

o includes a list of all the RRTYPEs present, which can be used to
prove the nonexi stence of RRTYPEs at a certain nane;

o stores only the name for which the zone is authoritative (that is,
glue in the zone is omtted); and

0 uses a specific RRTYPE to store information about the RRTYPEs
present at the name: The cl ear-text nechani smuses NSEC, and the
obf uscat ed- dat a mechani sm uses NSEC3.

Di ff erences between NSEC and NSEC3

The clear-text mechanism (NSEC) is inplenented using a sorted |inked
list of nanes in the zone. The obfuscated-data nmechani sm (NSEC3) is
simlar but first hashes the nanmes using a one-way hash function
before creating a sorted linked list of the resulting (hashed)
strings.

The NSEC record requires no cryptographic operations aside fromthe
validation of its associated signature record. It is human readabl e
and can be used in nmanual queries to deternine correct operation

The di sadvantage is that it allows for "zone wal ki ng", where one can
request all the entries of a zone by following the |linked Iist of
NSEC RRs via the "Next Domain Nanme" field. Though all agree that DNS
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data is accessible through query nechani sns, for sone zone
adnmi ni strators this behavior is undesirable for policy, regulatory,
or other reasons.

Furthernore, NSEC requires a signature over every RRin the zone
file, thereby ensuring that any denial of existence is
cryptographically signed. However, in a large zone file containing
many del egations, very few of which are to signed zones, this may
produce unacceptabl e additi onal overhead, especially where insecure
del egations are subject to frequent updates (a typical exanple m ght
be a TLD operator with few registrants using secure del egations).
NSEC3 al l ows intervals between two secure del egations to "opt out”
in which case they nmay contain one or nore insecure del egations, thus
reduci ng the size and cryptographic conplexity of the zone at the
expense of the ability to cryptographically deny the existence of
nanes in a specific span.

The NSEC3 record uses a hashing nethod of the requested nane. To

i ncrease the workload required to guess entries in the zone, the
nunber of hashing iterations can be specified in the NSEC3 record.
Additionally, a salt can be specified that also nodifies the hashes.
Not e that NSEC3 does not give full protection against informtion

| eakage fromthe zone (you can still derive the size of the zone,
whi ch RRTYPEs are in there, etc.).

5.2. NSEC or NSEC3

The first notivation to deploy NSEC3 -- prevention of zone
enuneration -- only nakes sense when zone content is not highly
structured or trivially guessable. H ghly structured zones, such as
i n-addr.arpa., ip6.arpa., and el64.arpa., can be trivially enunerated
using ordinary DNS properties, while for snmall zones that only
contain records in the apex of the zone and a few common nanes such

as "ww' or "mmil", guessing zone content and proving conpleteness is
also trivial when using NSEC3. |In these cases, the use of NSEC is
preferred to ease the work required by signers and validating

resol vers.

For |l arge zones where there is an inplication of "not readily
avai |l abl e" names, such as those where one has to sign a
non-di scl osure agreenent before obtaining it, NSEC3 is preferred
The second reason to consider NSEC3 is "Opt-Qut", which can reduce
the nunber of NSEC3 records required. This is discussed further
bel ow (Section 5.3.4).
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5.3. NSEC3 Paraneters

NSEC3 is controlled by a nunmber of paraneters, sone of which can be
varied: This section discusses the choice of those paraneters.

5.3.1. NSEC3 Algorithm

The NSEC3 hashing algorithmis perforned on the Fully Qualified
Dormai n Name (FQDN) in its unconpressed form This ensures that brute
force work done by an attacker for one FQDN cannot be reused for

anot her FQDN attack, as these entries are by definition unique.

At the time of this witing, there is only one NSEC3 hash al gorithm
defined. [RFC5155] specifically states: "Wen specifying a new hash
algorithmfor use with NSEC3, a transition nechani sm MJST al so be
defined". Therefore, this docunent does not consider NSEC3 hash
algorithmtransition.

5.3.2. NSEC3 Iterations

One of the concerns with NSEC3 is that a pre-cal cul ated dictionary
attack could be perforned in order to assess whether or not certain
domai n nanes exist within a zone. Two mechani snms are introduced in
the NSEC3 specification to increase the costs of such dictionary
attacks: iterations and salt.

The iterations parameter defines the nunber of additional times the
hash function has been performed. A higher value results in greater
resiliency against dictionary attacks, at a higher computational cost
for both the server and resol ver.

RFC 5155 Section 10.3 [RFC5155] considers the tradeoffs between

i ncurring cost during the signing process and i nposing costs to the
val i dati ng nane server, while still providing a reasonable barrier
agai nst dictionary attacks. It provides useful limts of iterations
for a given RSA key size. These are 150 iterations for 1024-bit

keys, 500 iterations for 2048-bit keys, and 2,500 iterations for
4096-bit keys. Choosing a value of 100 iterations is deened to be a
sufficiently costly, yet not excessive, value: In the worst-case
scenario, the performance of nanme servers woul d be hal ved, regardless
of key size [ NSEC3- HASH- PERF] .
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5.3.3. NSEC3 Salt

VWhile the NSEC3 iterations paraneter increases the cost of hashing a
di ctionary word, the NSEC3 salt reduces the lifetime for which that
cal cul at ed hash can be used. A change of the salt value by the zone
adm ni strator woul d cause an attacker to lose all pre-calcul ated work
for that zone

There nust be a conpl ete NSEC3 chain using the same salt val ue, that
mat ches the salt value in the NSEC3PARAM record. NSEC3 salt changes
do not need special rollover procedures. Since changing the salt
requires that all the NSEC3 records be regenerated and thus requires
generating new RRSI Gs over these NSEC3 records, it nakes sense to
align the change of the salt with a change of the Zone Signing Key,
as that process in itself already usually requires that all RRSIGs be
regenerated. |If there is no critical dependency on increnenta
signing and the zone can be signed with little effort, there is no
need for such alignnent.

5.3.4. Opt-Qut

The Opt-Qut nmechani smwas introduced to allow for a gradua

i ntroduction of signed records in zones that contain nostly

del egation records. The use of the Opt-Qut flag changes the neaning
of the NSEC3 span fromauthoritative denial of the existence of nanes
within the span to proof that DNSSEC is not available for the

del egations within the span. This allows for the addition or renoval
of the del egati ons covered by the span w thout recal culating or
re-signing RRs in the NSEC3 RR chain

pt-Qut is specified to be used only over del egation points and will
therefore only bring relief to zones with a | arge nunber of insecure
del egations. This consideration typically holds for |large TLDs and
simlar zones; in nost other circunmstances, Opt-Qut should not be
depl oyed. Further considerations can be found in Section 12.2 of
RFC 5155 [ RFC5155] .

6. Security Considerations

DNSSEC adds data origin authentication and data integrity to the DNS
using digital signatures over Resource Record sets. DNSSEC does not
protect agai nst denial -of-service attacks, nor does it provide
confidentiality. For nore general security considerations related to
DNSSEC, pl ease see RFC 4033 [ RFC4033], RFC 4034 [RFC4034], and

RFC 4035 [ RFC4035] .
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Thi s docunent tries to assess the operational considerations to
maintain a stable and secure DNSSEC service. Wen perfornm ng key
rollovers, it is inportant to keep in nmind that it takes tine for the
data to be propagated to the verifying clients. 1t is also inportant
to note that this data may be cached. Not taking into account the
"data propagation’ properties in the DNS may cause validation
failures, because cached data nmay m snatch data fetched fromthe
authoritative servers; this will nmake secured zones unavailable to
security-aware resol vers.

7. Acknow edgnents

Significant parts of the text of this docunent are copied from

RFC 4641 [ RFC4641]. That docunment was edited by O af Kol kman and

M ek G eben. Oher people that contributed or were otherw se

i nvolved in that work were, in randomorder: R p Loom's, QO afur
Gudmundsson, Wesley Giffin, Mchael R chardson, Scott Rose, Rick van
Rein, TimMGnnis, Glles Guette, Aivier Courtay, Sam Wiler, Jelte
Jansen, Niall OReilly, Holger Zuleger, Ed Lewis, Hilarie O man,

Mar cos Sanz, Peter Koch, M ke StJohns, Enma Bretherick, Adrian

Bedf ord, Lindy Foster, and O Courtay.

For this version of the docunent, we would |like to acknow edge peopl e
who were actively involved in the conpilation of the docunment. In
random order: Mark Andrews, Patrik Faltstrom Tony Finch, A fred
Hoenes, Bill Manning, Scott Rose, Wuter W]jngaards, Antoin

Ver schuren, Marc Lanpo, George Barwood, Sebastian Castro, Suresh

Kri shnaswany, Eric Rescorla, Stephen Mrris, O afur Gudnundsson
Ondrej Sury, and Rickard Bellgrim

8. Contributors
Significant contributions to this document were from

Paul Hof f man, who contributed on the choice of cryptographic
par armet ers and addressi ng sone of the trust anchor issues;

Jelte Jansen, who provided the initial text in Section 4.1.4;

Paul Wbuters, who provided the initial text for Section 5, and
Al ex Bligh, who inmproved it.

The figure in Section 4.4.2 was adapted fromthe QpenDNSSEC user
docunent ati on.

Kol kmman, et al. I nf or mati onal [ Page 55]



RFC 6781 DNSSEC Operational Practices, Version 2 December 2012

9. References
9.1. Nornmtive References

[ RFC1034] Mockapetris, P., "Domain names - concepts and facilities”,
STD 13, RFC 1034, Novenber 1987.

[ RFC1035] Mbckapetris, P., "Donain names - inplenmentation and
speci fication", STD 13, RFC 1035, Novenber 1987.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "DNS Security Introduction and Requirenents",
RFC 4033, March 2005.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, March 2005.

[ RFC4035] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Protocol Modifications for the DNS Security
Ext ensi ons", RFC 4035, March 2005.

[ RFC4509] Hardaker, W, "Use of SHA-256 in DNSSEC Del egati on Si gner
(DS) Resource Records (RRs)", RFC 4509, ©May 2006.

[ RFC5155] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNS
Security (DNSSEC) Hashed Authenticated Denial of
Exi st ence", RFC 5155, March 2008.
[ RFC5702] Jansen, J., "Use of SHA-2 Algorithnms with RSA i n DNSKEY
and RRSI G Resource Records for DNSSEC', RFC 5702,
Cct ober 2009.
9.2. Informative References

[ RFC1995] Onta, M, "lIncrenental Zone Transfer in DNS', RFC 1995,
August 1996.

[ RFC1996] Vixie, P., "A Mechanismfor Pronpt Notification of Zone
Changes (DNS NOTI FY)", RFC 1996, August 1996.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC2308] Andrews, M, "Negative Caching of DNS Queries (DNS
NCACHE) ", RFC 2308, March 1998.

Kol kmman, et al. I nf or mati onal [ Page 56]



RFC 6781

[ RFC3007]

[ RFC3375]

[ RFC3766]

[ RFC4086]

[ REC4641]

[ RFC4949]

[ RFC5011]

[ RFC5910]

[ RFC5933]

[ RFC6605]

DNSSEC Operational Practices, Version 2 December 2012

Wel lington, B., "Secure Domain Nanme System (DNS) Dynam c
Update", RFC 3007, Novenber 2000.

Hol | enbeck, S., "CGeneric Registry-Registrar Protocol
Requi renents", RFC 3375, Septenber 2002.

O nman, H and P. Hoffrman, "Determ ning Strengths For
Public Keys Used For Exchangi ng Synmetric Keys", BCP 86,
RFC 3766, April 2004.

Eastl ake, D., Schiller, J., and S. Crocker, "Randomess
Requirenents for Security", BCP 106, RFC 4086, June 2005.

Kol kman, O and R G eben, "DNSSEC Qperational Practices",
RFC 4641, Septenber 2006.

Shirey, R, "Internet Security d ossary, Version 2",
RFC 4949, August 2007.

St Johns, M, "Automated Updates of DNS Security (DNSSEC)
Trust Anchors", RFC 5011, Septenber 2007.

Gould, J. and S. Hol | enbeck, "Domain Name System ( DNS)
Security Extensions Mapping for the Extensible
Provi si oning Protocol (EPP)", RFC 5910, May 2010.

Dol matov, V., Chuprina, A, and |I. Ustinov, "Use of GOST
Signature Algorithnms in DNSKEY and RRSI G Resource Records
for DNSSEC', RFC 5933, July 2010.

Hof frman, P. and W W/ ngaards, "Elliptic Curve Digital
Signature Al gorithm (DSA) for DNSSEC', RFC 6605,
April 2012.

[ NI ST- Wor kshop]

Rose, S., "N ST DNSSEC wor kshop notes", July 2001,
<http://ww.ietf.org/mail-archive/ web/dnsop/current/
nsg01020. ht m >.

[ NI ST- SP- 800- 90A]

[ RFC5246]

Barker, E. and J. Kel sey, "Reconmendation for Random
Nunber Generation Using Determnistic Random Bit
Generators", N ST Special Publication 800-90A,
January 2012.

Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

Kol kmman, et al. I nf or mati onal [ Page 57]



RFC 6781 DNSSEC Operational Practices, Version 2 December 2012

[ DNSSEC- KEY- TI M NG|
Morris, S., lhren, J., and J. Dickinson, "DNSSEC Key
Ti m ng Consi derations", Wrk in Progress, July 2012.

[ DNSSEC- DPS]
Ljunggren, F., Eklund Lowi nder, AM, and T. Okubo, "A
Framewor k for DNSSEC Pol i ci es and DNSSEC Practice
Statements", Work in Progress, Novenmber 2012.

[ DNSSEC- TRUST- ANCHOR]
Larson, M and O Gudnundsson, "DNSSEC Trust Anchor
Configuration and Mi ntenance", Work in Progress,
Cct ober 2010.

[ NSEC3- HASH- PERF]

Schaeffer, Y., "NSEC3 Hash Performance", NLnet Labs
docunent 2010-002, March 2010.

Kol kmman, et al. I nf or mati onal [ Page 58]



RFC 6781 DNSSEC Operational Practices, Version 2 December 2012

Appendi x A, Term nol ogy

In this docunment, there is sone jargon used that is defined in other
docunents. In nost cases, we have not copied the text fromthe
docunents defining the ternms but have given a nore el aborate

expl anati on of the nmeaning. Note that these expl anations shoul d not
be seen as authoritative.

Anchored key: A DNSKEY configured in resolvers around the gl obe.
This key is hard to update, hence the term ' anchored’

Bogus: Also see Section 5 of RFC 4033 [ RFC4033]. An RRset in DNSSEC
is marked "Bogus" when a signature of an RRset does not validate
agai nst a DNSKEY.

Key rollover: A key rollover (also called key supercession in sone
environnents) is the act of replacing one key pair wi th another at
the end of a key effectivity period.

Key Signing Key or KSK: A Key Signing Key (KSK) is a key that is
used exclusively for signing the apex key set. The fact that a
key is a KSKis only relevant to the signing tool

Key size: The term’key size can be substituted by 'nodul us size
t hroughout the docunent for RSA keys. It is mathematically nore
correct to use nodulus size for RSA keys, but as this is a
docunent directed at operators we feel nore at ease with the term
"key size’

Pr

vate and public keys: DNSSEC secures the DNS through the use of
publ i c-key cryptography. Public-key cryptography is based on the
exi stence of two (mathematically related) keys, a public key and a
private key. The public keys are published in the DNS by the use
of the DNSKEY Resource Record (DNSKEY RR). Private keys should
remain private.

Refresh Period: The period before the expiration tine of the
signature, during which the signature is refreshed by the signer

Re-Sign Period: This refers to the frequency with which a signing
pass on the zone is perforned. The Re-Sign Period defines when
the zone is exposed to the signer. And on the signer, not al
signatures in the zone have to be regenerated: That depends on the
Ref resh Peri od.
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Secure Entry Point (SEP) key: A KSK that has a DS record in the
parent zone pointing to it or that is configured as a trust
anchor. Although not required by the protocol, we suggest that
the SEP flag [ RFC4034] be set on these keys.

Self-signature: This only applies to signatures over DNSKEYs; a
signature nmade with DNSKEY x over DNSKEY x is called a self-
signature. Note: Wthout further information, self-signatures
convey no trust. They are useful to check the authenticity of the
DNSKEY, i.e., they can be used as a hash.

Signing jitter: A randomvariation in the signature validity period
of RRSIGs in a zone to prevent all of themfromexpiring at the
sane time.

Signer: The systemthat has access to the private key material and
signs the Resource Record sets in a zone. A signer may be
configured to sign only parts of the zone, e.g., only those RRsets
for which existing signatures are about to expire.

Singing the zone file: The termused for the event where an
adm nistrator joyfully signs its zone file while produci ng nel odic
sound patterns.

Si ngl e- Type Signing Schenme: A signing schene whereby the distinction
bet ween Zone Signi ng Keys and Key Signing Keys is not made.

Zone administrator: The 'role’ that is responsible for signing a
zone and publishing it on the primary authoritative server.

Zone Signing Key (ZSK): A key that is used for signing all data in a

zone (except, perhaps, the DNSKEY RRset). The fact that a key is
a ZSKis only relevant to the signing tool

Kol kmman, et al. I nf or mati onal [ Page 60]



RFC 6781 DNSSEC Operational Practices, Version 2 December 2012

Appendi x B. Typographi ¢ Conventi ons
The foll owi ng typographi c conventions are used in this document:

Key notation: A key is denoted by DNSKEY x_y, where X iS an
identifier for the type of key: K for Key Signing Key, Z for Zone
Si gning Key, and S when there is no distinction nade between KSKs
and ZSKs but the key is used as a secure entry point. The 'y’
denotes a number or an identifier; y could be thought of as the
key id.

RRsets ignored: |If the signatures of non-DNSKEY RRsets have the sane
paranmeters as the SOA, then those are not nentioned; e.g., in the
exanpl e below, the SOA is signed with the sanme paraneters as the
foo. exanpl e.com A RRset and the latter is therefore ignored in the
abbrevi ated notati on.

RRset notations: RRs are only denoted by the type. Al other
information -- owner, class, rdata, and TTL -- is left out. Thus:
"exanpl e.com 3600 IN A 192.0.2.1" is reduced to "A". RRsets are a
l[ist of RRs. An exanple of this would be "Al, A2", specifying the
RRset containing two "A" records. This could again be abbreviated
to just "A".

Signature notation: Signatures are denoted as RRSI G x_y(type), which
nmeans that the RRset with the specific RRTYPE 'type’ is signed
with DNSKEY_x_y. Signatures in the parent zone are denoted as
RRSI G par (type).

SOA representation: SOAs are represented as SOA x, where x is the
serial nunber.

DS representation: DSs are represented as DS x_y, where x and y are
identifiers simlar to the key notation: x is an identifier for
the type of key the DS record refers to; y is the "key id of the
key it refers to

Zone representation: Using the above notation we have sinplified the
representation of a signed zone by |eaving out all unnecessary
details, such as the names, and by representing all data by
"SOA x".
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Using this notation, the follow ng signed zone:

exanple.com 3600 IN SOA nsl.exanple.com ol af.exanple.net. (
2005092303 ; seri al
450 ; refresh (7 mnutes 30 seconds)
600 ; retry (10 m nutes)
345600 ; expire (4 days)

300 ; mninmum (5 mnutes)

)

3600 RRSI G SOA 5 2 3600 20120824013000 (
20100424013000 14 exanpl e.com
NVaf nzmz8wevpCa +/ IxgWBzPxr nzPnSXf o

OwW3r TMA2qor upQXj Q== )

3600 NS nsl. exanpl e. com

3600 NS ns2. exanpl e. com

3600 NS ns3. exanpl e. com

3600 RRSI G NS 5 2 3600 20120824013000 (
20100424013000 14 exanpl e.com
p0C 3wz GoPFf t FZj j 3j eKGK6WGW.WY6MCBEZ

+5S9ZI oVHpvE7YBeH46wWuy F8BWAXknA4Cei nt4
zAgaJM Me@8KpeHhg==

3600 TXT “Net::DNS domain"

3600 RRSI G TXT 5 2 3600 20120824013000 (
20100424013000 14 exanpl e.com
07eP8LI SK2TEut FQRvK/ +U3wg7t 4X+PQaQkp

BcQlo99vwn+l S4+J1g== )
300 NSEC foo. exanpl e.com NS SOA TXT RRSI G NSEC DNSKEY
300 RRSI G NSEC 5 2 300 20120824013000 (

20100424013000 14 exanpl e.com

Jt HBt a0di CWYGu/ Tdr ELOLs YSHbl N2i / | X+

PKXNI / Vgf 4t 3xZal ywe= )
3600  DNSKEY 256 3 5 (
AQPaoHW nCOf | 9HUCVWBhACSG POAKPS3dQFX

sAuryj Q HFa5r 4nr bhkJ
) ; key id = 14
3600 DNSKEY 257 3 5 (
AQPUi szMVAI 36agx/ V+7Twa5| 8PYnoVj HW O

0y88Nh+u2c9HF1t wonaH
) ; key id = 15
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f 0o. exanpl e. com

3600

3600

3600

300
300
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RRSI G

RRSI G

RRSI G

NSEC
RRSI G

3600

DNSKEY 5 2 3600 20120824013000 (
20100424013000 14 exanpl e.com
HW / VEr 6p/ Fi UUi L70QQN k+NBI | sJ9ndj 5U

GhhmMW3t | xJk2eDRQ== )

DNSKEY 5 2 3600 20120824013000 (
20100424013000 15 exanpl e.com
P47CUy/ xPV8ql Euuadt MKG6ei 3LBRYV3TWE

JWL70Yi UnUGBmBOL9w== )

IN A 192.0.2.2

A 5 3 3600 20120824013000 (
20100424013000 14 exanpl e.com

xHr 023P79Yr SHHM SLOalnl f Ut 4ywn/ vWsO

JPV/ SA4BkoFx| cPr DQ== )

exanpl e.com A RRSI G NSEC

NSEC 5 3 300 20120824013000 (
20100424013000 14 exanpl e.com
AaadkgKhqY7Lzj g3r| Pl Fi dymOeBEK1T6vUF

Qe000JyzChxx27pY8A==

is reduced to the followi ng representation:

SCA 2005092303

RRSI G_Z_14( SOA_2005092303)
DNSKEY _K_14
DNSKEY _Z_15
RRS| G_K_14( DNSKEY)
RRS| G_Z_15( DNSKEY)

2012

The rest of the zone data has the same signature as the SQOA record,
i an RRSIG created with DNSKEY K 14.

lI.e.,

Kol kman,

et al.
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Appendix C. Transition Figures for Special Cases of Algorithm Rollovers

The figures in this appendix conmplenment and illustrate the speci al
cases of algorithmrollovers as described in Section 4.1.4.

initial new RRSI| Gs new DNSKEY
Par ent
O R R >
RRSIG par(SOA) ---------mmmmmmm e oo >
DS S & - - mmm o m o m o e e aao o >
RRSIG par(DS S 1) ------mmmmmmm o m e e e e >
Chil d:
SQA 0 SQA 1 SOA 2
RRSI G_S_1(SOA) RRSI G_S 1(SOA) RRSI G_S_1(SOA)
RRSI G S 2(SOA) RRSI G S 2(SOA)
DNSKEY_S 1 DNSKEY_S 1 DNSKEY_S 1
DNSKEY_S 2
RRSI G_S_1( DNSKEY) RRSI G_S_1( DNSKEY) RRSI G_S_1( DNSKEY)
RRSI G_S_2( DNSKEY) RRSI G_S_2( DNSKEY)
new DS DNSKEY r enoval RRSI Gs renoval
Par ent
O R T R T >
RRSI G par (SOA) -------mmmmmm o e o oo >
DS I A e i >
RRSI G par(DS_S 2) ------mmmmmm o e e e oo >
Child
------------------- > SCA 3 SQA 4
------------------- > RRSI G S 1(SOY)
------------------- > RRSI G S 2(SOY) RRSI G S 2(SOA)
................... >
------------------- > DNSKEY_S 2 DNSKEY_S 2
------------------- > RRSI G_S_1( DNSKEY)
------------------- > RRSI G_S 2( DNSKEY) RRSI G_S 2( DNSKEY)

Fi gure 12: Singl e-Type Signing Schene Al gorithm Roll

Al so see Section 4.1.4.1.
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initial new RRSI Gs new DNSKEY

Par ent :
(0 R e e R R >
RRSI G par (SOA) - ------mmmmm e e e oo >
DS K 1 --mmmmmmmmm oo e oo >
RRSI G par (DS K 1) ----mmmmmm e o e o e e o >

Chi | d:
SCA O SCA 1 SQA 2

RRSI G_Z_1( SOA)

RRSI G_Z_1( SOA)
RRSI G_Z_2( SOA)

RRSI G_Z_1( SOA)
RRSI G_Z_2( SOA)

DNSKEY_K_1 DNSKEY_K_1 DNSKEY_K_1
DNSKEY_K_2

DNSKEY_Z_1 DNSKEY_Z_1 DNSKEY_Z_1
DNSKEY_Z_2

RRSI G_K_1( DNSKEY) RRSI G_K_1( DNSKEY) RRSI G_K_1( DNSKEY)
RRSI G_K_2( DNSKEY)

new DS revoke DNSKEY DNSKEY r enoval

Par ent

S0 N A e i e R >

RRSI G par (SOA) --------mmmmmm e e e e oo >

DS K 2 mmmmmmm i m oo >

RRSI G par (DS K 2) ------mmmmmmm e e e e - >

Child

------------------- > SOA 3 SOA 4

------------------- > RRSI G_Z_1(SOA) RRSI G Z_1(SQA)

------------------- > RRSI G Z_2(SQA) RRSI G Z_2(SOA)

------------------- > DNSKEY_K_1_REVOKED

------------------- > DNSKEY_K_ 2 DNSKEY_K_2

___________________ >

------------------- > DNSKEY_Z 2 DNSKEY_Z_2

------------------- > RRSI G_K_1( DNSKEY)

------------------- > RRSI G_K_2( DNSKEY) RRSI G_K_2( DNSKEY)
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RRSI Gs renoval

Par ent :
_____________________________________ >
_____________________________________ >
_____________________________________ >
_____________________________________ >

Chi | d:
SCA 5
RRSI G _Z_2( SOA)
DNSKEY_K_2
DNSKEY_Z_2

RRS| G_K_2( DNSKEY)

Fi gure 13: RFC 5011 Style Al gorithm Roll

Al so see Section 4.1.4.2.

Par ent :
SOA O
RRSI G _par ( SOA)
DS S 1
RRSI G par (DS_S 1)

Chi | d:
SOA 0
RRSI G_S_1( SOA)
RRS| G_Z_10( SOA)

DNSKEY_S_1
DNSKEY_Z_10

RRSI G_S_1( DNSKEY)

Kol kman, et al.

SOA 1

RRS| G_Z_10( SOA)
RRSI G_S_2( SOA)

DNSKEY_S_1
DNSKEY_Z_10

RRS| G_S_1( DNSKEY)
RRS| G_S_2( DNSKEY)

| nf or mat i onal

Version 2 Decenmber 2012
new DNSKEY
SQA 2

RRS| G_Z_10( SOA)
RRSI G_S_2( SOA)

DNSKEY_S_1
DNSKEY_Z_10
DNSKEY_S_2

RRS| G_S_1( DNSKEY)
RRS| G_S_2( DNSKEY)
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new DS revoke DNSKEY DNSKEY r enpva

Par ent :

10 N R e e I >
RRSI G par (SOA) - ------mmmmmm o e o oo >
DS S 2 --m oo oo oo >
RRSI G par(DS. S 2) -------mmmmmmm e e e >
Child

------------------- > SOA 3 SOA 4
------------------- > RRSI G Z 10(SQA)

------------------- > RRSI G S 2(SOY) RRSI G S 2(SOA)
------------------- > DNSKEY_ S 1 REVCKED

------------------- > DNSKEY_Z 10

------------------- > DNSKEY_S 2 DNSKEY_S 2
------------------- > RRSI G_S 1( DNSKEY) RRSI G_S 1( DNSKEY)
------------------- > RRSI G_S 2( DNSKEY) RRSI G_S 2( DNSKEY)

Par ent :
_____________________________________ >
..................................... >
..................................... >
_____________________________________ >

Chi | d:

SQA 5

RRSI G_S_2( SOA)

DNSKEY_S 2

RRS| G_S_2( DNSKEY)

Figure 14: RFC 5011 AlgorithmRoll in a Single-Type
Si gni ng Scheme Envir onnent

Al so see Section 4.1.4.3.
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Appendi x D. Transition Figure for Changing DNS Operators

The figure in this Appendi x conplenents and illustrates the specia
case of changi ng DNS operators as described in Section 4.3.5.1.
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new DS pre-publish
Par ent :
NS _A NS _A
DS A DS _B DS A DS _B
Child at A Child at A Child at B:
SQA A0 SQA Al SCQA BO
RRSI G _Z_A( SOA) RRSI G _Z_A( SOA) RRSI G_Z_B( SOA)
NS_A NS_A NS B
RRSI G_Z_A(NS) NS B RRSI G_Z_B( NS)
RRSI G_Z_A(NS)
DNSKEY_Z A DNSKEY_Z A DNSKEY_Z A
DNSKEY_Z_B DNSKEY_Z_B
DNSKEY_K_A DNSKEY_K_A DNSKEY_K_B
RRSI G_K_A( DNSKEY) RRSI G_K_A(DNSKEY) RRSI G_K_A( DNSKEY)
RRSI G K_B(DNSKEY) RRSI G K_B( DNSKEY)
re-del egati on | post-m gration
Par ent :
NS B NS B
DS A DS B DS B
Child at A Child at B: Child at B:
SQA Al SCQA BO SOA B1
RRSI G Z_A(SOA) RRSI G Z_B(SOA) RRSI G_Z B( SQA)
NS _A NS B NS B
NS B RRSI G_Z_B( NS) RRSI G_Z_B( NS)
RRSI G_Z_A(NS)
DNSKEY_Z A DNSKEY_Z A
DNSKEY_Z_B DNSKEY_Z_B DNSKEY_Z_B
DNSKEY_K_A DNSKEY_K_B DNSKEY_K_B
RRSI G_K_A(DNSKEY) RRSI G_K_B( DNSKEY) RRSI G_K_B( DNSKEY)

Figure 15: An Alternative Roll over Approach for Cooperating Operators
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Appendi x E.  Summary of Changes from RFC 4641

Thi s docunent differs from RFC 4641 [ RFC4641] in the foll owi ng ways:

o

Addressed the errata |listed on
<http://ww rfc-editor.org/errata_search. php?rfc=4641>.

Recommrended RSA/ SHA-256 in addition to RSA/ SHA-1

Did a conplete rewite of Section 3.5 of RFC 4641 (Section 3.4.2
of this docunent), rempving the table and suggesting a key size of
1024 for keys in use for less than 8 years, issued up to at |east
2015.

Renoved the KSK for high-1evel zones consideration

Added text on algorithmrollover.

Added text on changi ng (non-cooperating) DNS registrars.

Did a significant rewite of Section 3, whereby the argunment is
made that the tinmescales for rollovers are made purely on
operational argunents.

Added Section 5.

I ntroduced Single-Type Signing Schene term nol ogy and nmade the
argunents for the choice of a Single-Type Signing Schene nore

explicit.

Added a section about stand-by keys.
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