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Abst ract

The I nternet Key Exchange Protocol version 2 (IKEv2) is a conmponent
of the IPsec architecture and is used to perform nutual

aut hentication as well as to establish and to nmaintain | Psec Security
Associ ations (SAs) between the respective parties. |KEv2 supports
several different authentication nechani sns, such as the Extensible
Aut henti cation Protocol (EAP), certificates, and Shared Key (SK).

Di ameter interworking for Mbile | Pv6 between the Hone Agent (HA), as
a Diameter client, and the Di aneter server has been specified.
However, that specification focused on the usage of EAP and did not

i ncl ude support for SK-based authentication available with | KEv2.

Thi s docunent specifies the | KEv2-server-to-Di anmeter-server

conmuni cati on when the | KEv2 peer authenticates using IKEv2 with SK

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6738.
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1. Introduction

The I nternet Key Exchange Protocol version 2 (I1KEv2) [RFC5996] is
used to nmutually authenticate two parities and to establish a
Security Association (SA) that can be used to efficiently secure the
conmuni cati on between the | KEv2 peer and server, for exanple, using
Encapsul ating Security Payl oad (ESP) [ RFC4303] and/or Authentication
Header (AH) [RFC4302]. The IKEv2 protocol allows several different
mechani sns for authenticating an | KEv2 peer to be used, such as the
Ext ensi bl e Aut hentication Protocol (EAP), certificates, and SK

From a service provider perspective, it is inportant to ensure that a
user is authorized to use the services. Therefore, the | KEv2 server
nmust verify that the I KEv2 peer is authorized for the requested
services, possibly with the assistance of the operator’s D aneter
servers. [RFC5778] defines the home agent as a Dianeter-client-to-
Di amet er - server conmuni cati on when the nobil e node aut henticates
using the I KEv2 protocol with the Extensible Authentication Protoco
(EAP) [RFC3748] or using the Mbile IPv6 Authentication Protoco

[ RFC4285]. This document specifies the | KEv2-server-to-Di aneter-
server comuni cation when the | KEv2 peer authenticates using | KEv2
with SK

Figure 1 depicts the reference architecture for this docunent.

| Di amet er |
| Server |

Back-End | | KEv2 Server<->HAAA Server
Support | Interaction

Protocol | (this docunent)
v
SR + Fom e e e oo - +
| 1 KEv2 | Front-End Protocol |IKEv2 Server/ |
| Peer SRR >| Di aneter Cient|
Fommmmoo- + | KEv2 Fommmme +

Figure 1: Architecture Overview

An exanpl e use case for this architecture is Mbile |Pv6 depl oynent
in which the Mobile IPv6 signaling between the Mbile Node and the
Home Agent is protected using | Psec. The Mbile node acts as the

| KEv2 peer and the Hone Agent acts as an | KEv2 server. |In this use
case, IKEv2 with SK-based initiator authentication is used for the
setup of the IPsec SAs. The HA obtains the SK using the D aneter
application specified in this docunent.
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Thi s docunent assunes that the SK provided to the | KEv2 peer as well
as the SK delivered to the |KEv2 server by the Dianeter server are
establ i shed or derived using the same rules. Furthernore, it assumnes
that these rules are agreed to by the external protocol on a peer
side providing the key to the | KEv2 peer, and on the Di aneter server
side providing the key to the I KEv2 server. This docunent allows for
the SK to be obtained for a specific | KEv2 session and exchanged

bet ween | KEv2 server and the Home Authentication, Authorization, and
Accounting (HAAA) server. The protocol provides | KEv2 attributes to
all ow the HAAA to conpute the SK specific to the session if desired
(see Section 10). This is accomplished through the use of a new

Di amet er application specifically designed for perform ng | KEv2

aut hori zation decisions. This docunent focuses on the | KEv2 server,
as a Dianeter client, comunicating to the Di aneter server, and it
specifies the D aneter application needed for this conmrunication

O her protocols leveraging this Diameter application MAY specify
their own SK derivation scheme. For exanmple see [X S0047] and

[ X. S0058]. This docunent specifies the default procedure for
derivation of the SK used in | KEv2 aut hentication when protocols

| everaging this Dianmeter application do not specify their own
derivation procedure. Selection of either default or other SK
derivation procedure is done by the external protocol between the
Peer and the Dianmeter Server, and is outside the scope of this
docunent .

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2.1. Abbreviations

AH Aut henti cati on Header

AVP Attribute-Val ue Pair

EAP Ext ensi bl e Aut henti cati on Protoco

ESP Encapsul ati ng Security Payl oad

HAAA Honme Aut hentication, Authorization, and Accounting
| KEv2 I nt ernet Key Exchange Protocol version 2

NA| Net wor k Access ldentifier

PSK Pr e- Shared Key

Cakul ev, et al. St andards Track [ Page 4]
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4.

4.

SA Security Associ ation
SK Shared Key
SPI Security Parameter |ndex

Application ldentifier

Thi s specification defines a new Di anmeter application and its
respective Application Identifier:

Di ameter |KE SK (1KESK) 11

The | KESK Application Identifier is used when the I KEv2 peer is to be
aut henti cated and aut horized using | KEv2 with SK-based
aut henti cati on.

Pr ot ocol Description
1. Support for |IKEv2 and Shared Keys

VWhen I KEv2 is used with SK-based initiator authentication, the

Di amet er commands | KEv2- SK- Request / Answer defined in this docunent
are used between the | KEv2 server and a Honme AAA (HAAA) server to

aut horize the I KEv2 peer for the services. Upon receiving the

| KE_AUTH nessage fromthe | KEv2 peer, the | KEv2 server uses the
information received in ID [RFC5996] to identify the | KEv2 peer and
the SPI, if available, to determine the correct SK for this | KEv2
peer. |If no SK associated with this IKEv2 peer is found, the | KEv2
server MJST send an Authorize-Only (Auth-Request-Type set to

"Aut hori ze-Only") Dianeter |KEv2-SK-Request message to the HAAA to
obtain the SK. If the ID payload extracted fromthe | KE_AUTH
nmessage contains an identity that is nmeaningful for the D aneter
infrastructure, such as a Network Access ldentifier (NAlI), it SHALL
be used by the I KEv2 server to popul ate the User-Name AVP in the

D ameter nmessage. Qherwise, it is out of scope of this docunent how
the | KEv2 server maps the value received in the ID payload to the
User- Nanme AVP and whether or not the User-Nane AVP is included in the
| KEv2- SK- Request message. In the same Di aneter message, the | KEv2
server SHALL al so include the | KEv2-Nonces AVP with the initiator and
responder nonces (N and Nr) exchanged during initial |KEv2 exchange.
Finally, the I KEv2 server SHALL include the | KEv2-ldentity AVP in the
| KEv2- SK- Request nessage. The Initiator-ldentity AVP SHALL be

popul ated with the ID field extracted fromthe | KE_AUTH nmessage. |If
the 1 Dr payload was included in the | KE AUTH nessage received from
the 1 KEv2 peer, the I KEv2 server SHALL al so include a Responder-
Identity AVP popul ated with the received IDr.
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The | KEv2 server sends the | KEv2- SK- Request nessage to the | KEv2
peer’s HAAA. The Dianeter nessage is routed to the correct HAAA per
[ RFC6733] .

Upon receiving a Dianeter |KEv2-SK-Request nmessage fromthe | KEv2
server, the HAAA SHALL use the User-Name AVP (if present) and/or
Initiator-ldentity AVP to retrieve the associ ated keying materi al
When the default SK-generation procedure specified in this docunent
is used, the peer side that provides the SK to the |KEv2 peer, as
well as the Diameter server, SHALL use the sane SK derivation that
follows the methodology simlar to that specified in Section 3.1 of
[ RFC5295], specifically:

SK = KDF(PSK, key label | "\0" | N | N\ | ID | length)
Wher e:

o KDF is the default key derivation function based on HVAC SHA- 256
as specified in Section 3.1.2 of [RFC5295].

0 Pre-Shared Key (PSK) is the key available to the protoco
| everaging this Diameter application, e.g., the long-term shared
secret, or the Extended Master Session Key (EMBK) as the result of
prior EAP authentication, etc. Selection of this value is left up
to the protocol |everaging this D ameter application

0 Key label is set to ’'sk4dikev2@etf.org’
o | denotes concatenation
o "\0" is a NULL octet (0x00 in hex)

o Length is a 2-octet unsigned integer in network byte order of the
out put key length, in octets.

When applications using this protocol define their own SK-generation
algorithm it is strongly RECOWENDED that the nonces Ni and Nr be
used in the conputation. It is also RECOVWENDED that |ID be used.

| Dr SHOULD NOT be used in the SK generation algorithm Applications
that want to use IDr in the computation should take into

consi deration that the IDr asserted by the | KEv2 peer may not be the
sane as the IDr returned by the I KEv2 responder. This mismatch wll
result in different SKs being generated. The HAAA returns the SK to
the IKEv2 server using the Key AVP as specified in [ RFC6734].
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Once the | KEv2 server receives the SK fromthe HAAA, the | KEv2 server
verifies the | KE_AUTH message received fromthe IKEv2 peer. |If the
verification of AUTH is successful, the | KEv2 server sends the | KE
nmessage back to the | KEv2 peer.

4.2. Session Managenent

The HAAA nay mmintain D aneter session state or nay be stateless.
This is indicated by the presence or absence of the Auth-Session-
State AVP included in the answer nessage. The |IKEv2 server MJST
support the Authorization Session State Machine defined in [RFC6733].

4.2.1. Session-Term nati on- Request/ Answer

In the case where the HAAA is maintaining session state, when the

| KEv2 server termnates the SA, it SHALL send a Session-Term nati on-
Request (STR) nessage [RFC6733] to informthe HAAA that the

aut hori zed sessi on has been termn nated.

The Session-Term nati on- Answer (STA) nessage [ RFC6733] is sent by the
HAAA t o acknow edge the notification that the session has been
t er mi nat ed.

4.2.2. Abort-Session-Request/ Answer

The Abort-Sessi on- Request (ASR) nessage [ RFC6733] is sent by the HAAA
to the | KEv2 server to terminate the authorized session. Wen the

| KEv2 server receives the ASR nmessage, it MJIST delete the
corresponding | KE_SA and all CHI LD SAs set up through it.

The Abort-Sessi on- Answer (ASA) nessage [RFC6733] is sent by the | KEv2
server in response to an ASR nessage.

5. Command Codes for Dianmeter |KEv2 with SK

This section defines new Conmand Code val ues that MJST be supported
by all Dianeter inplenentations conformng to this specification.

. S o e . +
| Conmand Nane | Abbrev. | Code | Secti on | Application |
| | | | Ref erence | |
o e e e e e oo oo - R S R, o e e e e e oo S +
| I KEv2- SK-Request | |KESKR | 329 | Section 5.1 | | KESK |
| | | |
| | KEv2-SK-Answer | |KESKA | 329 | Section 5.2 | | KESK |
Fom e oo - S Fomm e o - o e e e e oo - Fom e e e e oo - +

Tabl e 1: Conmmand Codes
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5. 1.

The | KEv2- SK- Request nessage,
329 and the "R bit set

this case,
set to the D aneter

Message format

<| KEv2- SK- Request > :: =

*

*

*

Di anet er

< D aneter

R e e L e L L L L il T T Y

| KEv2 SK Oct ober 2012

| KEv2- SK- Request (| KESKR) Comand

indicated with the Command Code set to
in the Command Fl ags field,
| KEv2 server to the HAAA to initiate |KEv2 with SK authorizati on.
the Application-1d field of the D aneter
| KE SK Application-1d (11).

is sent fromthe
In

header MJST be

Header :
Session-1d >
Aut h- Application-1d }
Origi n-Host }
Oigin-Real m}

Desti nati on- Real m}
Aut h- Request - Type }
Desti nati on- Host ]
NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port ]
Oigin-State-1d ]
User - Nane ]

Key- SPI ]

| KEv2- I dentity }

Aut h- Sessi on-State ]

| KEv2- Nonces }
Proxy-1nfo ]

Rout e- Record ]

329, REQ PXY >

AVP ]

The | KEv2- SK- Request message MJST include an | KEv2- Nonces AVP

containing the Ni and Nr nonces
exchange. The | KEv2- SK- Request
(Key- SPI
the SPI
(e.g.,

t hat HAAA SHALL use,
Initiator-ldentity),

in

AVP is specified in [RFC6734]).

to identify the appropriate SK
| KEv2- SK- Request message MJST include | KEv2-ldentity AVP.

swapped during initial |KEv2
nmessage MAY contain a Key-SPl AVP
If included, it contains
addition to the other paraneters
The
The

Cakul ev,

Initiator-ldentity AVP SHALL contain ID as received in | KE_AUTH
nessage. The Responder-ldentity AVP SHALL be included in the | KEv2-
SK- Request nessage, if 1Dr payload was included in the | KE AUTH
nessage received fromthe I KEv2 peer. If included, the Responder-
Identity AVP contains the received |Dr.

et al. St andards Track [ Page 8]
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5.2. | KEv2- SK- Answer (| KESKA) Command

The | KEv2- SK- Answer (| KESKA) nessage, indicated by the Conmand Code
field set to 329 and the "R bit cleared in the Conmand Fl ags fi el d,
is sent by the HAAA to the I KEv2 server in response to the | KESKR
conmmand. In this case, the Application-Id field of the D aneter
header MUST be set to the Diameter |KE SK Application-Id (11).

Message format

<I KEv2- SK- Answer > ::= < Di ameter Header: 329, PXY >
Session-1d >

Aut h- Application-1d }

Aut h- Request - Type }
Resul t - Code }

Origi n-Host '}

Oigin-Real m}

User - Nane ]

Key ]

Responder-ldentity ]

Aut h- Sessi on-State |
Error-Message ]
Error-Reporting- Host ]

Fai | ed- AVP ]
Oigin-State-1d ]

Redi rect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti me ]
Proxy-1nfo ]

Rout e- Record ]

* X
L e e e e A e e s A

* [ AVP ]

If the authorization procedure is successful, then the | KEv2- SK-
Answer nessage SHALL include the Key AVP as specified in [ RFC6734].
The val ue of the Key-Type AVP SHALL be set to IKEv2 SK (3). The

Keyi ng- Material AVP SHALL contain the SK. |If the Key-SPI AVP is
received in | KEv2- SK- Request, the Key-SPI AVP SHALL be included in
the Key AVP. The Key-Lifetime AVP may be included; if so, then the
associ ated key SHALL NOT be used by the receiver of the answer if the

lifetime has expired. Finally, the Responder-ldentity AVP may be
i ncl uded.
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6. Attribute-Value Pair Definitions
Thi s section defines new AVPs for | KEv2 with SK
6.1. | KEv2- Nonces

The | KEv2- Nonces AVP (Code 587) is of type Grouped and contains the
nonces exchanged between the | KEv2 peer and the | KEv2 server during
I KEv2 initial exchange. The nonces are used for SK generation

| KEv2- Nonces ::= < AVP Header: 587 >
{N}
{Nr}
*[ AVP]

6.1.1. N

The Ni AVP (AVP Code 588) is of type CctetString and contains the
I KEv2 initiator nonce as contained in Nonce Data field.

6.1.2. Nr

The Nr AVP (AVP Code 589) is of type CctetString and contains the
| KEv2 responder nonce as contained in Nonce Data field.

6.2. |KEv2-ldentity

The | KEv2-ldentity AVP (Code 590) is of type G ouped and contains the
Initiator and possi bly Responder identities as included in | KE_ AUTH
nessage sent fromthe | KEv2 peer to the | KEv2 server.

| KEv2-ldentity ::= < AVP Header: 590 >
{Initiator-ldentity}
[ Responder-1ldentity]
*[ AVP]

6.2.1. Initiator-ldentity
The Initiator-ldentity AVP (AVP Code 591) is of type G ouped and

contains the identity type and identification data of the ID payl oad
of the | KE_AUTH nmessage.

Initiator-ldentity ::= < AVP Header: 591 >
{1 D Type}
{1dentification-Data}

*[ AVP]
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6.2.1.1. 1D Type

The | D-Type AVP (AVP Code 592) is of type Enunerated and contains the
I D type value of ID payload of the | KE_ AUTH nessage.

6.2.1.2. ldentification-Data
The ldentification-Data AVP (AVP Code 593) is of type CctetString and
contains the lIdentification Data field of ID payload of the | KE_AUTH
nmessage.

6.2.2. Responder-ldentity
The Responder-ldentity AVP (AVP Code 594) is of type G ouped and

contains the identity type and identification data of the |IDr payl oad
of the | KE_AUTH nmessage.

Responder-ldentity ::= < AVP Header: 594 >
{1 D Type}
{1dentification-Data}

*[ AVP]

6.2.2.1. 1D Type

The |1 D-Type AVP (AVP Code 592) is of type Enunerated and contains the
I D type val ue of |IDr payload of the | KE_AUTH nessage.

6.2.2.2. ldentification-Data
The ldentification-Data AVP (AVP Code 593) is of type CctetString and

contains the lIdentification Data field of |IDr payload of the | KE AUTH
nmessage.

Cakul ev, et al. St andards Track [ Page 11]
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7. AVP Cccurrence Tabl es

38

D aneter | KEv2 SK

The following tables present the AVPs defined or used

doc

unent and their occurrences in D aneter

nessages.

that can only be present within a G ouped AVP are not

t hi

s table.

The tabl e uses the follow ng synbol s:

0:

0+:

The AVP MUST NOT be present

in the nessage.

Cct ober 2012

inthis
Not e that AVPs
represented in

Zero or nore instances of the AVP MAY be present in the

message.

Zero or one instance of the AVP MAY be present in the

nessage.

One instance of the AVP MUST be present

Key

Key- SPI

| KEv2- Nonces

| KEv2-1dentity
Responder-ldentity

o e e e e e e e e e e - -
| Conmand Code
R oo
| 1KESKR | | KESKA
___________ |_________+_________
| 0 | 0-1
| 0-1 | 0
| 1 | 0
| 1 | 0
| 0 | 0-1
R R

| KESKR and | KESKA Commands AVP Tabl e

Cakul ev, et al.

St andards Track

in the nessage.
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8. AVP Flag Rules

The following table describes the D aneter AVPs, their AVP Code
val ues, types, and possible flag values. The Di ameter base protocol
[ RFC6733] specifies the AVP Flag rules for AVPs in Section 4.5.

S e +
| AVP Fl ag |
| Rules |
R CEEEE

AVP Section | | MUST|
Attribute Nane Code Defined Value Type | MUST| NOT|

S e

| Key 581 Note 1 G ouped | M| V |

. I e

| Keyi ng- Mat eri al 583 Note 1 CctetStringl] M| V|

o e m e e e e e e e e e e e e e e e e e e e e e e

| Key-Lifetinme 584 Note 1 Integer64 | M| V |

Fo e m e e i e e iiieaeeiiiiaasecieiaasasaeaaas e

| Key- SPI 585 Note 1 Unsigned32 | M| V |

e I e

| Key- Type 582 Note 1 Enunmerated | M| V |

o e m e e e e e e e e e e e e e e e e e e e e e e

| I KEv2- Nonces 587 6.1 G ouped | M| V |

Fo e e i e e eiieaeeiieiaaseccciaasasacaaas e

| Ni 588 6.1.1 CctetStringl] M| V |

e . I e

| Nr 589 6.1.2 CctetStringl] M| V|

o e m e e e e e e e e e e e e e e e e e e e e e e

| | KEv2-ldentity 590 6.2 G ouped | M| V |

S e

|[Initiator-ldentity 591 6.2.1 Grouped | M| V |

e e I e

| I D- Type 592 6.2.1.1 Enunerated | M| V |

o e m e e e e e e e e e e e e e e e e e e e e e e

| Identification-Data 593 6.2.1.2 CctetString] M| V |

Fo e e e i e e iiiieeiiiiaaseccciamsasacaans e

| Responder-ldentity 594 6.2.2 G ouped | M| V |

TS I e

AVP Fl ag Rul es Tabl e

Note 1: The Key, Keying-Material, Key-Lifetine, Key-SPl, and Key- Type
AVPs are defined in [ RFC6734].
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9. | ANA Consi derations
9.1. Commmand Codes

| ANA has all ocated a Command Code value for the foll owi ng new command
fromthe Conmand Code nanespace defined in [ RFC6733].

Conmand Code | Val ue
| KEv2- SK- Request / Answer | 329
9.2. AVP Codes

This specification requires |ANA to register the follow ng new AVPs
fromthe AVP Code nanespace defined in [ RFC6733].

o | KEv2- Nonces - 587

o N - 588

o N - 589

o |KEv2-ldentity - 590

o Initiator-ldentity - 591

o |D Type - 592

o ldentification-Data - 593

0 Responder-ldentity - 594

The AVPs are defined in Section 6.
9.3. AVP Val ues

I ANA is requested to create a new val ue for the Key-Type AVP. The
new value 3 signifies that IKEv2 SK is being sent.

9.4. Application ldentifier
This specification requires 1ANA to allocate one new val ue "D aneter
| KE SK*" fromthe Application Identifier nanespace defined in
[ RFC6733] .
Application ldentifier | Val ue

Di amet er | KE SK (1 KESK) | 11
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10.

Security Considerations

The security considerations of the D aneter base protocol [RFC6733]
are applicable to this docurment (e.g., it is expected that Dianeter
protocol is used with security nechani smand that D ameter messages
are secured).

In addition, the assunption is that the IKEv2 server and the Di aneter
server, where the SKis generated, are in a trusted relationship
Hence, the assunption is that there is an appropriate security
mechani smto protect the communicati on between these servers. For
exanpl e, the I KEv2 server and the D anmeter server woul d be depl oyed
in the same secure network or would utilize transport-layer security
as specified in [ RFC6733].

The Di ameter messages between the | KEv2 server and the HAAA may be
transported via one or nore AAA brokers or Dianeter agents. In this
case, the IKEv2 server to the Dianmeter server AAA communication is
hop- by-hop protected; hence, it relies on the security properties of
the internediati ng AAA inter-connection networks, AAA brokers, and
Di ameter agents. Furthernore, any agents that process | KEv2- SK-
Answer messages can see the contents of the Key AVP.

To mitigate the threat of exposing a long-lived PSK, this
specification expects that the HAAA derive and return the associ ated
SK to the IKEv2 server. G ven that SK derivation is security-
critical, for the SK derivation, this specification recomends the
use of short-lived secrets, possibly based on a previous network
access authentication, if such secrets are available. To ensure key
freshness and to Iimt the key scope, this specification strongly
recomends the use of nonces included in the | KEv2- SK- Request. The
specifics of key derivation depend on the security characteristics of
the systemthat is leveraging this specification (for exanple, see

[ X. S0047] and [ X. S0058]); therefore, this specification does not
define how the Di ameter server derives required keys for these
systens. For systens and protocols that |everage this D aneter
application but do not specify the key derivation procedure, this
docunent specifies the default key derivation procedure that
preserves expected security characteristics.
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