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simlar causes, as well as optionally identifying normal handling
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1. Introduction

[ SMIP] defines the content of email nessage trace fields, commonly
the "Received" header field. These are typically used to record an
audit trail of the path a nmessage follows fromorigin to destination
with one such field added each tinme a nessage noves from one host to
the next.

Section 3.7.2 of that document mentions that "the nost inportant use
of Received: lines is for debugging mail faults [...]".

There are sonme cases where there may be large tine gaps between trace
fields. Though this m ght be caused by transient commrunication

i ssues, they night al so be caused by policy decisions or specia
processi ng regardi ng the content of the nmessage, authorization of
sone identity on the nmessage, or transitions between major software
conponents. Conmon exanpl es include nmessage quarantines (filters
that cause a nessage to be held pending further evaluation or
delivery of a nmessage pendi ng nmanual operator action), pending
content analysis, or mailing list servers that inmpose noderation
rules (mailing list owner action required regarding mail from authors
not subscribed to those lists).
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Thi s docunent registers a new optional clause that can be used in
trace fields to indicate that a nessage entered such a specia
processi ng queue or state for some period. This allows inspection of
the trace information to reveal that the cause for a tine gap in
trace fields was inposed by additional processing rather than one
caused by transient technical difficulties.

2. Key Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Trace d ause

This specification defines a clause, called "state", which MAY be
used when creating a Received header field (see Section 4.4 of
[SMIP]) to indicate the nature of additional handling i nposed on the
rel aying of a nessage toward its recipient(s). It is followed by a
singl e keyword that provides that detail. A Mil Transfer Agent
(MTA) or other handling agent that determ nes a nmessage has entered a
state other than normal queui ng of nessages for relaying or delivery
MAY generate a trace field including one of these clauses. That is,
the presence of this clause on a trace field is an indication of the
entry of the nmessage into that state; a later trace field added woul d
indicate its departure fromthat state

An MTA inplementing this specification SHOULD add a Received field as
descri bed whenever:

a. It determines that a special handling condition will occur and
places it into that condition; or

b. It determines that no special handling is required and prepares
it for relay to the next handling agent.

An MTA need not add a Received field indicating preparation for
normmal handoff to the next handling agent if it has already added a
Received field for some other reason. Trace data added by the next
handl i ng agent will inply the nmessage’s exit fromthe specia
handl i ng conditi on.

If a single MIA processes a nmessage through nmultiple special handling
conditions, it MAY add a Received field for each distinct condition.
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For exanple, presune a nessage will be injected into MIA-1, then
travel to MIA-3 via MIA-2, and then MIA-3 will enact final delivery.
At MIA-2, it is determined that some action will be taken that wll
cause the nmessage to undergo some handling change that is outside of
typical nessage flow. In this case

1. MIA-1 adds a typical Received field and relays it to MIA-2.

2. MIA-2 deternines that the atypical handling will occur and adds a
Recei ved field using the extension specified here.

3. On conpletion of the atypical handling, MIA-2 rel ays the nessage
to MIA-3.

4. MIA-3 adds a typical Received field and enacts final delivery of
the message.

Appropriate use of this nechani sm does not include associating neta-
data with the nmessage, such as categorizing the nmessage (e.g., the
notions of "is spanf or "was 8-bit, converted to 7-bit"). Processing
agents al so cannot reliably use this mechanismto deterni ne anything
about the nessage content, since there is no guarantee that al

agents in the chain of handling made such annotations to all ow
correct conclusions. The sole purpose here is to allow one to
determ ne the point(s) in the chain of custody of a nmessage at which
the nmessage was subjected to handling outside of normal nessage
routing and queui ng.

The following state keywords are defined in this docunent; extensions
may define other regi stered keywords (see Section 6.2):

auth: The nmessage entered a queue pendi ng authentication of some
identifier in the nessage.

content: The nmessage entered a queue pendi ng content analysis, such
as scanning for spam or viruses.

convert: The nessage entered a queue pendi ng content conversion

noderation: The message entered a hold pending mailing |ist
noder at or acti on.

normal : The nessage is not in an adm nistrative hold and i s queued
for or is being handed off to the next handling agent (which may
be Il ocal delivery). This is the default interpretation when no
"state" clause is present.

Crocker & Kucherawy St andards Track [ Page 4]



RFC 6729 Emai | Handling States Sept ember 2012

other: The nessage entered a hold or queue for reasons not covered
by other keywords in this list and not for transient technol ogy
i ssues.

out bound: The nessage entered a queue for outbound relaying. This
is typically the last case added for a single host, and the next
Recei ved header field is expected to be added by sone ot her host.

quarantine: The nessage entered a hold in an isolation queue pending
operator action for local policy reasons.

timed: The nessage entered a hold in order to neet a requested
delivery wi ndow, such as is defined in [ FUTURERELEASE] .

In Section 6, the "state" clause is added to the Additional -
Regi st ered- Cl auses | ANA sub-registry. The ABNF for this clause is:

State = CFWS "state" FW5 queue-state-keyword [ "/" val ue ]
gueue- st ate- keyword = ( reg-state-keyword / unreg-state-keyword )
reg-state-keyword = ( "auth" / "content"™ / "convert" /
"moderation” / "normal™ / "other" /
"out bound" / "quarantine" / "tinmed" /
addi ti onal - st at e- keyword )
addi ti onal - st at e- keyword = token
; MUST be registered; see
; "I ANA Consi derations"” bel ow
val ue = token
unr eg- st at e- keyword = token

"FWE" and "CFWS" are defined in [MAIL]. "token" is defined in [M Mg].

A transfer agent making use of this extension MAY al so include header
field cooments to provide additional information

The "value" is available for providing additional |abels as
expl anation for the state transition. Exanples could include:

o convert/uni code2asci
o noderation/not-subscri bed

0 quarantine/ spam
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4.

Di scussi on

Handl i ng agents are not expected to inplenment or support all of
these. Indeed, recording trace information for all of the states
descri bed above coul d make the header of a nessage inordinately

| arge. Rather, an agent is encouraged to apply state annotations
when a nessage enters a handling queue where a significant condition
occurs or where significant additional processing or delay is
possi bl e, and especially when a handoff has occurred between two

di fferent, independent agents.

For exanple, an MIA receiving a nessage, doi ng nessage

aut hentication, scanning for viruses and spam and then putting it in
an out bound queue coul d add four Received header fields denoting each
of these states. However, where they are all done as part of a
singl e system process, in a single pass, doing so would be consi dered
unusual (and extrenely verbose). This nethod SHOULD NOT be applied
except when doing detailed analysis of a single conponent to identify
performance i ssues with those steps.

Rat her, an agent that w shes to nake a state annotation SHOULD add
only a single Received header field including such annotation, thus
indicating (a) the tinme of completion of its handling of the nessage
via the date portion of the field and (b) the final disposition of
that nessage relative to that agent. For exanple, an MIA receiving a
nessage that perforns various checks on the nessage before

i medi ately handing it off to a Mailing List Manager (MM would only
record a "normal " state, assuming it passes those checks. The M.M
woul d then eval uate the nessage and record its own state once it

deci des what the next step will be for the handling of that nessage.
Granul arity

The degree of granularity -- and therefore the degree of verbosity --
recorded through the use of this additional trace clause is likely to

vary depending on circunstances. It will typically be the case that
use of this clause will be limted to "unusual" transitions, such as

when a nessage requires additional scrutiny or other processing or
needs to be quaranti ned.

Sonmewhat greater granularity mght also include transitions of

adm nistrative responsibility, such as between a Mail Transfer Agent
(MTA) operator and a Mailing List Manager (MM operator. This could
be further enhanced to note sone transitions that are interesting
only when other transitions have occurred, such as noting entry to
the out bound queue only when the nmessage is originating from an
"interesting"” source, like an MLM since an M_M can introduce
significant changes to the nessage or delivery delay and it could be
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useful to know when it conpleted its processing, as distinct fromthe
subsequent processing by the originating MIA. |In circunstances
needi ng very fine-grained trace information, fields m ght be created
to note all of these "significant" network architecture transitions.

One shoul d note, however, when choosing higher |evels of granularity,
that the Received header fields present on a nessage could be counted
by MIAs when trying to deci de whether or not a nessage routing | oop
isin effect. A message with an abundance of these night cause an
incorrect determ nation that the message is in a delivery | oop
causing it to be renoved fromthe mail stream See Section 6.3 of

[ SMIP] for further discussion

6. | ANA Consi derations

6.1. MAIL Paraneters Additional -registered-clauses Sub-Registry
Thi s docunent adds the following entry to the "Additional -registered-
cl auses" sub-registry of the "MAIL Paraneters" registry, created by
[ SMIP] :
Cl ause nanme: state
Description: Indicates entry into a special queue state
Syntax Summary: state <state-nane>
Ref erence: [RFC6729]

6.2. MAIL Paraneters Registered-states Sub-Registry
The "MAIL Paraneters" registry at | ANA has been updated by the
creation of the "Registered-states" sub-registry to contain valid
state keywords for use with this specification. Updates to this
registry are governed by the First Come, First Served rules of [I|ANA]
for new registrations. Changes to the status of existing entries are
limted to the original registrant or | ESG approval.
Di scussion of all registry updates is encouraged via one or nore | ETF
mailing lists that typically cover enail-related subjects prior to
approval of the change, as a way of docunenting the work. The
ietf-smp@etf.org list is suggested
Note that only registrations of queue state keywords are pernitted.

The registry is not to be used for specifying secondary information
(i.e., the "value" part of the ABNF in Section 3).
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Regi strations are to include the follow ng entries:

Nane: The nane of the state keyword being defined or updated, which
conforms to the ABNF shown in Section 3.

Description: A brief description of the keyword s neani ng.

Speci fication: The specification docunent that defines the queue
state being registered, or if no stable reference exists, a nore
detail ed expl anati on of the queue state than is in the
"Description”, sufficient to allow interoperability.

Use: One of "current" (the state keyword is in current use),
"deprecated" (the state keyword is in use but not reconmended for
new i npl erentations), or "historic" (the state keyword is no
| onger in substantial current use).
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The initial registration set is as foll ows:

Hel d for nessage | [ RFC6729] | current
aut hentication | |

Hel d for message | [ RFC6729] | current
content anal ysis |

Hel d for nessage | [ RFC6729] | current
content conversion |

Held for 1ist | [ RFC6729] | current
noder ati on | |

Message i s not being
hel d other than to |
accommodat e typi cal |
rel ayi ng handling |
Hel d for causes not
covered by other |
regi stered state |
keywor ds |
out bound | Message placed in | [ RFC6729] | current
| outbound queue |

| Held for operator

| action due to content

| analysis or I|ocal |
| policy |

timed | Held to accommopdate a | [ RFC6729] | current
| specific requested |
| delivery wi ndow |

7. Security Considerations

The use of this trace information can reveal hints as to |local policy
that was in effect at the tine of message handli ng.

Further discussion about trace field security can be found in Section
7.6 of [SMIP].
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Appendi x A.  Trace Field Exanpl es

This section includes a sanple of the new trace field clause in use.
A.1. Typical Delivery w thout Cbvious Extra Handling

Typi cal nmessage delivery

Recei ved: from newyor k. exanpl e. com
(newyor k. exanpl e. com [ 192. 0. 2. 250])
by mail -router. exanpl e. net (8.11.6/8.11.6)
with ESMIP id i 7PKOsH7021929
for <recipi ent @xanpl e. net >;
Fri, Feb 15 2002 17:19:22 -0800
Recei ved: frominternal.exanple.com
(i nternal.exanmple.com|[192.168.0.1])
by newyor k. exanpl e. com (8. 11. 6/ 8. 11. 6)
with ESMIP id i 9MKZCRd064134
for <recipi ent @xanpl e. net >;
Fri, Feb 15 2002 17:19: 08 -0800

Exampl e 1: Typical message delivery with no appreciable extra
handl i ng; only Received header fields shown

A.2. Delivery with Mderation
Message delivery after noderation

Recei ved: from newyork. exanpl e. com
(newyor k. exanpl e. com [ 192. 0. 2. 250])
by mail -router. exanple.net (8.11.6/8.11.6)
with ESMIP id i 7PKOsH7021929
for <recipi ent @xanpl e. net >;
Fri, Feb 15 2002 18:33:29 -0800
Recei ved: from i nternal.exanple.com
(internal.exanple.com[192.168.0.1])
by newyor k. exanpl e.com (8. 11. 6/ 8. 11. 6)
with ESMIP id i 9MKZCRd064134
for <secret-list@xanple.conp
state noderation (sender not subscribed);
Fri, Feb 15 2002 17:19: 08 -0800

Exampl e 2: Message held for noderation; only Received header fields
shown

The nessage passed frominternal.exanple.comto nework. exanpl e. com

intended for a mailing list hosted at the latter. For |ist
adm ni strative reasons, the nessage is held there for noderation. It
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is finally rel eased over an hour |ater and passed to the next host.
A comment after the state expression indicates the actual cause for
the administrative hold.
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