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Abst r act

This menp di scusses what value to use with the TCP Maxi mum Segnent
Size (MSS) option, and updates RFC 879 and RFC 2385.
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3.

3.

| ntroducti on

There has been sone confusion as to what value to use with the TCP
MBS option when using | P and TCP options. RFC 879 [RFC879] states:

The MSS counts only data octets in the segnment, it does not count
the TCP header or the |P header

This statement is unclear about what to do about IP and TCP options,
since they are part of the headers. RFC 1122 [RFC1122] clarified the
MBS option, which is discussed in Appendix A but there still seens
to be sone confusion.

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The Short Statenent

VWhen cal culating the value to put in the TCP MSS option, the MIu

val ue SHOULD be decreased by only the size of the fixed IP and TCP
headers and SHOULD NOT be decreased to account for any possible IP or
TCP options; conversely, the sender MJST reduce the TCP data | ength
to account for any IP or TCP options that it is including in the
packets that it sends. The rest of this document just expounds on
that statement, and the goal is to avoid |IP-level fragnmentation of
TCP packets.

The size of the fixed TCP header is 20 bytes [RFC793], the size of
the fixed I Pv4 header is 20 bytes [ RFC791], and the size of the fixed
| Pv6 header is 40 bytes [ RFC2460]. The determ nation of what MIU

val ue shoul d be used, especially in the case of multi-homed hosts, is
beyond the scope of this document.

MSS in O her RFCs
1. RFC 879

RFC 879 [ RFC879] discusses the MSS option and other topics. 1In the
I ntroduction, it states:

THE TCP MAXI MUM SEGVENT SIZE IS THE | P MAXI MUM DATAGRAM Sl ZE M NUS
FORTY.
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In Section 13, it states:
The definition of the MSS option can be stated:
The maxi mum nunber of data octets that may be received by the

sender of this TCP option in TCP segnents with no TCP header
options transmitted in IP datagrans with no | P header options.

These are both correct. However, in the next paragraph -- in
Section 14 -- it then confuses this by stating that the consequence
i s:

When TCP is used in a situation when either the IP or TCP headers
are not mninmmand yet the naxi mum | P datagramthat can be
received renmains 576 octets then the TCP Maxi mum Segnent Size

option nust be used to reduce the lint on data octets allowed in
a TCP segnent.

For exanple, if the IP Security option (11 octets) were in use
and the | P maxi num dat agram si ze remai ned at 576 octets, then
the TCP should send the MSS with a value of 525 (536-11).

That is incorrect. The sinpler and nmore correct statenment woul d be:

When TCP is used in a situation where either the P or TCP headers
are not minimum the sender nmust reduce the ampunt of TCP data in

any given packet by the nunber of octets used by the IP and TCP
options.

3.2. RFC 2385
RFC 2385 [ RFC2385] incorrectly states, in Section 4.3:

As with other options that are added to every segment, the size of
the MD5 option rmust be factored into the MSS offered to the other
side during connection negotiation. Specifically, the size of the
header to subtract fromthe MIU (whether it is the MIU of the

outgoing interface or IP s mniml MU of 576 bytes) is now at
| east 18 bytes | arger.

This is incorrect. The value for the MSS option is only adjusted by
the fixed IP and TCP headers.
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4.

Clarification fromthe TCP Large W ndows Miling List

The initial clarification was sent to the TCP Large Wndows mailing
[ist in 1993 [Borman93]; this section is based on that nessage.

The MSS value to be sent in an MSS option should be equal to the
effective MU minus the fixed I P and TCP headers. By ignoring both
| P and TCP options when cal culating the value for the MSS option, if
there are any IP or TCP options to be sent in a packet, then the
sender must decrease the size of the TCP data accordingly. The
reason for this can be seen in the follow ng table:

Fom e e e e e oo Fom e e e e e oo +
| MSS is adjusted | MSS isn't adjusted
| to include options | to include options
Fom e e e oo Fom e e e oo Fom e e e oo +
| Sender adjusts | Packets are too | Packets are the
| packet Iength | short | correct length |
| for options | |
o e e e e o e e e e o e e e e +
| Sender doesn’t | Packets are the | Packets are too
| adjust packet | correct length | 1ong |
| length for options | |
o e e e e e oo o e e e e e oo o e e e e e oo +

The goal is to not send I P datagrams that have to be fragnmented, and
packets sent with the constraints in the lower right of this grid
will cause IP fragnentation. Since the sender doesn’t know if the
recei ved MSS option was adjusted to include options, the only way to
guarantee that the packets are not too long is for the data sender to
decrease the TCP data length by the size of the IP and TCP opti ons.

It follows, then, that since the sender will be adjusting the TCP
data | ength when sending I P and TCP options, there is no need to
include the IP and TCP option lengths in the MSS val ue.

Anot her argunent against including IP or TCP options in the

determi nation of the MSS value is that the MsS is a fixed val ue, and
by their very nature the lengths of IP and TCP options are vari abl e,
so the MSS val ue can never accurately reflect all possible IP and TCP
option conbi nations. The only one that knows for sure how many IP
and TCP options are in any given packet is the sender; hence, the
sender shoul d be doing the adjustnment to the TCP data length to
account for any |IP and TCP opti ons.
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5.

5.

5.

5.

5.

Addi ti onal Consi derations
1. Path MrU Di scovery

The TCP MSS option specifies an upper bound for the size of packets
that can be received. Hence, setting the value in the MSS option too
smal |l can inpact the ability for Path MIU Di scovery to find a | arger
path MIU. For nore information on Path MIU Di scovery, see:

o "Path MIU Di scovery" [RFC1191]

o "TCP Problenms with Path MIU Di scovery" [RFC2923]

0o "Packetization Layer Path MIU Di scovery" [RFC4821]
2. Interfaces with Variable MSS Val ues

The effective MIU can sonetines vary, as when used with variable
conpression, e.g., RObust Header Conpression (ROHC) [RFC5795]. It is
tempting for TCP to want to advertise the |argest possible MS, to
support the nost efficient use of conpressed payl oads.

Unfortunately, some conpression schenes occasionally need to transmt
full headers (and thus smaller payloads) to resynchronize state at
their endpoint conpressors/deconpressors. |f the largest MU is used
to calculate the value to advertise in the MSS option, TCP

retransm ssion may interfere with conpressor resynchronization

As a result, when the effective MIU of an interface varies, TCP
SHOULD use the snmall est effective MIU of the interface to cal cul ate
the value to advertise in the MSS option

3. 1 Pv6 Junbograns

In order to support TCP over |Pv6 junmbograns, inplementations need to
be able to send TCP segnents | arger than 64K. RFC 2675 [ RFC2675]
defines that a value of 65,535 is to be treated as infinity, and Path
MIU Di scovery [RFC1981] is used to determine the actual MSS.

4. Avoi ding Fragnentation

Packets that are too long will either be fragmented or dropped. |If
packets are fragmented, intermediary firewalls or m ddl e boxes may
drop the fragnmented packets. In either case, when packets are
dropped, the connection can fail; hence, it is best to avoid
generating fragnents.
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6. Security Considerations

This docunment clarifies how to deterni ne what val ue shoul d be used
for the MSS option and does not introduce any new security concerns.
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Appendi x A, Details fromRFC 793 and RFC 1122
RFC 793 [ RFC793] defines the MSS option as foll ows:
Maxi mum Segment Size Option Data: 16 bits
If this option is present, then it conmunicates the maxi mum
receive segnent size at the TCP which sends this segnent. This
field must only be sent in the initial connection request

(i.e., in segments with the SYN control bit set). |If this
option is not used, any segnment size is allowed.

RFC 1122 [RFC1122] provides additional clarification in
Section 4.2.2.6, on pages 85-86. First, it changes the default
behavi or when the MSS option is not present:

If an MSS option is not received at connection setup, TCP MJST
assune a default send MSS of 536 (576-40) [TCP:4].

Then, it clarifies howto determne the value to use in the MS
option:

The MSS value to be sent in an MSS option nmust be |less than or
equal to:

MV5_R - 20
where MM R is the maxi mum size for a transport-Ilayer nmessage that
can be received (and reassenbled). TCP obtains MV5_R and MVE_S

fromthe I P layer; see the generic call GET_MAXSIZES in
Section 3.4.

VWhat is inmplied in RFC 1122, but not explicitly stated, is that the
20 is the size of the fixed TCP header. The definition of MM Ris
found in Section 3.3.2, on page 57:
MVE R is given by:
MVS R = EMTU R - 20

since 20 is the mnimum size of an | P header
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and on page 56 (also Section 3.3.2):

We designhate the | argest datagram size that can be reassenbl ed by
EMIU R ("Effective MIU to receive"); this is sonetinmes called the
"reassenbly buffer size". EMIUR MJIST be greater than or equal to
576, SHOULD be either configurable or indefinite, and SHOULD be
greater than or equal to the MIU of the connected network(s).

What should be noted here is that EMIU R is the | argest datagram size
that can be reassenbl ed, not the |argest datagram size that can be
recei ved without fragnentation. Taking this literally, since nost
nodern TCP/ 1P inplenentations can reassenble a full 64K | P packet,

i mpl enent ati ons shoul d be using 65535 - 20 - 20, or 65495, for the
MBS option. But there is nore to it than that. RFC 1122 al so
states, on page 86:

The choi ce of TCP segnment size has a strong effect on performance.
Larger segnents increase throughput by anortizing header size and
per - dat agr am processi ng overhead over nore data bytes; however, if
the packet is so large that it causes |IP fragnentation, efficiency
drops sharply if any fragnents are lost [IP:9].

Since it is guaranteed that any IP datagramthat is larger than the
MIU of the connected network will have to be fragnented to be

recei ved, inplenentations ignore the "greater than or" part of
"SHOULD be greater than or equal to the MIU of the connected
network(s)". Thus, the MSS value to be sent in an MSS option nmust be

| ess than or equal to:
EMIU R - Fi xedl Phdrsi ze - Fi xedTCPhdrsi ze

where Fi xedTCPhdrsi ze is 20, and Fi xedl Phdrsize is 20 for | Pv4 and 40
for |Pv6.
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