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An Overview of the | ETF Network Management Standards
Abst r act

Thi s docunment gives an overview of the | ETF network managenent
standards and sunmarizes existing and ongoi ng devel opment of | ETF

St andards Track network managenent protocols and data nodels. The
docunent refers to other overvi ew docunents, where they exist and
classifies the standards for easy orientation. The purpose of this
docunent is, on the one hand, to hel p system devel opers and users to
sel ect appropriate standard managenent protocols and data nodels to
address rel evant nanagenent needs. On the other hand, the docunent
can be used as an overview and gui del i ne by other Standard

Devel opnent Organi zati ons or bodies planning to use | ETF nanagenent
technol ogi es and data nodels. This docunent does not cover
Qperations, Adm nistration, and Mii ntenance (QAM technol ogies on the
dat a-path, e.g., OAM of tunnels, MPLS Transport Profile (MPLS-TP)
OAM and pseudowire as well as the correspondi ng managenment nodel s.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6632.
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1. Introduction
1.1. Scope and Target Audi ence

Thi s docunent gives an overview of the | ETF network managenent
standards and sumari zes existing and ongoi ng devel opnent of |ETF
St andards Track network managenent protocols and data nodels. The
document refers to other overview docunents where they exist and
classifies the standards for easy orientation

The target audience of the docunent is, on the one hand, |ETF working
groups, which aimto select appropriate standard nanagenent protocols
and data nodel s to address their needs concerning network managenent.
On the other hand, the docunent can be used as an overvi ew and

gui del i ne by non-I1 ETF Standards Devel opnent O gani zations (SDOs)

pl anning to use | ETF managenment technol ogi es and data nodels for the
real i zati on of managenent applications. The docunent can al so be
used to initiate a discussion between the bodies with the goal to

gat her new requirements and to detect possible gaps. Finally, this
docunent is directed to all interested parties that seek to get an
overview of the current set of the | ETF network managenent protocols
such as network administrators or newconmers to the | ETF.

Section 2 gives an overview of the | ETF core network managenent
standards with a special focus on Sinple Network Management Protoco
(SNWP), syslog, IP Flow Information eXport / Packet SAWMPling (IPFIX/
PSAMP), and Network Configuration (NETCONF). Section 3 discusses

| ETF managenent protocols and mechanisms with a specific focus, e.g.
| P address nmanagenment or | P perfornmance managenent. Section 4

di scusses | ETF data model s, such as M B nodul es, | PFI X Information
El ements, Syslog Structured Data El enents, and YANG nodul es desi gned
to address a specific set of nanagenent issues and provi des two
conpl ementary overviews for the network managenent data nodel s
standardi zed within the IETF. Section 4.1 focuses on a broader view
of nodels classified into categories such as generic and
infrastructure data nodels as well as data nodels matched to
different |ayers. Whereas Section 4.2 structures the data nodels
foll owi ng the managenent application view and maps themto the

net wor k managenment tasks fault, configuration, accounting,
performance, and security nanagemnent.

Appendi x A guides the reader for the high-level selection of
managenent standards. For this, the section classifies the protocols
according to high-level criteria, such as push versus pul

mechani sns, passive versus active nonitoring, as well as categorizes
the protocol s concerning the network managenment task they address and
their data nodel extensibility. |If the reader is interested only in
a subset of the | ETF network managenent protocols and data nodels
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described in this docunent, Appendix A can be used as a dispatcher to
the correspondi ng chapter. Appendix B gives an overview of the new
wor k on Energy Managenent in the | ETF.

Thi s docunent mainly refers to Proposed, Draft, or Internet Standard
docunents fromthe | ETF (see [ RFCSEARCH] ). Wenever val uabl e, Best
Current Practice (BCP) docunments are referenced. |n exceptiona
cases, and if the document provides substantial guideline for
standard usage or fills an essential gap, Experinental and

I nformati onal RFCs are noticed and ongoi ng work i s mentioned.

Information on active and concl uded | ETF working groups (e.g., their
charters, published or currently active docunents, and nmil archives)
can be found at [|ETF-W5S]).

Note that this document does not cover OAM technol ogi es on the data-
pat h includi ng MPLS forwardi ng pl ane and control plane protocols
(e.g., OAM of tunnels, MPLS-TP OAM and pseudowire) as well as the
correspondi ng managenent nodels and M B nodules. For a list of

rel ated work, see Section 1.2.

1.2. Related Wrk

"Internet Protocols for the Smart Grid" [RFC6272] gives an overvi ew
and gui dance on the key protocols of the Internet Protocol Suite. 1In
anal ogy to [ RFC6272], this docunment gives an overview of the | ETF

net wor k managenent standards and their usage scenari os.

"Overview of the 2002 | AB Network Managerment Workshop" [RFC3535]
docunent ed strengths and weaknesses of sone | ETF managenent
protocols. In choosing existing protocol solutions to neet the
managenment requirenents, it is recommended that these strengths and
weaknesses be consi dered, even though sone of the recomendati ons
fromthe 2002 | AB wor kshop have becone outdated, some have been

st andardi zed, and some are being worked on within the |IETF

"CQui delines for Considering Operations and Managenent of New

Prot ocol s and Extensions" [ RFC5706] recommends wor ki ng groups

consi der operations and managenent needs and then sel ect appropriate
management protocols and data nodels. This docunment can be used to
ease surveying the | ETF Standards Track network managenent protocols
and nmanagenent data nodel s.

“Mul tiprotocol Label Switching (MPLS) Managenent Overview' [ RFC4221]

descri bes the managenent architecture for MPLS and indicates the
interrel ati onshi ps between the different M B nodul es used for MPLS
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net wor k managenent, where "Qperations, Adm nistration, and
Mai nt enance Franework for MPLS-Based Transport Networks" [RFC6371]
descri bes the OAM Franmework for MPLS-based Transport Networks.

"An Overvi ew of Operations, Adm nistration, and Mi ntenance (QAM
Mechani sns" [ OAM OVERVI EW gi ves an overvi ew of the OAM tool set for
detecting and reporting connection failures or nmeasuring connection
performance paraneters.

"An Overvi ew of the OAM Tool Set for MPLS-based Transport Networks"

[ CAM ANALYSI S] provi des an overview of the OAMtool set for MPLS-based
Transport Networks including a brief sumary of MPLS-TP OAM

requi renents and functions and of generic mechani sns created in the
MPLS data plane to allow the OAM packets run in-band and share their
fate with data packets. The protocol definitions for each MPLS-TP
OAM tool are listed in separate docunents, which are referenced.

"MPLS- TP M B-based Managenent Overview' [MPLSTP-M B] describes the

M B-based architecture for MPLS-TP, and indicates the
interrel ati onshi ps between different existing MB nodul es that can be
| everaged for MPLS-TP network nmanagenent and identifies areas where
additi onal M B nodul es are required.

Note that so far, the | ETF has not devel oped specific technol ogi es
for the nmanagenent of sensor networks. |P-based sensors or
constrai ned devices in such an environnent, i.e., with very linted
menory and CPU resources, can use, e.g., application-layer protocols
to do sinple resource managenment and nonitoring.

1.3. Term nol ogy

Thi s docunent does not describe standard requirenents. Therefore,
key words from RFC 2119 [ RFC2119] are not used in the docunent.

o 3GPP: 3rd Generation Partnership Project, a collaboration between
groups of tel ecomunications associations, to prepare the third-
generation (3G nobile phone system specification

o Agent: A software nmodul e that perfornms the network nanagenent
functions requested by network managenent stations. An agent may
be i nmpl enmented in any network elenent that is to be nmanaged, such
as a host, bridge, or router. The 'managenent server’ in NETCONF
t erm nol ogy.

o BCP: An | ETF Best Current Practice docunent.

o CLI: Command Line Interface. A managenent interface that system
adm nistrators can use to interact with networking equi pnent.
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o Data nodel: A mapping of the contents of an information nodel into
a formthat is specific to a particular type of datastore or
repository (see [ RFC3444]).

o Event: An occurrence of something in the "real world". Events can
be indicated to managers through an event nmessage or notification

o |AB: Internet Architecture Board

o |ANA: Internet Assigned Nunmbers Authority, an organization that
oversees global | P address allocation, autononous system nunber
al l ocation, nedia types, and other IP-related code point
al | ocati ons.

o Information nodel: An abstraction and representation of entities
in a managed environnment, their properties, attributes,
operations, and the way they relate to each other, independent of
any specific repository, protocol, or platform (see [RFC3444]).

o ITUT: International Tel ecomunication Union - Tel ecomruni cati on
St andar di zati on Sect or

o Managed object: A managenent abstraction of a resource; a piece of
managenent information in a MB nodule. In the context of SNWP, a
structured set of data variables that represent sone resource to
be managed or other aspect of a managed devi ce.

o Manager: An entity that acts in a manager role, either a user or
an application. The counterpart to an agent. A ’'managenent
client’ in NETCONF term nol ogy.

o Managenent Information Base (MB): An information repository with
a collection of related objects that represent the resources to be
managed.

0o MB nodule: MB npodul es usually contain object definitions, my
contain definitions of event notifications, and sonetinmes include
conpliance statenents in terns of appropriate object and event
notification groups. A MB that is provided by a managenment agent
is typically conposed of multiple instantiated M B nodul es.

o Modeling | anguage: A nodeling |anguage is any artificial |anguage
that can be used to express information or know edge or systens in
a structure that is defined by a consistent set of rules.
Exanpl es are Structure of Managenent Information Version 2 (SMv2)
[ STD58], XM. Schema Definition (XSD) [XSD-1], and YANG [ RFC6020].
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2.

2. 1.

2. 1.

Notification: An unsolicited nmessage sent by an agent to a
managenment station to notify it of an unusual event.

OAM Qperations, Adm nistration, and Mi ntenance

PDU. Protocol Data Unit, a unit of data, which is specified in a
protocol of a given |layer consisting protocol-control information
and possibly | ayer-specific data.

Principal: An application, an individual, or a set of individuals
acting in a particular role, on whose behalf access to a service
or MB is allowed.

RELAX NG REgul ar LAnguage for XM. Next Generation, a schemm
I anguage for XML [ RELAX- NG .

SDO St andards Devel opnent Organi zati on

SM: Structure of Managed Information, the notation and granmar
for the managed i nformation definition used to define MB nodul es
[ STD58] .

STDnn: An Internet Standard published at | ETF, also referred as
Standard, e.g., [STD62].

URI: Uni form Resource ldentifier, a string of characters used to
identify a nane or a resource on the Internet [STD66]. Can be
classified as locators (URLs), as nanes (URNs), or as both.

XPATH: XML Path Language, a query | anguage for sel ecting nodes
froman XM. docunent [ XPATH].

Core Networ k Managerent Protocols

Si npl e Networ k Management Protocol (SNWVP)

Architectural Principles of SNW

The SNWPv3 Franewor k [ RFC3410], builds upon both the original SNWv1
and SNWPv2 Frameworks. The basic structure and components for the
SNWVP Framewor k did not change between its versions and conprises the
fol |l owi ng conponents:

o

managed nodes, each with an SNWP entity providing renpte access to
management instrumentation (the agent),

at least one SNWP entity wi th managenent applications (the
manager), and
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2.

1

0 a mamnagenent protocol used to convey managenent information
bet ween the SNMP entities and nmanagenent information

During its evolution, the fundanental architecture of the SNWP
Management Framewor k remai ned consi stent based on a nodul ar
architecture, which consists of:

0 a generic protocol definition independent of the data it is
carryi ng,

o a protocol -i ndependent data definition |anguage,

o an information repository containing a data set of nanagenent
i nformati on definitions (the Managenent |nfornmation Base, or MB),
and

0 security and adm nistration

As such, the followi ng standards build up the basis of the current
SNVP Managenent Franmewor k:

o the SNWPv3 protocol [STD62],
o the nodeling | anguage SMv2 [ STD58], and
o the MB nodules for different nanagenent issues.

The SNWPv3 Franmework extends the architectural principles of SNWPv1
and SNWPv2 by:

o building on these three basic architectural conponents, in sone
cases, incorporating themfromthe SNVMPv2 Framework by reference,
and

o by using the same layering principles in the definition of new
capabilities in the security and adm nistration portion of the
architecture.

2. SNWP and Its Versions

SNWP i s based on three conceptual entities: Manager, Agent, and the
Managenent |Information Base (MB). In any configuration, at |east
one nmanager node runs SNVP managenent software. Typically, network
devi ces, such as bridges, routers, and servers, are equipped with an
agent. The agent is responsible for providing access to a local MB
of objects that reflects the resources and activity at its node.
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Fol | owi ng t he nmanager-agent paradi gm an agent can generate
notifications and send them as unsolicited nessages to the managenent
application.

SNWMPv2 enhances this basic functionality with an Inform PDU, a bul k
transfer capability and other functional extensions |like an

adm ni strative nodel for access control, security extensions, and
Manager -t o- Manager conmuni cati on. SNMPv2 entities can have a dua
rol e as nanager and agent. However, neither SNMPv1l nor SNMPv2 offers
sufficient security features. To address the security deficiencies
of SNMPv1l/v2, SNMPv3 [STD62] has been issued.

"Coexi stence between Version 1, Version 2, and Version 3 of the

I nt ernet-standard Network Managenent Franmework" [BCP074] gives an
overvi ew of the relevant Standard docunments on the three SNWP
versions. The BCP docunent furthernore descri bes how to convert MB
nmodul es fromSMvl to SMv2 format and how to translate notification
paraneters. It also describes the mappi ng between the nessage
processi ng and security nodels.

SNVMP utilizes the MB, a virtual information store of nodul es of
managed objects. Generally, standard M B nodul es support conmon
functionality in a device. Operators often define additional MB
nodul es for their enterprise or use the Conmand Line Interface (CLI)
to configure non-standard data i n nanaged devices and their

i nterfaces.

SNWPv2 Trap and Inform PDUs can alert an operator or an application
when sonme aspects of a protocol fail or encounter an error condition
and the contents of a notification can be used to gui de subsequent
SNWP polling to gather additional information about an event.

SNWP is widely used for the nonitoring of fault and performance data
and with its statel ess nature, SNVP al so works well for status

pol ling and determ ning the operational state of specific
functionality. The w despread use of counters in standard MB
nodul es permits the interoperable conparison of statistics across
devices fromdifferent vendors. Counters have been especially usefu
in monitoring bytes and packets going in and out over various
protocol interfaces. SNWMP is often used to poll a basic paraneter of
a device (e.g., sysUpTinme, which reports the time since the |last re-
initialization of the network managenent portion of the device) to
check for operational liveliness and to detect discontinuities in
counters. Some operators al so use SNWP for configuration managenent
in their environment (e.g., for systens based on Data Over Cable
Service Interface Specification (DOCSIS) such as cabl e nodens).
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SNWPv1 [ RFC1157] has been declared Historic and its use is not
recommended due to its |ack of security features. "Introduction to
Conmuni t y- based SNMPv2" [RFC1901] is an Experinental RFC, which has
been declared Historic, and its use is not recomended due to its

| ack of security features.

Use of SNMPv3 [STD62] is recomrended due to its security features,

i ncl udi ng support for authentication, encryption, nmessage tineliness
and integrity checking, and fine-grained data access controls. An
overvi ew of the SNMPv3 docunment set is in [RFC3410].

St andards exist to use SNWP over diverse transport and |ink-Iayer
protocol s, including Transm ssion Control Protocol (TCP) [STDO7],
User Datagram Protocol (UDP) [STDO6], Ethernet [RFC4789], and others
(see Section 2.1.5.1).

2.1.3. Structure of Managed Information (SM)

SNVP M B nodul es are defined with the notation and granmar specified
as the Structure of Managed Information (SM). The SM uses an
adapt ed subset of Abstract Syntax Notation One (ASN. 1) [ITU X680].

The SM is divided into three parts: nodul e definitions, object
definitions, and notification definitions.

0 Mdule definitions are used when describing information nodul es.
An ASN. 1 macro, MODULE-IDENTITY, is used to concisely convey the
semantics of an information nodul e.

0 bject definitions are used when describing nmanaged objects. An
ASN. 1 macro, OBJECT-TYPE, is used to concisely convey the syntax
and semantics of a managed object.

o Notification definitions are used when describing unsolicited
transm ssi ons of managenent information. An ASN. 1 nacro,
NOTI FI CATI ON-TYPE, is used to concisely convey the syntax and
semantics of a notification.

SMvl is specified in "Structure and ldentification of Managenent
Information for TCP/I|P-based Internets" [RFCL155] and "Concise MB
Definitions” [RFC1212], both part of [STD16]. [RFCl1215] specifies
conventions for defining SNVMP traps. Note that SMvl is outdated and
its use is not reconmmended.

SMv2 is the new notation for managed i nformati on definitions and
shoul d be used to define MB nmodules. SMv2 is specified in the
following RFCs. Wth the exception of BCP 74, they are all part of
[ STD58] :
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o [RFC2578] defines Version 2 of the Structure of Managenent
I nformati on (SMv2),

o [RFC2579] defines the textual conventions macro for defining new
types and it provides a core set of generally useful textua
convention definitions,

o [RFC2580] defines conformance statenents and requirenments for
defini ng agent and nanager capabilities, and

o [BCP074] defines the mapping rules for and the conversion of MB
nodul es between SMv1l and SMv2 formats.

2.1.4. SNWP Security and Access Control Mdels
2.1.4.1. Security Requirements on the SNVMP Management Framewor k

Several of the classical threats to network protocols are applicable
to nanagenent probl em space and therefore are applicable to any
security nodel used in an SNMP Managenent Framework. This section
lists primary and secondary threats, and threats that are of |esser

i mportance (see [RFC3411] for the detailed description of the
security threats).

The primary threats agai nst which SNMP Security Mdels can provide
protection are, "nodification of information" by an unauthorized
entity, and "masquerade", i.e., the danger that managenent operations
not authorized for sonme principal may be attenpted by assumi ng the
identity of another principal

Secondary threats agai nst which SNMP Security Mdels can provide
protection are "nessage stream nodification", e.g., reordering,

del ay, or replay of nessages, and "disclosure", i.e., the danger of
eavesdr oppi ng on the exchanges between SNMP engi nes.

There are two threats agai nst which the SNVP Security Model does not
protect, since they are deened to be of |esser inportance in this
context: Denial of Service and Traffic Analysis (see [ RFC3411]).

2.1.4.2. User-Based Security Mdel (USM

SNWPv3 [ STD62] introduced the User-based Security Mdel (USM. USM
is specified in [ RFC3414] and provi des authentication and privacy
services for SNMP. Specifically, USMis designed to secure against
the primary and secondary threats discussed in Section 2.1.4.1. USM
does not secure against Denial of Service and attacks based on
Traffic Anal ysis.
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The USM supports foll owi ng security services:

o Data integrity is the provision of the property that data has not
been altered or destroyed in an unauthorized manner, nor have data
sequences been altered to an extent greater than can occur non-
mal i ci ousl y.

o Data origin authentication is the provision of the property that
the clainmed identity of the user on whose behal f received data was
originated is supported.

o Data confidentiality is the provision of the property that
information is not nmade avail abl e or disclosed to unauthorized
i ndividuals, entities, or processes.

0 Message tinmeliness and linted replay protection is the provision
of the property that a nessage whose generation time is outside of
a specified tinme windowis not accepted.

See [ RFC3414] for a detailed description of SNWPv3 USM
2.1.4.3. View Based Access Control Mdel (VACM

SNWVPv3 [ STD62] introduced the Vi ew based Access Control (VACM
facility. The VACMis defined in [ RFC3415] and enabl es the
configuration of agents to provide different |evels of access to the
agent’s MB. An agent entity can restrict access to a certain
portion of its MB, e.g., restrict sonme principals to view only
performance-rel ated statistics or disallow other principals to read
those performance-related statistics. An agent entity can al so
restrict the access to nonitoring (read-only) as opposed to

noni toring and configuration (read-wite) of a certain portion of its
MB, e.g., allowing only a single designated principal to update
configuration paraneters.

VACM defines five elenents that nake up the Access Control Model
groups, security level, contexts, MB views, and access policy.
Access to a MB nodule is controlled by means of a MB view
See [ RFC3415] for a detailed description of SNWPv3 VACM

2.1.5. SNWP Transport Subsystem and Transport Model s
The User-based Security Mdel (USM was designed to be independent of
ot her existing security infrastructures to ensure it could function

when third-party authentication services were not available. As a
result, USMutilizes a separate user and key-managenent
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infrastructure. Operators have reported that the depl oynent of a
separate user and key-nanagenent infrastructure in order to use
SNWPv3 is costly and hinders the depl oyment of SNWMPv3.

SNVP Transport Subsystem [ RFC5590] extends the original SNW
architecture and Transport Mdel and enables the use of transport
protocols to provide nessage security unifying the adm nistrative
security nmanagenent for SNMP and ot her managenent interfaces.

Transport Models are tied into the SNVP Franework through the
Transport Subsystem The Transport Security Mdel [RFC5591] has been
designed to work on top of |lower-layer, secure Transport Models.

The SNWVP Transport Model defines an alternative to existing standard
transport mappi ngs described in [ RFC3417], e.g., for SNWP over UDP
in [RFCA789] for SNMP over | EEE 802 networks, and in the Experinenta
RFC [ RFC3430] defining SNWP over TCP

2.1.5.1. SNWP Transport Security Mode

The SNWMP Transport Security Mdel [RFC5591] is an alternative to the
exi sting SNMPvl and SNWMPv2 Community-based Security Model s [ BCP074],
and the User-based Security Mdel [RFC3414], part of [STD62].

The Transport Security Model utilizes one or nore | ower-|ayer
security nechani sns to provide nessage-oriented security services.
These include authentication of the sender, encryption, tineliness
checki ng, and data integrity checking.

A secure Transport Mddel sets up an authenticated and possibly
encrypted session between the Transport Mdels of two SNVP engi nes.
After a transport-layer session is established, SNVWP nessages can be
sent through this session fromone SNMP engine to the other. The new
Transport Model supports the sending of nultiple SNVP nmessages
through the same session to anortize the costs of establishing a
security association.

The Secure Shell (SSH) Transport Mdel [RFC5592] and the Transport
Layer Security (TLS) Transport Mdel [RFC6353] are current exanples
of Transport Security Mbddels.

The SSH Transport Model nmakes use of the conmonly depl oyed SSH
security and key-nanagenent infrastructure. Furthernore, [RFC5592]
defines M B objects for nonitoring and nmanagi ng the SSH Transport
Model for SNWP
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The Transport Layer Security (TLS) Transport Mdel [RFC6353] uses
either the TLS protocol [RFC5246] or the Datagram Transport Layer
Security (DTLS) protocol [RFC6347]. The TLS and DTLS protocols
provi de authentication and privacy services for SNMP applications.
The TLS Transport Mbddel supports the sending of SNVP nessages over
TLS and TCP and over DTLS and UDP. Furthernore, [RFC6353] defines
M B obj ects for managi ng the TLS Transport Model for SNWP

[ RFC5608] describes the use of a Renpte Authentication Dial-In User
Service (RADIUS) service by SNWP secure Transport Models for

aut hentication of users and authorization of services. Access
control authorization, i.e., how RADIUS attri butes and nessages are
applied to the specific application area of SNMP Access Contro
Model s, and VACM in particul ar has been specified in [ RFC6065] .

2.2. Syslog Protoco

Syslog is a nechanismfor distribution of |ogging infornmation
initially used on Unix systens (see [ RFC3164] for BSD syslog). The
| ETF Syslog Protocol [RFC5424] introduces a |ayered architecture

al l owi ng the use of any number of transport protocols, including
reliable and secure transports, for transm ssion of syslog nmessages.

The Sysl og protocol enables a nachine to send system | og nessages
across networks to event nessage collectors. The protocol is sinply
designed to transport and distribute these event nessages. By
default, no acknow edgenents of the recei pt are made, except the
reliable delivery extensions specified in [ RFC3195] are used. The
Sysl og protocol and process does not require a stringent coordination
bet ween the transport sender and the receiver. |I|ndeed, the
transm ssi on of syslog nessages nmay be started on a device w thout a
recei ver being configured, or even actually physically present.
Conversely, many devices will nost likely be able to receive nessages
wi t hout explicit configuration or definitions.

BSD syslog had little uniformty for the nessage fornmat and the
content of syslog nmessages. The body of a BSD syslog nessage has
traditionally been unstructured text. This content is human
friendly, but difficult to parse for applications. Wth the Syslog
Prot ocol [RFC5424], the | ETF has standardi zed a new nessage header
format, including tinmestanp, hostname, application, and nmessage |D,
to inprove filtering, interoperability, and correl ation between
conpliant inpl enentations.

The Sysl og protocol [RFC5424] al so introduces a nmechanism for
defining Structured Data El enents (SDEs). The SDEs al |l ow vendors to
define their own structured data el enents to suppl enent standardized
el ements. [RFC5675] defines a mapping from SNVP notifications to
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sysl og nmessages. |[RFC5676] defines an SNMP M B nodul e to represent
sysl og nmessages for the purpose of sending those syslog nessages as
notifications to SNMP notification receivers. [RFC5674] defines the
way al arns are sent in syslog, which includes the mapping of |ITU
percei ved severities onto syslog nmessage fields and a nunber of
alarmspecific definitions fromITU T X 733 [I TU- X733] and the | ETF
Alarm M B [ RFC3877] .

"Si gned Sysl og Messages" [ RFC5848] defines a mechanismto add origin
aut hentication, nmessage integrity, replay resistance, nessage
sequenci ng, and detection of m ssing nessages to the transmtted
sysl og nessages to be used in conjunction with the Sysl og protocol

The Sysl og protocol’s |ayered architecture provides support for a
nunber of transport mappings. For interoperability purposes and
especially in managed networks, where the network path has been
explicitly provisioned for UDP syslog traffic, the Syslog protoco

can be used over UDP [ RFC5426]. However, to support congestion
control and reliability, [RFC5426] strongly recomends the use of the
TLS transport.

Furthernore, the | ETF defined the TLS Transport Mapping for syslog in
[ RFC5425], which provides a secure connection for the transport of
sysl og nmessages. |[RFC5425] describes the security threats to syslog
and how TLS can be used to counter such threats. [RFC6012] defines
the Datagram Transport Layer Security (DTLS) Transport Mapping for
sysl og, which can be used if a connectionless transport is desired.

For information on MB nodules related to syslog, see Section 4.2.1.

2.3. |IP Flow Information eXport (IPFIX) and Packet SAMPIing (PSAMP)
Prot ocol s

"Specification of the IP Flow Informati on Export (IPFIX) Protocol for
the Exchange of IP Traffic Flow Information” (the |IPFIX Protocol)

[ RFC5101] defines a push-based data export nmechanismfor transferring
IP flowinformation in a conpact binary format froman Exporter to a
Col | ector.

"Architecture for IP Flow Informati on Export" (the |IPFIX
Architecture) [RFC5470] defines the components involved in IP flow
nmeasurenent and reporting of information on IP flows, particularly, a
Met eri ng Process generating Fl ow Records, an Exporting Process that
sends netered flow information using the | PFI X protocol, and a

Col  ecting Process that receives flow information as |PFI X Data

Recor ds.
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After listing the IPFIX requirenments in [RFC3917], NetFl ow Version 9
[ RFC3954] was taken as the basis for the I PFI X protocol and the |PFIX
architecture.

| PFI X can run over different transport protocols. The |IPFIX Protoco
[ RFC5101] specifies Stream Control Transm ssion Protocol (SCTP)

[ RFC4960] as the mandatory transport protocol to inplement. Optiona
alternatives are TCP [ STDO7] and UDP [ STDO6] .

SCTP is used with its Partial Reliability extension (PR-SCTP)
specified in [RFC3758]. [RFC6526] specifies an extension to

[ RFC5101], when using the PR-SCTP [ RFC3758]. The extension offers
several advantages over |PFI X export, e.g., the ability to calculate
Data Record | osses for PR SCTP, imedi ate reuse of Tenplate |IDs
within an SCTP stream reduced |likelihood of Data Record |oss, and
reduced denmands on the Col |l ecting Process.

IPFIX transnmits IP flow information in Data Records containing |IPFIX
Information El ements (1 Es) defined by the I PFI X I nformati on Mde

[ RFC5102]. IPFIX IEs are quantities with unit and semantics defined
by the Information Mbdel. Wen transnitted over the | PFI X protocol
only their values need to be carried in Data Records. This conpact
encoding allows efficient transport of |arge nunmbers of measured flow
val ues. Renaining redundancy in Data Records can be further reduced
by the nethods described in [ RFC5473] (for further discussion on

| PFI X 1 ES, see Section 4).

The I PFI X I nformation Model is extensible. New |IEs can be registered
at 1 ANA (see "IPFIX Information Elements” in [IANA-PROT]). [|IPFIX
al so supports the use of proprietary, i.e., enterprise-specific |IEs.

The PSAMP protocol [RFC5476] extends the |IPFIX protocol by neans of

transferring informati on on individual packets. [RFC5475] specifies
a set of sanpling and filtering techniques for |IP packet selection,

based on the PSAMP Franmewor k [ RFC5474]. The PSAMP | nformati on Mdde
[ RFC5477] provides a set of basic IEs for reporting packet

i nformation with the | PFI X/ PSAMP prot ocol

The |1 PFI X nodel of an IP traffic flowis unidirectional. [RFC5103]
adds means of reporting bidirectional flows to I PFI X for exanple,
both directions of packet flows of a TCP connection

When enterprise-specific IEs are transnmitted with I PFI X, a Collector
recei ving Data Records may not know the type of received data and
cannot choose the right format for storing the contained information.
[ RFC5610] provides a neans of exporting extended type information for
enterprise-specific Information El ements froman Exporter to a

Col | ector.
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Col l ectors may store received flow information in files. The IPFIX
file format [ RFC5655] can be used for storing IP flow information in
a way that facilitates exchange of traffic flow informtion between
di fferent systens and applicati ons.

In terns of |PFIX and PSAMP configurations, the Metering and
Exporting Processes are configured out of band. As the |PFIX
protocol is a push nmechanismonly, |PFIX cannot configure the
Exporter. The actual configuration of selection processes, caches,
Exporting Processes, and Collecting Processes of |PFIX- and PSAMP-
conpliant nonitoring devices is executed using the NETCONF protoco
[ RFC6241] (see Section 2.4.1). The "Configuration Data Mdel for

| PFI X and PSAMP" (the | PFIX Configuration Data Mdel) [ CONF- MODEL]
has been specified using Unified Mdeling Language (UM.) cl ass

di agrans. The data nmodel is formally defined using the YANG nodeling
| anguage [ RFC6020] (see Section 2.4.2).

At the time of this witing, a framework for IPFIX flow nediation is
in preparation, which addresses the need for nediation of flow
information in I PFI X applications in | arge operator networks, e.g.
for aggregati ng huge amounts of flow data and for anonym zati on of
flowinformation (see the problem statenent in [ RFC5982]).

The | PFI X Medi ation Framework [ RFC6183] defines the internediate

devi ce between Exporters and Col |l ectors, which provides an | PFI X

medi ation by receiving a record streamfrom e.g., a Collecting
Process, hosting one or nore Internedi ate Processes to transformthis
stream and exporting the transformed record streaminto |PFIX
nmessages via an Exporting Process.

Exampl es for nediation functions are flow aggregation, flow
sel ection, and anonynization of traffic information (see [ RFC6235]).

Privacy, integrity, and authentication of the Exporter and Coll ector
are inmportant security requirenents for |PFI X [ RFC3917].
Confidentiality, integrity, and authenticity of IPFIX data
transferred froman Exporting Process to a Collecting Process nust be
ensured. The I PFI X and PSAWP protocols do not define any new
security nechanisns and rely on the security nmechani smof the
underlying transport protocol, such as TLS [ RFC5246] and DTLS

[ RFC6347] .

The primary goal of IPFIX is the reporting of the flow accounting for
flexible flow definitions and usage-based accounting. As described
in the IPFI X Applicability Statenent [RFC5472], there are al so other
applications such as traffic profiling, traffic engineering,

i ntrusi on detection, and QoS monitoring, that require fl ow based
traffic neasurements and can be realized using | PFIX. Furthernore,
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the IPFI X Applicability Statenent explains the relation of IPFIX to
ot her framework and protocols such as PSAMP, RMON (Renote Network
Monitoring M B, Section 4.2.1), and |IPPM (1P Performance Metrics,
Section 3.4)). Simlar flow information could be also used for
security nonitoring. The addition of Performance Metrics in the
IPFI X 1ANA registry [IANA-IPFIX], will extend the | PFI X use case to
per f or mance nmanagemnent.

Note that even if the initial |PFIX focus has been around IP flow

i nformati on exchange, non-I1P-related IEs are now specified in the

| PFI X 1 ANA registration (e.g., MAC (Media Access Control) address,
MPLS (Mul tiprotocol Label Switching) |abels, etc.). At the tine of
this witing, there are requests to widen the focus of IPFIX and to
export non-1P related IEs (such as SIP nonitoring IEs).

The I PFI X structured data [ RFC6313] is an extension to the |IPFI X
protocol, which supports hierarchical structured data and lists
(sequences) of Information Elenents in Data Records. This extension
allows the definition of conplex data structures such as vari abl e-
length lists and specification of hierarchical containment
rel ati onshi ps between tenplates. Furthernore, the extension provides
the semantics to express the relationship anmong nultiple |ist
elements in a structured Data Record
For information on data nodels related to the managenent of the | PFI X
and PSAMP protocols, see Sections 4.2.1 and 4.2.2. For information
on | PFI X/ PSAMP | Es, see Section 4.2.3.

2.4. Network Configuration

2.4.1. Network Configuration Protocol (NETCONF)

The |1 AB wor kshop on Networ k Managerment [ RFC3535] deterni ned advanced
requi rements for configurati on nanagenent:

0 robustness: Mnimzing disruptions and nmaxi m zing stability,
0 a task-oriented view,

o extensibility for new operations,

o standardi zed error handling,

o clear distinction between configuration data and operationa
stat e,

o distribution of configurations to devices under transactiona
constraints,
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o single- and nulti-systemtransactions and scalability in the
nunber of transactions and nmanaged devi ces,

0 operations on selected subsets of managenment data,

o dunping and reloading a device configuration in a textual fornat
in a standard nmanner across nultiple vendors and device types,

o a human interface and a progranmatic interface,

o a data nodeling | anguage with a human-friendly syntax,

o easy conflict detection and configuration validation, and
0 secure transport, authentication, and robust access control

The NETCONF protocol [RFC6241] provides nechanisns to install
mani pul ate, and del ete the configuration of network devices and ai ns
to address the configurati on nanagenent requirenents pointed out in
the I AB workshop. |t uses an XM.-based data encoding for the
configuration data as well as the protocol nessages. The NETCONF
protocol operations are realized on top of a sinple and reliable
Renote Procedure Call (RPC) layer. A key aspect of NETCONF is that
it allows the functionality of the managenent protocol to closely
mrror the native conmmand-1line interface of the device.

The NETCONF wor ki ng group devel oped the NETCONF Event Notifications
Mechani sm as an optional capability, which provides an asynchronous
nmessage notification delivery service for NETCONF [ RFC5277]. The
NETCONF notification mechani sm enabl es using general purpose
notification streans, where the originator of the notification stream
can be any managed device (e.g., SNWP notifications).

The NETCONF Partial Locking specification introduces fine-grained
| ocking of the configuration datastore to enhance NETCONF for fine-
grai ned transactions on parts of the datastore [RFC5717].

The NETCONF wor ki ng group al so defined the necessary data nodel to
noni tor the NETCONF protocol [RFC6022], by using the nodeling

| anguage YANG [ RFC6020] (see Section 2.4.2). The nmonitoring data
nodel includes information about NETCONF dat astores, sessions, |ocks,
and statistics, which facilitate the managenent of a NETCONF server.

NETCONF connections are required to provide authentication, data
integrity, confidentiality, and replay protection. NETCONF depends
on the underlying transport protocol for this capability. For
exanpl e, connections can be encrypted in TLS or SSH, depending on the
under | yi ng protocol
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The NETCONF wor ki ng group defined the SSH transport protocol as the
mandat ory transport binding [ RFC6242]. Oher optional transport

bi ndi ngs are TLS [ RFC5539], Bl ocks Extensi bl e Exchange Protoco
(BEEP) over TLS [RFC4744], and Sinple Object Access Protocol (SCAP)
over HITP over TLS [RFC4743].

The NETCONF Access Control Mdel (NACM [RFC6536] provides standard
mechani sns to restrict protocol access to particular users with a
pre-configured subset of operations and content.

2.4.2. YANG - NETCONF Data Mddeling Language

Fol | owi ng the gui delines of the | AB nanagenent workshop [ RFC3535],
the NETMOD wor ki ng group devel oped a data nodel i ng | anguage defi ning
the semantics of operational and configuration data, notifications,
and operations [ RFC6020]. The new data nodel i ng | anguage, called
YANG, maps directly to XM.-encoded content (on the wire) and wil|l
serve as the normative description of NETCONF data nodel s.

YANG has the follow ng properties addressing specific requirenents on
a nodel i ng | anguage for configurati on nanagenent:

0 YANG provides the nmeans to define hierarchical data nodels. It
supports reusabl e data types and groupings, i.e., a set of schem
nodes that can be reused across npdul e boundari es.

0 YANG supports the distinction between configuration and state
data. In addition, it provides support for mnodeling event
notifications and the specification of operations that extend the
base NETCONF operati ons.

0 YANG al |l ows the expression of constraints on data nodels by neans
of type restrictions and XML Pat h Language (XPATH) 1.0 [ XPATH|
expressions. XPATH expressions can al so be used to nake certain
portions of a data nodel conditional

0 YANG supports the integration of standard- and vendor-defined data
nodel s. YANG s augnentati on nmechani sm all ows the seani ess
augnment ati on of standard data nodels with proprietary extensions.

0 YANG data mpdel s can be partitioned into collections of features,
all owi ng | ow-end devices only to inplenent the core features of a
dat a nodel whil e hi gh-end devices nmay choose to support al
features. The supported features are announced via the NETCONF
capabi lity exchange to managenent applications.
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o The syntax of the YANG | anguage i s conpact and optim zed for human
readers. An associ ated XM.-based syntax called the YANG
| ndependent Notation (YIN) [RFC6020] is available to allow the
processi ng of YANG data mpodel s with XM.-based tools. The mapping
rules for the translation of YANG data nodels into Docunent Schema
Definition Languages (DSDL), of which RELAX NG is a nmjor
conponent, are defined in [RFC6110].

o Devices inplenmenting standard data nodel s can docunent devi ations
fromthe data nodel in separate YANG nodul es. Applications
capabl e of discovering deviations can nake all owances that would
ot herwi se not be possible.

A collection of common data types for |ETF-rel ated standards is
provided in [ RFC6021]. This standard data type library has been
derived to a |large extend from conmon SM v2 data types, generalizing
themto a | ess-constrai ned NETCONF Framewor k.

The docurment "An Architecture for Network Managenent using NETCONF
and YANG' describes how NETCONF and YANG can be used to build network
managenment applications that neet the needs of network operators

[ RFC6244] .

The Experinmental RFC [ RFC6095] specifies extensions for YANG
i ntroduci ng | anguage abstractions such as class inheritance and
recursive data structures.

[ RFC6087] gives guidelines for the use of YANG within the I ETF and
ot her standardi zati on organi zati ons.

Work is underway to standardize a translation of SMv2 data nodel s
i nto YANG data nodel s preserving investnents into SNMP M B nodul es,
which are widely available for nmonitoring purposes [SM - YANG .

Several independent and open source inplenentations of the YANG data
nodel i ng | anguage and associ ated tools are avail abl e.

Wiile YANGis a relatively recent data nodeling | anguage, sone data
nodel s have al ready been produced. The specification of the base
NETCONF pr ot ocol operations has been revised and uses YANG as the
normati ve nodeling | anguage to specify its operations [ RFC6241]. The
| PFI X wor ki ng group prepared the normative nodel for configuring and
noni toring | PFl X- and PSAMP-conpliant nonitoring devices using the
YANG nodel i ng | anguage [ CONF- MODEL] .
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At the tinme of this witing, the NETMOD working group i s devel opi ng
core systemand interface data nodels. Follow ng the exanple of the
| PFI X configuration nodel, |ETF working groups will prepare nodels
for their specific needs.

For information on data nodel s devel oped using the YANG nodel i ng
| anguage, see Sections 4.2.1 and 4.2. 2.

3.  Network Managenment Protocols and Mechani snms with Specific Focus

This section reviews additional protocols the |IETF offers for
managenent and di scusses for which applications they were designed
and/ or have al ready been successfully deployed. These are protocols
that have nostly reached Proposed Standard status or higher within
the | ETF.

3.1. |IP Address Managenent
3.1.1. Dynam c Host Configuration Protocol (DHCP)

Dynami ¢ Host Configuration Protocol (DHCP) [RFC2131] provides a
framework for passing configuration information to hosts on a TCP/IP
networ k and, as such, enables autoconfiguration in I[P networks. In
addition to | P address managenent, DHCP can al so provi de ot her
configuration information, such as default routers, the |IP addresses
of recursive DNS servers, and the I P addresses of NTP servers. As
described in [RFC6272], DHCP can be used for IPv4 and | Pv6 Address
Al l ocation and Assignnent as well as for Service Discovery.

There are two versions of DHCP: one for |Pv4 (DHCPv4) [RFC2131] and
one for I Pv6 (DHCPv6) [ RFC3315]. DHCPv4 was defined as an extension
to BOOTP (Bootstrap Protocol) [RFC0951]. DHCPv6 was subsequently
defined to acconmodat e new functions required by |IPv6 such as
assignment of multiple addresses to an interface and to address
[imtations in the design of DHCPv4 resulting fromits origins in
BOOTP. Wil e both versions bear the sane nane and performthe sane
functionality, the details of DHCPv4 and DHCPv6 are sufficiently
different that they can be consi dered separate protocols.

In addition to the assignment of |P addresses and other configuration
i nformati on, DHCP options |ike the Relay Agent Information option
(DHCPv4) [RFC3046] and, the Interface-1d Option (DHCPv6) [ RFC3315]
are widely used by | SPs.

DHCPv6 i ncludes Prefix Del egation [ RFC3633], which is used to

provision a router with an I Pv6 prefix for use in the subnetwork
supported by the router.
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The foll owi ng are exanpl es of DHCP options that provide configuration
informati on or access to specific servers. A conplete |ist of DHCP
options is available at [|ANA-PROT].

o "DNS Configuration options for Dynam c Host Configuration Protoco
for 1PV6 (DHCPv6)" [ RRFC3646] describes DHCPv6 options for passing
a list of available DNS recursive nanme servers and a dommi n search
list to a client.

o "DHCP Options for Service Location Protocol" [RFC2610] descri bes
DHCPv4 options and met hods through which entities using the
Service Location Protocol can find out the address of Directory
Agents in order to transact nessages and how t he assi gnnent of
scope for configuration of Service Location Protocol (SLP) User
and Service Agents can be achieved.

o "Dynam c Host Configuration Protocol (DHCPv6) Options for Session
Initiation Protocol (SIP) Servers" [RFC3319] specifies DHCPv6
options that allow SIP clients to | ocate a local SIP server that
is to be used for all outbound SIP requests, a so-called "outbound
proxy server".

o "Dynam c Host Configuration Protocol (DHCP) Options for Broadcast
and Miulticast Control Servers" [RFC4280] defines DHCPv6 options to
di scover the Broadcast and Miulticast Service (BCMCS) controller in
an | P network.

Built directly on UDP and I P, DHCP itself has no security provisions.
There are two different classes of potential security issues related
to DHCP: unaut horized DHCP Servers and unauthorized DHCP Cients.

The recomended sol utions to these risks generally involve providing
security at |ower layers, e.g., careful control over physical access
to the network, security techniques inplenmented at Layer 2 but also

| Psec at Layer 3 can be used to provide authentication.

3.1.2. Ad Hoc Network Autoconfiguration

Ad hoc nodes need to configure their network interfaces with locally
uni que addresses as well as globally routable | Pv6 addresses, in
order to comunicate with devices on the Internet. The | ETF AUTOCONF
wor ki ng group devel oped [ RFC5889], which describes the addressing
nodel for ad hoc networks and how nodes in these networks configure
their addresses.

The ad hoc nodes under consideration are expected to be able to
support multi-hop comruni cati on by runni ng MANET (Mbbile Ad Hoc
Net wor k) routing protocols as devel oped by the | ETF MANET wor ki ng

group.
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Fromthe | P |ayer perspective, an ad hoc network presents itself as a
Layer 3 nulti-hop network forned over a collection of links. The
addressing nodel ainms to avoid problens for parts of the systemthat
are ad hoc unaware, such as standard applications running on an ad
hoc node or regular Internet nodes attached to the ad hoc nodes.

3.2. | Pv6e Network Operations

The 1 Pv6 Operations (V6OPS) working group devel ops guidelines for the
operation of a shared IPv4/IPv6 Internet and provi des operationa

gui dance on how to deploy IPv6 into existing |IPv4-only networks, as
well as into new network installations.

0o "Basic Transition Mechanisnms for | Pv6 Hosts and Routers" [RFC4213]
specifies | Pv4d conpatibility mechanisnms for dual -stack and
configured tunneling that can be inplenented by | Pv6 hosts and
routers. "Dual stack"™ inplies providing conplete inplenentations
of both IPv4 and | Pv6, and configured tunneling provides a neans
to carry | Pv6 packets over unnodified | Pv4d routing
i nfrastructures.

o "Transition Scenarios for 3GPP Networks" [RFC3574] lists different
scenarios in 3GPP defined packet network that woul d need | Pv6 and
| Pv4 transition, where "Analysis on IPv6 Transition in Third
CGeneration Partnership Project (3GPP) Networks" [RFC4215] does a
nore detailed analysis of the transition scenarios that nmay cone
up in the depl oynment phase of |Pv6 in 3GPP packet networKks.

o "Scenarios and Analysis for Introducing IPv6 into | SP Networks"
[ RFC4029] describes and anal yzes different scenarios for the
i ntroduction of IPv6 into an ISP's existing | Pv4 network. "IPv6
Depl oynment Scenarios in 802.16 Networks" [RFC5181] provides a
detail ed description of |Pv6e deployment, integration methods, and
scenarios in wrel ess broadband access networks (802.16) in
coexi stence with deployed |IPv4 services. [RFC4057] describes the
scenarios for | Pv6 deployment within enterprise networks.

o "Application Aspects of IPv6 Transition" [RFC4038] specifies
scenarios and application aspects of IPv6 transition considering
how to enabl e I Pv6 support in applications running on | Pv6 hosts,
and gi ving gui dance for the devel opnent of | P-version-independent
applications.

0 "I ANA-Reserved |IPv4 Prefix for Shared Address Space" [ RFC6598]

updates RFC 5735 and requested the allocation of an |IPv4/10
address bl ock to be used as "Shared Carrier- G ade Network Address
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Transl ation (CAN) Space" by Service Providers to nunber the
i nterfaces that connect CGN devices to Custoner Prem ses Equi pnent

(CPE).
3.3. Policy-Based Managenent
3.3.1. |ETF Policy Franmework

The | ETF specified a general policy framework [RFC2753] for managi ng,
sharing, and reusing policies in a vendor-independent, interoperable,
and scal abl e manner. [RFC3460] specifies the Policy Core Information
Model (PCIM as an object-oriented informati on nbdel for representing
policy information. PCI M has been developed jointly in the IETF
Pol i cy Franmework (POLICY) working group and the Common | nfornmation
Model (CIM activity in the Distributed Managenment Task Force (DMIF).
PCI M has been published as extensions to CIM[DMIF-CI M.

The I ETF Policy Framework is based on a policy-based adm ssion
control specifying two nmain architectural elenments: the Policy

Enf orcenent Point (PEP) and the Policy Decision Point (PDP). For the
pur pose of network managerent, policies allow an operator to specify
how the network is to be configured and nmonitored by using a
descriptive | anguage. Furthernore, it allows the automation of a
nunber of nmanagenment tasks, according to the requirenents set out in
the policy nodule.

The | ETF Policy Franmework has been accepted by the industry as a
st andar d- based pol i cy nanagenment approach and has been adopted by
different SDOs, e.g., for 3GE charging standards.

3.3.2. Use of Common Open Policy Service (COPS) for Policy Provisioning
(COPS- PR

[ RFC3159] defines the Structure of Policy Provisioning |Information
(SPPI'), an extension to the SMv2 npdeling | anguage used to wite
Policy Information Base (PIB) nodul es. COPS-PR [ RFC3084] uses the
Conmon Open Policy Service (COPS) protocol [RFC2748] for the

provi sioning of policy information. COPS provides a sinple client/
server nodel for supporting policy control over QoS signaling
protocols. The COPS-PR specification is independent of the type of
policy being provisioned (QS, security, etc.) but focuses on the
nmechani sns and conventions used to conmuni cate provisioned

i nformati on between policy-decision-points (PDPs) and policy
enforcenent points (PEPs). Policy data is nodel ed using Pl B nodul es.

COPS- PR has not been w dely depl oyed, and operators have stated that

its use of binary encoding for nanagement data makes it difficult to
devel op automated scripts for sinple configurati on managenent tasks
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in nost text-based scripting | anguages. |In the | AB Wrkshop on

Net wor k Managenent [RFC3535], the consensus of operators and protoco
devel opers indicated a |l ack of interest in PIB nodules for use with
COPS- PR

As a result, even if COPS-PR and the Structure of Policy Provisioning
Information (SPPI) were initially approved as Proposed Standards, the
| ESG has not approved any PIB nodul es as Proposed Standard, and the
use of COPS-PR is not recomended.

3.4. |IP Performance Metrics (IPPM

The |1 PPM wor ki ng group has defined netrics for accurately neasuring
and reporting the quality, perfornmance, and reliability of Internet
data delivery. The metrics include connectivity, one-way del ay and
| oss, round-trip delay and | oss, delay variation, |oss patterns,
packet reordering, bulk transport capacity, and |ink bandw dth
capacity.

These netrics are designed for use by network operators and their
customers, and they provide unbiased quantitative measures of
performance. The |IPPM netrics have been devel oped inside an active
measur enent context, that is, the devices used to nmeasure the netrics
produce their own traffic. However, npbst of the netrics can be used
i nside a passive context as well. At the tine of this witing, there
is no work planned in the area of passive measurement.

As a property, individual |PPM performance and reliability metrics
need to be well defined and concrete: thus, inplenentable.
Furthernore, the methodol ogy used to inplement a netric needs to be
repeat abl e with consi stent neasurenents.

| PPMs have been adopted by different organizations, e.g., the Metro
Et her net Forum

Note that this docunent does not aimto cover OAMtechnol ogies on the
dat a- pat h and, as such, the discussion of | PPM based active versus
passive nonitoring as well as the data plane neasurenent and its

di agnostics is rather inconplete. For a detailed overvi ew and

di scussion of | ETF OAM st andards and | PPM nmeasur enent nechani sns, the
reader is referred to the docunents |listed at the end of Section 1.2
("Rel ated Work") but especially to [ OAM OVERVI EW .
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The foll owi ng are essential | PPM docunents:

o

"Framework for |IP Performance Metrics" [RFC2330] defines a genera
framework for particular nmetrics devel oped by the | PPM working
group, and it defines the fundamental concepts of 'netric’ and
"measur enment nethodology’. It also discusses the issue of

nmeasur ement uncertainties and errors as well as introduces the
notion of enpirically defined nmetrics and how netrics can be
conposed

"A One-way Delay Metric for IPPM [RFC2679] defines a netric for
the one-way del ay of packets across Internet paths. It builds on
notions introduced in the | PPM Framework document.

"A Round-trip Delay Metric for | PPM [RFC2681] defines a metric
for the round-trip delay of packets across network paths and
closely follows the corresponding metric for one-way del ay.

"I P Packet Delay Variation Metric for I P Performance Metrics
(IPPM" [RFC3393] refers to a netric for variation in the delay of
packets across network paths and is based on the difference in the
one-way-del ay of sel ected packets called "I P Packet Del ay
Variation (ipdv)".

"A One-way Packet Loss Metric for | PPM [RFC2680] defines a netric
for one-way packet | oss across Internet paths.

"A One-\Way Packet Duplication Metric" [RFC5560] defines a metric
for the case where nultiple copies of a packet are received, and
it discusses nethods to sunmarize the results of streans.

"Packet Reordering Metrics" [RFC4737] defines netrics to evaluate
whet her a network has mai ntai ned packet order on a packet-by-
packet basis and di scusses the neasurenment issues, including the
context information required for all metrics.

"I PPM Metrics for Measuring Connectivity" [RFC2678] defines a
series of netrics for connectivity between a pair of Internet
host s.

"Framework for Metric Conposition” [RFC5835] describes a detail ed
framewor k for conposing and aggregating netrics.

"Cui delines for Considering New Perfornmance Metric Devel oprent™

[ BCP170] describes the franmework and process for devel opi ng
Performance Metrics of protocols and applications transported over
| ETF- specified protocols.
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To neasure these netrics, two protocols and a sanpling nmethod have
been st andar di zed:

o "A One-way Active Measurenent Protocol (OMM)" [ RFC4656] measures
uni directional characteristics such as one-way del ay and one-way
| oss between network devices and enables the interoperability of
these measurenents. OWMM is discussed in nore detail in
[ CAM OVERVI EW .

o "A Two-\Way Active Measurenent Protocol (TWAMP)" [ RFC5357] adds
round-trip or two-way neasurenent capabilities to OMMP. TWAMP is
di scussed in nore detail in [ OAM OVERVI EW .

o "Network performance neasurenent with periodic streans" [RFC3432]
descri bes a periodic sanpling nethod and relevant nmetrics for
assessing the performance of I P networks, as an alternative to the
Poi sson sanpling nmethod described in [ RFC2330].

For information on MB nmodules related to | P Performance Metrics see
Section 4. 2. 4.

3.5. Rempte Authentication Dial-In User Service (RAD US)

"Renpote Authentication Dial In User Service (RADIUS)" [RFC2865]
describes a client/server protocol for carrying authentication

aut hori zation, and configuration information between a Network Access
Server (NAS), which desires to authenticate its links, and a shared
aut hentication server. The conpani on document "Radi us Accounting"

[ RFC2866] describes a protocol for carrying accounting information
between a NAS and a shared accounting server. [RFC2867] adds

requi red new RADI US accounting attributes and new val ues designed to
support the provision of tunneling in dial-up networks.

The RADI US protocol is widely used in environnents |ike enterprise
networ ks, where a single adm nistrative authority manages the network
and protects the privacy of user information. RADIUS is deployed in
the networks of fixed broadband access provider as well as cellular
br oadband oper at ors.

RADI US uses attributes to carry the specific authentication,

aut horization, information, and configuration details. RADUS is
extensible with a known linmtation of a maxi mum of 255 attribute
codes and 253 octets as attribute content |length. RAD US has Vendor -
Specific Attributes (VSAs), which have been used both for vendor-
specific purposes (as an addition to standardi zed attributes) as well
as to extend the limted attri bute code space.
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The RADI US protocol uses a shared secret along with the MD5 hash
algorithmto secure passwords [ RFC1321]. Based on the known threads,
additional protection like IPsec tunnels [ RFC4301] are used to
further protect the RADIUS traffic. However, building and

adm ni stering | arge | Psec-protected networks may beconme a managenent
burden, especially when the | Psec-protected RADI US infrastructure
shoul d provide inter-provider connectivity. Myving towards TLS-based
security solutions [ RFC5246] and establishing dynamc trust

rel ati onshi ps between RADI US servers has become a trend. Since the

i ntroduction of TCP transport for RADI US [ RFC6613], it became natura
to have TLS support for RADI US. An ongoing work is "Transport Layer
Security (TLS) encryption for RAD US" [ RFC6614].

"RADI US Attributes for Tunnel Protocol Support" [RFC2868] defines a
nunber of RADIUS attributes designed to support the conpul sory

provi sion of tunneling in dial-up network access. Some applications
i nvol ve conpul sory tunneling, i.e., the tunnel is created w thout any
action fromthe user and without allow ng the user any choice in the
matter. |In order to provide this functionality, specific RAD US
attributes are needed to carry the tunneling information fromthe
RADI US server to the tunnel end points. "Signalling Connection
Control Part User Adaptation Layer (SUA)" [RFC3868] defines the
necessary attributes, attribute values, and the required | ANA
registries.

"RADI US and | Pv6" [RFC3162] specifies the operation of RAD US over

| Pv6 and the RADIUS attributes used to support the | Pv6 network
access. "RADIUS Del egated-1Pv6-Prefix Attribute" [RFC4818] descri bes
how to transport del egated | Pv6 prefix information over RADIUS

"RADI US Attributes for Virtual LAN and Priority Support" [RFC4675]
defines additional attributes for dynami c Virtual LAN assignment and
prioritization, for use in provisioning of access to | EEE 802 | oca
area networks usable with RAD US and di aneter.

"Common Renote Authentication Dial In User Service (RAD US)

| mpl enent ation | ssues and Suggested Fi xes" [RFC5080] describes commmon
i ssues seen in RADIUS inplenentations and suggests sone fixes. Were
appl i cabl e, unclear statenents and errors in previous RAD US
specifications are clarified. People designing extensions to RAD US
protocol for various depl oyment cases should get famliar with
"RADI US Design Guidelines" [RFC6158] in order to avoid, e.g., known

i nteroperability chall enges.

"RADI US Ext ension for Digest Authentication" [RFC5090] defines an
extension to the RADI US protocol to enable support of Digest

Aut hentication, for use with HITP-style protocols |ike the Session
Initiation Protocol (SIP) and HITP.
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"Carrying Location Objects in RAD US and DI AMETER' [ RFC5580]

descri bes procedures for conveying access-network ownership and

| ocation information based on civic and geospatial |ocation formats
in RADIUS and di aneter.

"Renpote Authentication Dial-In User Service (RADIUS) Authorization
for Network Access Server (NAS) Managenent" [RFC5607] specifies

requi red RADIUS attributes and their values for authorizing a
managenent access to a NAS. Both |ocal and renote nanagenent are
supported, with access rights and managenent privileges. Specific
provi sions are made for renote nanagenent via Framed Managenent
protocol s, such as SNVMP and NETCONF, and for nmanagenent access over a
secure transport protocol

"RADI US (Renpte Authentication Dial In User Service) Support For
Ext ensi bl e Aut hentication Protocol (EAP)" [RFC3579] describes how to
use RADIUS to convey an EAP [ RFC3748] payl oad between the

aut henticator and the EAP server using RADIUS. RFC 3579 is widely
i mpl enented, for exanple, in WAN and 802.1 X environnments. "I|EEE
802. 1X Renpte Authentication Dial In User Service (RAD US) Usage
CGui del i nes" [ RFC3580] describes how to use RADIUS with | EEE 802. 1X
aut henticators. In the context of 802.1X and EAP-based

aut hentication, the VSAs described in [ RFC2458] have been w dely
accepted by the industry. "RADI US Extensions" [RFC2869] is another
i mportant RFC related to EAP use. RFC 2869 describes additiona
attributes for carrying AAA infornati on between a NAS and a shared
accounting server using RADIUS. It also defines attributes to
encapsul ate EAP nmessage payl oad.

There are different M B nodul es defined for nultiple purposes to use
with RADIUS (see Sections 4.2.3 and 4.2.5).

3.6. Dianeter Base Protocol (D aneter)

Di amet er [ RFC3588] provides an Authentication, Authorization, and
Accounting (AAA) framework for applications such as network access or
IP nobility. Dianmeter is also intended to work in | ocal AAA and in
roam ng scenari os. Dianeter provides an upgrade path for RAD US but
is not directly backwards conpati bl e.

Di ameter is designed to resolve a nunber of known problenms with

RADI US. Dianeter supports server failover, reliable transport over
TCP and SCTP, well-docunented functions for proxy, redirect and rel ay
agent functions, server-initiated nessages, auditability, and
capability negotiation. Dianeter also provides a larger attribute
space for Attribute-Value Pairs (AVPs) and identifiers than RADIUS

Di ameter features nake it especially appropriate for environnents,
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where the providers of services are in different adm nistrative
donmai ns than the maintainer (protector) of confidential user
i nf ormati on.

O her notable differences to RADIUS are as foll ows:
o Network and Transport Layer Security (I1Psec or TLS)
o Stateful and statel ess nodels,

o Dynam c discovery of peers (using DNS Service Record (SRV) and
Nam ng Authority Pointer (NAPTR)),

o Concept of an application that describes how a specific set of
conmands and Attribute-Value Pairs (AVPs) are treated by di anmeter
nodes. Each application has an | ANA-assi gned uni que identifier

0 Support of application | ayer acknow edgenents, failover nethods
and state machi nes,

o Basic support for user-sessions and accounting,
0 Better roam ng support,

o Error notification, and

o Easy extensibility.

The Di ameter protocol is designed to be extensible to support, e.g.
proxi es, brokers, nobility and roam ng, Network Access Servers
(NASREQ), and Accounting and Resource Managenent. Di aneter
applications extend the Di ameter base protocol by addi ng new conmands
and/or attributes. Each application is defined by a unique | ANA-
assigned application identifier and can add new command codes and/ or
new mandat ory AVPs.

The Dianmeter application identifier space has been divided into
Standards Track and 'First Conme First Served' vendor-specific
applications. The follow ng are exanpl es of Di aneter applications
published at |ETF:

o Dianmeter Base Protocol Application [ RFC3588]: Required support
fromall Dianeter inplenmentations.

o Diameter Base Accounting Application [ RFC3588]: A Dianeter
application using an accounting protocol based on a server-
directed nodel with capabilities for real-tine delivery of
accounting information.
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o Dianmeter Mbile |Pv4 Application [RFC4004]: A Dianmeter application
that allows a Dianmeter server to authenticate, authorize, and
col  ect accounting information for Mbile |IPv4 services rendered
to a nobil e node.

o Dianmeter Network Access Server Application (NASREQ [RFC4005]): A
Di amet er application used for AAA services in the NAS environment.

o Dianeter Extensible Authentication Protocol Application [RFCA072]:
A Di aneter application that carries EAP packets between a NAS and
a back-end authentication server.

o Dianmeter Credit-Control Application [ RFC4006]: A D aneter
application that can be used to inplenent real-tine credit-contro
for a variety of end-user services such as network access, Session
Initiation Protocol (SIP) services, messaging services, and
downl oad servi ces.

o Dianmeter Session Initiation Protocol Application [RFC4740]: A
Di amet er application designed to be used in conjunction with SIP
and provides a Dianeter client co-located with a SIP server, with
the ability to request the authentication of users and
aut hori zation of SIP resources usage froma D aneter server.

o Dianmeter Quality-of-Service Application [ RFC5866]: A Di aneter
application allow ng network elements to interact with D aneter
servers when all ocating QoS resources in the network.

o Dianmeter Mbile IPv6 IKE (MP61) Application [RFC5778]: A Di aneter
application that enables the interaction between a Mbile |IP hone
agent and a Di aneter server and is used when the nobile node is
aut henti cated and aut hori zed using | KEv2 [ RFC5996] .

o Dianmeter Mbile IPv6 Auth (M P6A) Application [ RFC5778]: A
Di ameter application that enables the interacti on between a Mbile
| P hone agent and a Dianmeter server and is used when the nobile
node is authenticated and authorized using the Mbile | Pv6
Aut henti cation Protocol [RFC4285].

The large majority of Diameter applications are vendor-specific and
mai nly used in various SDOs outside the IETF. One exanple SDO using
di aneter extensively is 3GPP (e.g., 3GPP "I P Miltinedi a Subsystemn
(I'M8) uses dianeter-based interfaces (e.g., Cx) [3GPPIMT]).

Recently, during the standardi zati on of the '3GPP Evol ved Packet
Core’ [3GPPEPC], diameter was chosen as the only AAA signaling

pr ot ocol
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One part of dianeter’s extensibility mechanismis an easy and

consi stent way of creating new commands for the need of applications.
RFC 3588 proposed to define dianeter conmand code allocations with a
new RFC. This policy decision caused undesired use and redefinition
of existing command codes within SDOs. Diverse RFCs have been
publ i shed as sinple command code all ocations for other SDO purposes
(see [ RFC3589], [RFC5224], [RFC5431], and [RFC5516]). [RFC5719]
changed the comand code policy and added a range for vendor-specific
conmand codes to be allocated on a 'First Conme First Served basis by
| ANA.

The i npl enentati on and depl oynment experience of dianeter has led to
t he ongoi ng devel opnent of an update of the base protocol [DI AMETER],
whi ch introduces TLS as the preferred security nechani sm and
deprecates the in-band security negotiation for TLS.

Sone Di ameter protocol enhancenents and clarifications that |ogically
fit better into [DIAMETER], are al so needed on the existing

depl oyments based on RFC 3588. Therefore, protocol extensions
specifically usable in large inter-provider roam ng network scenari os
are made avail able for RFC 3588. Two currently existing
specifications are nentioned bel ow

o "Carifications on the Routing of Dianeter Requests Based on the
Usernane and the Real nf [ RFC5729] defines the behavior required
for Dianmeter agents to route requests when the User-Nanme AVP
contains a NAl formatted with nultiple realns. These nulti-realm
Net wor k Access ldentifiers are used in order to force the routing
of request nessages through a predefined |ist of nediating real nms.

o "Dianeter Straightforward-Nam ng Authority Pointer (S NAPTR)
Usage" [ RFC6408] describes an inproved DNS-based dynam c Di aneter
agent discovery mechani smw thout having to do diameter capability
exchange beforehand wi th a number of agents.

There have been a growi ng nunber of Dianmeter Franework docunments from
the IETF that basically are just a collection of AVPs for a specific
purpose or a systemarchitecture with semantic AVP descriptions and a
logic for "imaginary" applications. Froma standardization point of
view, this practice allows the devel opment of |arger system
architecture docunents that do not need to reference AVPs or
application logic outside the | ETF. Bel ow are exanples of a few
recent AVP and Framework docunents:
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o "Dianeter Mobile |IPv6: Support for Network Access Server to
Di aneter Server Interaction" [RFC5447] describes the bootstrapping
of the Mobile IPv6 franework and the support of interworking with
exi sting AAA infrastructures by using the diameter NAS-to-home- AAA
server interface.

o "Traffic Classification and Quality of Service (QS) Attributes
for Dianmeter" [RFC5777] defines a nunber of Dianmeter AVPs for
traffic classification with actions for filtering and QS
treat nent.

o "Dianeter Proxy Mobile IPv6: Mbile Access Gateway and Local
Mobility Anchor Interaction with D aneter Server" [RFC5779]
defines AAA interactions between Proxy Mbile | Pv6 (PM Pv6)
entities (MAG and LMA) and a AAA server within a PM Pv6 Domai n.

For information on M B nodules related to di aneter, see
Section 4.2.5.

3.7. Control and Provisioning of Wreless Access Poi nts ( CAPWAP)

Wreless LAN (W.AN) product architectures have evolved from single
aut ononmous Access Points to systens consisting of a centralized
Access Controller (AC) and Wreless Term nation Points (WIPs). The
general goal of centralized control architectures is to nove access
control, including user authentication and authorization, mobility
managenment, and radi o managenent fromthe single access point to a
centralized controller, where an Access Point pulls the information
fromthe AC

Based on "Architecture Taxonony for Control and Provisioning of
Wrel ess Access Points (CAPWAP)" [RFC4118], the CAPWAP wor ki ng group
devel oped t he CAPWAP protocol [RFC5415] to facilitate control
management, and provi sioning of WIPs speci fying the services,
functions, and resources relating to 802.11 WAN Term nati on Points
in order to allow for interoperable inplenentations of WIPs and ACs.
The protocol defines the CAPWAP control plane, including the
primtives to control data access. The protocol docunent al so
speci fi es how configuration managerment of WPs can be done and

defi nes CAPWAP operations responsi bl e for debuggi ng, gathering
statistics, logging, and managing firmvare as well as di scusses
operational and transport considerations.

The CAPWAP protocol is prepared to be independent of Layer 2

technol ogi es, and neets the objectives in "(hjectives for Control and
Provi sioning of Wreless Access Points (CAPWAP)" [ RFC4564]. Separate
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bi ndi ng extensi ons enable the use with additional wreless
technol ogi es. [RFC5416] defines the CAPWAP Protocol Binding for |EEE
802. 11.

CAPWAP Control nessages, and optionally CAPWAP Data nessages, are
secured using DILS [ RFC6347]. DTLS is used as a tightly integrated,
secure wrapper for the CAPWAP pr ot ocol

For information on MB nmodules related to CAPWAP, see Section 4.2.2.
3.8. Access Node Control Protocol (ANCP)

The Access Node Control Protocol (ANCP) [ RFC6320] realizes a contro
pl ane between a service-oriented Layer 3 edge device, the NAS and a
Layer 2 Access Node (AN), e.g., Digital Subscriber Line Access Mdule
(DSLAM . As such, ANCP operates in a nulti-service reference
architecture and communi cates QoS-, service-, and subscriber-rel ated
configuration and operation information between a NAS and an AN.

The main goal of this protocol is to configure and manage access
equi prent and allow themto report information to the NAS in order to
enabl e and optin ze configuration.

The framework and requirenments for an AN control nechani sm and the
use cases for ANCP are docunented in [ RFC5851].

ANCP offers authentication and authorization between AN and NAS nodes
and provides replay protection and data-origin authentication. The
ANCP solution is al so robust agai nst Denial -of -Service (DoS) attacks.
Furthernmore, the ANCP solution is recommended to offer
confidentiality protection. Security Threats and Security

Requi rements for ANCP are discussed in [ RFC5713].

3.9. Application Configuration Access Protocol (ACAP)

The Application Configuration Access Protocol (ACAP) [RFC2244] is
desi gned to support renote storage and access of program option
configuration, and preference information. The datastore nodel is
designed to allow a client relatively sinple access to interesting
data, to allow new information to be easily added w thout server
reconfiguration, and to pronote the use of both standardi zed data and
customor proprietary data. Key features include "inheritance",

whi ch can be used to nanage default values for configuration settings
and access control lists that allow interesting personal infornmation
to be shared and group information to be restricted.
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ACAP' s primary purpose is to allow applications access to their
configuration data frommultiple network-connected computers. Users
can then use any network-connected conmputer, run any ACAP-enabl ed
application, and have access to their own configuration data. To
enabl e wi de usage client sinplicity has been preferred to server or
protocol sinplicity whenever reasonabl e.

The ACAP 'aut henticate’ command uses Sinple Authentication and
Security Layer (SASL) [RFC4422] to provide basic authentication
aut horization, integrity, and privacy services. Al ACAP

i npl enentations are required to inplement the CRAM MD5 (Chal |l enge-
Response Aut hentication Mechani sm [RFC2195] for authentication
whi ch can be disabl ed based on the site security policy.

3.10. XM Configuration Access Protocol (XCAP)

The Extensibl e Markup Language (XM.) Configuration Access Protoco
(XCAP) [ RFC4825] has been designed for and is comonly used with SIP-
based solutions, in particular, for instant nessages, presence, and
SIP conferences. XCAP is a protocol that allows a client to read,
wite, and nodify application configuration data stored in XM format
on a server, where the main functionality is provided by so-called
"XCAP Application Usages".

XCAP is a protocol that can be used to nmani pul ate per-user data
XCAP is a set of conventions for mapping XM. docunents and docunent
conponents into HTTP URI's, rules for how the nodification of one
resource affects another, data validation constraints, and

aut horization policies associated with access to those resources.
Because of this structure, normal HITP prinmitives can be used to
mani pul ate the data. Like ACAP, XCAP supports the configuration
needs for a nmultiplicity of applications.

Al'l XCAP servers are required to inplement HTTP Di gest Authentication
[ RFC2617]. Furthermore, XCAP servers are required to inplenment HTTP
over TLS (HTTPS) [RFC2818]. It is recommended that adnministrators
use an HTTPS URI as the XCAP root URI, so that the digest client

aut henti cation occurs over TLS.

The following list summarizes inportant XCAP application usages:

0 XCAP server capabilities [RFC4825] can be read by clients to
det erm ne whi ch extensions, application usages, or nanmespaces a
server supports.

0o Aresource lists application is any application that needs access

to a list of resources, identified by a URI, to which operati ons,
such as subscriptions, can be applied [ RFC4826].
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4.

0 A Resource List Server (RLS) Services applicationis a SIP
application, where a server receives SIP SUBSCRI BE requests for
resources and generates subscriptions towards the resource |ist
[ RFC4826] .

o0 A Presence Rules application uses authorization policies, also
known as authorization rules, to specify what presence infornmation
can be given to which watchers, and when [ RFC4827].

o0 A ’'pidf-manipulation’ application defines how XCAP is used to
mani pul ate the contents of PlIDF-based presence docunents
[ RFC4827] .

Net wor k Managenent Data Model s

This section provides two conmpl enentary overviews for the network
managenment data nodel s standardized at | ETF. The first subsection
focuses on a broader view of nbdels classified into categories such
as generic and infrastructure data nodels as well as data nodel s
matched to different |ayers. The second subsection is structured
foll owi ng the managenment application view and focuses mainly on the
data nmodel s for the network nanagement tasks fault, configuration
accounting, performance, and security nanagenent (see [FCAPS]).

Note that the | ETF does not use the FCAPS vi ew as an organi zi ng
principle for its data nodels. However, the FCAPS view is used

wi dely outside of the IETF for the realization of managenent tasks
and applications. Section 4.2 ains to address the FCAPS view to
enabl e peopl e outside of the I ETF to understand the rel evant data
nodels in the | ETF.

The different data nodels covered in this section are M B nodul es,

| PFI X I nformation El enents, Syslog Structured Data El ements, and YANG
nmodul es. There are many technol ogy-specific | ETF data nodel s, such
as transm ssion and protocol M Bs, which are not nentioned in this
docunent and can be found at [ RFCSEARCH] .

This section gives an overvi ew of nanagenent data nodels that have
reached Draft or Proposed Standard status at the IETF. In
exceptional cases, inportant Informational RFCs are referenced. The
advancenent process for managenent data nodel s beyond Proposed

St andard status, has been defined in [BCP027] with a nore pragmatic
approach and speci al considerations on data nodel specification
interoperability. However, nost |ETF nmanagenent data nodel s never
advanced beyond Proposed Standard.
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4.1. | ETF Network Managenent Data Mdel s

The data nodel s defined by the | ETF can be broadly classified into
the follow ng categories depicted in Figure 1

SR N S SR SRS +
| | | application-layer data nodels | | network

| generic | H------iiomiie o + | managenent |
| infra- | | transport-layer data nodels | | infra-

| structure | +---------mmmi - + | structure

| dat a | net wor k- | ayer data nodel s | dat a |
| nodels | e + | nodels

| || i nk-1ayer data nodel s ||

Fom e T + e mme oo - +

Figure 1: Categories of Network Management Data Model s

Each of the categories is briefly described below. Note that the
classification used here is intended to provide orientation and

refl ects how nost data nodel s have been developed in the | ETF by the
various working groups. This classification does not aimto classify
correctly all data nodels that have been defined by the | ETF so far.
The network | ayering nodel in the mddle of Figure 1 follows the
four-layer nodel of the Internet as defined in [ RFC1021].

The networ k managenent object identifiers for use with |[ETF MB
nodul es defined in the | ETF can be found under the | ANA registry at
[ SM - NUMBERS] .

4.1.1. Generic Infrastructure Data Mdels

CGeneric infrastructure data nodels provi de core abstractions that
many ot her data nmodels are built upon. The npst inportant exanple is
the interfaces data nodel defined in the IF-MB [RFC2863]. It

provi des the basic notion of network interfaces and all ows expressing
stacking/l ayering rel ati onshi ps between interfaces. The interfaces
dat a nodel al so provides basic nonitoring objects that are widely
used for performance and fault nanagenent.

The second inportant infrastructure data nmodel is defined in the
Entity MB [RFC4133]. It exports the contai nment hierarchy of the
physical entities (slots, nobdules, ports) that nake up a networking
device and, as such, it is a key data nodel for inventory managenent.
Physical entities can have pointers to other data nodels that provide
nore specific informati on about them (e.g., physical ports usually
point to the related network interface). Entity MB extensions exist
for physical sensors such as tenperature sensors enbedded on |ine
cards or sensors that report fan rotation speeds [ RFC3433]. The
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Entity State M B [ RFC4268] nodel s states and al arns of physica
entities. Sonme vendors have extended the basic Entity MB with
several proprietary data nodels.

4.1.2. Link-Layer Data Mbdels

A nunber of data nodels exist in the formof MB nodul es covering the
link layers IP runs over, such as Asymmetric Bit-Rate DSL (ADSL)

[ RFCA706], Very high bit-rate Digital Subscriber Line (VDSL)

[ RFC5650], QGWPLS [ RFC4803], |SDN [ RFC2127], ATM [ RFC2515] [ RFC3606],
Cabl e Modens [ RFC4546], or Ethernet [RFC4188] [RFC4318] [ RFC4363].
These so-called transm ssion data nodels typically extend the generic
network interfaces data nodel with interface type specific

i nformation. Most of the |ink-layer data nodels focus on nonitoring
capabilities that can be used for performance and fault nanagenent
functions and, to sonme | esser extent, for accounting and security
management functions. Meanwhile, the | EEE has taken over the
responsibility to naintain and further devel op data nodels for the

| EEE 802 fanily of protocols [ RFC4663]. The cabl e nodem i ndustry
consortiumDOCSIS is working with the ETF to publish data nodels for
cabl e nodem networks as | ETF Standards Track specifications.

4.1.3. Network-Layer Data Mdels

There are data nodels in the formof MB nodul es covering | P/ I CW

[ RFC4293] [ RFC4292] network protocols and their extensions (e.g.
Mobile IP), the core protocols of the Internet. |In addition, there
are data nodel s covering popul ar unicast routing protocols (OSPF

[ RFCA750], 1S-1S [RFC4444], BGP-4 [RFC4273]) and nulticast routing
protocols (PIM[RFC5060]).

Detai | ed nodel s al so exist for performance nmeasurenments in the form
of I P Performance Metrics [RFC2330] (see Section 3.4).

The necessary data nodel infrastructure for configuration data nodel s
covering network | ayers are currently being defined usi ng NETCONF
[ RFC6242] and YANG [ RFC6020] .
4.1.4. Transport-Layer Data Mdels
There are data nmodels for the transport protocols TCP [ RFC4022], UDP

[ RFC4113], and SCTP [ RFC3873]. For TCP, a data nodel providing
extended statistics is defined in [ RFC4898].
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4.1.5. Application-Layer Data Models

Sone data nodel s have been devel oped for specific application
protocols (e.g., SIP [RFC4780]). In addition, there are data nodel s
that provide a generic infrastructure for instrumenting applications
in order to obtain data useful primarily for performance nmanagenent
and fault managenent [RFC2287] [RFC2564]. In general, however,
generic application MB nodul es have been | ess successful in gaining
wi despread depl oynent.

4.1.6. Network Managenent Infrastructure Data Mdel s

A nunber of data nodels are concerned with the network nanagenent
systemitself. This includes, in addition to a set of SNMP M B
nodul es for nmonitoring and configuring SNVWP itsel f [ RFC3410], sone
M B nodul es provi ding generic functions such as the cal cul ati on of
expressions over MB objects, generic functions for threshol ding and
event generation, event notification |ogging functions, and data
nodel s to represent alarns [ RFC2981] [ RFC2982] [ RFC3014] [ RFC3877].

In addition, there are data nodels that allow the execution of basic
reachability and path discovery tests [ RFC4560]. Another collection
of M B nodul es provides rempte nmonitoring functions, ranging fromthe
data link layer up to the application layer. This is known as the
"RMON fam |y of MB nodul es" [RFC3577].

The |1 PFI X Protocol [RFC5101] (Section 2.3) is used to export

i nformati on about network flows collected at so-called Cbservation
Points (typically, a network interface). The IEs [RFC5102] carried
in IPFI X cover the mpjority of the network and transport |ayer header
fields and a few |link-1ayer-specific fields. Wrk is underway to
further extend the standardized i nfornmation that can be carried in

| PFI X.

The Sysl og Protocol docunent [RFC5424] (Section 2.2) defines an
initial set of Structured Data El enents (SDEs) that relate to content
time quality, content origin, and neta-informati on about the nessage,
such as language. Proprietary SDEs can be used to suppl enent the

| ETF- defi ned SDEs.

4.2. Network Managenent Data Mdels - FCAPS Vi ew

Thi s subsection foll ows the managenent application view and ains to
match the data nodels to network managenent tasks for fault,
configuration, accounting, perfornmance, and security managenent
([FCAPS]). As OAMis a general termthat refers to a toolset, which
can be used for fault detection, isolation, and perfornmance

nmeasur enent, aspects of FCAPS in the context of the data path, such
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as fault and performance nanagenent, are al so discussed in "An
Overvi ew of Operations, Admnistration, and Mintenance (OAM
Mechani sns" [ OAM: OVERVI EW .

Sone of the data nodels do not fit into one single FCAPS category per
design but span multiple areas. For exanple, there are nmany

technol ogy-specific | ETF data nodel s, such as transm ssion and
protocol M Bs, which cover multiple FCAPS categories, and therefore
are not mentioned in this subsection and can be found at [ RFCSEARCH .

4.2.1. Fault Managenent

Faul t managerment encl oses a set of functions to detect, isolate,
notify, and correct faults encountered in a network as well as to
mai ntai n and exami ne error |ogs. The data nodels bel ow can be
utilized to realize a fault managenent application.

[ RFC3418], part of SNMPv3 standard [ STD62], is a MB nodul e

contai ning objects in the systemgroup that are often polled to
determne if a device is still operating, and sysUpTi me can be used
to detect if the network managenent portion of the system has
restarted and counters have been re-initialized.

[ RFC3413], part of SNWPv3 standard [STD62], is a M B nodul e incl uding
obj ects designed for nmanagi ng notifications, including tables for
addressing, retry paraneters, security, lists of targets for
notifications, and user custom zation filters.

The Interfaces Goup MB [RFC2863] builds on the old standard for MB
Il [STD17] and is used as a primary M B nodul e for nmanagi ng and
nonitoring the status of network interfaces. The Interfaces G oup

M B defines a generic set of managed objects for network interfaces,
and it provides the infrastructure for additional managed objects
specific to particular types of network interfaces, such as Ethernet.

[ RFC4560] defines a MB nodule for performng ping, traceroute, and
| ookup operations at a host. For troubl eshooting purposes, it is
useful to be able to initiate and retrieve the results of ping or
traceroute operati ons when they are perforned at a renote host.

The RMON (Renpte Network Monitoring) MB [ STD59] can be configured to
recogni ze conditions on existing MB variables (nobst notably error
conditions) and continuously check for them Wen one of these
conditions occurs, the event nmay be | ogged, and managenent stations
may be notified in a nunber of ways (for further discussion on RVON
see Section 4.2.4).
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DI SMAN- EVENT-M B i n [ RFC2981] and DI SMAN- EXPRESSI ON-M B i n [ RFC2982]
provi de a superset of the capabilities of the RMON al arm and event
groups. These nodul es provi de nmechani snms for threshol di ng and
reporting anomal ous events to managenent applicati ons.

The Alarm M B in [ RFC3877] and the Alarm Reporting Control MB in
[ RFC3878] specify nechanisns for expressing state transition nodels
for persistent problemstates. Al arm M B defines the follow ng:

0 a mechanismfor expressing state transition nmodels for persistent
pr obl em st at es,

0 a nmechanismto correlate a notification with subsequent state
transition notifications about the sane entity/object, and

0 a generic alarmreporting mechani sm (extends I TU T work on X 733
[1 TU X733]).

In particular, [RFC3878] defines objects for controlling the
reporting of alarmconditions and extends ITU-T work on M 3100
Amendnent 3 [ TU- M3100].

O her M B nodul es that may be applied to fault managenment with SNWP
i ncl ude:

o NOTI FI CATI ON-LOG M B [ RFC3014] descri bes managed objects used for
| oggi ng SNVP Noti fications.

0 ENTITY- STATE-M B [ RFC4268] descri bes extensions to the Entity MB
to provide information about the state of physical entities.

0 ENTITY- SENSOR-M B [ RFC3433] descri bes nanaged objects for
extending the Entity MB to provide generalized access to
information related to physical sensors, which are often found in
net wor ki ng equi pnment (such as chassis tenmperature, fan RPM power
supply vol tage).

The Sysl og protocol docunment [RFC5424] defines an initial set of SDEs
that relate to content tinme quality, content origin, and neta-

i nformati on about the nmessage, such as | anguage. Proprietary SDEs
can be used to supplement the | ETF-defined SDEs.

The | ETF has standardi zed M B Textual - Conventions for facility and
severity | abels and codes to encourage consistency between sysl og and
M B representations of these event properties [RFC5427]. The intent
is that these textual conventions will be inmported and used in MB
nodul es that woul d ot herwi se define their own representations.
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An | PFI X M B nodul e [ RFC5815] has been defined for nonitoring | PFI X
Meters, Exporters, and Collectors (see Section 2.3). The ongoing
work on the PSAMP M B nodul e extends the | PFI X M B nodul es by managed
objects for nonitoring PSAMP inpl ementati ons [ PSAMP-M B]

The NETCONF wor ki ng group defined the data nbdel necessary to nonitor
the NETCONF protocol [RFC6022] with the nodeling | anguage YANG  The
noni toring data nodel includes information about NETCONF dat astores,
sessions, locks, and statistics, which facilitate the managenment of a
NETCONF server. The NETCONF monitoring docunent al so defines nethods
for NETCONF clients to discover the data nodels supported by a
NETCONF server and defines the operation <get-schema> to retrieve

t hem

4.2.2. Configuration Managenent

Confi gurati on managenent focuses on establishing and mai ntaining
consi stency of a systemand defines the functionality to configure
its functional and physical attributes as well as operationa

i nformati on throughout its life. Configuration managenent incl udes
configuration of network devices, inventory managenment, and software
managenment. The data nodel s bel ow can be used to utilize

confi guration managenent.

M B nmodul es for nonitoring of network configuration (e.g., for

physi cal and | ogi cal network topol ogies) already exi st and provide
some of the desired capabilities. New M B nodul es night be devel oped
for the target functionality to allow operators to nonitor and nodify
the operational paranmeters, such as timer granularity, event
reporting thresholds, target addresses, etc.

[ RFC3418], part of [STD62], contains objects in the system group
useful, e.g., for identifying the type of device and the |ocation of
the device, the person responsible for the device. The SNWPv3
standard [ STD62] furthernore includes objects designed for
configuring principals, access control rules, notification
destinations, and for configuring proxy-forwardi ng SNMP agents, which
can be used to forward nessages through firewalls and NAT devices.

The Entity M B [ RFC4133] supports mainly inventory management and is
used for managing nultiple |ogical and physical entities matched to a
single SNWP agent. This nodul e provides a useful nechanismfor
identifying the entities conprising a system and defines event
notifications for configuration changes that may be useful to
managenment applications.

[ RFC3165] defines a set of managed objects that enable the del egation
of managenent scripts to distributed nmanagers.
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For configuring |IPFI X and PSAMP devi ces, the | PFI X working group

devel oped the I PFI X Configuration Data Mdel [ CONF-MODEL], by using
the YANG nodel i ng | anguage and in cl ose collaboration with the NETMOD
wor ki ng group (see Section 2.4.2). The nodel specifies the necessary
data for configuring and nonitoring Sel ecti on Processes, caches,
Exporting Processes, and Collecting Processes of |IPFIX- and PSAMP-
conpl i ant nonitoring devices.

At the tine of this witing, the NETMOD working group i s devel opi ng
core systemand interface nodels in YANG

The CAPWAP protocol exchanges nessage el enents using the Type-Length-
Val ue (TLV) format. The base TLVs are specified in [ RFC5415], while
the TLVs for | EEE 802.11 are specified in [ RFC5416]. The CAPWAP Base
M B [ RFC5833] specifies managed objects for the nodeling the CAPWAP
prot ocol and provides configurati on and WIP st at us-nonitoring aspects
of CAPWAP, where the CAPWAP Bi nding M B [ RFC5834] defi nes managed
objects for the nodeling of the CAPWAP protocol for |EEE 802.11

wi rel ess binding.

Not e: RFC 5833 and RFC 5834 have been published as Informational RFCs
to provide the basis for future work on a SNVP nmanagenent of the
CAPWAP pr ot ocol

4.2.3. Accounting Managenent

Accounti ng nanagenment collects usage information of network
resources. Note that the | ETF does not define any mechani sns rel ated
to billing and charging. Mny technol ogy-specific MBs (link |ayer,
network | ayer, transport layer, or application |ayer) contain
counters but are not prinmarily targeted for accounting and,

therefore, are not included in this section

"RADI US Accounting Client MB for |IPv6e" [RFC4670] defines RADIUS
Accounting Client MB objects that support version-neutral |IP
addressing formats.

"RADI US Accounting Server MB for | Pv6" [RFC4671] defines RADIUS
Accounting Server MB objects that support version-neutral |IP
addressing formats.

| PFI X/ PSAMP | nfornmation El enents:

As expressed in Section 2.3, the IPFIX Architecture [ RFC5470] defines
conponents involved in I P flow neasurenment and reporting of
information on IP flows. As such, |IPFIX records provide fine-grained
nmeasurenent data for flexible and detail ed usage reporting and enabl e
usage- based accounti ng.
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The I PFI X Information Elements (I Es) have been initially defined in
the IPFI X Informati on Model [RFC5102] and registered with | ANA
[ITANA-1PFI X]. The IPFI X |Es are conposed of two types:

0O |IEs related to identification of IP flows such as header
i nformation, derived packet properties, |G and BGP next-hop IP
address, BGP AS, etc., and

o |Es related to counter and timestanps, such as per-flow counters
(e.g., octet count, packet count), flow start tines, flow end
times, and flow duration, etc.

The Infornation El enents specified in the IPFI X I nformation Mde

[ RFC5102] are used by the PSAMP protocol where applicable. PSAMP

Par armet ers defined in the PSAMP protocol specification are registered
at [I ANA-PSAMP] . An additional set of PSAMP Information Elements for
reporting packet information with the |PFI X/ PSAMP protocol such as
Sanpling-related IEs are specified in the PSAMP | nformati on Mdde

[ RFC5477]. These IEs fulfill the requirenents on reporting of
different sanpling and filtering techniques specified in [ RFC5475].

4.2.4. Perfornmance Managenent

Per f or mance managenent covers a set of functions that eval uate and
report the performance of network elements and the network, with the
goal to maintain the overall network perfornmance at a defined |evel.
Per f or mance managenent functionality includes nonitoring and

nmeasur ement of network performance paraneters, gathering statistica
i nformation, maintaining and exam ning activity logs. The data
nodel s bel ow can be used for perfornmance managenent tasks.

The RMON (Renpte Network Monitoring) MB [ STD59] defines objects for
collecting data related to network perfornmance and traffic from
renote nonitoring devices. An organization nay enpl oy many renote
nmoni tori ng probes, one per network segment, to nonitor its network.
These devices nay be used by a network service provider to access a
(distant) client network. Mbst of the objects in the RMON M B nodul e
are suitable for the nonitoring of any type of network, while some of
them are specific to the nonitoring of Ethernet networks.

RMON al |l ows a probe to be configured to performdiagnostics and to
coll ect network statistics continuously, even when comunication wth
the managenent station may not be possible or efficient. The alarm
group periodically takes statistical sanples fromvariables in the
probe and conpares themto previously configured thresholds. |If the
noni tored variabl e crosses a threshold, an event is generated.
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“Introduction to the Renbte Monitoring (RVMON) Family of M B Mdul es”
[ RFC3577] describes the docunents associated with the RMON Franmewor k
and how they relate to each other

The RMON-2 M B [ RFC4502] extends RMON by provi ding RMON anal ysis up
to the application | ayer and defines perfornmance data to nonitor.
The SMON M B [ RFC2613] extends RMON by providi ng RMON anal ysis for
swi t ched networks.

"Renote Monitoring MB Extensions for H gh Capacity Al arns" [RFC3434]
descri bes managed objects for extending the alarmthreshol di ng
capabilities found in the RMON M B and provides simlar threshold
noni toring of objects based on the Counter64 data type.

"Renot e Network Monitoring Managenent |Information Base for Hi gh
Capacity Networks" [RFC3273] defines objects for nanagi ng RVON
devi ces for use on high-speed networks.

"Renpote Monitoring MB Extensions for Interface Paraneters

Moni toring" [ RFC3144] describes an extension to the RMON MB with a
met hod of sorting the interfaces of a nonitored device according to
val ues of paranmeters specific to this interface.

[ RFCA710] describes Real -Tine Application Quality of Service

Moni toring (RAQVON), which is part of the RMON protocol famly.
RAQVON supports end-to-end QoS nonitoring for nmultiple concurrent
applications and does not relate to a specific application transport.
RAQVON i s scal abl e and works well with encrypted payl oad and
signaling. RAQVON uses TCP to transport RAQVON PDUs.

[ RFCA711] proposes an extension to the Renbte Mnitoring MB [ STD59]
and descri bes managed objects used for RAQVON. [RFC4712] specifies
two transport mappings for the RAQVON i nformati on nodel using TCP as
a native transport and SNVP to carry the RAQVON i nformation froma
RAQVON Data Source (RDS) to a RAQVON Report Collector (RRC).

"“Application Performance Measurenment M B' [ RFC3729] uses the
architecture created in the RMON M B and defines objects by providing
nmeasurenent and anal ysis of the application performance as

experi enced by end-users. [RFC3729] enables the nmeasurenent of the
quality of service delivered to end-users by applications.

"Transport Performance Metrics M B" [ RFC4150] descri bes managed

obj ects used for nonitoring sel ectable Performance Metrics and
statistics derived fromthe nmonitoring of network packets and sub-
application |level transactions. The nmetrics can be defined through
reference to existing | ETF, ITU, and other SDOs’ docunents.
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The |1 PPM wor ki ng group has defined "I P Performance Metrics (I PPM
Metrics Registry" [RFC4148]. Note that with the publication of

[ RFC6248], [RFCA148] and the corresponding | ANA registry for | PPM
nmetrics have been declared Obsol ete and shouldn’t be used.

The |1 PPM wor ki ng group defined the "Informati on Mbodel and XM. Dat a
Model for Traceroute Measurenents" [RFC5388], which defines a comon
i nformati on nmodel dividing the IEs into two semantically separated
groups (configuration elenents and results elenents) with an
additional element to relate configuration elenents and results

el ements by neans of a conmon unique identifier. Based on the

i nfornmati on nodel, an XML data nodel is provided to store the results
of traceroute neasurenents.

"Session Initiation Protocol Event Package for Voice Quality
Reporting" [RFC6035] defines a SIP event package that enables the
collection and reporting of netrics that neasure the quality for
Voi ce over Internet Protocol (VolP) sessions.

4.2.5. Security Managenent

Security managenent provides the set of functions to protect the
networ k and system from unaut hori zed access and i ncl udes functions
such as creating, deleting, and controlling security services and
nmechani sns, key managenent, reporting security-rel evant events, and
aut hori zi ng user access and privileges. Based on their support for
aut henti cation and authorization, RADIUS and di anmeter are seen as
security management protocols. The data nodel s bel ow can be used to
utilize security managenent.

[ RFC3414], part of [STD62], specifies the procedures for providing
SNWVPv3 nessage-| evel security and includes a MB nodule for renotely
noni tori ng and managi ng the configuration paranmeters for the USM

[ RFC3415], part of [STD62], describes the procedures for controlling
access to managenent information in the SNMPv3 architecture and

i ncludes a M B nodul e, which defines nanaged objects to access
portions of an SNWP engine's Local Configuration Datastore (LCD). As
such, this M B nodul e enabl es renote nanagenment of the configuration
par anmeters of the VACM

The NETCONF Access Control Mdel (NACM [ RFC6536] addresses the need
for access control nechanisns for the operation and content |ayers of
NETCONF, as defined in [ RFC6241]. As such, the NACM proposes
standard nechani sns to restrict NETCONF protocol access for
particul ar users to a pre-configured subset of all avail abl e NETCONF
prot ocol operations and content within a particul ar server.
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There are nunmerous M B nodul es defined for nultiple purposes to use
wi t h RADI US:

o "RADIUS Authentication Client MB for |IPv6" [RFC4668] defines
RADI US Aut hentication Cient MB objects that support version-
neutral |IP addressing formats and defines a set of extensions for
RADI US aut hentication client functions.

0 "RADI US Authentication Server MB for |Pv6" [ RFC4669] defines
RADI US Aut henti cation Server M B objects that support version-
neutral | P addressing formats and defines a set of extensions for
RADI US aut henti cation server functions.

0 "RADIUS Dynam ¢ Authorization Client MB" [ RFC4672] defines the
M B nmodul e for entities inplementing the client side of the
Dynam ¢ Aut hori zati on Extensions to RADI US [ RFC5176] .

o "RADI US Dynanic Authorization Server MB" [RFC4673] defines the
M B nmodul e for entities inplenmenting the server side of the
Dynam ¢ Aut horizati on Extensions to RADIUS [ RFC5176] .

The M B Mdul e definitions in [ RFC4668], [RFC4669], [RFC4672],

[ RFC4673] are intended to be used only for RADIUS over UDP and do not
support RADIUS over TCP. There is also a recommendation that RADI US
clients and servers inplenenting RADI US over TCP should not reuse
earlier listed MB nodules to performstatistics counting for RAD US-
over-TCP connecti ons.

Currently, there are no standardi zed M B nodul es for dianeter
applications, which can be considered as a | ack on the managenent
si de of diameter nodes.

5. Security Considerations

Thi s docunent gives an overview of | ETF network nanagement standards
and sumari zes existing and ongoi ng devel opnent of | ETF Standards
Track network nmanagenent protocols and data nodels. As such, it does
not have any security inplications in or of itself.

For each specific technol ogy discussed in the docunment a summary of
its security usage has been given in corresponding chapters. In a
few cases, e.g., for SNWP, a detailed description of devel oped
security nechani sns has been provided.

The attention of the reader is particularly drawn to the security
di scussion in foll owi ng docunent sections:

0 SNWP Security and Access Control Mddels in Section 2.1.4.1,
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(0]

User - based Security Mdel (USM in Section 2.1.4.2,

Vi ew based Access Control Mdel (VACM in Section 2.1.4.3,
SNMP Transport Security Mdel in Section 2.1.5.1,

Secure syslog nmessage delivery in Section 2.2,

Use of secure NETCONF nessage transport and the NETCONF Access
Control Model (NACM in Section 2.4.1,

Message aut hentication for Dynam ¢ Host Configuration Protoco
(DHCP) in Section 3.1.1,

Security for Renpte Authentication Dial-In User Service (RAD US)
in conjunction with EAP and | EEE 802. 1X aut henticators in
Section 3.5,

Built-in and transport security for the Dianmeter Base Protocol in
Section 3.6,

Transport security for Control And Provisioning of Wrel ess Access
Points (CAPWAP) in Section 3.7,

Built-in security for Access Node Control Protocol (ANCP) in
Section 3.8,

Security for Application Configuration Access Protocol (ACAP) in
Section 3.9,

Security for XM. Configuration Access Protocol (XCAP) in
Section 3.10, and

Data nodels for Security Managenent in Section 4.2.5.

The authors would also like to refer to detailed security

consi deration sections for specific nanagenent standards described in
this docunment, which contain conprehensive di scussion of security

i mplications of the particul ar nanagenment protocols and mechani sms.
Among ot hers, security consideration sections of follow ng docunents
shoul d be carefully read before inplenenting the technol ogy.

o

For SNMP security in general, subsequent security consideration
sections in [STD62], which includes RFCs 3411-3418,

Security considerations section in Section 8 of [BCP074] for the
coexi stence of SNWP versions 1, 2, and 3,

Ersue & O ai se I nf or mati onal [ Page 50]



RFC 6632 | ETF Managenent St andards June 2012

Security considerations for the SNMP Transport Security Mdel in
Section 8 of [RFC5591],

Security considerations for the Secure Shell Transport Model for
SNWP in Section 9 of [RFC5592],

Security considerations for the TLS Transport Mdel for SNVP in
Section 9 of [RFC6353],

Security considerations for the TLS Transport Mapping for syslog
in Section 6 of [RFC5425],

Security considerations for the | PFI X Protocol Specification in
Section 11 of [RFC5101],

Security considerations for the NETCONF protocol in Section 9 of
[ RFC6241] and the SSH transport in Section 6 of [RFC6242],

Security considerations for the NETCONF Access Control Mode
(NACM in Section 3.7 of [RFC6536],

Security considerations for DHCPv4 and DHCPv6 in Section 7 of
[ RFC2131] and Section 23. of [RFC3315],

Security considerations for RADIUS in Section 8 of [RFC2865],
Security considerations for diameter in Section 13 of [RFC3588],

Security considerations for the CAPWAP protocol in Section 12 of
[ RFC5415],

Security considerations for the ANCP protocol in Section 11 of
[ RFC6320], and

Security considerations for the XCAP protocol in Section 14 of
[ RFC4825] .
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Appendi x A.  High-Level Cassification of Managenent Protocols and Data
Model s

The foll owi ng subsections aimto guide the reader for the fast

sel ection of the management standard in interest and can be used as a
di spatcher to forward to the appropriate chapter. The subsections
bel ow cl assify the protocols on one hand according to high-Ieve
criteria such as push versus pull mechanism and passive versus
active nonitoring. On the other hand, the protocols are categorized
concerni ng the network managenent task they address or the data node
extensibility they provide. Based on the reader’s requirenents, a
reduced set of standard protocols and associ ated data nodel s can be
sel ected for further reading.

As an exanpl e, someone outside of | ETF typically would | ook for the
TWAMP protocol in the Operations and Managenent Area wor ki ng groups
as it addresses performance management. However, the protocol TWAMP
has been devel oped by the I PPM working group in the Transport Area.

Note that not all protocols have been listed in all classification
sections. Some of the protocols, especially the protocols with
specific focus in Section 3 cannot be clearly classified. Note also
that COPS and COPS-PR are not listed in the tables, as COPS-PR is not
recomended to use (see Section 3.3).

A.1. Protocols Cassified by Standards Maturity in the |IETF

This section classifies the management protocols according their
standard maturity in the IETF. The |IETF standard maturity |evels
Proposed, Draft, or Internet Standard, are defined in [ RFC2026] (as
anmended by [RFC6410]). An Internet Standard is characterized by a
hi gh degree of technical maturity and by a generally held belief that
the specified protocol or service provides significant benefit to the
I nternet conmunity.

The tabl e bel ow covers the standard maturity of the different
protocols listed in this docunment. Note that only the main protocols
(and not their extensions) are noted. An RFC search tool listing the
current document status is available at [ RFCSEARCH] .
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SNVP [ STD62] [ RFC3411] (Section 2.1)
Sysl og [ RFC5424] (Section 2.2)

| PFI X [ RFC5101] (Section 2.3)

PSAMP [ RFC5476] (Section 2. 3)
NETCONF [ RFC6241] (Section 2.4.1)
DHCP for | Pv4 [ RFC2131] (Section 3.1.1)
DHCP for |1Pv6 [RFC3315] (Section 3.1.1)
OMMP [ RFC4656] (Section 3.4)

TWAMP [ RFC5357] (Section 3.4)

RADI US [ RFC2865] (Section 3.5)

D amet er [ RFC3588] (Section 3.6)
CAPWAP [ RFC5416] (Section 3.7)
ANCP [ RFC6320] (Section 3.8)

Ad hoc network configuration [ RFC5889]
(Section 3.1.2)

ACAP [ RFC2244] (Section 3.9)

XCAP [ RFC4825] (Section 3.10)

Tabl e 1:

| nf or mat i onal

| ETF Managenent St andards

June 2012

_____________________ +

Maturity Level |

..................... +
| nternet Standard

Pr oposed Standard
Proposed Standard
Proposed Standard
Pr oposed Standard
Draft Standard

Proposed Standard
Pr oposed Standard
Proposed Standard
Draft Standard

Pr oposed Standard
Proposed Standard
Proposed Standard

| nf or mat i onal

Proposed Standard

Proposed Standard

Protocols Cassified by Standard Maturity in the | ETF
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A.2. Protocols Matched to Managenent Tasks

Thi s subsection classifies the managenent protocols matching to the
management tasks for fault, configuration, accounting, performance,
and security managenent.

Fom ek Fom ek U oo Fom ek +
| Fault Mgmt | Config. | Accounting | Performance | Security |
| | Mynt | Mynt | Mynt | Mynt |
Fomm e oo - Fomm e oo - Fom e e e e oo - Fomm oo o - Fomm e oo - +
| SNWMP | SNWMP | SNWMP | SNWMP | |
| notif. | config | monitoring | nonitoring | |
| with trap | with set | with get | with get | |
| operation | operation | operation | operation | |
| (S. 2.1.1) | (S 2.1.1) | (S 2.1.1) | (S 2.1.1) | |
| | | | | |
| 1PFIX | CAPWAP | 1PFIX | 1PFIX | |
I (S. 2.3) I (S. 3.7) I (S. 2.3) I (S. 2.3) I I
| PSAMP | NETCONF | PSAMP | PSAMP | |
I (S. 2.3) I (S. 2.4.1) I (S. 2.3) I (S. 2.3) I I
| Sysl og | ANCP | RADI US | | RADI US |
| (S 2.2) | (S. 3.8) | Accounting | | Authent.& |
| | | (S. 3.5) | | Authoriz. |
| : 29
| | AUTOCONF | Di ameter | | Di ameter |
| | (S. 3.1.2) | Accounting | | Authent.& |
| | | (S. 3.6) | | Authoriz. |
| | | | | (S. 3.6) |
| | | | | |
| | ACAP | | | |
| | (S 3.9) | | | |
| | | | | |
| | XCAP | | | |
e : ]
| | DHCP | | | |
| | (S 3.1.1) | | | |
S S S oo S +

Table 2: Protocols Matched to Managenent Tasks

Not e: Correspondi ng secti on nunbers are given in parentheses.
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A 3.

A 4.

Ers

Push versus Pull Mechani sm

A pull mechanismis characterized by the Network Managenent System
(NVB) pulling the managenent information out of network el enents,
when needed. A push nechanismis characterized by the network

el ements pushing the managenent information to the NMS, either when
the information is available or on a regul ar basis.

Client/Server protocols, such as DHCP, ANCP, ACAP, and XCAP are not
listed in Table 3.

| Protocols supporting the Pull | Protocols supporting the Push
| mechani sm | mechani sm

SNMP notifications
(Section 2.1)

NETCONF noti fications
(Section 2.4.1)

Sysl og (Section 2.2)

SNWVP (except notifications) | |
I I
I I
| |
| ITPFIX (Section 2.3) |
I I
I I
I I
I I
I I

(Section 2.1)

NETCONF (except notifications)
(Section 2.4.1)

CAPWAP (Section 3.7)

PSAMP (Section 2.3)
RADI US accounti ng
(Section 3.5)

Di amet er accounting
(Section 3.6)

Table 3: Protocol Cassification by Push versus Pull Mechani sm
Passi ve versus Active Monitoring

Moni toring can be divided into two categories: passive and active
nmoni toring. Passive nmonitoring can performthe network traffic

noni toring, nmonitoring of a device, or the accounting of network
resource consunption by users. Active nonitoring, as used in this
docunent, focuses maminly on active network nonitoring and relies on
the injection of specific traffic (also called "synthetic traffic"),
which is then nmonitored. The nmonitoring focus is indicated in the
tabl e bel ow as "network", "device", or "accounting".

This classification excludes non-nonitoring protocols, such as
configuration protocols: Ad hoc network autoconfiguration, ANCP, and
XCAP. Note that some of the active nonitoring protocols, in the
context of the data path, e.g., ICMP Ping and Traceroute [RFC1470],
Bi di recti onal Forwarding Detection (BFD) [RFC5880], and PWE3 Virtua
Crcuit Connectivity Verification (VCCV) [ RFC5085] are covered in

[ OAMt OVERVI EW .
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| Protocols supporting passive | Protocols supporting active
| monitoring | monitoring |

| PFI X (network) (Section 2.3)
PSAMP (network) (Section 2.3)
SNVP (network and devi ce)
(Section 2.1)

NETCONF (devi ce)

| | OMMP (network) (Section 3.4)
| |
| |
| |
| |
| (Section 2.4.1)

| |
| |
| |
| |
| |

TWAMP (network) (Section 3.4)

RADI US (accounti ng)

(Section 3.5)

Di amet er (accounting)
(Section 3.6)

CAPWAP (device) (Section 3.7)

Table 4: Protocols for Passive and Active Monitoring and Their
Moni t ori ng Focus

The application of SNMP to passive traffic nmonitoring (e.g., with
RMON-M B) or active nonitoring (with | PPM M B) depends on the MB
nodul es used. However, the SNVP protocol itself does not have
operations, which support active nonitoring. NETCONF can be used for
passive nonitoring, e.g., with the NETCONF Monitoring YANG nodul e

[ RFC6022] for the nonitoring of the NETCONF protocol. CAPWAP
nonitors the status of a Wrel ess Termi nation Point.

RADI US and di aneter are consi dered passive nonitoring protocols as
they performaccounting, i.e., counting the nunmber of packets/bytes
for a specific user.

A.5. Supported Data Model Types and Their Extensibility

The followi ng tabl e matches the protocols to the associ ated data
nodel types. Furthernore, the table indicates how the data nbdel can
be extended based on the avail abl e content today and whether the
protocol contains a built-in mechanismfor proprietary extensions of
t he data nodel
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U o o e e oo o e e oo +
| Protocol | Data Modeling | Data Mdel | Proprietary Data |
| | | Extensions | Modeling |
| | | | Extensions |
S Fom e e e oo - o e e e e e oo - o e e e e e oo - +
| SNWP | M B nmodul es | New M B nmodules | Enterprise- |
| (S. 2.1) | defined with | specified in new | specific MB |
| | SM | RFCs | rodul es |
I I (S. 2.1.3) I I I
| Sysl og | Structured | Wth the | Enterprise- |
| (S 2.2) | Data Elements | procedure to add | specific SDEs |
| | (SDEs) | Structured Data | |
| | (S 4.2.1) | 1D in [RFC5424] | |
| | | | |
| I PFIX | I PFIX | Wth the | Enterprise- |
| (S. 2.3) | I'nformation | procedure to add | specific |
| | El enents, | I'nformation | I'nformation |
| | 1 PFIX I ANA | Elenents | Elenents |
| | registry at | specified in | [ RFC5101] |
| | [ITANA-IPFIX] | [RFC5102] | |
: 02 : :
| PSAMP | PSAMP | Wth the | Enterprise- |
| (S. 2.3) | I'nformation | procedure to add | specific |
| | Elenents, as | Information | I'nformation |
| | an extension | Elenents | Elenents |
| | to IPFIX | specified in | [ RFC5101] |
| | [ITANA-IPFIX], | [RFC5102] | |
| | and PSAMP | | |
| | TANA registry | | |
| | at | | |
| | [ ANA- PSAMP] | | |
: e e : :
| NETCONF | YANG nodul es | New YANG nodul es | Enterprise- |
| (S. 2.4.1) | (S 2.4.2) | specified in new | specific YANG |
| | | RFCs follow ng | rodul es |
| | | the guideline in | |
I I I [ RFC6087] I I
| 1PPM OMMP/ | IPPMnetrics | New IPPM netrics | Not applicable |
| TWAMP | (*) (S 3.4) | (S 3.4 | |
| (S 3.4) | | | |

Ersue & O ai se I nf or mati onal [ Page 82]



RFC 6632 | ETF Managenent St andards June 2012
| | | | ]
| RADI US | TLVs | RADIUS-rel ated | Vendor-Specific
| (S. 3.5) | | registries at | Attributes
| | | [l ANA- AAA] and | [ RFC2865]

I I I [ 1 ANA- PROT] I I

| Dianeter | AVPs | Dianeter-related | Vendor-Specific

| (S. 3.6) | | registry at | Attributes

| | | [ ANA- AAA] | [ RFC2865] |

| | | | |

| CAPWAP | TLVs | New bi ndi ngs | Vendor-specific

| (S. 3.7) | | specified in new | TLVs

| | | RFCs | |

Fom e oo o e e e oo o e e e oo +
Table 5: Data Mbdels and Their Extensibility

(*): Wth the publication of [RFC6248], the |atest | ANA registry for

| PFI X netrics has been decl ared Qbsol ete.

Appendi x B. New Work Related to | ETF Managenment Standards

B.1. Energy Managenent (EMAN)

Ener gy managenent is becoming an additional requirement for network
managenment systens due to several factors including the rising and
fluctuating energy costs, the increased awareness of the ecol ogica
i mpact of operating networks and devi ces, and governnent regul ation
on energy consunption and production

The basic objective of energy nmanagenent is operating comruni cation
net wor ks and ot her equipnent with a m ninal ambunt of energy while

still providing sufficient performance to nmeet service-I|eve
obj ectives. Today, npbst networking and network-attached devices
neither nonitor nor allow controlled energy usage as they are mainly

instrunmented for functions such as fault, configuration, accounting,
performance, and security nanagenent. These devices are not
instrumented to be aware of energy consunption. There are very few
nmeans specified in | ETF docunents for energy managenent, which

i ncl udes the areas of power nonitoring, energy nonitoring, and power
state control

A particular difference between energy nanagenent and ot her
managenent tasks is that in some cases energy consunption of a device
is not measured at the device itself but reported by a different

pl ace. For exanple, at a Power over Ethernet (PoE) sourcing device
or at a smart power strip, where one device is effectively netering
another renote device. This requires a clear definition of the
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rel ati onship between the reporting devices and identification of
renote devices for which nmonitoring information is provided. Sinilar
considerations will apply to power state control of renpte devices,
for exanple, at a PoE sourcing device that switches on and of f power
at its ports. Another example scenario for energy nanagenent is a
gateway to | ow resourced and | ossy network devices in wireless a
bui |l di ng network. Here the energy managenent systemtal ks directly
to the gateway but not necessarily to other devices in the building
net wor k.

At the time of this witing, the EMAN working group is working on the
managenent of energy-aware devices, covered by the follow ng itens:

o The requirenents for energy managenent, specifying energy
managenent properties that will allow networks and devices to
become energy aware. |In addition to energy awareness
requi renments, the need for control functions will be discussed.
Specifically, the need to nonitor and control properties of
devices that are renpte to the reporting device should be
di scussed.

o The energy managenent franmework, which will describe extensions to
the current managenent franmework, required for energy managenent.
This includes: power and energy nonitoring, power states, power
state control, and potential power state transitions. The
framework will focus on energy nmanagenent for |P-based network
equi prent (routers, swtches, PCs, |P caneras, phones and the
like). Particularly, the rel ationships between reporting devices,
renote devices, and nonitoring probes (such as m ght be used in
| ow power and | ossy networks) need to be el aborated. For the case
of a device reporting on behalf of other devices and controlling
those devices, the framework will address the issues of discovery
and identification of renpte devices.

o The Energy-aware Networks and Devices M B docunent, for nonitoring
ener gy-awar e networks and devices, will address devices
identification, context information, and potential relationship
bet ween reporting devices, renmote devices, and nonitoring probes.

o The Power and Energy Monitoring MB docunent will docunent
defi ni ng managed objects for the nonitoring of power states and
ener gy consunption/production. The nonitoring of power states
i ncludes the followi ng: retrieving power states, properties of
power states, current power state, power state transitions, and

power state statistics. The managed objects will provide nmeans of
reporting detailed properties of the actual energy rate (power)
and of accumul ated energy. Further, they will provide information

on electrical power quality.
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o The Battery M B docunent will define managed objects for battery
nmoni toring, which will provide neans of reporting detail ed
properties of the actual charge, age, and state of a battery and
of battery statistics.

o The applicability statement will describe the variety of
applications that can use the energy framework and associated M B
nodul es. Potential exanples are building networks, home energy
gateway, etc. Finally, the docurment will also discuss
rel ati onships of the framework to other architectures and
frameworks (such as Smart Gid). The applicability statement wll
explain the relationship between the work in this W5 and ot her
exi sting standards, e.g., fromthe IEC, ANSI, DMIF, etc. Note
that the EMAN WG wi || be | ooking into existing standards such as
those fromthe IEC, ANSI, DMIF and others, and reuse existing work
as much as possi bl e.

The docunents of the EMAN working group can be found at [ EMAN-WG .
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