I nt ernet Engi neering Task Force (1 ETF) A. Lindem

Request for Comments: 6549 Eri csson
Updat es: 2328 A. Roy
Cat egory: Standards Track S. Mrtorab
| SSN: 2070- 1721 Cisco Systemns

March 2012

OSPFv2 Mul ti- 1 nstance Extensions
Abst ract

OSPFv3 includes a nmechanismto support multiple instances of the
protocol running on the sane interface. OSPFv2 can utilize such a
mechani smin order to support multiple routing domains on the sane
subnet .

Thi s docunent defines the OSPFv2 Instance ID to enable separate
OSPFv2 protocol instances on the sane interface. Unlike OSPFv3 where
the I nstance ID can be used for nultiple purposes, such as putting
the sanme interface in multiple areas, the OSPFv2 Instance IDis
reserved for identifying protocol instances.

Thi s docunent updates RFC 2328.
Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmunity. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
information on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this document, any

errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6549.
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1. Introduction

OSPFv3 [ GSPFV3] includes a nmechanismto support nultiple instances of
a protocol running on the sane interface. OSPFv2 [OSPFV2] can
utilize such a nechanismin order to support mnultiple routing domains
on the sanme subnet.

Thi s docunent defines the OSPFv2 Instance ID to enable separate
OSPFv2 protocol instances on the sane interface. Unlike OSPFv3 where
the Instance ID can be used for nultiple purposes, such as putting
the sane interface in multiple areas, the OSPFv2 Instance IDis
reserved for identifying protocol instances.
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1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFCG KEYWORDS] .

2. OSPFv2 | nstance Packet Encodi ng

Thi s docunent extends OSPFv2 with a nmechanismto differentiate
packets for different instances sent and received on the sane
interface. In support of this capability, a nodified packet header
format with the Authentication Type field split into an Instance ID
and AuType.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Version # | Type | Packet | ength

e b i T T e T S s S R S e T O i i Tk i RIS S S
I Router |ID |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| Area I D |
B s i S i I i S S S i i
| Checksum | Instance ID | AuType |
e b i T T e T S s S R S e T O i i Tk i RIS S S
| Aut henti cati on |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| Aut hent i cati on |
B s i S i I i S S S i i

The OSPFv2 Packet Header

Al fields are as defined in [ OSPFV2] except that the Instance ID
field is new, and the AuType field is reduced to 8 bits from 16 bits
wi t hout any change in meaning. The Instance ID field is defined as
fol | ows:

Instance ID
Enabl es nultiple instances of OSPFv2 to be used on a single
interface. Each protocol instance would be assigned a separate
Instance I D, the Instance ID has |ocal subnet significance only.
Recei ved packets with an Instance ID not equal to one of the
I nstance | Ds corresponding to one of the configured OSPFv2
I nstances for the receiving interface MJST be di scarded.
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3. OSPFv2 Interface Instance |ID

Section 9 of [OSPFV2] describes the conceptual interface data
structure. The OSPFv2 Interface Instance IDis added to this
structure. The OSPFv2 Interface Instance ID has a default val ue of
0. Setting it to a non-zero value nay be acconplished through
configurati on.

3.1. Sending and Receiving OSPFv2 Packets

VWhen sendi ng OSPFv2 packets, the OSPFv2 Interface Instance IDis set
in the OSPFv2 packet header. When receiving OSPFv2 packets, the
OSPFv2 Header Instance IDis used to aid in denultiplexing the packet
and associating it with the correct OSPFv2 instance. Received
packets with an Instance ID not equal to one of the configured OSPFv2
Instance IDs on the receiving interface MJST be di scarded.

3.2. Interface Instance |ID Val ues
The foll owi ng CSPFv2 Instance | Ds have been defi ned:

0 Base | Pv4 Instance - This is the default IPv4 routing instance
corresponding to default IPv4 unicast routing and the
attendant 1Pv4 routing table. Use of this Instance ID
provi des backward conpatibility with the base OSPF
speci fication [ OSPFV2].

1 Base | Pv4 Miulticast Instance - This |IPv4 instance corresponds
to the separate I Pv4 routing table used for the Reverse Path
Forwar di ng (RPF) checking perfornmed on IPv4 nulticast traffic.

2 Base | Pv4 | n-band Managenent |nstance - This |Pv4 instance
corresponds to a separate | Pv4 routing table used for network
managemnment applications.

3-127 Private Use - These Instance IDs are reserved for definition
and semantics defined by the local network adm nistrator. For
exanpl e, separate Interface Instance IDs and their
correspondi ng OSPFv2 instances could be used to support
i ndependent non-congruent topol ogies for different classes of
| Pv4 unicast traffic. The details of such deploynents are
beyond the scope of this docunent.

The first three Interface Instance |IDs are anal ogous to the topol ogy
I Ds defined in [ RFC4915].
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4.

St ate- Sharing Optim zati ons between OSPFv2 | nstances

This is beyond the scope of this document and is an area for further
st udy.

OSPFv2 Aut hentication Inpacts

Now t hat the AuType OSPFv2 header field has been reduced from2
octets to 1 octet, OSPFv2 routers not supporting this specification
will fail packet authentication for any instance other than the
default (i.e., the Base IPv4 Unicast Instance). This is solely due
to the difference in field definition as opposed to any explicit
change to OSPFv2 aut hentication, as described in Appendix D of RFC
2328 [ OSPFV2] and RFC 5709 [RFC5709]. However, this is exactly what
is desired since OSPFv2 routers not supporting this specification
shoul d only support the default instance (refer to Section 6).

Backward Conpatibility and Depl oynent Consi derations

When there are OSPFv2 routers that support OSPFv2 Multi-Instance

ext ensi ons on the sane broadcast-capable interface as OSPFv2 routers
that do not, packets with non-zero OSPFv2 header Instance IDs are
recei ved by those | egacy OSPFv2 routers. Since the non-zero |nstance
IDis included in the AuType by these | egacy OSPFv2 routers, it is
msinterpreted as a misnmatched authentication type and the packet is
dropped. This is exactly what is expected and desired.

Previously, there was concern that certain inplenmentations would | og
every single authentication type m smatch. However, discussions with
i npl enenters have led us to the conclusion that this is not as severe
a problemas we'd first thought, and it will be even less of a
problem by the time the nmechani sm described herein is standardized,

i mpl enent ed, and depl oyed. Mbdst inplenmentations will danpen the

| oggi ng of errors. Hence, the nore drastic nechanisns to avoid

| egacy OSPFv2 routers fromreceiving multicast OSPFv2 packets with
non-zero I nstance | Ds have been renoved.

If the OSPF M B as specified in [OCSPF-MB] is inplenmented, even the
danped generation of the ospflfAuthFailure or ospfVirtlfAuthFailure
Si npl e Net wor k Management Protocol (SNWMP) notifications would be
undesirable in situations where | egacy OSPFv2 routers are depl oyed on
the same subnet as OSPFv2 routers supporting this specification
Consequently, it is recommended that inplenentations that inplenent
this specification and the OSPF M B al so i npl ement SNMP Notification
filtering as specified in Section 6 of [RFC3413].
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7.

Security Considerations

The enhancenent described herein doesn’t include additional security
consi derations to OSPFv2. Security considerations for OSPFv2 are
descri bed in [ OSPFV2].

G ven that only three OSPFv2 authentication types have been
standardi zed, it seens reasonable to reduce the OSPFv2 packet header
field to 8 bits.

| ANA Consi der ati ons

The size of the AuType field is reduced from 16 octets to 8 octets.
Thi s changes the OSPF Authentication Codes registry in that the
val ues 256-65535 are no | onger defined and are therefore deprecated.
There is no backward conpatibility issue since this range of val ues
was previously defined as "Reserved and shoul d not be assigned”.

A new registry has been created for OSPFv2 Instance IDs. The initia
all ocation of OSPFv2 Instance IDs is described below. Refer to
Section 3.2 for nore information.

T o e e o - - oo - - +
| Val ue/ Range | Designation | Assignnent Policy
U o e e e e Fom e e e e e oo +
0 Base | Pv4 Uni cast Assi gned
I nst ance
1 Base | Pv4 Milticast Assi gned
I nst ance

| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| 2 | Base | Pv4 | n-band | Assigned |
| | Managenent I|nstance | |
| | | |
| | | |
| | | |
| | | |
| | | |

3-127 Private Use Reserved for |oca
pol i cy assi gnnent
128- 255 Unassi gned St andards Action
R o e e e e a o o e e e e e ok +

OSPFv2 | nstance | D
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