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Prohi biting Secure Sockets Layer (SSL) Version 2.0
Abst r act

Thi s docunent requires that when Transport Layer Security (TLS)
clients and servers establish connections, they never negotiate the
use of Secure Sockets Layer (SSL) version 2.0. This docunent updates
the backward conpatibility sections found in the Transport Layer
Security (TLS)

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6176
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Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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| ntroducti on

Many protocols specified in the IETF rely on Transport Layer Security
(TLS) [TLS1.0][TLS1.1][TLS1.2] for security services. This is a good
thing, but sone TLS clients and servers al so support negotiating the
use of Secure Sockets Layer (SSL) version 2.0 [SSL2]; however, this
versi on does not provide a sufficiently high I evel of security. SSL
version 2.0 has known deficiencies. This docunment describes those
deficiencies, and it requires that TLS clients and servers never
negoti ate the use of SSL version 2.0.

RFC 4346 [TLS1.1], and |ater RFC 5246 [TLS1.2], explicitly warned
i npl enenters that the "ability to send version 2.0 CLI ENT-HELLO
nessages will be phased out with all due haste". This docunent
acconpl i shes this by updating the backward conpatibility sections
found in TLS [TLS1.0][TLS1. 1][TLS1. 2].

1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] .

SSL 2.0 Deficiencies
SSL version 2.0 [SSL2] deficiencies include the follow ng:

o Message authentication uses MD5 [MD5]. Mbst security-aware users
have al ready noved away from any use of MD5 [ RFC6151].

o Handshake nessages are not protected. This pernmits a man-in-the-
mddle to trick the client into picking a weaker cipher suite than
it would normally choose.

o Message integrity and nessage encryption use the sane key, which
is a problemif the client and server negotiate a weak encryption
al gorithm

0 Sessions can be easily termnated. A man-in-the-mddle can easily
insert a TCP FIN to close the session, and the peer is unable to
determ ne whether or not it was a legitimte end of the session
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3.

Changes to TLS
Because of the deficiencies noted in the previous section:

0 TLS clients MJUST NOT send the SSL version 2.0 conpatibl e CLIENT-
HELLO nessage format. Cients MJUST NOT send any ClientHello
nessage that specifies a protocol version | ess than
{ 0x03, 0Ox00 }. As previously stated by the definitions of al
previ ous versions of TLS, the client SHOULD specify the highest
protocol version it supports.

0o TLS servers MAY continue to accept CientHell o nessages in the
version 2 CLIENT-HELLO fornmat as specified in RFC 5246 [ TLS1. 2],
Appendi x E.2. Note that this does not contradict the prohibition
agai nst actually negotiating the use of SSL 2.0.

0 TLS servers MJUST NOT reply with an SSL 2.0 SERVER-HELLO with a
protocol version that is less than { 0x03, 0x00 } and instead MJUST
abort the connection, i.e., when the highest protocol version
offered by the client is { 0x02, 0x00 }, the TLS connection wll
be refused.

Note that the number of servers that support this above-nentioned
"MAY accept"” inplementation option is declining, and the SSL 2.0
CLI ENT- HELLO precl udes the use of TLS protocol enhancenents that
require TLS extensions. TLS extensions can only be sent as part of
an (Extended) dientHello handshake message.

Security Consi derations
This entire docunent is about security considerations.
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