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Abst r act

Thi s docunent provides the network nanagenment framework for the
Transport Profile for Miulti-Protocol Label Swtching (MPLS-TP).

This framework relies on the managenent term nology fromthe ITUT to
descri be the managenment architecture that could be used for an MPLS-
TP managenent network.

The management of the MPLS-TP network could be based on nulti-tiered
di stri buted nmanagenment systens. This document provides a description
of the network and el enent managenent architectures that could be
appl i ed and al so describes heuristics associated with fault,
configuration, and perfornmance aspects of the nanagenment system

Thi s docunent is a product of a joint Internet Engineering Task Force
(I'ETF) / International Tel ecomunication Union Tel ecomuni cation

St andardi zation Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and PWE3 architectures to support the
capabilities and functionalities of a packet transport network.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5950.
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1

1

| ntroducti on

Thi s docunent provides the network nanagenment framework for the
Transport Profile for Miulti-Protocol Label Swtching (MPLS-TP).

Requi renents for network managenent in an MPLS-TP network are
docunented in "Network Managenent Requirenents for MPLS-based
Transport Networks" [3], and this docunent expl ains how network

el enents and networks that support MPLS-TP can be managed usi ng
solutions that satisfy those requirenments. The relationship between
Qperations, Adm nistration, and Mi ntenance (QAM, nanagenent, and
ot her framework docunents is described in the MPLS-TP framework [ 4]
docunent .

Thi s docunent is a product of a joint Internet Engineering Task Force
(I ETF) / International Tel ecommunication Union Tel ecommuni cation

St andardi zati on Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and PWE3 architectures to support the
capabilities and functionalities of a packet transport network.

1. Term nol ogy

This framework relies on the managenent terminology fromthe ITUT to
descri be the managenent architecture that could be used for an
MPLS- TP managenent network. The term nology |isted bel ow are taken
fronibased on the definitions found in ITUT G 7710 [6], ITUT G 7712
[7], and ITU-T M 3013 [13].

o Communi cati on Channel (CCh): A |logical channel between network
el ements (NEs) that can be used in (for exanple) management plane
applications or control plane applications. For MPLS-TP, the
physi cal channel supporting the CCh is the MPLS- TP Managenent
Comuni cati on Channel (MCC).

o Data Communi cation Network (DCN): A network that supports Layer 1
(physical), Layer 2 (data-link), and Layer 3 (network)
functionality for distributed managenment conmunications related to
the managenent plane, for distributed signaling conmunications
related to the control plane, and other operations conmmunications
(e.g., order-wre/voice comruni cati ons, software downl oads, etc.).
See I TUT G 7712 [7].

o Equi pmrent Managenent Function (EMF): The managenent functions
within an NEE See ITUT G 7710 [6].

0 Local Craft Terminal (LCT): An out-of-band device that connects to
an NE for management purposes. See ITUT G 7710 [6].
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o Label Switched Path (LSP): An MPLS-TP LSP is an LSP that uses a
subset of the capabilities of an MPLS LSP in order to neet the
requi renments of an MPLS transport network as described in the
MPLS- TP framework [4].

o Managenent Application Function (MAF): An application process that
partici pates in system nanagenent. See |ITU-T G 7710 [6].

o Managenent Communi cation Channel (MCC): A CCh dedicated for
management pl ane communications. See ITUT G 7712 [7].

o Message Conmuni cation Function (MCF): The conmuni cati ons process
that perforns functions such as infornation interchange and rel ay.
See ITU-T M 3013 [13].

o Managenent Communi cation Network (MCN): A DCN supporting
management pl ane communication is referred to as a Managenent
Conmuni cation Network (MCN). See ITUT G 7712 [7].

o MLS-TP NE: A network el enent (NE) that supports MPLS-TP
functions. Another termthat is used for a network elenent is
node. In terns of this docunent, the termnode is equivalent to
NE.

0o MPLS-TP network: A network in which MPLS-TP NEs are depl oyed.

o Network El enment Function (NEF): The set of functions necessary to
manage a network elenment. See ITU T M 3010 [11].

o Operations, Adm nistration, and Miintenance (OAM: For the MPLS-TP
effort the term OAM neans the set of tools that consist of
"operation" activities that are undertaken to keep the network up
and running, "administration" activities that keep track of
resources in the network and how they are used, and "mmint enance"
activities that facilitate repairs and upgrades. For a conplete
expansi on of the acronym see "The OAM Acronym Soup" [ 15].

0 Operations System (0S): A systemthat perforns the functions that
support processing of information related to operations,
admi ni stration, maintenance, and provisioning (QAM&P) (see "The
OAM Acronym Soup"” [15]) for the networks, including surveillance
and testing functions to support custoner access nai ntenance. See
I TUT M 3010 [11].

o Signaling Conmunication Network (SCN): A DCN supporting control

pl ane conmuni cation is referred to as a Signaling Conmuni cation
Network (SCN). See ITUT G 7712 [7].
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o Signaling Conmunication Channel (SCC): A CCh dedicated for contro
pl ane conmmuni cations. The SCC may be used for GVPLS/ ASON
signaling and/or other control plane nessages (e.g., routing
nmessages). See ITUT G 7712 [7].

2. Managenment Architecture

The managenent of the MPLS-TP network coul d be based on a nulti-
tiered distributed nmanagenent systemns, for exanple as described in

| TUT M 3010 [11] and I TU-T M 3060/Y.2401 [12]. Each tier provides a
predefined | evel of network managenent capabilities. The |owest tier
of this organi zation nodel includes the MPLS-TP network el enent that
provi des the transport service and the Operations System (QOS) at the
El ement Managenent Level. The Managenent Application Function (MAF)
within the NEs and OSs provi des the managenent support. The MAF at
each entity can include agents only, managers only, or both agents
and managers. The MAF that includes managers is capabl e of managi ng
an agent included in other NAF.

The managenent conmuni cation to peer NEs and/or OSs is provided via
the Message Communi cation Function (MCF) within each entity (e.g., NE
and OS). The user can access the managenment of the MPLS-TP transport
network via a Local Craft Term nal (LCT) attached to the NE or via a
Wrk Station (WS) attached to the CS.

2.1. Network Managenent Architecture

A transport Managerment Network (MN) may consist of several transport-
technol ogy-speci fi c Managenent Networks. Managenent network
partitioning (Figure 1) below (based on ITU-T G 7710 [6]) shows the
nmanagenent network partitioning. Notation used in G 7710 for a
transport-technol ogy-specific MNis x. M\, where x is the transport-
specific technol ogy. An MPLS- TP-specific MN is abbreviated as MI. M\
VWere there is no anbiguity, we will use "MN' for an MPLS- TP-specific
MN. In the figure below, O MSN is equivalent to an OIN managenent
Subnet wor k.
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| : : : 1 : : : O
| : O MBN-1: O MBN-2: .. :O MSNEn:||: M. MSN-1: M. MSN-2: .. : MI. MSN-n:

Managenment Network Partiti oning
Figure 1

The managenent of the MPLS-TP network is separable fromthe
managenent of the other technol ogy-specific networks, and it operates
i ndependently of any particular client- or server-layer nanagenent

pl ane.

An MPLS- TP Management Network (MI.MN) could be partitioned into
MPLS- TP Managenent SubNetworks ("MI. MSN' or "MPLS-TP MSN', or just
"MBN' where usage i s unambi guous) for consideration of scalability
(e.g., geographic or |oad balancing) or administration (e.g.
operation or ownership).

The MPLS-TP MSN coul d be connected to other parts of the MN through
one or nore LCTs and/or OSs. The Message Conmuni cation Function
(MCF) of an MPLS-TP NE initiates/terninates, routes, or otherw se
processes managenent nessages over CChs or via an external interface.

Mul tipl e addressabl e MPLS-TP NEs coul d be present at a single
physical location (i.e., site or office). The inter-site

conmuni cations |ink between the MPLS-TP NEs will normally be provided
by the CChs. Wthin a particular site, the NEs could comunicate via
an intra-site CCh or via a LAN

2.2. El enent Managenent Architecture

The Equi pnent Managenent Function (EMF) of an MPLS-TP NE provides the
neans through whi ch a managenent system nmanages the NE

The EMF interacts with the NE' s transport functions by exchanging

Management |nformation (M) across the Management Point (MP)
Ref erence Points. The EMF may contain a nunmber of functions that
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provi de a data reduction nmechanismon the information received across
the MP Reference Points.

The EMF includes functions such as Date and Time, FCAPS (Fault,
Configuration, Accounting, Perfornmance, and Security) nanagement, and
Control Plane functions. The EMF provides event nmessage processing,
data storage, and | ogging. The managenent Agent, a conponent of the
EMF, converts internal nanagenent information (M signals) into
Managenent Application nessages and vice versa. The Agent responds
to Management Application nessages fromthe Message Comuni cation
Function (MCF) by perform ng the appropriate operations on (for
exanpl e) the Managed hjects in a Managenent |Information Base (M B),
as necessary. The MCF contains communications functions related to
the world outside of the NE (i.e., Date and Tinme source, Managenent
Pl ane, Control Plane, Local Craft Terminal, and Local Al armns).

The Date and Time functions keep track of the NE's date/tine, which
is used by the FCAPS nanagenent functions to e.g., tinme stamp event
reports.

Bel ow are diagrans that illustrate the conmponents of the Equi prent
Management Function (EMF) of a Network Element (NE). The high-I1eve
deconposition of the Network El ement Function (NEF) picture

(Figure 2) provides the breakdown of the NEF, then the EMF picture
(Figure 3) provides the details of Equi pmrent Managenent Function, and
finally the Message Communi cati on Function (MCF) picture (Figure 4)
details the MCF
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2.3. Standard Managenent Interfaces

The "Network Managenent Requirenments for MPLS-based Transport

Net wor ks" docunent [3] places no restriction on whi ch nmanagenent
interface is to be used for nmanaging an MPLS-TP network. It is
possi bl e to provision and nanage an end-to-end connecti on across a
networ k where sonme segnments are created/ managed/ del eted, for exanple
by NETCONF or SNMP and ot her segments by CORBA interfaces. Use of
any network nmanagement interface for one managenent-rel ated purpose
does not preclude use of another network nanagenent interface for
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ot her managenent -rel ated purposes, or the same purpose at anot her
time. The protocol (s) to be supported are at the discretion of the
operat or.

2.4. Managenent- and Control - Specific Term nol ogy

Dat a Comruni cation Network (DCN) is the common term for the network
used to transport Managenent and Signaling information between:
management systens and network el enents, nanagenent systens to ot her
management systens, and networks el enents to other network el enents.
The Management Conmuni cations Network (MCN) is the part of the DCN
that supports the transport of Managenent information for the
Managenent Pl ane. The Signaling Comunications Network (SCN) is the
part of the DCN that supports transport of signaling information for
the Control Plane. As shown in , the communication channel

term nol ogy picture (Figure 5) each technology has its own

term nology that is used for the channels that support the transfer
of managenent and control plane information. For MPLS-TP, the
nmanagenent pl ane uses the Managenment Conmuni cation Channel (MCC), and
the control plane uses the Signaling Comruni cati on Channel (SCC).

2.5. Managenent Channel

The Communi cation Channel (CCh) provides a |ogical channel between

NEs for transferring Managenent and/or Signaling information. Note
that sonme technol ogi es provi de separate conmuni cati on channels for

Managenment (MCC) and Signaling (SCC).

MPLS- TP NEs conmuni cate via the DCN. The DCN connects NEs with

managenent systens, NEs with NEs, and managenent systens with
managenment systens.
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Figure 5
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3.

3.

3.

Faul t Managenent

Afault is the inability of a function to performa required action
Thi s does not include an inability due to preventive nai ntenance,

| ack of external resources, or planned actions. Fault managenent
provi des the nechanisns to detect, verify, isolate, notify, and
recover fromthe fault.

1. Supervision

ITUT G 7710 [6] lists five basic categories of supervision that
provide the functionality necessary to detect, verify, and notify a
fault. The categories are: Transm ssion Supervision, Quality of
Servi ce Supervision, Processing Supervision, Hardware Supervision
and Envi ronment Supervision. Each of the categories provides a set
of reconmendations to ensure that the fault management process is
fulfilled.

2. Validation

ITUT G 7710 [6] describes a fault cause as a limted interruption of
the required function. It is not reasonable for every fault cause to
be reported to mai ntenance personnel. The validation process is used
to turn fault causes (events) into failures (alarms).

3.3. Alarm Handl i ng

Wthin an el enent managenent system it is inmportant to consider
nmechani sns to support severity assignment, alarmreporting control
and | oggi ng.

Confi gurati on Management

Confi gurati on managenent provi des the nechanisns to:

0 provision the MPLS-TP services

o set up security for the MPLS-TP services and MPLS-TP network
el ement s

o provide the destination for fault notifications and performance
par amet er s

o configure and control QOAM

Al so associated with configuration managenment are hardware and
software provisioning and inventory reporting.
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4.1. LSP Ownership Handover

MPLS- TP networ ks can be managed not only by Network Managenent
Systems (i.e., Management Plane (MP)), but also by Control Plane (CP)
protocols. The utilization of the control plane is not a mandatory
requi renment (see MPLS-TP Requirenents [2]), but it is often used by
network operators in order to make network configurati on and Labe

Swi tched Path (LSP) recovery both faster and sinpler

In networks where both CP and MP are provided, an LSP could be
created by either (CP or MP). The entity creating an LSP owns the
dat a pl ane resources conprising that LSP. Only the owner of an LSP
is typically able to nodify/delete it. This results in a need for

i nteraction between the MP and CP to allow either to nmanage all the
resources of a network.

Net wor k operators m ght prefer to have full control of the network
resources during the set-up phase and then allow the network to be
automatically maintained by the Control Plane. This can be achieved
by creating LSPs via the Managenent Pl ane and subsequently
transferring LSP ownership to the Control Plane. This is referred to
as "ownershi p handover" RFC 5493 [10]. MP to CP ownershi p handover
is then considered a requirenent where a Control Plane is in use that
supports it. The converse (CP to MP ownership handover) is a feature
that is recoomended -- but not required -- for (G MPLS networks
because it has only mnor applications (for exanple, noving LSPs from
one path to another as a maintenance operation).

The LSP handover procedure has al ready been standardized for GWLS
net wor ks, where the signaling protocol used is RSVP-TE (RFC 3209
[1]). The utilization of RSVP-TE enhancenents are defined in [5].

MP and CP interworking also includes the exchange of information that
is either requested by the MP, or a notification by the CP as a
consequence of a request fromthe MP or an automatic action (for
exanple, a failure occurs or an operation is perforned). The CP is
asked to notify the MP in a reliable manner about the status of the
operations it perforns and to provide a mechanismto nonitor the
status of Control Plane objects (e.g., TE Link status, avail able
resources), and to | og operations related to Control Plane LSP
Logging is one of the nost critical aspects because the M al ways
needs to have an accurate history and status of each LSP and all Data
Pl ane resources involved in it.

Mansfield, et al. I nf or mati onal [ Page 14]



RFC 5950 NM Framewor k for MPLS-based Transport Sept ember 2010

5.

Per f or mance Managenent

Performance statistics could overwhel ma Managenent Network, so it is
i mportant to provide flexible instrunentation that enables contro
over the ampunt of perfornmance data to be collected. Mechanisns for
limting the quantity of information collected are well known and
depl oyed in | ETF standards (see RFC 2819 (RMON) [8] and RFC 4502
(RMON2) [9]). The details of the performance data coll ected
(including loss and del ay neasurenent data) are found in the "Network
Management Requirenents for MPLS-based Transport Networks" docunent

[3].

A distinction is nmade between performance data that is collected on-
denmand and data that is collected proactively. The definitions of
on-demand and proactive nmeasurenment are provided for QAMin the

"Net wor k Managenent Requirements for MPLS-based Transport Networks"
docunent [3].

On-demand neasurenent provides the operator with the ability to do
performance nmeasurenent for mai ntenance purpose, such as diagnosis or
to provide detailed verification of proactive nmeasurenent. It is
used typically on specific LSP service instances for alimted tine,
thus limting its inpact on network perfornmance under nornma
operations. Therefore, on-denmand neasurenent does not result in
scal i ng i ssues.

Proactive nmeasurement is used continuously over tinme after being
configured with periodicity and storage information. Data collected
from proactive nmeasurement are usually used for verifying the
performance of the service. Proactive performance nonitoring has the
potential to overwhel mboth the process of collecting perfornmance
data at a network elenment (for sone arbitrary nunber of service

i nstances traversing the NE), and the process of reporting this
information to the OS. As a consequence of these considerations,
operators would typically limt the services to which proactive
performance nmeasurenent woul d be applied to a very sel ective subset
of the services being provided and would Iimt the reporting of this
information to statistical summaries (as opposed to raw or detailed
performance statistics).
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7.

8.

8.

Security Considerations

The ability for the authorized network operator to access EMF
interfaces (Section 2.3) when needed is critical to proper operation.
Therefore, the EMF interfaces need to be protected from deni al - of -
service conditions or attack. The EMF interfaces that use or access
private infornation should be protected from eavesdropping, m s-
configuration, and/or mal-configuration by unauthorized network

el ements, systens, or users.

Per f ormance of diagnostic functions and path characterization
i nvol ves extracting a significant anount of information about network
construction that the network operator considers private.

Section 4.3 of the "Security Framework for MPLS and GWPLS Networ ks"
docunent [14] provides a description of the attacks on the Operation
and Managenent Pl ane and al so di scusses the background necessary to
understand security practices in Internet Service Provider
environnents. The security practices described are applicable to
MPLS- TP envi ronnents.
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