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DNS Zone Transfer Protocol (AXFR)
Abst r act

The standard nmeans within the Domain Name System protocol for

mai nt ai ni ng coherence anong a zone's authoritative name servers
consi sts of three mechanisnms. Authoritative Transfer (AXFR) is one
of the nechanisns and is defined in RFC 1034 and RFC 1035.

The definition of AXFR has proven insufficient in detail, thereby
forcing inplenentations intended to be conpliant to make assunptions,
i mpedi ng interoperability. Yet today we have a satisfactory set of

i mpl enentations that do interoperate. This document is a new
definition of AXFR -- new in the sense that it records an accurate
definition of an interoperable AXFR nechani sm

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5936.
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(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh
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1

1

| ntroducti on

The Domain Nanme System standard facilities for maintaining coherent
servers for a zone consist of three elements. Authoritative Transfer
(AXFR) is defined in "Domain Nanes - Concepts and Facilities"”

[ RFC1034] (referred to in this document as RFC 1034) and "Domain
Nanes - |npl enentati on and Specification" [RFCL035] (henceforth RFC
1035). Incremental Zone Transfer (IXFR) is defined in "Incrementa
Zone Transfer in DNS' [RFCL1995]. A nechanism for pronpt notification
of zone changes (NOTIFY) is defined in "A Mechani smfor Pronpt
Notification of Zone Changes (DNS NOTIFY)" [RFC1996]. The goal of
these mechanisnms is to enable a set of DNS nane servers to renain
coherently authoritative for a given zone.

Thi s docunent re-specifies the AXFR mechanismas it is deployed in
the Internet at |arge, hopefully with the precision expected from
nodern I nternet Standards, and thereby updates RFC 1034 and RFC 1035.

1. Definition of Terns

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirenent Levels" [BCP14].

Use of "newer"/"new' and "ol der"/"old" DNS refers to inplenentations
witten after and prior to the publication of this docunent.

"Cener al - purpose DNS i npl ementation” refers to DNS software devel oped
for widespread use. This includes resolvers and servers freely
accessible as libraries and standal one processes. This also includes
proprietary inplenmentations used only in support of DNS service

of f eri ngs.

"Turnkey DNS inplementation” refers to custom nade, single-use

i mpl enentati ons of DNS. Such inplenentations consist of software
that enpl oys the DNS protocol nessage format yet does not conformto
the entire range of DNS functionality.

The terms "AXFR session", "AXFR server", and "AXFR client"” wll be
introduced in the first paragraph of Section 2, after sonme nore
cont ext has been established.
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1.2. Scope

In general terms, authoritative name servers for a given zone can use
various neans to achi eve coherency of the zone contents they serve.
For exanple, there are DNS i npl ementations that assenble answers from
data stored in rel ational databases (as opposed to master files),

rel ying on the database’s non-DNS neans to synchroni ze the dat abase

i nstances. Sone of these non-DNS sol utions interoperate in sone
fashi on. However, AXFR, | XFR, and NOTIFY are the only protocol -

defi ned i n-band mechani snms to provi de coherence of a set of nane
servers, and they are the only mechani sns specified by the I ETF

Thi s docunent does not cover incoherent DNS situations. There are

applications of the DNS in which servers for a zone are designed to
be i ncoherent. For these configurations, a coherency nechani sm as

descri bed here woul d be unsuitable.

A DNS inmplenentation is not required to support AXFR, |XFR, and

NOTI FY, but it shoul d have sone neans for naintaining nane server
coherency. A general -purpose DNS inplementation will |ikely support
AXFR (and in the sane vein | XFR and NOTI FY), but turnkey DNS

i mpl enent ati ons may exi st w thout AXFR

1. 3. Cont ext

Besi des descri bing the nechani sns t hensel ves, there is the context in
whi ch they operate to consider. In the initial specifications of
AXFR (and | XFR and NOTIFY), little consideration was given to
security and privacy issues. Since the original definition of AXFR
new opi ni ons have appeared on the access to an entire zone’'s
contents. In this docunent, the basic nechanisns will be discussed
separately fromthe permi ssion to use these mechani sms.

1.4. Coverage and Relationship to Oiginal AXFR Specification

Thi s docunent concentrates on just the definition of AXFR  Any
effort to update the specification of the | XFR or NOTIFY nmechani sns
is left to different docunents.

The original "specification" of the AXFR sub-protocol is scattered
through RFC 1034 and RFC 1035. Section 2.2 of RFC 1035 (on page 5)
depicts the scenario for which AXFR has been designed. Section 4.3.5
of RFC 1034 describes the zone synchroni zation strategies in genera
and rules for the invocation of a full zone transfer via AXFR the
fifth paragraph of that section contains a very short sketch of the
AXFR protocol; Section 5.5 of RFC 2181 has corrected a significant
flaw in that specification. Section 3.2.3 of RFC 1035 has assigned
the code point for the AXFR QTYPE (see Section 2.1.2 below for nore
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details). Section 4.2 of RFC 1035 discusses how the DNS uses the
transport layer and briefly explains why UDP transport is deened

i nappropriate for AXFR the |ast paragraph of Section 4.2.2 gives
details regardi ng TCP connection nmanagenment for AXFR Finally, the
second paragraph of Section 6.3 in RFC 1035 mandat es server behavi or
when zone data changes occur during an ongoi ng zone transfer using
AXFR.

This docunment will update the specification of AXFR To this end, it
fully specifies the record formats and processing rules for AXFR

| argel y expandi ng on paragraph 5 of Section 4.3.5 of RFC 1034, and it
details the transport considerations for AXFR, thus anmendi ng Section
4.2.2 of RFC 1035. Furthernore, it discusses backward-conpatibility
i ssues and provi des policy/ managenent considerations, as well as
specific security considerations for AXFR  The goal of this docunent
is to define AXFR as it is understood by the DNS comunity to exi st

t oday.

2. AXFR Messages

An AXFR session consists of an AXFR query nessage and the sequence of
AXFR response nessages returned for it. |In this docunent, the AXFR
client is the sender of the AXFR query, and the AXFR server is the
responder. (Use of terns such as naster, slave, prinmary, and
secondary are not inportant for defining AXFR) The use of the word
"session" without qualification refers to an AXFR session.

An inmportant aspect to keep in mind is that the definition of AXFR is
restricted to TCP [ RFC0793] (see Section 4 for details). The design
of the AXFR process has certain inherent features that are not easily
ported to UDP [ RFCO768].

The basic format of an AXFR nessage is the DNS nmessage as defined in
Section 4 ("MESSAGES') of RFC 1035 [ RFC1035], updated by the
fol |l owi ng docunents.

o The "Basic" DNS specification

- "A Mechanismfor Pronpt Notification of Zone Changes
(DNS NOTI FY) " [ RFC1996]

- "Dynamic Updates in the Donmain Nane System ( DNS UPDATE)'
[ RFC2136]

- "Carifications to the DNS Specification" [RFC2181]

-  "Extension Mechanisns for DNS (EDNSO)" [RFC2671]
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- "Secret Key Transaction Authentication for DNS (TSIG"
[ RFC2845]
- "Secret Key Establishment for DNS (TKEY RR)" [ RFC2930]
- "QObsol eting | QEERY" [RFC3425]

- "Handling of Unknown DNS Resource Record (RR) Types"
[ RFC3597]

- "HMAC SHA (Hashed Message Authentication Code, Secure Hash
Algorithn) TSIG AlgorithmIdentifiers" [RFC4635]

- "Domai n Name System (DNS) | ANA Consi derations" [RFC5395]

o Further additions related to the DNS Security Extensions (DNSSEC),
defined in these base docunents:

- "DNS Security Introduction and Requirenents" [RFC4033]

- "Resource Records for the DNS Security Extensions"
[ RFC4034]

- "Protocol Modifications for the DNS Security Extensions"
[ RFC4035]

- "Use of SHA-256 in DNSSEC Del egation Signer (DS) Resource
Records (RRs)" [ RFC4509]

-  "DNS Security (DNSSEC) Hashed Authenticated Denial of
Exi stence" [RFC5155]

- "Use of SHA-2 Algorithnse with RSA in DNSKEY and RRSI G
Resource Records for DNSSEC' [ RFC5702]

- "Cdarifications and | npl enentati on Notes for DNSSEChi s"
[ DNSSEC- U]

These docunents contain information about the syntax and semantics of
DNS nmessages. They do not interfere with AXFR but are al so hel pful
i n understanding what will be carried via AXFR

For conveni ence, the synopsis of the DNS nessage header from

[ RFC5395] (and the I ANA registry for DNS Paranmeters [DNSVALS]) is
reproduced here informally:
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0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
e i Sy e
| ID |
T I e LT o g S
| R OpCode | AA| TC] RD| RA] Z| AD| CD| RCCODE
e I Supu S
| QDCOUNT/ ZOCOUNT
T T RN R
| ANCOUNT/ PRCOUNT
T I e LT o g S
| NSCOUNT/ UPCOUNT
T S Ry S g
| ARCOUNT
e T i S

Thi s docunent nakes use of the field names as they appear in this
di agram The nanmes of sections in the body of DNS nessages are
capitalized in this docunment for clarity, e.g., "Additional section".

The DNS nessage size limt from[RFCL035] for DNS over UDP (and its
extension via the EDNSO mechani sm specified in [ RFC2671]) is not

rel evant for AXFR, as explained in Section 4. The upper limt on the
perm ssi bl e size of a DNS nessage over TCP is only restricted by the
TCP fram ng defined in Section 4.2.2 of RFC 1035, which specifies a
two-octet nessage length field, understood to be unsigned, and thus
causing a limt of 65535 octets. This limt is not changed by EDNSO.

Note that the TC (truncation) bit is never set by an AXFR server nor
consi dered/read by an AXFR client.

2.1. AXFR Query

An AXFR query is sent by a client whenever there is a reason to ask.
Thi s m ght be because of schedul ed or triggered zone nai ntenance
activities (see Section 4.3.5 of RFC 1034 and DNS NOTI FY [ RFC1996],
respectively) or as a result of a command |ine request, say for
debuggi ng.

2.1.1. Header Val ues

These are the DNS nessage header values for an AXFR query.

I D Selected by client; see Note a)
xR MUST be 0 (Query)
OPCCDE MJUST be 0 (Standard Query)
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Fl ags:

AA "n/a" -- see Note b)

TC "n/a" -- see Note b)

RD "n/a" -- see Note b)

RA "n/a" -- see Note b)

Z "mbz" -- see Note c)

AD "n/a" -- see Note b)

(@D "n/a" -- see Note b)
RCODE MJUST be O (No error)
QDCOUNT Nunber of entries in Question section; MUST be 1
ANCOUNT Nunmber of entries in Answer section; MUST be O
NSCOUNT Nunber of entries in Authority section; MJST be O
ARCOUNT Nunber of entries in Additional section -- see Note d)

Not es:

a) Set to any value that the client is not already using with the
same server. There is no specific neans for selecting the val ue
inthis field. (Recall that AXFR is done only via TCP connections
-- see Section 4, "Transport".)

A server MJST reply using nessages that use the sane nessage ID to
allow a client to have nultiple queries outstanding concurrently
over the same TCP connection -- see Note a) in Section 2.2.1 for
nore details.

b) "n/a" -- The value in this field has no nmeaning in the context of
AXFR query nessages. For the client, it is RECOMVENDED that the
val ue be zero. The server MJST ignore this val ue.

c) "nbz" -- The client MJIST set this bit to 0; the server MJST ignore
it.

d) The client MJST set this field to the nunber of resource records
it places into the Additional section. |In the absence of explicit
specification of new RRs to be carried in the Additional section
of AXFR queries, the value MAY be 0, 1, or 2. See Section 2.1.5
"Additional Section", for details on the currently applicable RRs.
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2.1.2. Question Section

The Question section of the AXFR query MJST conformto Section 4.1.2
of RFC 1035, and contain a single resource record with the follow ng

val ues:
QNAME the nanme of the zone requested
QTYPE AXFR (= 252), the pseudo-RR type for zone transfer
[ DNSVALS]
QCLASS the class of the zone requested [ DNSVALS]

2.1.3. Answer Section

The Answer section MUST be enpty.
2.1.4. Authority Section

The Authority section MJST be enpty.
2.1.5. Additional Section

Currently, two kinds of resource records are defined that can appear
in the Additional section of AXFR queries and responses: EDNS and DNS
transaction security. Future specifications defining RRs that can be
carried in the Additional section of normal DNS transactions need to
explicitly describe their use with AXFR, should that be desired.

The client MAY include one OPT resource record [ RFC2671]. If the
server does not support EDNSO, the client MJST send this section

wi t hout an OPT resource record if there is a retry. However, the
prot ocol does not define an explicit indication that the server does
not support EDNSO; that needs to be inferred by the client. Oten,
the server will return a FornErr(1) that mght be related to the OPT
resource record. Note that, at the tinme of this witing, only the
EXTENDED- RCODE field of the OPT RRis neaningful in the context of
AXFR, future specifications of EDNS flags and/or EDNS options mnust
describe their usage in the context of AXFR, if applicable.

The client MAY include one transaction integrity and authentication
resource record, currently a choice of TSI G [RFC2845] or Sl 0)

[ RFC2931]. If the server has indicated that it does not recognize
the resource record, and that the error is indeed caused by the
resource record, the client probably should not try again. Renoving
the security data in the face of an obstacle ought to only be done
with full awareness of the inplication of doing so.
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In general, if an AXFR client is aware that an AXFR server does not
support a particular mechanism the client SHOULD NOT attenpt to
engage the server using the nechani sm (or engage the server at all).
A client could becone aware of a server’s abilities via a
configuration setting or via sone other (as yet) undefined neans.

The range of perm ssible resource records that MAY appear in the

Addi tional section night change over tinme. |If either a change to an
exi sting resource record (like the OPT RR for EDNS) is nmade or a new
Addi tional section record is created, the new definitions ought to

i nclude a discussion on the applicability and inpact upon AXFR
Future resource records residing in the Additional section mght have
an effect that is orthogonal to AXFR, and so can ride through the
session as opaque data. In this case, a "w se" inplenentation ought
to be able to pass these records through w thout disruption

2.2. AXFR Response

The AXFR response will consist of one or nore nessages. The speci al
case of a server closing the TCP connection w thout sending an AXFR
response is covered in Section 2.3.

An AXFR response that is transferring the zone's contents wl|
consi st of a series (which could be a series of length 1) of DNS
nessages. |n such a series, the first nessage MJST begin with the
SQA resource record of the zone, and the | ast nessage MJST concl ude
with the sane SCQA resource record. Internedi ate messages MJST NOT
contain the SOA resource record. The AXFR server MJST copy the
Question section fromthe correspondi ng AXFR query nessage into the
first response nmessage’s Question section. For subsequent nessages,
it MAY do the same or |eave the Question section enpty.

The AXFR protocol treats the zone contents as an unordered coll ection
(or to use the mathematical term a "set") of RRs. Except for the
requi rement that the transfer nust begin and end with the SCA RR
there is no requirenent to send the RRs in any particul ar order or
grouped i nto response nessages in any particular way. Although
servers typically do attenpt to send related RRs (such as the RRs
form ng an RRset, and the RRsets of a nane) as a contiguous group or
when nessage space allows, in the same response message, they are not
required to do so, and clients MJST accept any ordering and grouping
of the non-SOA RRs. Each RR SHOULD be transnitted only once, and
AXFR clients MJUST ignore any duplicate RRs received.

Each AXFR response nmessage SHOULD contain a sufficient nunber of RRs
to reasonably anortize the per-message overhead, up to the |argest
nunber that will fit within a DNS nessage (taking the required
content of the other sections into account, as described bel ow).
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Sone old AXFR clients expect each response nessage to contain only a
single RR To interoperate with such clients, the server MAY
restrict response nessages to a single RR. As there is no standard
way to automatically detect such clients, this typically requires
manual configuration at the server.

To indicate an error in an AXFR response, the AXFR server sends a
singl e DNS message when the error condition is detected, with the
response code set to the appropriate value for the condition
encountered. Such a nmessage term nates the AXFR session; it MJST
contain a copy of the Question section fromthe AXFR query in its
Question section, but the inclusion of the ternmi nating SOA resource
record i s not necessary.

An AXFR server may send a number of AXFR response nessages free of an
error condition before it sends the nessage indicating an error

2.2.1. Header Val ues

These are the DNS nessage header val ues for AXFR responses.

I D MJST be copied fromrequest -- see Note a)
xR MUST be 1 (Response)
OPCODE MJUST be 0 (Standard Query)
Fl ags:
AA normally 1 -- see Note b)
TC MUST be 0 (Not truncated)
RD RECOMVENDED: copy request’s val ue; MAY be set to O
RA SHOULD be 0 -- see Note c)
4 "mbz" -- see Note d)
AD "mbz" -- see Note d)
ch "mbz" -- see Note d)
RCODE See Note e)
QDCOUNT MJUST be 1 in the first nessage;

MJUST be 0 or 1 in all follow ng nmessages;
MUST be 1 if RCODE indicates an error

ANCOUNT See Note f)
NSCOUNT MUST be O
ARCOUNT See Note Q)
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Not es:

a)

b)

c)

d)

e)

Lew s

Because sone ol d inplenentations behave differently than is now
desired, the requirenent on this field is stated in detail. New
DNS servers MJIST set this field to the value of the AXFR query ID
i n each AXFR response nessage for the session. AXFR clients MJST
be able to manage sessions resulting fromthe issuance of nultiple
out st andi ng queries, whether AXFR queries or other DNS queries. A
client SHOULD discard responses that do not correspond (via the
nmessage I D) to any outstandi ng queries.

Unless the client is sure that the server will consistently set
the IDfield to the query’s ID, the client is NOT RECOMMENDED to
i ssue any other queries until the end of the zone transfer. A
client MAY becone aware of a server’s abilities via a
configuration setting.

If the RCODE is O (no error), then the AA bit MJST be 1. For any
ot her value of RCODE, the AA bit MJST be set according to the
rules for that error code. |If in doubt, it is RECOWENDED that it
be set to 1. It is RECOWENDED that the value be ignored by the
AXFR client.

It is RECOWENDED t hat the server set the value to 0; the client
MUST ignore this val ue.

The server MAY set this value according to the local policy
regardi ng recursive service, but doing so mght confuse the
interpretation of the response, as AXFR cannot be retrieved
recursively. A client MAY note the server’s policy regarding
recursive service fromthis value, but SHOULD NOT concl ude t hat
the AXFR response was obtained recursively, even if the RD bit was
1 in the query.

"mbz" -- The server MJST set this bit to 0; the client MJST ignore
it.

In the absence of an error, the server MIST set the value of this
field to NoError(0). |If a server is not authoritative for the
qgueried zone, the server SHOULD set the value to Not Aut h(9).

(Rem nder: Consult the appropriate I ANA registry [DNSVALS].) If a
client receives any other value in response, it MJST act according
to the error. For exanple, a nmalformed AXFR query or the presence
of an OPT resource record sent to an old server will result in a
FornmErr (1) value. This value is not set as part of the AXFR-

speci fic response processing. The same is true for other val ues

i ndi cating an error.
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f) The count of answer records MJST equal the nunber of resource
records in the AXFR Answer section. Wen a server is aware that a
client will only accept response nessages with a single resource
record, then the value MJST be 1. A server MAY be nade aware of a
client’s limtations via configuration data.

g) The server MJIST set this field to the nunber of resource records
it places into the Additional section. In the absence of explicit
specification of new RRs to be carried in the Additional section
of AXFR response nessages, the value MAY be 0, 1, or 2. See
Section 2.1.5 above for details on the currently applicable RRs
and Section 2.2.5 for additional considerations specific to AXFR
servers.

2.2.2. (Question Section

In the first response message, this section MJST be copied fromthe

qguery. | n subsequent nessages, this section MAY be copied fromthe
query, or it MAY be enpty. However, in an error response nessage
(see Section 2.2), this section MJST be copied as well. The content

of this section MAY be used to determi ne the context of the nmessage,
that is, the name of the zone being transferred.

2.2.3. Answer Section

The Answer section MJUST be populated with the zone contents. See
Section 3 bel ow on encodi ng zone contents.

2.2.4. Authority Section
The Authority section MJST be enpty.

2.2.5. Additional Section
The contents of this section MJST follow the guidelines for the OPT,
TSIG and SIG0) RRs, or whatever other future record is possible
here. The contents of Section 2.1.5 apply anal ogously as well.
The foll owi ng considerations specifically apply to AXFR responses:
If the client has supplied an EDNS OPT RR in the AXFR query and if
the server supports EDNS as well, it SHOULD i nclude one OPT RRin the
first response nmessage and MAY do so in subsequent response nessages

(see Section 2.2); the specifications of EDNS options to be carried
in the OPT RR nmay i nmpose stronger requirenents.
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If the client has supplied a transaction security resource record
(currently a choice of TSIG and SIG0)) and the server supports the
nmet hod chosen by the client, it MJST place the correspondi ng resource
record into the AXFR response message(s), according to the rules
specified for that nethod.

2.3. TCP Connection Aborts

If an AXFR client sends a query on a TCP connection and the
connection is closed at any point, the AXFR client MJST consider the
AXFR session term nated. The nmessage | D MAY be used again on a new
connection, even if the question and AXFR server are the sane.

Faci ng a dropped connection, a client SHOULD try to nake sone
determnination as to whether the connection closure was the result of
network activity or due to a decision by the AXFR server. This
determ nation is not an exact science. It is up to the AXFR client
to react, but the inplenented reacti on SHOULD NOT be either an

endl ess cycle of retries or an increasing (in frequency) retry rate.

An AXFR server inplenmenter should take into consideration the dil enm
descri bed above when a connection is closed with an outstandi ng query
in the pipeline. For this reason, a server ought to reserve this
course of action for situations in which it believes beyond a doubt
that the AXFR client is attenpting abusive behavi or

3. Zone Contents

The obj ective of the AXFR session is to request and transfer the
contents of a zone, in order to permt the AXFR client to faithfully
reconstruct the zone as it exists at the primary server for the given
zone serial nunber. The word "exists" here designates the externally

vi si bl e behavior, i.e., the zone content that is being served (handed
out to clients) -- not its persistent representation in a zone file
or dat abase used by the server -- and that for consistency should be

served subsequently by the AXFR client in an identical manner.

Over tine the definition of a zone has evol ved from denoting a static
set of records to also cover a dynamically updated set of records,
and then a potentially continually regenerated set of records (e.g.
RRs synthesized "on the fly" fromrule sets or database | ookup
results in other forns than RR format) as well.

3.1. Records to Include
In the Answer section of AXFR response nessages, the resource records

within a zone for the given serial nunber MJST appear. The
definition of what belongs in a zone is described in RFC 1034,
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Section 4.2, "How the database is divided into zones" (in particular
Section 4.2.1, "Technical considerations"), and it has been clarified
in Section 6 of RFC 2181.

Zones for which it is inmpractical to list the entire zone for a
serial nunber are not suitable for AXFR retrieval. A typical (but
not limting) description of such a zone is a zone consisting of
responses generated via other database | ookups and/or conputed based
upon ever-changi ng dat a.

3.2. Delegation Records

In Section 4.2.1 of RFC 1034, this text appears (keep in mnd that
the "should" in the quotation predates [BCP14], cf. Section 1.1):

The RRs that describe cuts ... should be exactly the same as the
corresponding RRs in the top node of the subzone.

There has been sone controversy over this statement and the inpact on
which NS resource records are included in a zone transfer.

The phrase "that describe cuts" is a reference to the NS set and
applicabl e glue records. It does not nean that the cut point and
apex resource records are identical. For exanple, the SOA resource
record is only found at the apex. The discussion here is restricted
to just the NS resource record set and glue, as these "describe
cuts".

DNSSEC resource records have speci al specifications regarding their
occurrence at a zone cut and the apex of a zone. This was first
described in Sections 5.3 ff. and 6.2 of RFC 2181 (for the initia
speci fication of DNSSEC), which parts of RFC 2181 now in fact are
historical. The current DNSSEC core docunent set (see second bull et
in Section 2 above) gives the full details for DNSSEC(bis) resource
record placenment, and Section 3.1.5 of RFC 4035 normatively specifies
their treatnent during AXFR, the alternate NSEC3 resource record
defined later in RFC 5155 behaves identically to the NSEC RR, for the
pur pose of AXFR

I nformal | y:

o The DS RRSet only occurs at the parental side of a zone cut and is
authoritative data in the parent zone, not the secure child zone.

0 The DNSKEY RRSet only occurs at the apex of a signed zone and is
part of the authoritative data of the zone it serves.
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o | ndependent RRSIG RRSets occur at the signed parent side of a zone
cut and at the apex of a signed zone; they are authoritative data
in the respective zone; sinple queries for RRSIG resource records
may return both RRSets at once if the same server is authoritative
for the parent zone and the child zone (Section 3.1.5 of RFC 4035
descri bes how to distinguish these RRs); this seening anbiguity
does not occur for AXFR, since each such RRSI G RRset belongs to a
singl e zone.

o Different NSEC [ RFC4034] (or NSEC3 [ RFC5155]) resource records
equal ly may occur at the parental side of a zone cut and at the
apex of a zone; each such resource record belongs to exactly one
of these zones and is to be included in the AXFR of that zone.

One issue is that in operations there are times when the NS resource
records for a zone might be different at a cut point in the parent
and at the apex of a zone. Sonetimes this is the result of an error
and sonetimes it is part of an ongoing change in nane servers. The
DNS protocol is robust enough to overcone inconsistencies up to (but
not including) there being no parent-indicated NS resource record
referencing a server that is able to serve the child zone. This
robustness is one quality that has fueled the success of the DNS
Still, the inconsistency is an error state, and steps need to be
taken to make it apparent (if it is unplanned).

Anot her issue is that the AXFR server could be authoritative for a
different set of zones than the AXFR client. It is possible that the
AXFR server be authoritative for both hal ves of an inconsistent cut
point and that the AXFR client is authoritative for just the parent
side of the cut point.

When facing a situation in which a cut point’s NS resource records do
not match the authoritative set, the question arises whether an AXFR
server responds with the NS resource record set that is in the zone
being transferred or the one that is at the authoritative |ocation

The AXFR response MJST contain the cut point NS resource record set
regi stered with the zone whether it agrees with the authoritative set
or not. "Registered with" can be widely interpreted to include data
residing in the zone file of the zone for the particular seria

nunber (in zone file environnents) or as any data configured to be in
the zone (database), statically or dynamcally.
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The reasons for this requirenent are:

1) The AXFR server might not be able to determine that there is an
i nconsi stency given | ocal data; hence, requiring consistency would
mean a | ot nmore needed work and even network retrieval of data.
An authoritative server ought not be required to perform any
qgueri es.

2) By transferring the inconsistent NS resource records froma server
that is authoritative for both the cut point and the apex to a
client that is not authoritative for both, the error is exposed.
For exanple, an authorized adm nistrator can manual ly request the
AXFR and i nspect the results to see the inconsistent records. (A
server authoritative for both hal ves woul d ot herw se al ways answer
fromthe nore authoritative set, concealing the error.)

3) The inconsistent NS resource record set m ght indicate a problem
in a registration database.

4) This requirenment is necessary to ensure that retrieving a given
(zone, serial) pair by AXFR yields the exact sane set of resource
records, no matter which of the zone’'s authoritative servers is
chosen as the source of the transfer.

If an AXFR server were allowed to respond with the authoritative NS
RRset of a child zone instead of a parent-side NS RRset in the zone
being transferred, the set of records returned could vary depending
on whet her or not the server happened to be authoritative for the
child zone as well.

The property that a given (zone, serial) pair corresponds to a
single, well-defined set of records is necessary for the correct
operation of incremental transfer protocols such as | XFR [ RFC1995].
For exanple, a client may retrieve a zone by AXFR from one server,
and then apply an increnental change obtained by I XFR froma
different server. |If the two servers have different ideas of the
zone contents, the client can end up attenpting to increnentally add
records that already exist or to delete records that do not exist.

3.3. due Records

As quoted in the previous section, Section 4.2.1 of RFC 1034 provides
gui dance and rationale for the inclusion of glue records as part of
an AXFR response. And, as also argued in the previous section of
thi s docunent, even when there is an inconsistency between the
address in a glue record and the authoritative copy of the nane
server’s address, the glue resource record that is registered as part
of the zone for that serial nunber is to be included.
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This applies to glue records for any address famly [| ANA- AF].

The AXFR response MJST contain the appropriate glue records as
registered with the zone. The interpretation of "registered with" in
the previous section applies here. Inconsistent glue records are an
operational matter.

3.4. Nane Conpression

Conpressi on of nanes in DNS nessages is described in RFC 1035,
Section 4.1.4, "Message conmpression”. The issue highlighted here
relates to a coment nade in RFC 1034, Section 3.1, "Nane space
speci fications and tern nol ogy", which says:

When you receive a donmain name or |abel, you should preserve its
case.

("Shoul d" in the quote predates [BCP14].)

Since the primary objective of AXFRis to enable the client to serve
the sane zone content as the server, unlike such normal DNS responses
that are expected to preserve the case in the query, the actual zone
transfer needs to retain the case of the labels in the zone content.
Hence, nanme conpression in an AXFR nessage SHOULD be perfornmed in a
case-preserving manner, unlike howit is done for "nornmal" DNS
responses. That is, although when conparing a domain nane for

mat chi ng, "a" equals "A", when conparing for the purposes of nessage
conpression for AXFR, "a" is not equal to "A'. Note that this is not
the usual definition of nane conparison in the DNS protocol and
represents a new understandi ng of the requirenment on AXFR servers.

Rul es governi ng name conpressi on of RDATA in an AXFR message MJST

abi de by the specification in "Handling of Unknown DNS Resource
Record (RR) Types" [RFC3597], specifically, Section 4 on "Donmain Nane
Conpr essi on”.

3.5. Cccluded Nanes

Dynami ¢ Update [ RFC2136] operations, and in particular their
interaction with DNAME [ RFC2672], can have a side effect of occluding
nanes in a zone. The addition of a delegation point via dynamc
update will render all subordinate domain nanes to be in a |inbo,
still part of the zone but not available to the | ookup process. The
additi on of a DNAME resource record has the sane inmpact. The

subordi nate nanes are said to be "occl uded"

Lewi s & Hoenes St andards Track [ Page 19]



RFC 5936 DNS Zone Transfer Protocol (AXFR) June 2010

Cccl uded names MUST be included in AXFR responses. An AXFR client

MJST be able to identify and handl e occluded nanmes. The rationale

for this action is based on a speedy recovery if the dynam c update
operation was in error and is to be undone.

4. Transport

AXFR sessions are currently restricted to TCP by Section 4.3.5 of RFC
1034, which states:

Because accuracy is essential, TCP or some other reliable protoco
nust be used for AXFR requests.

The restriction to TCP is also nentioned in Section 6.1.3.2 of
"Requi rements for Internet Hosts - Application and Support"
[ RFC1123] .

The nbst common scenario is for an AXFR client to open a TCP
connection to the AXFR server, send an AXFR query, receive the AXFR
response, and then close the connection. But variations of that nost
sinmple scenario are legitimate and likely: in particular, sending a
guery for the zone’'s SOA resource record first over the same TCP
connection, and reusing an existing TCP connection for other queries.

Therefore, the assunption that a TCP connection is dedicated to a
singl e AXFR session is incorrect. This wong assunption has led to
i mpl enent ati on choices that prevent either multiple concurrent zone
transfers or the use of an open connection for other queries.

Since the early days of the DNS, operators who have sets of nane
servers that are authoritative for a common set of zones have found
it desirable to be able to have multiple concurrent zone transfers in
progress; this way, a name server does not have to wait for one zone
transfer to conplete before the next can begin. RFC 1035 did not
exclude this possibility, but |egacy inplenmentations failed to
support this functionality efficiently, over a single TCP connection
The remai ni ng presence of such | egacy inplenentati ons nmakes it
necessary that new general - purpose client inplenmentations stil

provi de options for graceful fallback to the old behavior in their
support of concurrent DNS transactions and AXFR sessions on a single
TCP connecti on

4.1, TCP
In the original definition, there arguably is an inplicit assunption
(probably unintentional) that a TCP connection is used for one and

only one AXFR session. This is evidenced in the [ack of an explicit
requi renent to copy the Question section and/or the nessage IDinto
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responses, no explicit ordering information within the AXFR response
nessages, and the lack of an explicit notice indicating that a zone
transfer continues in the next message.

The gui dance given below is intended to enable better performance of
the AXFR exchange as well as provide guidelines on interactions wth
ol der software. Better perfornmance includes being able to nultiplex
DNS nessage exchanges including zone transfer sessions. GCuidelines
for interacting with ol der software are generally applicable to new
AXFR clients. In the reverse situation -- older AXFR client and
newer AXFR server -- the server ought to operate within the
specification for an ol der server.

4.1.1. AXFR dient TCP

An AXFR client MAY request a connection to an AXFR server for any
reason. An AXFR client SHOULD cl ose the connection when there is no
apparent need to use the connection for sone tine period. The AXFR
server ought not have to maintain idle connections; the burden of
connection closure ought to be on the client. "Apparent need" for
the connection is a judgnent for the AXFR client and the DNS client.
If the connection is used for multiple sessions, or if it is known
that sessions will be comng, or if there is other query/response
traffic anticipated or currently on the open connection, then there
is "apparent need".

An AXFR client can cancel the delivery of a zone only by closing the
connection. However, this action will also cancel all other

out standi ng activity using the connection. There is no other
nmechani sm by whi ch an AXFR response can be cancel |l ed.

When a TCP connection is closed renotely (relative to the client),
whet her by the AXFR server or due to a network event, the AXFR client
MJUST cancel all outstandi ng sessions and non- AXFR transacti ons.

Recovery fromthis situation is not straightforward. |If the
di sruption was a spurious event, attenpting to restart the connection
woul d be proper. |If the disruption was caused by a failure that

proved to be persistent, the AXFR client would be w se not to spend
too many resources trying to rebuild the connection. Finally, if the
connection was dropped because of a policy at the AXFR server (as can
be the case with ol der AXFR servers), the AXFR client would be w se
not to retry the connection. Unfortunately, know ng which of the
three cases above (nonentary disruption, failure, policy) applies is
not possible with certainty, and can only be assessed by heuristics.
This exenplifies the general complications for clients in connection-
oriented protocols not receiving neani ngful error responses.

Lewi s & Hoenes St andards Track [ Page 21]



RFC 5936 DNS Zone Transfer Protocol (AXFR) June 2010

An AXFR client MAY use an al ready opened TCP connection to start an
AXFR session. Using an existing open connection is RECOMVENDED over
openi ng a new connection. (Non-AXFR session traffic can also use an
open connection.) |If in doing so the AXFR client realizes that the
responses cannot be properly differentiated (|l ack of matching query
| Ds, for exanple) or the connection is termnated for a renote
reason, then the AXFR client SHOULD NOT attenpt to reuse an open
connection with the specific AXFR server until the AXFR server is
updated (which is, of course, not an event captured in the DNS

pr ot ocol ).

4,.1.2. AXFR Server TCP

An AXFR server MJST be able to handle nmultiple AXFR sessions on a
single TCP connection, as well as to handl e other query/response
transactions over it.

If a TCP connection is closed renotely, the AXFR server MJST cance
all AXFR sessions in place. No retry activity is necessary; that is
initiated by the AXFR client.

Local policy MAY dictate that a TCP connection is to be closed. Such
an action SHOULD be in reaction to limts such as those placed on the
nunber of outstandi ng open connections. C osing a connection in
response to a suspected security event SHOULD be done only in extrene
cases, when the server is certain the action is warranted. An

i sol ated request for a zone not on the AXFR server SHOULD receive a
response with the appropriate response code and not see the
connection broken.

4.2. UDP

Wth the addition of EDNSO and applications that require many smal
zones, such as in web hosting and some ENUM scenari os, AXFR sessions
on UDP woul d now seem desirable. However, there are still sone
aspects of AXFR sessions that are not easily translated to UDP

Therefore, this docunment does not update RFC 1035 in this respect:
AXFR sessi ons over UDP transport are not defined.

5. Authorization

A zone administrator has the option to restrict AXFR access to a
zone. This was not envisioned in the original design of the DNS but
has energed as a requirenment as the DNS has evolved. Restrictions on
AXFR coul d be for various reasons including a desire (or in sone

i nstances, having a legal requirenent) to keep the bul k version of
the zone conceal ed or to prevent the servers from handling the | oad
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incurred in serving AXFR. It has been argued that these reasons are

guesti onabl e, but this docunent, driven by the desire to | everage the
i nteroperabl e practice that has evol ved since RFC 1035, acknow edges

the factual requirenment to provide mechanisms to restrict AXFR

A DNS i nmpl enent ati on SHOULD provi de neans to restrict AXFR sessions
to specific clients.

An inplenmentati on SHOULD al | ow access to be granted to Internet

Prot ocol addresses and ranges, regardl ess of whether a source address
could be spoofed. Combining this with techni ques such as Virtua
Private Networks (VPNs) [RFC2764] or Virtual LANs has proven to be
effective.

A general - purpose inplenmentation is RECOMWENDED to inpl enent access
control s based upon "Secret Key Transaction Authentication for DNS
(TSIG" [RFC2845] and/or "DNS Request and Transaction Signatures

( SIg0)s )" [RFC2931].

A general - purpose i npl enmentati on SHOULD al | ow access to be open to
all AXFR requests. That is, an operator ought to be able to allow
any AXFR query to be granted.

A general - purpose i npl erentati on SHOULD NOT have a default policy for
AXFR requests to be "open to all". For exanple, a default could be
to restrict transfers to addresses sel ected by the DNS

adnmi ni strator(s) for zones on the server.

6. Zone Integrity

An AXFR client MJUST ensure that only a successfully transferred copy
of the zone data can be used to serve this zone. Previous
description and inplementation practice has introduced a two-stage
nodel of the whol e zone synchroni zati on procedure: Upon a trigger
event (e.g., when polling of a SOA resource record detects a change
in the SOA serial nunber, or when a DNS NOTI FY request [RFC1996] is
received), the AXFR session is initiated, whereby the zone data are
saved in a zone file or database (this latter step is necessary
anyway to ensure proper restart of the server); upon successfu

conpl etion of the AXFR operation and some sanity checks, this data
set is "loaded" and made avail able for serving the zone in an atomc
operation, and flagged "valid" for use during the next restart of the
DNS server; if any error is detected, this data set MJST be del eted,
and the AXFR client MJST continue to serve the previous version of
the zone, if it did before. The externally visible behavior of an
AXFR client inplementation MJUST be equivalent to that of this two-
st age nodel
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If an AXFR client rejects data obtained in an AXFR session, it SHOULD
renmenber the serial nunber and MAY attenpt to retrieve the sane zone
version again. The reason the sane retrieval could make sense is
that the reason for the rejection could be rooted in an

i mpl enentati on detail of one AXFR server used for the zone and not
present in another AXFR server used for the zone.

Ensuring that an AXFR client does not accept a forged copy of a zone
is important to the security of a zone. |If a zone operator has the
opportunity, protection can be afforded via dedicated |inks, physica
or virtual via a VPN anong the authoritative servers. But there are
i nstances in which zone operators have no choice but to run AXFR
sessions over the global public Internet.

Besi des best attenpts at securing TCP connections, DNS

i mpl enent ati ons SHOULD provi de neans to make use of "Secret Key
Transaction Authentication for DNS (TSI Q" [RFC2845] and/or "DNS
Request and Transaction Signatures ( SIG0)s )" [RFC2931] to allow
AXFR clients to verify the contents. These techni ques MAY al so be
used for authorization

7. Backwards Conpatibility

Descri bi ng backwards conpatibility is difficult because of the |ack
of specifics in the original definition. |In this section, sonme hints
at building in backwards conpatibility are given, nostly repeated
fromthe relevant earlier sections.

Backwards conpatibility is not necessary, but the greater the extent
of an inplenmentation’s conpatibility, the greater its
interoperability. For turnkey inplenentations, this is not usually a
concern. For general -purpose inplenentations, this takes on varying
| evel s of inportance, depending on the inplenenter’s desire to

mai ntain interoperability.

It is unfortunate that a need to fall back to ol der behavi or cannot

be di scovered, and thus has to be noted in a configuration file. An
i mpl enentati on SHOULD, in its docunentation, encourage operators to

periodically review AXFR clients and servers it has nade notes about
repeatedly, as old software gets updated fromtime to time.

7.1. Server

An AXFR server has the luxury of being able to react to an AXFR
client’s abilities, with the exception of know ng whether the client
can accept multiple resource records per AXFR response nessage. The
know edge that a client is so restricted cannot be discovered; hence,
it has to be set by configuration.
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7.

10.

11.

An inpl enentation of an AXFR server NMAY permit configuring, on a per
AXFR client basis, the necessity to revert to a single resource
record per message; in that case, the default SHOULD be to use

mul tiple records per nessage.

2. dient

An AXFR client has the opportunity to try other features (i.e., those
not defined by this docunent) when querying an AXFR server.
Attenmpting to issue multiple DNS queries over a TCP transport for an
AXFR sessi on SHOULD be aborted if it interrupts the original request,
and SHOULD take into consideration whether the AXFR server intends to
cl ose the connection i medi ately upon conpletion of the origina
(connecti on-causi ng) zone transfer.

Security Considerations

This docunent is a clarification of a nechanismoutlined in RFCs 1034
and 1035 and as such does not add any new security considerations.
RFC 3833 [RFC3833] is devoted entirely to security considerations for
the DNS; its Section 4.3 delineates zone transfer security aspects
fromthe security threats addressed by DNSSEC.

Concerns regardi ng authorization, traffic flooding, and nessage
integrity are nentioned in "Authorization" (Section 5), "TCP"
(Section 4.1), and "Zone Integrity" (Section 6).

| ANA Consi derations

| ANA has added a reference to this RFC in the AXFR (252) row of the
"Resource Record (RR) TYPEs" subregistry of the "Donmain Name System
(DNS) Parameters" registry.

I nternationalization Considerations
The AXFR protocol is transparent to the parts of DNS zone content
that can possibly be subject to Internationalization considerations.
It is assumed that for DNS | abels and domai n nanmes, the issue has
been solved via "Internationalizing Domain Names in Applications
(I'DNA) " [RFC3490] or its successor(s).
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