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Elliptic Curve Private Key Structure
Abst r act

Thi s docunent specifies the syntax and semantics for conveying
Elliptic Curve (EC) private key information. The syntax and
semantics defined herein are based on simlar syntax and semantics
defined by the Standards for Efficient Cryptography G oup (SECG.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any
errata, and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc5915

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent specifies a syntax and semantics for Elliptic Curve
(EC) private key information. EC private key information includes a
private key and paraneters. Additionally, it may include the
correspondi ng public key. The syntax and semantics defined herein
are based on sinilar syntax and senmantics defined by the Standards
for Efficient Cryptography G oup (SECG [ SECGL].

Most Public Key Infrastructures (PKIs) nandate | ocal key generation;
however, there are sone PKIs that also support centralized key
generation (e.g., the public-private key pair is generated by a
Certification Authority). The structure defined in this docunent
allows the entity that generates the private and public keys to

di stribute the key pair and the associ ated domai n paraneters.

This syntax is useful when distributing EC private keys using
Privat eKeyl nfo, as defined in PKCS #8 [ RFC5208]. Distributing an EC
private key with PKCS#8 [ RFC5208] i nvol ves incl uding:

a) id-ecPublicKey, id-ecDH or id-ecM} (from[RFC5480]) with the
nanedCurve as the paraneters in the privateKeyAl gorithmfield; and
b) ECPrivateKey in the PrivateKey field, which is an OCTET STRI NG

When an EC public key is included in the distributed PrivateKeyl nf o,
the publicKey field in ECPrivateKey is used.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Hliptic Curve Private Key Format

This section gives the syntax for an EC private key.
Conputationally, an EC private key is an unsigned integer, but for
representation, EC private key information SHALL have ASN. 1 type
ECPri vat eKey:

ECPri vat eKey ::= SEQUENCE ({
version | NTEGER { ecPrivkeyVer1(1l) } (ecPrivkeyVerl),
pri vat eKey OCTET STRI NG

paranmeters [0] ECParaneters {{ NamedCurve }} OPTI ONAL
publicKey [1] BIT STRI NG OPTI ONAL

}
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4.

The fields of type ECPrivateKey have the foll owi ng neani ngs:

0 version specifies the syntax version nunber of the elliptic curve
private key structure. For this version of the docunent, it SHALL
be set to ecPrivkeyVerl, which is of type I NTEGER and whose val ue
is one (1).

0o privateKey is the private key. It is an octet string of length
ceiling (log2(n)/8) (where n is the order of the curve) obtained
fromthe unsigned integer via the Integer-to-Cctet-String-
Primtive (120SP) defined in [RFC3447].

o paraneters specifies the elliptic curve domai n paraneters
associated to the private key. The type ECParaneters is di scussed
in [RFC5480]. As specified in [RFC5480], only the namedCurve
CHOCE is permtted. namedCurve is an object identifier that
fully identifies the required values for a particular set of
elliptic curve domain paraneters. Though the ASN. 1 indicates that
the paraneters field is OPTIONAL, inplenentations that conformto
this docunment MJST al ways include the paraneters field.

o publicKey contains the elliptic curve public key associated with
the private key in question. The format of the public key is
specified in Section 2.2 of [RFC5480]. Though the ASN.1 indicates
publicKey is OPTIONAL, inplenentations that conformto this
document SHOULD al ways include the publicKey field. The publicKey
field can be onmtted when the public key has been distributed via
anot her mechani sm which is beyond the scope of this docunent.

G ven the private key and the parameters, the public key can
al ways be reconputed; this field exists as a convenience to the
consurer .

O her Consi derations

VWhen generating a transfer encoding, generators SHOULD use

Di stingui shed Encodi ng Rul es (DER) [ X 690] and receivers SHOULD be
prepared to handl e Basi ¢ Encoding Rules (BER) [ X 690] and DER

[ X. 690].

Section 1 described a format for transporting EC private keys (i.e.
converting ECPrivateKey to PrivateKeylnfo [PKCS#8]); however, this
format can al so be used for |ocal storage.

Local storage of an unencrypted ECPrivat eKey object is out of scope
of this docunent. However, one popular format uses the .pemfile
extension. It is the PEM encodi ng, which is the Base64 encodi ng (see
Section 4 of [RFC4648]), of the DER-encoded ECPrivateKey object that

i s sandwi ched bet ween:
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----- BEG N EC PRI VATE KEY-----
----- END EC PRI VATE KEY-----

Anot her | ocal storage format uses the .der file extension. In this
case, it is a DER [ X 690] encoding of the ECPrivat eKey object.

Local storage of an encrypted ECPrivateKey object is out of scope of
this docunment. However, ECPrivateKey should be the format for the

pl ai nt ext key being encrypted. DER [X 690] encodi ng the ECPrivateKey
will pronote interoperability if the key is encrypted for transport
to another party. PEM encoding the DER-encoded ECPrivateKey is
conmon; "Proc-Type:" and "DEK-INFGQ " fields [RFC1421] foll owed by the
DER- encoded ECPrivat eKey are sandwi ched between:

----- BEG N EC PRI VATE KEY-----
----- END EC PRI VATE KEY-----

5. Security Considerations
This structure does not protect the EC private key information in any
way. This structure should be conbined with a security protocol to

protect it.

Protection of the private key information is vital to public key
cryptography. The consequences of disclosure depend on the purpose

of the private key. |If a private key is used for signature, then the
di scl osure all ows unauthorized signing. |If a private key is used for
key managenent, then disclosure allows unauthorized parties to access
the managed keying material. The encryption algorithmused in the

encryption process nmust be as 'strong’ as the key it is protecting.
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Appendi x A, ASN. 1 Modul e
Thi s appendi x provides ASN. 1 definitions for the structures descri bed
in this specification using ASN.1 as defined in [X 680], [X 681],
[ X.682], and [ X.683] for conpilers that support the 2002 ASN. 1.
ECPrivateKey { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- ecpri vat eKey(65) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL;
| MPORTS
-- FROM New PKI X ASN. 1 [ RFC5912]
ECPar anet ers, NanedCurve
FROM PKI XAl gs- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- pki x1-al gorithns2008-02(56) }

ECPri vat eKey ::= SEQUENCE ({
version | NTEGER { ecPrivkeyVer1(1l) } (ecPrivkeyVerl),
pri vat eKey OCTET STRI NG

paranmeters [0] ECParaneters {{ NamedCurve }} OPTI ONAL
publicKey [1] BIT STRI NG OPTI ONAL

}
END

Appendi x B. Differences with SECGL

This appendix lists the differences between this docunent and
[ SECGL] :

1. This docunent uses the |20SP routine defined in [ RFC3447] while

SECGL defines its own routine. The two routines result in the
sane out put.
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2. SECGL constrains its paraneters (i.e., the curves) to
SECGCurveNanes. This docunment constrains the paraneters to
NamedCur ve from [ RFC5480] .

3. This document requires parameters be present while SECGL does
not .

4. This docunent specifies requirenents for encoding rules while
SECGL did not.
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