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1. Introduction

Organi zations that have inplemented a security policy can issue
certificates that include an indication of the clearance values held
by the subject. The Clearance attribute indicates the security
policy, the clearance |levels held by the subject, and additiona

aut horization information held by the subject. This specification
makes use of the ASN. 1 syntax for clearance from[RFC5912].

The C earance attribute may be placed in the subject directory
attributes extension of a Public Key Certificate (PKC) or may be
placed in a separate attribute certificate (AC).

The pl acenent of the C earance attribute in PKCs is suitable 1) when
the clearance information is relatively static and can be verified as
part of the PKC issuance process (e.g., using local databases) or 2)
when the credentials such as PKCs need to be revoked when the

cl earance informati on changes. The Cl earance attribute may al so be
included to sinplify the infrastructure, to reduce the infrastructure
design cost, or to reduce the infrastructure operations cost. An
exanpl e of placement of the Cearance attribute in PKCs in
operational Public Key Infrastructure (PKI) is the Defense Messagi ng
Service. An exanple of placenment of attributes in PKCs is Qualified
Certificates [ RFC3739].

The placenent of Clearance attributes in ACs is desirable when the
clearance information is relatively dynanm c and changes in the

cl earance informati on do not require revocation of credentials such
as PKCs, or the clearance information cannot be verified as part of
the PKC i ssuance process.

Si nce [ RFC5755] does not permit a chain of ACs, the Authority

Cl earance Constraints extension may only appear in the PKCs of a
Certification Authority (CA) or Attribute Authority (AA). The
Authority C earance Constraints extension nay al so appear in a trust
anchor (TA) or may be associated with a TA

Sone organi zations have multiple TAs, CAs, and/or AAs, and these
organi zations may wish to indicate to relying parties which cl earance
val ues froma particular TA, CA, or AA should be accepted. For
exanpl e, consider the security policies described in [RFC3114], where
a security policy has been defined for Arbco with three security
classification values (H GHLY CONFI DENTI AL, CONFI DENTI AL, and
GENERAL). To constrain a CA for just one security classification

the Authority C earance Constraints certificate extensi on would be
included in the CA's PKC

Turner & Chokhani St andards Track [ Page 3]



RFC 5913 Cl earance and Authority Cl earance Constraints June 2010

Cross-certified domains can al so nake use of the Authority C earance
Constraints certificate extension to indicate which clearance val ues
shoul d be acceptable to relying parties.

Thi s docunent augnents the certification path validation rules for
PKCs (in [RFC5280]) and ACs (in [RFC5755]).

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. ASN. 1 Syntax Notation

Al X. 509 PKC [ RFC5280] extensions are defined using ASN. 1 [ X 680].
Al X. 509 AC [ RFC5755] extensions are defined using ASN. 1 [ X. 680].
Note that [ X 680] is the 2002 version of ASN. 1, which is the nost
recent version with freeware conpil er support.

2. Clearance Attribute

The C earance attribute in a certificate indicates the clearances
held by the subject. It uses the clearance attribute syntax, whose
semantics are defined in [ RFC5755], in the Attributes field. A
certificate MUST include either zero or one instance of the C earance
attribute. |If the Clearance attribute is present, it MJST contain a
singl e val ue.

The followi ng object identifier identifies the Clearance attribute
(either in the subject directory attributes extension of a PKC or in
the Attributes field of an AC):

i d-at-clearance OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
ds(5) attributeTypes(4) clearance(55) }

The ASN. 1 syntax for the Clearance attribute is defined in [ RFC5912]
and that RFC provides the normative definition. The ASN.1 syntax for
Clearance attribute is as follows:

Cl earance ::= SEQUENCE {
policyld OBJECT | DENTI FI ER
cl assLi st Cl assLi st DEFAULT {uncl assifi ed},

securityCategories SET OF SecurityCategory
{{ SupportedSecurityCategories }} OPTI ONAL
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ClassList ::= BIT STRING {
unmar ked (0),
uncl assi fi ed (1),
restricted (2),
confidenti al (3),
secr et (4),
t opSecr et (5)
}
SECURI TY- CATEGORY : : = TYPE- | DENTI FI ER

SecurityCategory { SECURI TY- CATEGORY: Supported }::= SEQUENCE {
type [0] I'MPLICIT SECURI TY- CATEGORY. & d({ Supported}),
val ue [1] EXPLICIT SECURI TY- CATEGORY. &Type

} ({Supported}{@ype})

NOTE: SecurityCategory is shown exactly as it is in [RFC5912]. That
nodul e is an EXPLICI T tagged nodul e, whereas the nodul e contained in
this docunent is an | MPLICIT tagged nodul e.

The Cl earance attribute takes its meaning from Section 4.4.6 of
[ RFC5755], which is repeated here for convenience:

- policyld identifies the security policy to which the clearance
relates. The policyld indicates the semantics of the classLi st
and securityCategories fields.

- classList identifies the security classifications. Six basic
val ues are defined in bit positions 0 through 5, and nore may be
defined by an organi zational security policy.

- securityCategories provides additional authorization information.

If a trust anchor’s public key is used directly, then the C earance
associated with the trust anchor, if any, should be used as the

ef fective clearance (al so defined as effective-clearance for a
certification path).

3. Authority C earance Constraints Certificate Extension

The Authority C earance Constraints certificate extension indicates
to the relying party what clearances should be acceptable for the
subj ect of the AC or the subject of the last certificate in a PKC
certification path. It is only meaningful in a trust anchor, a CA
PKC, or an AA PKC. A trust anchor, CA PKC, or AA PKC MJST i ncl ude
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4.

either zero or one instance of the Authority Cl earance Constraints
certificate extension. The Authority C earance Constraints
certificate extension MAY be critical or non-critical.

Absence of this certificate extension in a TA, a CA PKC, or an AA PKC
i ndi cates that clearance of the subject of the AC or the subject of
the last certificate in a PKC certification path containing the TA
the CA or the AAis not constrained by the respective TA, CA or AA

The followi ng object identifier identifies the Authority C earance
Constraints certificate extension:

i d- pe-aut horityd earanceConstraints OBJECT | DENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) pe(l) 21}

The ASN. 1 syntax for the Authority C earance Constraints certificate
extension is as foll ows:

Aut horityC earanceConstraints ::= SEQUENCE S| ZE (1..MAX) OF
Cl earance

The syntax for the Authority C earance Constraints certificate
extension contains C earances that the CA or the AA asserts. The
sequence MUST NOT include nore than one entry with the same policyld.
This constraint is enforced during C earance and Authority C earance
Constraints Processing as described below. |If nore than one entry
with the sane policyld is present in the Authority C earance
Constraints certificate extension, the certification path is

rej ected.

Processi ng of C earance and Authority Cl earance Constraints in a PKC

This section describes the certification path processing when
Clearance is asserted in the PKC under consideration.

User input, the Authority Cl earance Constraints certificate
extension, and C earance attribute processing determ nes the

ef fective clearance (henceforth called effective-clearance) for the
end PKC. User input and the Authority Cl earance Constraints
certificate extension in the TA and in each PKC (up to but not
including the end PKC) in a PKC certification path inpact the

ef fective-clearance. |If there is nore than one path to the end PKC,
each path is processed independently. The process involves two

st eps:
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1) collecting the Authority C earance Constraints; and

2) using the Authority C earance Constraints in the certification
path and the Cl earance in the end PKC to determ ne the
ef fective-cl earance for the subject of the end PKC

Assunming a certification path consisting of n PKCs, the effective-

cl earance for the subject of the end PKCis the intersection of 1)
the Clearance attribute in the subject PKC, 2) the Authority

Cl earance Constraints, if present, in the trust anchor, 3) user
input, and 4) all Authority C earance Constraints present in n-1

i nternedi ate PKCs. Any effective-clearance calcul ation algorithm
that perforns this calculation and provi des the sane outcone as the
one fromthe al gorithmdescribed herein is considered conmpliant with
the requirenents of this RFC

VWhen processing a certification path, Authority Cl earance Constraints
are maintained in one state variable: permtted-clearances. Wen
processi ng begins, pernmitted-clearances is initialized to the user

i nput value or the special value all-clearances if Authority

Cl earance Constraints user input is not provided. The permitted-

cl earances state variable is updated by first processing Authority

Cl earance Constraints associated with the trust anchor, and then each
time an internediate PKC that contains an Authority C earance
Constraints certificate extension in the path is processed.

When processing the end PKC, the value in the Cearance attribute in
the end PKC is intersected with the permtted-cl earances state
vari abl e.

The output of C earance attribute and Authority C earance Constraint
certificate extension processing is the effective-clearance (which
could also be an enmpty list), and a status indicator of either
success or failure. |If the status indicator is failure, then the
process al so returns a reason code.

4.1. Collecting Constraints

Aut hority Cl earance Constraints are collected fromthe user input,
the trust anchor, and the intermediate PKCs in a certification path.

4.1.1. Certification Path Processing

When processing Authority C earance Constraints certificate

ext ensions for the purposes of validating a Cl earance attribute in
the end PKC, the processing described in this section or an

equi val ent al gorithm MJST be perfornmed in addition to the
certification path validation
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The processing is presented as an addition to the certification path
val idation algorithmdescribed in Section 6 of [ RFC5280]. Note that
this RFC is fully consistent with [ RFC5280]; however, it augnents

[ RFC5280] with the follow ng steps:

o Ability to provide and process Authority Cl earance Constraints
as an additional input to the certification path processing
engine with Trust anchor information.

0 Requirement to process Authority Cl earance Constraints present
with trust anchor information.

4.1.1.1. Inputs

User input may include an Authority C earance Constraints structure
or omt it.

Trust anchor information may include the Authority C earance
Constraints structure to specify Authority C earance Constraints for
the trust anchor. |In other words, the trust anchor nay be
constrai ned or unconstrained.

4.1.1.2. Initialization

If the user input includes Authority C earance Constraints, set
permtted-cl earances to the input value; otherw se, set permtted-
cl earances to the special value all-clearances.

Exam ne the perm tted-cl earances for the sanme Policy |D appearing
nore then once. |If a policyld appears nore than once in the

perm tted-cl earances state variable, set effective-clearance to an
enpty list, set error code to "multiple instances of sane cl earance",
and exit with failure.

If the trust anchor does not contain an Authority Cl earance
Constraints extension, continue at Section 4.1.1.3. O herwi se,
execute the procedure described in Section 6 as an in-line nacro by
treating the trust anchor as a PKC.

4.1.1.3. Basic Certificate Processing
If the PKCis the last PKC (i.e., certificate n), skip the steps

listed in this section. Oherw se, execute the procedure described
in Section 6 as an in-line macro.
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4.1.1.4. Preparation for Certificate i+1

No additional action associated with the C earance attribute or the
Authority C earance Constraints certificate extensions is taken
during this phase of certification path validation as described in
Section 6 of [RFC5280].

4.1.1.5. Wap-up Procedure

To conpl ete the processing, performthe follow ng steps for the | ast
PKC (i.e., certificate n).

Exam ne the PKC and verify that it does not contain nore than one

i nstance of the Clearance attribute. |f the PKC contains nore than
one instance of the Clearance attribute, set effective-clearance to
an enpty list, set the error code to "nultiple instances of an
attribute", and exit wth failure.

If the Clearance attribute is not present in the end PKC, set
ef fective-clearance to an enpty list and exit with success.

Set effective-clearance to the Clearance attribute in the end PKC.
4.1.1.5.1. Wap Up C earance

Exam ne effective-clearance and verify that it does not contain nore
than one value. |f effective-clearance contains nore than one val ue,
set effective-clearance to an enpty list, set error code to "nultiple
val ues", and exit with failure.

If permitted-clearances is an enpty list, set effective-clearance to
an enpty list and exit with success.

I f pernmitted-clearances has the special value all-clearances, exit
with success.

Let us say policyld in effective-clearance is X

If the policyld X in effective-clearance is absent fromthe
permtted-cl earances, set effective-clearance to an enpty list and
exit wth success.

Assign those classList bits in effective-clearance a value of one (1)
that have a value of one (1) both in effective-clearance and in the
cl earance structure in pernmitted-clearances associated with policyld
X. Assign all other classList bits in effective-clearance a val ue of
zero (0).
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If none of the classList bits have a value of one (1) in effective-
cl earance, set effective-clearance to an enpty list and exit with
success.

Set the securityCategories in effective-clearance to the intersection
of securityCategories in effective-clearance and securityCategories
for policyld X in permtted-clearances using the algorithmdescribed
in Section 7. Note that an enpty SET is represented by sinply
omtting the SET.

Exit with success.
4.1.1.6. Qutputs

If certification path validation processing succeeds, effective-
cl earance contains the subject’s effective clearance for this
certification path. Processing also returns success or failure
i ndi cation and reason for failure, if applicable.

5. Cearance and Authority C earance Constraints Processing in AC

This section describes the certification path processing when
Clearance is asserted in an AC. Relevant to processing are: one TA
0 or nore CA PKCs; O or 1 AA PKC, and 1 AC

User input, Authority C earance Constraints certificate extension
and C earance attribute processing determ ne the effective clearance
(henceforth called effective-cl earance) for the subject of the AC
User input and the Authority Cl earance Constraints certificate
extensions in the TA and in each PKC (up to and including the AA PKC)
in acertification path inmpact the effective-clearance. |If there is
nore than one path to the AA PKC, each path is processed

i ndependently. The process involves two steps:

1) collecting the Authority C earance Constraints; and

2) using the Authority C earance Constraints in the PKC
certification path and the Clearance in the AC to determine the
ef fective-clearance for the subject of the AC

The effective-clearance for the subject of the ACis the intersection
of 1) the Clearance attribute in the subject AC, 2) the Authority

Cl earance Constraints, if present, in trust anchor, 3) user input,
and 4) all Authority C earance Constraints present in the PKC
certification path fromthe TAto the AA. Any effective-clearance
cal cul ation algorithmthat perforns this cal cul ation and provi des the
same outcome as the one fromthe algorithm described herein is

consi dered conpliant with the requirenments of this RFC
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The Authority C earance Constraints are naintained in one state

vari abl e: permtted-clearances. Wen processing begins, permtted-
clearances is initialized to user input or the special value all-
clearances if Authority C earance Constraints user input is not
provided. The permtted-clearances state variable is updated by
first processing the Authority Cl earance Constraints associated with
the trust anchor, and then each tine a PKC (other than AC hol der PKC)
that contains an Authority Cl earance Constraints certificate
extension in the path is processed.

VWhen processing the AC, the value in the Clearance attribute in the
AC is intersected with the permtted-clearances state variable.

The output of C earance attribute and Authority C earance Constraint
certificate extension processing is the effective-clearance, which
could also be an enpty list; and success or failure with a reason
code for failure

5.1. Collecting Constraints

Aut hority Cl earance Constraints are collected fromthe user input,
the trust anchor, and all the PKCs in the AA PKC certification path.

5.1.1. Certification Path Processing

When processing Authority C earance Constraints certificate

ext ensions for the purpose of validating a Cearance attribute in the
AC, the processing described in this section or an equival ent

al gorithm MUST be perforned in addition to the certification path
validation. The processing is presented as an addition to the PKC
certification path validation algorithmdescribed in Section 6 of

[ RFC5280] for the AA PKC certification path and the al gorithm
described in Section 5 of [RFC5755] for the AC validation. Also see
the note related to [ RFC5280] augnentation in Section 4.1.1.

5.1.1.1. Inputs
Same as Section 4.1.1.1.

In addition, let us assune that the PKC certification path for the AA
consists of n certificates.

5.1.1.2. Initialization

Sane as Section 4.1.1.2.
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5.1.1.3. Basic PKC Processing

Sanme as Section 4.1.1.3 except that the logic is applied to all n
PKCs.

5.1.1.4. Preparation for Certificate i+1
Sane as Section 4.1.1.4.

5.1.1.5. Wap-up Procedure
To conpl ete the processing, performthe followi ng steps for the AC
Exam ne the AC and verify that it does not contain nore than one
i nstance of the Clearance attribute. |I|f the AC contains nore than
one instance of the Cearance attribute, set effective-clearance to
an enpty list, set the error code to "nultiple instances of an

attribute", and exit with failure.

If the Clearance attribute is not present in the AC, set effective-
clearance to an enpty list and exit with success.

Set effective-clearance to the Clearance attribute in the AC
5.1.1.5.1. Wap Up d earance

Same as Section 4.1.1.5.1.
5.1.1.6. CQutputs

Same as Section 4.1.1.6.

In addition, apply AC processing rules described in Section 5 of
[ RFC5755] .

6. Computing the Intersection of permtted-clearances and Authority
Cl earance Constraints Extension

Exami ne the PKC and verify that it does not contain nore than one

i nstance of the Authority Cl earance Constraints extension. |If the
PKC contains nore than one instance of Authority O earance
Constraints extension, set effective-clearance to an enpty list, set
error code to "nultiple extension instances", and exit with failure.

If the Authority C earance Constraints certificate extension is not

present in the PKC, no action is taken, and the permitted-clearances
val ue i s unchanged.
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If the Authority C earance Constraints certificate extension is
present in the PKC, set the variable tenp-clearances to the val ue of
the Authority C earance Constraints certificate extension. Exam ne
the tenp-cl earances for the same Policy |ID appearing nore then once.
If a policyld appears nmore than once in the tenp-clearances state
vari abl e, set effective-clearance to an enpty list, set error code to
"mul tiple instances of sane clearance", and exit with failure.

If the Authority C earance Constraints certificate extension is
present in the PKC and pernitted-clearances contains the all-

cl earances special value, then assign pernitted-clearances the value
of tenp-clearances.

If the Authority C earance Constraints certificate extension is
present in the PKC and pernitted-clearances does not contain the all-
cl earances special value, take the intersection of tenp-clearances
and pernmitted-clearances by repeating the follow ng steps for each
clearance in the permtted-clearances state variabl e:

- If the policyld associated with the clearance is absent in the
tenmp-cl earances, delete the clearance structure associated with
the policylD fromthe permitted-cl earances state vari abl e.

- If the policyld is present in tenp-clearances:

-- For every classList bit, assign the classList bit a val ue of
one (1) for the policyld in the perm tted-clearances state
variable if the bit is one (1) in both the permtted-
cl earances state variable and the tenp-cl earances for that
policyld; otherw se, assign the bit a value of zero (0).

-- If no bits are one (1) for the classList, delete the clearance
structure associated with the policyld fromthe pernitted-
cl earances state variable and skip the next step of processing
securityCategori es.

-- For the policyld in permtted-clearances, set the
securityCategories to the intersection of securityCategories
for the policyld in pernitted-clearances and in tenmp-
cl earances using the algorithm described in Section 7. Note
that an empty SET is represented by sinply omtting the SET.

7. Computing the Intersection of securityCategories

The al gorithm described here has the idenpotent, associative, and
conmut ati ve properties.
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Thi s section describes how to conpute the intersection of
securityCategories A and B. It uses the state variable tenp-set. It
al so uses tenporary variables X and Y.

Set the SET tenp-set to enpty.
Set X = A and Y = B.

If SET X is enpty (i.e., securityCategories is absent), return tenp-
set.

If SET Y is enpty (i.e., securityCategories is absent), return tenp-
set.

For each type D in X, if all the elements for the type ODin X and
if and only if all the elenents for that type ODin Y are identical,
add those elements to tenp-set and del ete those elenents from X and
Y. Note: identical nmeans that if the elenment with the type O D and
given value is present in X, it is also present in Y with the sane
type O D and given value and vice versa. Delete the elements from X
and fromY.

If SET X is enpty (i.e., securityCategories is absent), return tenp-
set.

If SET Y is enpty (i.e., securityCategories is absent), return tenp-
set.

For every elenent (i.e., SecurityCategory) in the SET X, carry out
the follow ng steps:

1. If there is no elenent in SET Y with the same type O D as the
type ODin the element from SET X, go to step 5.

2. If there is an element in SET Y with the sane type O D and val ue
as in the element in SET X, carry out the follow ng steps:

a) If the element is not present in the SET tenp-set, add an
el ement containing the type O D and the value to the SET
t enp- set.

3. If the processing semantics of type ODin the element in SET X
is not known, go to step 5.

4. For each element in SET Y, do the follow ng:

a) If the type OD of the element in SET Y is not the sane as
the elenment in SET X being processed, go to step 4.d.
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b) Performtype-O D specific intersection of the value in the
element in SET X with the value in the elenent in SET Y.

c) If the intersection is not enpty, and the el enent
representing the type O D and intersection value is not
al ready present in tenp-set, add the el ement containing the
type O D and intersection value as an el ement to tenp-set.

d) Continue to the next elenent in SET Y.

5. If nmore elenments remain in SET X, process the next el enent
starting with step 1.

Return tenp-set.
8. Recommended securityCategories

This RFC al so includes a recomended securityCategories object as
fol |l ows:

recomended- cat egory SECURI TY- CATEGORY :: =
{ BIT STRING | DENTIFIED BY O D }

The above structure is provided as an exanple. To use this
structure, the object identifier (OD) needs to be registered and the
semantics of the bits in the bit string need to be enunerated.

Note that type-specific intersection of two values for this type wll
be sinply setting the bits that are set in both values. |If the
resulting intersection has none of the bits set, the intersection is
consi dered enpty.

9. Security Considerations

Certificate issuers nust recognize that absence of the Authority
Cl earance Constraints in a TA in a CA certificate, or in an AA
certificate neans that in terns of the clearance, the subject
Aut hority is not constrained.

Absence of the Clearance attribute in a certificate means that the
subj ect has not been assigned any cl earance.

If there is no Clearance associated with a TA it neans that the TA
has not been assi gned any cl earance.

If the local security policy considers the clearance held by a

subj ect or those supported by a CA or AAto be sensitive, then the
Clearance attribute or Authority C earance Constraints should only be
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included if the subject’s and Authority’'s certificates can be privacy
protected. Also in this case, distribution of trust anchors and
associ ated Authority C earance Constraints extension or C earance
must al so be privacy protected.
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
X. 680.

Cl earanceConstraints { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) mod(0) 46 }

DEFI NI TIONS | MPLICI T TAGS : : =
BEG N

-- EXPORTS ALL --

| MPORTS

-~ 1 MPORTS from [ RFC5912]

i d-at-cl earance, C earance
FROM PKI XAt tri buteCertificate-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) id-nmod(0)
id-nmod-attribute-cert-02(47)
}

-~ I MPORTS from [ RFC5912]

EXTENSI ON, SECURI TY- CATEGORY
FROM PKI X- CommonTypes- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xConmmon- 02(57)
}

-- Cearance attribute A D and syntax

-- The following is a 2002 ASN. 1 version for clearance.
-- It is included for conveni ence.

-- id-at-clearance OBJECT I DENTIFIER ::=
-- { joint-iso-ccitt(2) ds(5) attributeTypes(4) clearance (55) }

-- Clearance ::= SEQUENCE {
-- policyld OBJECT | DENTI FI ER
-- cl assLi st Cl assLi st DEFAULT {uncl assifi ed},

-- securityCategories SET OF SecurityCategory
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i d-
{

aut

{{Support SecurityCategories }} OPTI ONAL
}

ClassList ::= BIT STRING {
unmar ked (0),
unclassified (1),
restricted (2),
confidential (3),

secr et (4),
t opSecr et (5)
}
SECURI TY- CATEGORY :: = TYPE-| DENTI FI ER

NOTE t hat the nodul e SecurityCategory is taken froma nodul e

that uses EXPLICIT tags [ RFC5912]. |If O earance was not inported
from[RFC5912] and the comments were renoved fromthe ASN. 1
contai ned herein, then the IMPLICIT in type could al so be renoved
with no inpact on the encoding.

SecurityCategory { SECURI TY- CATEGORY: Supported } ::= SEQUENCE ({
type [0] IMPLICIT SECURI TY- CATEGORY. & d({Supported}),
value [1] EXPLICI T SECURI TY- CATEGORY. &Type

} ({ Supported}{@ype})

Aut hority Cl earance Constraints certificate extension QD

and synt ax

pe-cl earanceConstrai nts OBJECT | DENTIFIER :: =
iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) pe(l) 21}

horityC earanceConstraints EXTENSION :: = {

SYNTAX Aut hori tyCl earanceConstraints

|
}

Aut

DENTI FI ED BY i d-pe-clearanceConstraints

horityd earanceConstraints ::= SEQUENCE SIZE (1.. MAX) OF C earance

END

Tur ner
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