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1. Introduction

Thi s docunent provides the External Data Representation Standard
(XDR) description for Network File System version 4 (NFSv4) m nor
version 1.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

1.2. Code Conponents Licensing Notice

The XDR description and scripts for extracting the XDR description
are Code Components as described in Section 4 of "Legal Provisions
Rel ating to | ETF Documents" [2].

2. XDR Description of NFSv4.1

Thi s docunent contains the XDR ([3]) description of NFSv4.1 protoco
([4]). In order to facilitate inplenentations that support both
NFSv4.0 and NFSv4.1, the description includes operations and ot her
features of NFSv4.0 that do not apply to NFSv4. 1.

The XDR description is provided in this docunent in a way that makes
it sinple for the reader to extract into ready-to-conpile form The
reader can feed this document in the follow ng shell script to
produce t he machi ne readabl e XDR description of NFSv4. 1:
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<CODE BEG NS>

#1/ bi n/ sh
grep 'A *//1° | sed 's?N */[] 2?2 | sed ’'s?A */[[$2?
<CODE ENDS>

That is, if the above script is stored in a file called "extract.sh",
and this docunment is in a file called "spec.txt", then the reader can
do:

<CODE BEQ NS>
sh extract.sh < spec.txt > nfs4_prot.x

<CODE ENDS>
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The effect of the script is to renpve | eading white space from each

l'ine,

plus a sentinel sequence of "///".

The XDR description, with the sentinel sequence foll ows:

<CODE

1
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Shepl er,

BEG NS>

Copyright (c) 2010 | ETF Trust and the persons identified
as the docunment authors. All rights reserved.

The docunent authors are identified in RFC 3530 and
RFC 5661.

Redi stri bution and use in source and binary forms, with
or without nodification, are permtted provided that the
followi ng conditions are met:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng discl ainer.

- Redistributions in binary form nust reproduce the above
copyright notice, this list of conditions and the
foll owi ng disclainmer in the docunentati on and/or ot her
materials provided with the distribution.

- Neither the name of Internet Society, |ETF or |ETF
Trust, nor the nanes of specific contributors, may be
used to endorse or pronote products derived fromthis
software wi thout specific prior witten pernission

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS
AND CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO
EVENT SHALL THE COPYRI GHT OAMNER OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT' LI M TED TO PROCUREMENT OF SUBSTI TUTE GOODS OR
SERVI CES; LOSS OF USE, DATA, OR PRCOFITS; OR BUSI NESS
| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF

LI ABI LI TY, WHETHER | N CONTRACT, STRICT LI ABILITY,

OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F
ADVI SED OF THE PGOSSI BI LI TY OF SUCH DAVAGE.
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/*
This code was derived from RFC 3530. Pl ease
reproduce this note if possible.

This code was derived from RFC 5661. Pl ease
reproduce this note if possible.

This file was nmachi ne generated from RFC 5662.

EE I R S R

~

*

nfs4 _prot.x
*/

%ti f ndef _AUTH_SYS_DEFI NE_FOR_NFSv41
%tdefi ne _AUTH_SYS_DEFI NE_FOR_NFSv41

%#i ncl ude <rpc/auth_sys. h>

% ypedef struct authsys_parns aut hsys_par ims;
%tendi f /* _AUTH _SYS_DEFI NE_FOR _NFSv41 */

/*
* Basic typedefs for RFC 1832 data type definitions
*/
/*
* typedef int int32_t;
* typedef unsigned int uint32 t;
* typedef hyper int64_t;
* typedef unsigned hyper uint64_t;
*/
/*
* Sizes
*/
const NFS4_FHSI ZE = 128;
const NFS4_VERI FI ER_SI ZE = §;
const NFS4_OPAQUE LIMT = 1024;
const NFS4_SESSI ONI D_SI ZE = 16;
const NFS4_| NT64_MAX = OX7ffffffffffffffer;
const NFS4_Ul NT64_MAX = OxfEffffffffffffff;
const NFS4_| NT32_MAX = OX7fffffff;
const NFS4_Ul NT32_MAX = Oxffffffff;
const NFS4_MAXFI LELEN Oxffffffffffffffff;

const NFS4_MAXFI LEOFF Oxfffffffffffffffe;
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* File types
*/
num nfs_ftyped {

NFAREG = 1, /* Regular File */

NFADIR = 2, /* Directory */

NF4BLK = 3, /* Special File - block device */

NFACHR = 4, /* Special File - character device */

NFALNK = 5, /* Symbolic Link */

NF4SOCK = 6, /* Special File - socket */

NF4FI FO = 7, /* Special File - fifo */

NF4AATTRDI R

= 8, /* Attribute Directory */
NF4ANAVEDATTR
=9 /* Nanmed Attribute */

*
* Error status
*/
num nfsstat4 {
NFS4_OK = 0, /* everything is okay */
NFSAERR_PERM = 1, [* caller not privileged */
NFSAERR_NCENT = 2, /* no such file/directory */
NFS4ERR | O = b, /* hard I/O error */
NFS4ERR_NXI O = 6, /* no such device */
NFS4ERR_ACCESS = 13, /* access denied */
NFS4ERR_EXI ST = 17, [* file already exists */
NFSAERR_XDEV = 18, [* different filesystens */
/*

* Pl ease do not allocate value 19; it was used in NFSv3
* and we do not want a value in NFSv3 to have a different
* meaning in NFSv4. x.

*/

~
*

NFSAERR_NOTDI R
NFS4ERR_I SDI R

20,
21, /* should not be directory */

shoul d be a directory */

NFSAERR_|I NVAL = 22, /* invalid argunent */
NFS4ERR_FBI G = 27, /[* file exceeds server max */
NFSAERR_NOSPC = 28, /* no space on filesystem */
NFSAERR_ROFS = 30, /* read-only filesystem */
NFSAERR_MLI NK = 31, /* too many hard |inks */
NFS4ERR_NAVETOOLONG = 63, /* nane exceeds server max */
NFSAERR_NOTEMPTY = 66, /* directory not enpty */
NFS4ERR_DQUOT = 69, /* hard quota linmt reached*/
NFSAERR_STALE = 70, /[* file no | onger exists */
NFS4ERR_BADHANDLE = 10001,/* Illegal filehandle */

NFSAERR_BAD_COCKI E 10003, /* READDIR cookie is stale */
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/11 NFS4ERR_NOTSUPP
/11 NFS4ERR _TOOSMALL
/11 NFS4ERR _SERVERFAULT
/1l NFS4ERR_BADTYPE

10004, /* operation not supported */
10005,/* response limt exceeded */
10006,/ * undefi ned server error */
10007,/* type invalid for CREATE */

/1l NFSAERR_DELAY = 10008,/* file "busy" - retry */
/1] NFS4ERR _SAME = 10009,/* nverify says attrs sane */
/1l NFS4ERR _DEN ED = 10010,/* |l ock unavail abl e */
/11l NFSA4ERR_EXPI RED = 10011,/* lock | ease expired */
/1l NFSAERR _LOCKED = 10012,/* I/O failed due to lock */
/1l NFS4ERR_GRACE = 10013,/* in grace period */
/1l NFS4ERR_FHEXPI RED = 10014,/* fil ehandl e expired */
/1l NFS4ERR SHARE DENIED = 10015,/* share reserve denied */
/1l NFS4AERR WRONGSEC = 10016,/* wong security flavor */
/1]l NFSA4ERR_CLI D_| NUSE = 10017,/* clientid in use */
Iy

[11 |* NFS4AERR RESOURCE is not a valid error in NFSv4.1 */

/1l NFSAERR _RESOURCE = 10018, /* resource exhaustion */
/11

/1] NFS4ERR_MOVED 10019,/* fil esystemrel ocated */
/1] NFS4ERR _NOFI LEHANDLE 10020,/* current FH is not set */
/1] NFS4ERR_M NOR_VERS M SMATCH= 10021,/* minor vers not supp */

/1] NFSAERR STALE CLI ENTID = 10022,/* server has rebooted */
/1] NFSAERR _STALE STATEI D 10023,/ * server has rebooted */
/1l  NFS4ERR OLD STATEI D 10024,/* state is out of sync */
/1l NFS4ERR BAD STATEI D 10025,/* incorrect stateid */

/1] NFSAERR_BAD_SEQ D
/11 NFSAERR_NOT_SANME

/11 NFS4ERR_LOCK_RANGE
/11 NFS4ERR_SYM.I NK

/1] NFS4ERR_RESTOREFH
/11 NFS4ERR_LEASE_MOVED
/11  NFS4ERR_ATTRNOTSUPP
/11 NFS4ERR_NO GRACE

/11 NFS4ERR_RECLAI M _BAD
/11 NFS4ERR_RECLAI M_CONFLI CT
/1] NFS4ERR_BADXDR

/11 NFS4ERR_LOCKS_ HELD
/11 NFS4ERR_OPENMODE

/11 NFSAERR_BADOMNER

/11 NFS4ERR_BADCHAR

/11 NFS4ERR_BADNANE

/1] NFS4ERR_BAD RANGE
/11 NFS4ERR_LOCK_NOTSUPP

10026,/* request is out of seq. */
10027,/* verify - attrs not sanme */
10028, /* overl apping | ock range */
10029, /* should be file/directory*/
10030, /* no saved fil ehandl e */
10031,/* some fil esystem noved */
10032,/ * reconmended attr not sup*/
10033, /* reclai moutside of grace*/
10034,/* reclaimerror at server */
10035,/* conflict on reclaim */
10036, /* XDR decode fail ed */
10037,/* file |l ocks held at CLOSE*/
10038,/* conflict in OPEN and |/ O*/
10039, /* owner translation bad */
10040, /* utf-8 char not supported*/
10041, /* name not supported */
10042,/* lock range not supported*/
10043,/* no atom ¢ up/downgrade */

/1] NFS4ERR OP_I| LLEGAL 10044,/ * undefi ned operation */
/1l NFS4ERR_DEADLOCK 10045,/* file | ocking deadl ock */
/1] NFS4ERR FI LE_OPEN 10046,/ * open file bl ocks op. */
/1] NFSAERR_ADM N_REVCOKED 10047,/* | ockowner state revoked */
/1] NFS4ERR CB_PATH DOMN 10048, /* cal |l back path down */
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111
/1l |* NFSv4.1 errors start here. */
111

/1l NFS4ERR_BADI OMODE = 10049,
/1l NFS4ERR_BADLAYOUT = 10050,
/11 NFS4ERR _BAD_SESSI ON DI GEST = 10051,
/11 NFS4ERR_BADSESSI ON = 10052,
/11 NFS4ERR_BADSLOT = 10053,

/1l NFS4ERR_COVPLETE_ALREADY = 10054,

/11 NFSAERR_CONN_NOT_BOUND TO SESSI ON = 10055,

/1l NFSAERR_DELEG ALREADY_WANTED = 10056,

/1]  NFS4ERR BACK CHAN BUSY = 10057,/ *backchan reqs outstandi ng*/
/1l NFSAERR_LAYOUTTRYLATER = 10058,

/1] NFS4ERR _LAYOUTUNAVAI LABLE = 10059,

/11 NFSAERR _NOVATCHI NG_LAYOUT = 10060,

/1l NFSA4ERR_RECALLCONFLI CT = 10061,

/11l NFSAERR_UNKNOWN _LAYOUTTYPE = 10062,

/1l  NFS4ERR SEQ M SORDERED = 10063,/* unexpected seq.ID in req*/
/1l NFS4ERR_SEQUENCE POS 10064,/* [CB_]SEQ op not 1st op */
/1l NFS4ERR REQ TOO BI G 10065,/* request too big */
/1l NFS4ERR _REP_TOO BI G 10066,/* reply too big */
/1] NFSAERR REP_TOO BI G TO CACHE =10067,/* rep. not all cached*/
/1l NFS4ERR_RETRY_UNCACHED REP =10068,/* retry & rep. uncached*/
/1] NFS4ERR_UNSAFE _COMPOUND =10069,/* retry/recovery too hard */
/1] NFS4ERR TOO MANY_OPS = 10070,/*too nany ops in [CB_] COWP*/
/1] NFS4ERR OP_NOT_| N _SESSI ON =10071,/* op needs [CB ]SEQ op */
/1]l NFS4ERR_HASH ALG UNSUPP = 10072, /* hash alg. not supp. */
[ [* Error 10073 is unused. */
/1l NFS4ERR_CLI ENTI D_BUSY 10074,/* clientid has state */
/11l NFSA4ERR_PNFS_| O HOLE 10075,/* 10to _SPARSE file hole */
/1l NFS4ERR SEQ FALSE RETRY= 10076,/* Retry != original req. */
/1] NFS4ERR BAD H GH SLOT 10077,/* req has bad hi ghest sl ot*/
/1] NFSAERR _DEADSESSI ON 10078,/ *new req sent to dead sess*/
/1] NFSAERR _ENCR ALG UNSUPP= 10079,/* encr alg. not supp. */
/11l NFSAERR_PNFS_NO LAYOQUT = 10080,/* |1/O wi thout a |ayout */
/1] NFS4ERR _NOT_ONLY_OP 10081, /* addl ops not all owed */
/1l NFS4ERR WRONG CRED 10082,/* op done by wong cred */
1] NFS4AERR WRONG TYPE 10083,/* op on wong type object */
/1] NFSA4ERR DI RDELEG UNAVAI L=10084,/* del egati on not avail. */
/1] NFSAERR REJECT_DELEG 10085,/* cb rejected del egation */
/1] NFS4AERR_RETURNCONFLI CT 10086, /* layout get before return*/
/1l NFS4ERR DELEG REVOKED 10087 /* del eg. /| ayout revoked */
1y,

[

[l r*

/1l * Basic data types

[ *

/11 typedef opaque attrlistd<>;

W e nl
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/1] typedef uint32_t bi t map4<>
/1] typedef uint64 t changei d4;
/1] typedef uint64_t clientid4;
/1] typedef uint32_t count 4;

/1] typedef uint64_t | engt h4;

/1] typedef uint32_t node4;

/1] typedef uint64 t nfs_cooki e4;
/1] typedef opaque nfs_fh4<NFS4_ FHSI ZE>;
/1] typedef uint64_t of f set 4;

/1] typedef uint32_t gop4;

/1l typedef opaque sec_oid4<>;

/1] typedef uint32_t sequencei d4;
/1] typedef uint32_t seqi d4;

/1]l typedef opaque sessioni d4[ NFS4_SESSI ONI D_SI ZE] ;
/1] typedef uint32_t sl oti d4;

/1l typedef opaque utf8string<>;

/1l typedef utf8string utf8str_cis;
/1l typedef utf8string utf8str_cs;
/1] typedef utf8string ut f 8str_m xed;
/1] typedef utf8str_cs conponent 4;
/1] typedef utf8str_cs I i nkt ext 4;
/1] typedef conponent4 pat hname4d<>;
/1l typedef opaque verifierd4[ NFS4_VERI FI ER Sl ZF] ;
/11

1=

/1] * Timeva

1 *

/1] struct nfstined {

Iy int64_t seconds;

/11 uint32_t nseconds;
1y,

[

/1] enumtime_howd {

/11 SET_TO SERVER TI ME4 = O,

/11 SET_TO CLIENT_TIME4 = 1
1y,

/11

/1] union settimed4 switch (tine_how4 set it) {
/1l case SET_TO CLI ENT_TI ME4:
[ nfstine4 time;
/1] default:

/11 voi d;

1y,

[

Iy

/1] typedef uint32_t nfs_|ease4;
/11

1=
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/11 * File attribute definitions

1 *

Iy

1=

/1l * FSID structure for major/m nor
1 *

/1] struct fsid4 {

/11 ui nt 64 _t naj or ;
/11 ui nt 64 _t ni nor ;
1y,

/11

1=

/1l * Filesystem|locations attribute
/1l * for relocation/mgration and
/1] * related attributes.

1 *

/1l struct change_policy4 {

/11 ui nt 64 _t cp_mmj or
/11 ui nt 64 _t cp_m nor;
1y,

Iy

/1] struct fs_locationd {

Iy utf8str_cis server <>;
/11 pat hnane4 r oot pat h;
1y,

[

/1] struct fs_locationsd {

[ pat hname4 fs_root;
Iy fs_location4d | ocati ons<>;
1y,

/11

1=

/1l * Various Access Control Entry definitions
1 *

/11

1=

/1l * Mask that indicates which

/1l * Access Control Entries are supported.

/1l * Values for the fattr4_acl support attribute.
1=

/1l const ACL4_SUPPORT_ALLOW ACL = 0x00000001;
/1] const ACL4_SUPPORT_DENY_ACL = 0x00000002;
/11l const ACL4_ SUPPORT_AUDI T_ACL = 0x00000004;
/1]l const ACL4_ SUPPORT_ALARM ACL = 0x00000008;
Iy

/11

/1] typedef uint32_t acet ype4;

/11
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/*

NFSv4.1 XDR Description

* acetype4 val ues, others can be added as needed.

*/
const ACE4_ACCESS ALLOWNED ACE TYPE = 0x00000000;
const ACE4_ACCESS DEN ED ACE_TYPE = 0x00000001;
const ACE4_SYSTEM AUDI T_ACE_TYPE = 0x00000002;
const ACE4_SYSTEM ALARM ACE_TYPE = 0x00000003;
/*

* ACE fl ag

*/
typedef uint32_t acefl ag4;
/*

* ACE flag val ues

*

/
const ACE4_FI LE | NHERI T_ACE = 0x00000001
const ACE4_DI RECTORY_| NHERI T_ACE = 0x00000002;
const ACE4_NO PROPAGATE_| NHERI T_ACE = 0x00000004;
const ACE4_| NHERI T_ONLY_ACE = 0x00000008;
const ACE4_SUCCESSFUL_ACCESS ACE _FLAG = 0x00000010;
const ACE4 FAI LED ACCESS ACE FLAG = 0x00000020;
const ACE4_| DENTI FI ER_GROUP = 0x00000040;
const ACE4_| NHERI TED ACE = 0x00000080;
/*

* ACE nask

*/
typedef uint32_t acemask4;
/*

* ACE nmask val ues

*/
const ACE4_READ DATA = 0x00000001;
const ACE4_LI ST_DI RECTORY = 0x00000001;
const ACE4_WRI TE_DATA = 0x00000002;
const ACE4_ADD FI LE = 0x00000002;
const ACE4_APPEND DATA = 0x00000004;
const ACE4_ADD SUBDI RECTORY = 0x00000004;
const ACE4_READ NAMED ATTRS = 0x00000008;
const ACE4_W\RI TE_NAMED_ATTRS = 0x00000010;
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/1l const ACE4 EXECUTE = 0x00000020;
/1] const ACE4 DELETE CHI LD = 0x00000040;
/1] const ACE4_READ ATTRI BUTES = 0x00000080;
/1l const ACE4_WRI TE_ATTRI BUTES = 0x00000100;
/11 const ACE4_WRI TE_RETENTI ON = 0x00000200;
/11 const ACE4_WRI TE_RETENTI ON_HOLD = 0x00000400;
I

/1l const ACE4 DELETE = 0x00010000;
/11 const ACE4_READ ACL = 0x00020000;
/11 const ACE4_WRI TE_ACL = 0x00040000;
/11 const ACE4_WRI TE_OMNER = 0x00080000;
/11 const ACE4_SYNCHRON ZE = 0x00100000;

I
111
I
111
111
111
I
111
11
111
/11 const ACE4_GENERI C_READ = 0x00120081;
111
I
111
11
111
111
111
I
111
11 /

/11 const ACE4_GENERI C WRI TE = 0x00160106;
111
111
I
111
11
111
111
111
I /

/1] const ACE4_GENERI C_EXECUTE = 0x001200A0;
11

111

1=

/1l * Access Control Entry definition

ACE4 CGENERI C READ -- defined as conbinati on of
ACE4_READ ACL |
ACE4_READ DATA |
ACE4_READ _ATTRI BUTES |
ACE4_SYNCHRONI ZE

* Ok X Xk X %

/

ACE4 GENERI C WRI TE -- defined as conbination of
ACE4 _READ ACL |
ACE4_V\RI TE_DATA |
ACE4_V\RI TE_ATTRI BUTES |
ACE4_V\RI TE_ACL |
ACE4_APPEND_DATA |
ACE4_SYNCHRONI ZE

* Ok X Xk X X X X

ACE4 GENERI C_ EXECUTE -- defined as conbi nation of
ACE4_READ ACL
ACE4_READ ATTRI BUTES
ACE4_EXECUTE
ACE4_SYNCHRONI ZE

* % X X X X %

Shepler, et al. St andards Track [ Page 12]



RFC 5662

111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

Shepler, et al. St andards Track

NFSv4.1 XDR Description

*/
struct nfsaced {
acet yped type;
acefl ag4 flag;
acenask4 access_nask;
ut f 8str_m xed who
b
/*
* ACL fl ag
*/
typedef uint32_t aclfl ag4;
/*
* ACL flag val ues
*/
const ACL4_AUTO I NHERI T = 0x00000001;
const ACL4_PROTECTED = 0x00000002;
const ACL4_DEFAULTED = 0x00000004;

/*

* Version 4.1 Access Contro
*/

struct nfsacl 41 {

Li st definition

acl fl ag4 na4l fl ag;
nf sace4 na4l aces<>
b
/*
* Field definitions for the fattr4_node
* and fattr4_node_set nmsked attri butes.
*/
const MODE4 _SU D = 0x800; /* set user id on execution */
const MODE4 SG D = 0x400; * set group id on execution */
const MODE4_SVTX = 0x200; /* save text even after use */
const MODE4 RUSR = 0x100; * read perm ssion: owner */
const MODE4 _WJSR = 0x080; * wite perm ssion: owner */
const MODE4 XUSR = 0x040; * execute perm ssion: owner */
const MODE4 RGRP = 0x020; * read perm ssion: group */
const MODE4 WGRP = 0x010; * wite permssion: group */
const MODE4_XGRP = 0x008; [* execute permni ssion: group */
const MODE4 ROTH = 0x004; * read perm ssion: other */
const MODE4 _WOTH = 0x002; * wite perm ssion: other */
const MODE4 XOTH = 0x001; * execute perm ssion: other */

January 2010
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/11

[

[l r*

/1l * Masked node for the node_set masked attribute.
[ *

/1] struct node nasked4 {

/1] nmode4 mmvalue to set; /* Values of bits

111 to set or reset
111 in node. */

111

/1] rmode4d mmmask bits; /* Mask of bits to
111 set or reset
111 in node. */
I}

111

11l =

/1l * Special data/attribute associated with

/1l * file types NF4BLK and NF4CHR

1 *

/1] struct specdatad {

/1] uint32_t specdatal; /* major device nunber */
/1] uint32_t specdata2; /* mnor device number */

1y,

/11

1=

/1l * Values for fattr4 fh _expire_type

1 *

/1l const FHA_PERSI STENT = 0x00000000;
/1l const FHA_NOEXPI RE_ W TH_OPEN = 0x00000001;
/1l const FHA_VOLATI LE_ANY = 0x00000002;
/1] const FHA_VOL_M GRATI ON = 0x00000004;
/1] const FHA VOL_RENANME = 0x00000008;
Iy

/11

/1] struct netaddr4 {

/11 /* see struct rpcbh in RFC 1833 */

/11 string na_r_netid<>; /* network id */
/11 string na_r_addr<>; /* universal address */
1y,

/11

1=

/1l * data structures new to NFSv4.1

1 *

[

/1] struct nfs_inpl_id4 {

Iy utf8str _cis nii_domain

Iy utf8str_cs nii_narme;

/11 nfstine4 nii_date;
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1y,

[

Iy

1=

/1l * Stateid

1 *

/1] struct stateid4 {

/11 uint32_t seqi d;

Iy opaque ot her[12];
1y,

/11

/1] enum | ayouttyped {

/11 LAYOUT4_NFSV4_1_FI LES
111 LAYOUT4_0OsD2_OBJECTS
11 LAYOUT4_BLOCK_VOLUME
1y,

/11

/1] struct |ayout content4 {

/11 | ayouttyped | oc_type;
/11 opaqgue | oc_body<>;
1y,

/11

/11

1 %>

[l %* LAYOUT4_OSD2_OBJECTS | oc_body description
[l %* is in a separate .x file

111 %*/

111 %

1 9>

1] %* LAYOUT4 BLOCK VOLUME | oc_body description
[l %* is in a separate .x file

0x1,
0x2,
0x3

11 %*/

Iy

/1] struct layouthint4 {

/11 | ayouttype4d | oh_type;
/11 opaque | oh_body<>;
1y,

[

/1] enum | ayoutionode4 {

/11 LAYOUTI OMODE4_READ =1,

/11 LAYQUTI OMODE4_RW = 2,

/11 LAYQUTI OMODE4_ ANY =3

1y,

[

/1] struct layout4d {

Iy of fset4 | o_offset;
/11 | engt h4 | o_I engt h;
/11 | ayout i onnded | o_i onode;
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/11 | ayout _content4 | o_content;
1y,

Iy

/1l const NFS4_DEVI CEI D4_SI ZE = 16;

/11

/1l typedef opaque devicei d4] NFS4_ DEVI CEI D4_SI ZE] ;
/11

/1] struct device_addr4 {

/11 | ayout t ype4d da_l ayout _type;
[ opaque da_addr _body<>;
1y,

/11

/11

/1] struct |ayoutupdated {

/11 | ayout t ype4d | ou_type;

[ opaque | ou_body<>;
1y,

/11

111 %

/1l [* Constants used for LAYOUTRETURN and CB_LAYOUTRECALL */

/1] const LAYOUT4_RET_REC FILE = 1;

/1l const LAYOUT4_RET_REC FSID = 2;

/1l const LAYOUT4_RET_REC ALL = 3;

111 %

/1] enum | ayoutreturn_typed {

/11 LAYOUTRETURNA_FI LE = LAYOUT4_RET_REC FI LE,
11 LAYOUTRETURNA_FSI D = LAYOUT4_RET_REC FSI D,
/11 LAYOUTRETURNA_ALL = LAYOUT4_RET_REC ALL
1y,

/11

/1] struct layoutreturn filed {

/11 of fset4 I rf _offset;

Iy | engt h4 [rf_length;

Iy statei d4 Irf_stateid;

111 % /* layouttyped specific data */

/11 opaque I rf _body<>;

1y,

[

/1] union layoutreturnd4 switch(layoutreturn_typed Ir_returntype) {
/11 case LAYOUTRETURNA_FI LE:

/11 | ayoutreturn_file4d [ r_layout;
/11 def aul t:

/11 voi d;

1y,

11l %

/11

/1] enum fs4_status_type {

/11 STATUSA_FI XED = 1,
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/11 STATUSA_UPDATED = 2,

[ STATUS4 VERSI ONED = 3,

Iy STATUS4_WRI TABLE = 4,

/11 STATUS4_REFERRAL = 5

1y,

/11

/1] struct fs4 status {

/11 bool fss_absent;
/11 fs4 status_type fss_type;
Iy utf8str_cs fss_source;
Iy utf8str_cs fss current;
/11 int32_t fss_age;

/11 nfstine4 fss_version;
1y,

Iy

/11

/1l const TH4_READ Sl ZE
/1l const TH4 WRI TE_SI ZE
/1l const TH4_READ | OSl ZE
/1] const THA_WRI TE_ | OSI ZE
Iy

/1] typedef |ength4 threshol d4_read_size;
/1l typedef length4 threshold4_wite_size;
/11 typedef |engthd4 threshol d4 read i osize;
/11 typedef l|ength4 threshold4 wite iosize;

TITIRTIT!
wNkRE e

[

/1] struct threshold_itemt {

[ | ayouttype4d thi _| ayout _type;
/11 bi t map4 thi _hintset;

/11 opaque thi_hintlist<>;
1y,

[

/1] struct ndsthreshol d4 {

Iy threshold_itemd nth_hints<>;
1y,

/11

/1] const RET4_DURATI ON_I NFI NI TE = Oxfffffffffffffffef;
/1] struct retention_get4 {

/11 ui nt 64_t rg_duration;

[ nfstine4 rg_begi n_time<l>;
1y,

/11

/1] struct retention_set4 {

/11 bool rs_enabl e;

Iy ui nt 64_t rs_duration<l>;
1y,

/11

/11 const FSCHARSET CAP4_ CONTAI NS_NON UTF8 = Ox1;
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/11
[
Iy
/11
/11
1=
/11
1 *

/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/11 typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/11 typedef
[l typedef
/1l typedef
/11 typedef
/1] typedef
/11 typedef
/1] typedef
[l typedef
/1l typedef
/11 typedef

t ypedef

Shepler, et al.
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const FSCHARSET CAP4_ALLOAS_ONLY_UTF8

ui nt 32_t

* NFSv4.1 attributes

bi t map4
nfs_ftyped
uint32_t
changei d4

ui nt 64 _t

bool

bool

bool

fsid4

bool
nfs | eased
nfsstat4

nf sace4
uint32_t

bool

bool

bool

bool

bool

uint64_t

ui nt 64 _t

nfs fh4

ui nt 64 _t

ui nt 64 _t
fs_locations4
bool

bool

ui nt 64 _t
uint32_t
uint32_t

ui nt 64_t
uint64_t
utf8str_cs
node4
node_nasked4
ui nt 64 t

bool

uint32_t
utf8str_m xed
ut f 8str_m xed

= 0x2;

fs_charset _cap4;

fattr4_supported_attrs;
fattr4_type
fattr4_fh_expire_type;
fattr4_change;
fattr4_size;
fattr4_link _support;
fattr4_sym i nk_support;
fattr4 _named_attr;
fattr4 _fsid;

fattr4_uni que_handl es;
fattr4_ | ease_tine;
fattr4 rdattr_error
fattr4_acl <>;
fattr4_acl support;
fattr4_archive
fattr4_cansetti ne;
fattr4 _case_insensitive;
fattr4_case_preserving;
fattr4_chown_restricted;
fattr4 fileid;

fattr4 files_avail
fattr4 _fil ehandl e;
fattrd4 files free;
fattr4 files total;
fattr4 _fs_locations;
fattr4_hi dden;
fattr4_honmpbgeneous;
fattrd4_maxfil esize;
fattr4_maxlink;
fattr4_maxnane;
fattr4_maxread
fattrd_maxwrite;
fattr4_m metype
fattr4_node;
fattr4_node_set nasked;
fattr4_nmounted_on_fileid;
fattr4_no_trunc;
fattr4_num i nks;
fattr4_owner;
fattr4_owner _group

St andards Track
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/1] typedef uint64 t fattr4_quota_avail hard;
/1] typedef uint64 t fattr4 _quota_ avail _soft;
/1] typedef uint64_t fattr4_quota_used;

/11 typedef specdat a4 fattr4_rawdev;

/1] typedef uint64_t fattr4_space_avail

/1] typedef uint64 t fattr4_space free;

/1] typedef uint64 t fattr4_space_total;

/1] typedef uint64 t fattr4_space_used;

/11 typedef bool fattr4_system

/1] typedef nfstinmed fattr4_time_access;

/1] typedef settimed fattr4 time_access_set;
/11 typedef nfstined fattr4_time_backup

/1] typedef nfstined fattr4_tinme_create

/1] typedef nfstinmed fattr4 tinme_delta;

/1] typedef nfstinmed fattr4_time_met adat a;

/1] typedef nfstinmed fattr4_time_nodify;

/1] typedef settimed fattr4_time_nodi fy_set;
1=

[1] * attributes new to NFSv4.1

1 *

/1] typedef bitmap4 fattr4_suppattr_excl creat;
/1] typedef nfstinmed fattr4_dir_notif_del ay;
/1] typedef nfstimed fattr4_dirent_notif_del ay;
/11 typedef |ayouttyped fattrd4 fs | ayout types<>;
/1] typedef fs4 status fattr4 _fs_ status;

/1l typedef fs _charset cap4 fattr4 fs charset _cap
/1] typedef uint32_t fattr4_l ayout _alignment;
/1] typedef uint32_t fattr4_l ayout bl ksi ze;
/11 typedef |ayouthint4 fattr4_l ayout _hint;

/11 typedef |ayouttyped fattr4_ |l ayout types<>;

/1] typedef ndsthreshold4 fattr4 ndsthreshol d;
/1] typedef retention _get4 fattr4 retention_get;
/1]l typedef retention_set4 fattr4 retention_set;
/1] typedef retention_get4 fattr4 retentevt_get;
/1l typedef retention_set4 fattr4 retentevt_set;

/1] typedef uint64 t fattr4_retention_hol d;
/1] typedef nfsacl4l fattr4_dacl

/11 typedef nfsacl4l fattr4_sacl

/1l typedef change policy4 fattr4_change_policy;
111

11l %>

/1l %* REQU RED Attributes

111 %*/

/1l const FATTR4A_SUPPORTED ATTRS
/1l const FATTR4A_TYPE

/11 const FATTR4_FH EXPI RE_TYPE
/1l const FATTR4_CHANGE

/1l const FATTR4_SI ZE

TN TRTINTINT
RONES
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/11l const
/1l const
/1l const
/1] const
/1] const
/11l const
/11l const
/1l const

NFSv4.1 XDR Description January 2010

FATTRA4_LI NK_SUPPORT
FATTR4_SYMLI NK_SUPPORT
FATTRA_NAMED ATTR
FATTR4_FSI D

FATTR4_UNI QUE_HANDLES
FATTR4_LEASE_TI ME
FATTR4_RDATTR_ERROR
FATTR4_FI LEHANDLE

Il %* new to NFSV4.1 */

/1l const FATTR4_SUPPATTR_EXCLCREAT

111
I %*

11l %* RECOMVENDED Attributes

111 %=/
/1l const
/1] const
!/ /] const
/11l const
/11l const
/1l const
/1l const
/1] const
/1] const
/11l const
/11l const
/1l const
/1l const
/1] const
/1] const
/11l const
/11l const
/1l const
/1l const
/1] const
/1] const
/11l const
/11l const
/1l const
/1l const
/1] const
/1] const
/1] const
/11l const
/1l const
/1l const
/1] const
/1] const
/1] const

Shepler, et al.

FATTR4_ACL
FATTR4_ACLSUPPORT
FATTR4_ARCHI VE
FATTR4_CANSETTI ME
FATTRA_CASE_| NSENSI TI VE
FATTR4_CASE_PRESERVI NG
FATTR4_CHOAN_RESTRI CTED
FATTRA_FI LEI D

FATTRA_FI LES_AVAI L
FATTR4_FI LES_FREE
FATTRA_FI LES_TOTAL
FATTRA_FS_LOCATI ONS
FATTR4_H DDEN
FATTR4_HOMOGENEQUS
FATTR4_MAXFI LESI ZE
FATTRA_MAXLI NK
FATTRA_NVAXNANE
FATTR4_MAXREAD
FATTRA_MAXWRI TE
FATTR4_M METYPE
FATTR4_MODE
FATTR4_NO_TRUNC
FATTRA_NUMLI NKS
FATTR4_OMER
FATTR4_OMNER_GROUP
FATTR4_QUOTA_AVAI L_HARD
FATTR4_QUOTA_AVAI L_SOFT
FATTR4A_QUOTA_USED
FATTRA_RAVDEV
FATTR4_SPACE_AVAI L
FATTR4_SPACE_FREE
FATTR4_SPACE_TOTAL
FATTR4_SPACE_USED
FATTR4_SYSTEM

St andar ds

I
\‘
o

12;
13;
14;
15;
16;
17;
18;
20;
21;
22;
23;
24;
25;
26;
27;
28;
29;
30;
31;
32;
33;
34;
35;
36;
37;
38;
39;
40;
41,
42;
43;
44;
45;
46;
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111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

Shepl er,

const
const
const
const
const
const
const
const
const
%

NFSv4.1 XDR Description

FATTR4_TI ME_ACCESS
FATTR4_TI ME_ACCESS_SET
FATTRA_TI ME_BACKUP
FATTR4_TI ME_CREATE
FATTRA4_TI ME_DELTA
FATTRA_TI ME_NMETADATA
FATTRA_TI ME_MODI FY
FATTR4_TI ME_MODI FY_SET
FATTR4_MOUNTED_ON FI LEI D

% * new to NFSV4.1 */

%

const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const

/*

FATTR4_DI R_NOTI F_DELAY
FATTR4_DI RENT_NOTI F_DELAY
FATTR4_DACL

FATTR4_SACL
FATTR4A_CHANGE_POLI CY
FATTRA_FS_STATUS
FATTRA_FS_LAYOUT TYPES
FATTRA_LAYOUT HI NT
FATTRA_LAYOUT TYPES
FATTR4A_LAYOUT BLKSI ZE
FATTRA_LAYOUT_ALI GNVENT
FATTR4A_FS_LOCATI ONS_| NFO
FATTR4_MVDSTHRESHOLD
FATTR4_RETENTI ON_GET
FATTR4_RETENTI ON_SET
FATTR4A_RETENTEVT _GET
FATTR4_RETENTEVT_SET
FATTR4_RETENTI ON_HOLD
FATTR4_MODE_SET_MASKED
FATTRA_FS_CHARSET CAP

* File attri bute contai ner

*/

struct fattr4 {
bi t map4 attrnmask;

b
/*

attrlist4

* Change info for the client

*/

struct change_info4 {

et al.

bool at om c;
changei d4 bef or e;
changei d4 after;

attr_vals;

47,
48;
49;
50;
51;
52;
53;
54;
55;

56;
57,
58;
59;
60;
61;
62;
63;
64;
65;
66;
67;
68;
69;
70;
71;
72;
73;
74,
76;

St andards Track
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1y,

[

/1] typedef netaddr4 clientaddr4;

/11

1=

/11 * Callback programinfo as provided by the client
1 *

/1] struct cb client4 {

/11 ui nt 32_t cb_program

Iy net addr 4 cb_l ocation;

1y,

/11

1=

/11l * NFSv4.0 Long Hand Cient ID

1 *

/1] struct nfs_client_id4 {

/11 verifier4d verifier;

/11 opaque i d<NFS4_OPAQUE LI M T>;
1y,

[

[l r*

/1] * NFSv4.1 Cient Omer (aka long hand client ID)
[ *

/1] struct client_owner4 {

/11 verifier4d co verifier;

[ opaqgue co_owneri d<NFS4_OPAQUE LI M T>;
1y,

/11

/11

1=

/1l * NFSv4.1l server Owmner

1 *

/1] struct server_owner4 {

/1] uint64_t so_m nor _id;

/1l opaque so_maj or _i d<NFS4_OPAQUE LI M T>;
1y,

/11

[

/1] struct state_owner4 {

Iy clientid4 clientid;

Iy opaque owner <NFS4_OPAQUE LI M T>;
1y,

/11

/1] typedef state owner4 open_owner4;

/11 typedef state_owner4 | ock_owner4;

/11

/11

/1] enumnfs | ock typed {
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111 READ LT = 1,

11 WRI TE LT = 2,

Iy READW LT = 3, /* bl ocking read */
[ WRI TEW LT =4 /* blocking wite */
11y,

111

111

1 %

[l %* Input for conputing subkeys */
/1l enum ssv_subkey4 {

/11 SSV4_SUBKEY_M C_I 2T = 1,
/11 SSV4_SUBKEY_M C_T2I = 2,
111 SSV4_SUBKEY_SEAL | 2T = 3,
111 SSV4_SUBKEY_SEAL_T2I = 4
VRY

111 %

/11

111 %

[1] %* Input for conputing snt_hmac */
/1] struct ssv_mic_plain_tknd {

/11 ui nt 32_t snpt _ssv_seq;

[ opaque snpt _ori g_pl ai n<>;
1y,

111 %

/11

111 %

1] %* SSV GSS Per MsgToken token */

/1] struct ssv_mc_tkn4d {

Iy uint32_t snt_ssv_seq;

/11 opaque snt _hmac<>;

1y,

111 %

Iy

111 %

[l %* Input for conputing ssct_encr_data and ssct_hmac */
/1l struct ssv_seal plain_tkn4 {

/11 opaque sspt _conf ounder <>;
/11 uint32_t sspt _ssv_seq;

Iy opaque sspt_ori g_pl ai n<>;
[ opaque sspt _pad<>;

1y,

111 %

/11

111 %

[l %* SSV GSS Seal edMessage token */
/1] struct ssv_seal cipher_tkn4 {

Iy uint32_t ssct _ssv_seq;

/11 opaque ssct _iv<>;
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111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

opaque ssct _encr_dat a<>;
opaque ssct _hmac<>;

} ’
%

/*
* Defines an individual server replica
*/
struct fs_locations_server4d {
int32 t fls_currency;
opaque fls_info<>;
utf8str _cis fls_server;

b

/*
* Byte indices of items within
* fls_info: flag fields, class nunbers,
* bytes indicating ranks and orders.
*
/
const FSLI 4BX_GFLAGS
const FSLI 4BX_TFLAGS

Ro

const FSLI 4BX_CLSI MJL
const FSLI 4BX_CLHANDLE
const FSLI 4BX_CLFI LEID
const FSLI 4BX_CLWRI TEVER
const FSLI 4BX_CLCHANGE
const FSLI 4BX_CLREADDI R

NogahrwN

const FSLI 4BX_READRANK
const FSLI 4BX VRl TERANK
const FSLI 4BX_ READORDER
const FSLI 4BX_WRI TECRDER

8;
9,
10;
11;

/*

* Bits defined within the general flag byte.

*/

const FSLI4GF_WRI TABLE
const FSLI4GF_CUR_REQ
const FSLI 4G~_ABSENT
const FSLI4G-_GO NG
const FSLI4G_SPLIT

0x01;
0x02;
0x04;
0x08;
0x10;

/*

* Bits defined within the transport flag byte.

*/
const FSLI4TF_RDVA = 0x01;

Shepler, et al. St andards Track
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1=

/1l * Defines a set of replicas sharing

/1l * a common val ue of the root path

/1l * with in the corresponding

/1l * single-server namespaces.

1 *

/1l struct fs locations_ itemt {

[ fs_locations_server4 fli_entries<>,;
/11 pat hname4 fli_rootpath;
11y,

111

1=

/1l * Defines the overall structure of

/1l * the fs_locations_info attribute.

1 *

/1l struct fs_locations_info4 {

Iy uint32_t fli_flags;
/11 int32_t fli_valid_for;
/11 pat hnane4 fli _fs root;
/11 fs locations_ itend fli_items<>;
1y,

/11

1=

/1l * Flag bits in fli_flags.

1 *

/1l const FSLI4lIF VAR SUB = 0x00000001
Iy

/1l typedef fs_ locations_info4 fattr4_fs_|ocations_info;
/11

/11 const NFL4 UFLG MASK = 0x0000003F
/11 const NFL4_UFLG DENSE = 0x00000001
/1l const NFL4 UFLG COW T_THRU MDS = 0x00000002;

/11 const NFL4_UFLG STRI PE_UNI T_SI ZE MASK

111 OxFFFFFFCO;

111

/1] typedef uint32_t nfl _util4;

111

1l %

111

/1] enumfilelayout_ hint_cared4 {

111 NFLH4_CARE_DENSE = NFL4_UFLG_DENSE,
111

111 NFLH4_CARE_COW T_THRU_MDS

111 = NFL4_UFLG COW T_THRU MBS
111

111 NFLH4_CARE_STRI PE_UNI T_SI ZE

111 = 0x00000040,

111
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/11 NFLH4_CARE_STRI PE_COUNT = 0x00000080
1y,

11l %

/1l %* Encoded in the loh_body field of data type |ayouthint4: */
11 %

/1] struct nfsvd 1 file |ayouthint4 {

/11 uint32_t nfl h_care;

[ nfl_util4 nflh_util;

Iy count 4 nfl h_stripe_count;
1y,

/11

111 %

/11

111 %

/1] typedef netaddr4 nultipath_list4<>;

111 %

1 9>

/1l %* Encoded in the da_addr_body field of

1l %* data type device_addr4:

[ %*/

/1] struct nfsvd_1 file_ |ayout_ds_addr4 {

Iy uint32_t nfl da_stri pe_i ndi ces<>;
Iy mul tipath_list4 nflda_mnultipath_ds_list<>;
1y,

/11

111 %

Iy

111 %

1 9>

/[1l %* Encoded in the loc_body field of

1l %* data type |ayout_ content4:

11 %*/

/1] struct nfsvd_ 1 file_layoutd {

Iy devi cei d4 nfl devi cei d;

/11 nfl _util4 nfl _util;

/11 uint32_t nfl first _stripe_index;

/11 of fset4 nfl pattern_offset;

[ nfs_fh4 nfl_fh_list<>;

1y,

/11

11 %

/11

1 9>

/1l %* Encoded in the lou body field of data type |ayoutupdate4:
11l %* Not hi ng. lou_body is a zero length array of bytes.
11 %*/

11 %

/11
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11l %>
/1l %* Encoded in the Irf_body field of
1l %* data type layoutreturn_file4:

11l %* Not hing. Irf_body is a zero length array of bytes.
11 %*/

1 %

111

111

/1] const ACCESS4_READ = 0x00000001;
/1] const ACCESS4_LOOKUP = 0x00000002;
/11 const ACCESS4_MODI FY = 0x00000004;
/11 const ACCESS4_EXTEND = 0x00000008;
/1l const ACCESS4 DELETE = 0x00000010;
/1l const ACCESS4 EXECUTE = 0x00000020;
111

/1] struct ACCESS4args {

111 /* CURRENT_FH: object */

/11 uint32_t access;
1y,

111

/1] struct ACCESS4resok {

[ ui nt 32_t support ed;
Iy uint32_t access;
1y,

111

/1] union ACCESS4res switch (nfsstat4 status) {
/1l case NFS4_CK:

[ ACCESS4r esok r esok4;
/1l default:

/11 voi d;

1y,

[

/1] struct CLOSE4args {

[ /* CURRENT_FH. object */
/11 seqi d4 seqi d;
/11 statei d4 open_stateid;
1y,

[

/1] union CLOSE4res switch (nfsstat4 status) {
/1l  case NFS4_COK:

/11 statei d4 open_statei d;
/11 default:

111 voi d;

1y,

111

/1] struct COW T4args {

111 /* CURRENT_FH: file */

111 of fset4 of f set;
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/11 count 4 count;

1y,

Iy

/1] struct COWM T4resok {

/11 verifier4d witeverf;

1y,

/11

/1] union COMW T4res switch (nfsstat4 status) {
/1] case NFS4_CK

111 COW T4r esok r esok4;
/1] default:

111 voi d;

11}

111

/1] union createtyped4 switch (nfs_ftyped4 type) {
/1] case NF4LNK

Iy i nktext4 |inkdat a;

/1l case NF4BLK

/1l case NF4CHR

[ specdat a4 devdat a;

/1l case NF4SOCK:

/1l case NF4FI FO

/1l case NF4D R

/11 voi d;

/1] default:

/11 void; /* server should return NFS4ERR BADTYPE */
1y,

/11

/1l struct CREATE4args {

/11 /* CURRENT _FH. directory for creation */

/11 createtyped obj type

/11 conponent 4 obj nane;

/11 fattr4 Createattrs;

1y,

/11

/1] struct CREATE4resok {

/11 change_i nf o4 ci nfo;

/11 bi t map4 attrset; [* attributes set */
1y,

/11

/1] union CREATE4res switch (nfsstat4 status) {
/1]l case NFS4_ K

/11 /* new CURRENTFH: created object */
/11 CREATEA4r esok resok4;

/1] default:

Iy voi d;

1y,

/11
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/1] struct DELEGPURGE4args {

[ clientid4 clientid;
1y,

/11

/1] struct DELEGPURGE4res {

/11 nfsstat4 st at us;

1y,

[

/1] struct DELEGRETURMNargs {

[ /* CURRENT_FH: del egated object */
/11 statei d4 del eg_stateid
1y,

/11

/1] struct DELEGRETURMNres ({

Iy nfsstat4 st at us;

1y,

/11

/1] struct GETATTR4args {

/11 /* CURRENT_FH. object */

/11 bi t map4 attr_request;
1y,

/11

/1] struct GETATTR4resok {

/11 fattr4 obj attributes;
1y,

[

/1] union CETATTR4res switch (nfsstat4 status) {
[l case NFS4_ K

/11 GETATTR4r esok resok4;

/1] default:

/11 voi d;

1y,

Iy

/1] struct GETFH4resok {

/11 nfs_fh4 obj ect;

1y,

/11

/1] union CGETFH4res switch (nfsstat4 status) {
/1] case NFS4_CK

[ GETFH4r esok r esok4;

/1] default:

/11 voi d;

1y,

[

/1] struct LINKdargs {

[ /* SAVED FH:. source object */

/11 /* CURRENT_FH target directory */
/11 conponent 4 newnane;
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1y,

[

/1] struct LINK4resok {

[ change_i nf 04 ci nf o;

1y,

/11

/1] union LINK4res switch (nfsstat4 status) {
/1] case NFS4_ K

/11 LI NK4r esok resok4;

/1] default:

Iy voi d;

1y,

/11

1=

/1] * For LOCK, transition fromopen_stateid and | ock_owner
/1l * to a lock stateid.

[ *

/1] struct open_to_ | ock owner4 {

/11 seqi d4 open_seqi d;
/11 statei d4 open_stateid
Iy seqi d4 | ock_seqi d;
Iy | ock_owner 4 | ock_owner;
1y,

/11

1=

/1l * For LOCK, existing lock stateid continues to request new
/1] * file lock for the same | ock_owner and open_stateid.

1 *

/1] struct exist_|lock_owner4 {

/11 statei d4 | ock_stateid
/11 seqi d4 | ock_seqid;
11},

11

/1] union | ocker4 switch (bool new_ | ock_owner) {
/1l case TRUE:

/11 open_t o_| ock_owner 4 open_owner ;
/1l case FALSE

/11 exi st _| ock_owner4 | ock_owner;
1y,

/11

1=

/1] * LOCK/LOCKT/LOCKU: Record | ock nmanagenent
1 *

/1] struct LOCK4dargs {

Iy /* CURRENT_FH. file */

[ nfs_|lock_type4 | ocktype;

/11 bool recl ai m

/11 of fset4 of f set;
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111
/11
111y
/11
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| engt h4 | engt h;
| ocker4 | ocker;

/1] struct LOCK4denied {

111
111
111
111
111}
111

of fset4 of f set;

| engt h4 | engt h;
nfs | ock type4 | ocktype;
| ock_owner 4 owner ;

/1] struct LOCK4resok {

/11
111y
/11

/1] union LOCK4res switch (nfsstat4 status)

statei d4 | ock_stateid;

/1] case NFS4_K

111

LOCK4r esok resok4;

/1l case NFS4ERR DENI ED:

111

LOCK4deni ed deni ed;

/1] default:

111
111}
111

voi d;

/1] struct LOCKT4args {

/11
/11
/11
/11
/11
111y
/11

/1] union LOCKT4res switch (nfsstat4 status) {

/* CURRENT _FH. file */
nfs_ |l ock_type4 | ocktype;

of fset4 of f set;
| engt h4 | engt h;
| ock_owner 4 owner ;

/1l case NFS4ERR _DEN ED:

111

LOCK4deni ed deni ed;

/1]l case NFS4_ K

111

voi d;

/1] default:

111
111}
111

voi d;

/1] struct LOCKWargs {

111
111
111
111
111
111

Shepl er,

et al.

/* CURRENT_FH: file */
nfs | ock type4 | ocktype;

seqi d4 seqi d;
statei d4 | ock_stateid;
of fset4 of f set;
| engt h4 | engt h;

St andards Track
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b

uni on LOCKUWres switch (nfsstat4 status) {
case NFS4 CK:

statei d4 | ock_stateid;
def aul t:

voi d;

struct LOOKUP4args {

/* CURRENT_FH directory */
conponent 4 obj nane;

b

struct LOOKUP4res {

/* New CURRENT_FH: object */
nfsstat4 st at us;

b

struct LOOKUPP4res {

/* new CURRENT_FH: parent directory */
nfsstat4 st at us;

b

struct NVERI FYdargs {

/* CURRENT_FH. object */
fattr4 obj _attributes;
}
struct NVERI FY4res {
nfsstat4 st at us;
s
/*
* Various definitions for OPEN
*/
enum cr eat enode4 {
UNCHECKED4 =0,
GUARDEDA4 =1,
/* Deprecated in NFSv4.1. */
EXCLUSI VE4 = 2,
/*
* New to NFSv4.1. |If session is persistent,
* QUARDED4 MUST be used. O herw se, use
* EXCLUSI VE4_1 instead of EXCLUSI VE4.
*/
EXCLUSI VE4_1 =3
b

Shepler, et al. St andards Track
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/11

/1] struct creatverfattr {

/11 verifier4d cva_verf;
Iy fattr4 cva_ attrs;
1y,

/11

/1] union createhow4 switch (createnpded4 node) {
/1l case UNCHECKED4:
/1l case GUARDED4:

Iy fattr4 Createattrs;
/1l case EXCLUSI VE4:

/11 verifier4d createverf;
/1l case EXCLUSIVE4 1:

/11 creatverfattr ch_createboth;
1y,

/11

/1] enum opentyped {

/11 OPEN4A_NOCREATE = 0,

/11 OPEN4_CREATE =1

1y,

Iy

/1] union openflag4 switch (opentyped opentype) {
/1l case OPENA_CREATE:

111 cr eat ehow4 how,
/11 default:

111 voi d;

1y,

111

/11 |* Next definitions used for OPEN del egation */
{11 enumlimt_by4 {

I NFS LIMT_SI ZE = 1,

111 NFS LI M T_BLOCKS =2

Iy /* others as needed */

11}

111

/1] struct nfs nodified [imt4 {

/11 uint32_t num bl ocks;

/11 uint32_t byt es_per bl ock;
11y,

111

/1l union nfs_space_limt4 switch (limt_by4 [imtby) {
/1] [* limt specified as file size */

/1l case NFS LIMT_SI ZE:

/11 ui nt 64 _t filesize;

{11 [* limt specified by nunber of blocks */

/1] case NFS LIM T_BLOCKS:

Iy nfs nmodified limt4 nod_bl ocks;

1y
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/*

NFSv4.1 XDR Description

* Share Access and Deny constants for open argument

*/

const OPEN4_SHARE ACCESS READ
const OPEN4_SHARE ACCESS WRI TE
const OPENA_SHARE ACCESS BOTH

const OPEN4_SHARE DENY_NONE
const OPEN4_SHARE DENY_READ
const OPEN4_SHARE _DENY_WRI TE
const OPEN4_SHARE DENY_BOTH

0x00000001,
0x00000002;
0x00000003;

0x00000000;
0x00000001,
0x00000002;
0x00000003;

/* new flags for share_access field of OPENdargs */

const OPEN4_SHARE ACCESS WANT_DELEG MASK
const OPEN4_SHARE ACCESS WANT_NO_PREFERENCE
const OPEN4_SHARE_ACCESS_WANT_READ DELEG
const OPEN4_SHARE_ACCESS WANT_WRI TE_DELEG
const OPEN4_SHARE ACCESS WANT_ANY_DELEG
const OPEN4_SHARE_ACCESS WANT_NO _DELEG
const OPEN4_SHARE_ACCESS WANT_CANCEL

const

January 2010

OxFFO0O0;
0x0000;
0x0100;
0x0200;
0x0300;
0x0400;
0x0500;

OPEN4_SHARE_ACCESS WANT_SI GNAL_DELEG WHEN_RESRC_AVAI L

= 0x10000;

const

OPEN4_SHARE_ACCESS_WANT_PUSH_DELEG WHEN_UNCONTENDED

= 0x20000;

enum open_del egati on_type4 {
OPEN_DELEGATE_NONE
OPEN_DELEGATE_READ
OPEN_DELEGATE_WRI TE
OPEN_DELEGATE_NONE_EXT

b

enum open_cl ai mtype4 {
/*
* Not a reclaim
*/
CLAI M_NULL

CLAI M_PREVI OUS
CLAI M_DELEGATE_CUR
CLAI M_DELEGATE_PREV

Shepler, et al. St andar ds
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111 /*

111 * Not a reclaim

111 *

[ * Like CLAIM NULL, but object identified

/11 * by the current filehandle.

111 */

/11 CLAI M FH =4, /[* newto v4.1 */
111

111 /*

Iy * Li ke CLAI M DELEGATE _CUR, but object identified
/11 * by current filehandle.

111 */

111 CLAI M_DELEG_CUR_FH =5, /* newto v4. 1 */
111

111 /*

Iy * Li ke CLAI M DELEGATE PREV, but object identified
/11 * by current fil ehandle.

111 */

111 CLAI M_DELEG_PREV_FH =6 /* newto v4. 1 */
1y,

111

/1] struct open_cl ai mdel egate_cur4 {

/11 statei d4 del egate_stateid

/11 conponent 4 file;

1y,

111

/1] union open_claim switch (open_claimtyped4 claim ({
e

/11 * No special rights to file.

/11 * Ordinary OPEN of the specified file.

/11 */

/1l case CLAI M NULL:

/11 /* CURRENT_FH: directory */

[ conponent 4 file;

rrr =

/11 * Right to the file established by an

/11 * open previous to server reboot. File

/11 * jdentified by filehandl e obtai ned at

Iy * that tine rather than by nane.

/11 */

/1l case CLAI M PREVI QUS

/11 /* CURRENT _FH. file being reclained */
/11 open_del egati on_type4 del egat e_t ype;
[

rrr o r*

[ * Right to file based on a del egation
/11 * granted by the server. File is
/11 * specified by nane.
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/11 */

/1l case CLAI M DELEGATE_CUR

Iy /* CURRENT_FH:. directory */

Iy open_cl ai m del egate_cur4 del egate_cur _info
/11

rrr =

/11 * Right to file based on a del egation
/11 * granted to a previous boot instance
Iy * of the client. File is specified by nane.

111 */

/1l case CLAI M DELEGATE PREV:

/11 /* CURRENT_FH. directory */

/11 conponent 4 file_del egate_prev;
111

T

[ * Like CLAIM NULL. No special rights
/11 * to file. Odinary OPEN of the
/11 * specified file by current filehandle.

/11 */

/1l case CLAMFH /* newto v4.1 */

/11 /* CURRENT_FH. regular file to open */

Iy voi d;

/11

rrr =

/11 * Li ke CLAI M DELEGATE PREV. Right to file based on a
/11 * del egation granted to a previous boot

/11 * instance of the client. File is identified by

[ * by fil ehandl e.

111 */

/1l case CLAIMDELEG PREV FH: /* new to v4.1 */
/11 /* CURRENT_FH. file being opened */
[ voi d;

11

I

Iy * Li ke CLAI M DELEGATE CUR. Right to file based on
/11 * a del egation granted by the server.

/11 * File is identified by filehandle.

[ */

/1l case CLAIMDELEG CUR FH: /* newto v4.1 */

[ /* CURRENT_FH. file being opened */

Iy statei d4 oc_del egate_statei d;

/11

1y,

[

[l r*

/1] * OPEN: Open a file, potentially receiving an open del egati on
[ *

/1] struct OPEMNdargs {
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/11 seqi d4 seqi d;

/11 ui nt 32_t share_access;

Iy ui nt 32_t shar e_deny;

[ open_owner 4 owner ;

/11 openf | ag4 openhow,

/11 open_cl ai m} claim

1y,

[

/1l struct open_read_del egationd {

/1] stateid4 stateid; [* Stateid for del egation*/
/11 bool recal | ; /* Pre-recalled flag for

/11 del egati ons obt ai ned

/11 by reclaim (CLAI M PREVI QUS) */
[

/1l nfsace4 perm ssions; /* Defines users who don't
[ need an ACCESS call to

/11 open for read */

1y,

/11

/1l struct open_wite_del egationd {

/1] stateid4 stateid; [* Stateid for delegation */
/11 bool recal | ; [* Pre-recalled flag for
/11 del egati ons obt ai ned

/11 by reclaim

/11 (CLAI M_PREVI QUS) */

[

/1l nfs_space_ lint4

[ space_limt; /* Defines condition that
/11 the client nmust check to
/11 det er mi ne whet her the
/11 file needs to be flushed
[ to the server on close. */
Iy

/1l  nfsaced perm ssions; /* Defines users who don’t
/11 need an ACCESS call as
/11 part of a del egated

/11 open. */

1y,

Iy

/11

/1l enum why_no_del egationd { /* newto v4.1 */

/11 VWND4_NOT_WANTED = 0,

/11 VWND4_CONTENTI ON =1,

[ WAD4_ RESOQURCE = 2,

Iy VW\D4_NOT_SUPP_FTYPE = 3,

/11 WAD4_W\RI TE_DELEG NOT_SUPP_FTYPE = 4,

/11 WAD4_NOT_SUPP_UPGRADE = 5,

/11 VWAD4_NOT_SUPP_DOMIGRADE = 6
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/11 WND4_ CANCELLED = 7,
111 WND4_I' S DI R =8
VRY

/11

/1] union open_none_del egationd4 /* new to v4.1 */
/1] switch (why_no_del egati on4 ond_why) {

/11 case VWD4_ CONTENTI ON

/11 bool ond_server_wi |l _push_del eg;
Iy case VWD4_RESOURCE

Iy bool ond_server_wi |l _signal _avail
/11 def aul t:

/11 voi d;

1y,

[

/1] union open_del egation4
/1] switch (open_del egation_type4 del egation_type) {

/11 case OPEN_DELEGATE_NONE

/11 voi d;

/11 case OPEN DELEGATE READ:

/11 open_read_del egati on4 read;

Iy case OPEN DELEGATE WRI TE

[ open_wite _del egationd wite;

/11 case OPEN DELEGATE NONE _EXT: /* new to v4.1 */
/11 open_none_del egati on4 od_whynone;
1y,

[

[l r*

/1l * Result flags

[ *

/11

/1] I* dient nmust confirm open */

/1] const OPEN4A_RESULT_ CONFI RM = 0x00000002;

/11 I* Type of file |ocking behavior at the server */
/11 const OPEN4_RESULT LOCKTYPE_PCSI X = 0x00000004;

[l I* Server will preserve file if renmoved whil e open */
/11 const OPEN4_RESULT_PRESERVE_UNLI NKED = 0x00000008;
111

1=

/1] * Server may use CB_NOTI FY_LOCK on | ocks
/1] * derived fromthis open

[ *

/1] const OPENA_RESULT_MAY_NOTI FY_LOCK = 0x00000020;

/11

/1] struct OPEN4resok {

/1]l stateid4 st at ei d; [* Stateid for open */

/1l change_i nfo4 ci nf o; /* Directory Change Info */
/1] uint32_t rfl ags; /* Result flags */

/1l bitnmap4 attrset; /* attribute set for create*/
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open_del egation4 delegation; /* Info on any open
del egation */
H
uni on OPENdres switch (nfsstat4 status) {

case NF4_ XK
/* New CURRENT_FH: opened file */
OPEN4r esok resok4;

defaul t:
voi d;

b

struct OPENATTR4args {

/* CURRENT_FH. object */
bool createdir;
}
struct OPENATTR4res {
/*
* | f status is NFS4_ K
* new CURRENT_FH naned attribute
* directory
*/
nfsstat4 st at us;
b
/* obsolete in NFSv4.1 */

struct OPEN_CONFI RMAargs {
/* CURRENT_FH. opened file */
statei d4 open_stateid;
seqi d4 seqi d;

H

struct OPEN_CONFI RMAr esok {
statei d4 open_statei d;
b

uni on OPEN_CONFI RMAres switch (nfsstat4 status) {
case NF4_OXK
OPEN_CONFI RMAr esok resok4;
defaul t:
voi d;
b

struct OPEN_DOANGRADE4ar gs {
/* CURRENT_FH. opened file */
statei d4 open_statei d;
seqi d4 seqi d;

Shepler, et al. St andards Track
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Shepl er,

b
struct

b

uni on OPEN_DOWNGRADE4res switch(nfsstat4 status) {

case NF4_ XK
OPEN_DOWNGRADEA4T esok resok4;
def aul t:
voi d;
s
struct PUTFH4args {
nfs_fh4 obj ect;
b
struct PUTFH4res {
/*
* | f status is NFS4 K
* new CURRENT_FH: argunent to PUTFH
*/
nfsstat4 st at us;
s
struct PUTPUBFH4res ({
/*
* | f status is NFS4 K
* new CURRENT FH:. public fh
*/
nfsstat4 st at us;
}
struct PUTROOTFH4res {
/*
* | f status is NFS4_ K
* new CURRENT_FH: root fh
*/
nfsstat4 st at us;
b
struct READ4args {
/* CURRENT_FH. file */
statei d4 st at ei d;
of fset4 of f set;
count 4 count;
et al. St andards Track

NFSv4.1 XDR Description

uint32_t share_access;
uint32_t share_deny;

OPEN_DOWNGRADE4r esok {
statei d4 open_statei d;
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[ Page 40]



RFC 5662

111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
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b

struct

b

uni on READ4res switch (nfsstat4 status)

case NFS4_OK
READ4r esok
defaul t:

voi d;

b

struct READDI Rdargs ({
nfs_cooki e4
verifier4d
count 4
count 4
bi t map4

}

struct entry4 {
nfs_cooki e4
conponent 4
fattr4
entry4

b

struct dirlist4 {
entry4
bool

}

struct READDI R4r esok {
verifier4d
dirlist4

}

uni on READDI R4res switch (nfsstat4 status) {

NFSv4.1 XDR Description

READ4Ar esok {
bool
opaque

eof ;
dat a<>;

r esok4;

/* CURRENT_FH directory */

case NF$4_K

READDI R4r esok

defaul t:

voi d;

et al.

cooki e;

cooki everf;
di rcount ;
maxcount ;
attr_request;

cooki e;
name;
attrs;
*nextentry;

*entries;
eof ;

cooki everf;
reply;

resok4;
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111

/1] struct READLI NK4resok {

111 i nkt ext4 link;
11}

111

/1] union READLI NK4res switch (nfsstat4 status) {
/1l case NFS4_CK:

/11 READLI NK4r esok resok4;
/1] default:

Iy voi d;

1y,

/11

/1] struct REMOVE4dargs {

/11 /* CURRENT _FH. directory */
/11 conponent 4 target;
1y,

/11

/1] struct REMOVE4resok {

/11 change_i nf o4 ci nfo;
1y,

Iy

/1] union REMOVE4res switch (nfsstat4 status) {
/1] case NFS4_COK:

/11 REMOVE4r esok resok4;

/1] default:

[ voi d;

1y,

/11

/1l struct RENAME4args {

/11 /* SAVED FH. source directory */
/11 conponent 4 ol dnane;

/11 /* CURRENT _FH. target directory */
/11 conponent 4 newnane;

1y,

/11

/1] struct RENAME4resok {

/11 change_i nf o4 source_ci nfo;
[ change_i nf 04 target _cinfo;
1y,

/11

/1] union RENAME4res switch (nfsstat4 status) {
/1l case NFS4_CK:

111 RENANME4r esok r esok4;
/1] default:

111 voi d;

11}

111

/11 |* Cbsolete in NFSv4.1 */
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/1] struct RENEWlargs {

[ clientid4 clientid;
1y,

/11

/1l struct RENEWIres {

/11 nfsstat4 st at us;
1y,

[

/1] struct RESTOREFH4res {

/11 /*

Iy * | f status is NFS4 K
/11 * new CURRENT FH: val ue of saved fh
/11 */

[ nfsstat4 st at us;
1y,

/11

/1] struct SAVEFH4res ({

/11 [ *

/11 * | f status is NFS4_ K
[ * new SAVED FH. val ue of current fh
Iy */

Iy nfsstat4 st at us;
1y,

/11

/1] struct SECI NFO4args {

/11 /* CURRENT _FH. directory */
/11 conponent 4 nane;
1y,

/11

1=

/1l * From RFC 2203

1 *

/1] enumrpc_gss_svc_t {

/11 RPC_GSS_SVC _NONE =1,
/11 RPC _GSS SVC INTEGRITY = 2,
/11 RPC_GSS_SVC_PRI VACY =3
1y,

[

/1] struct rpcsec_gss_info {

Iy sec_oi d4 oi d;

/11 gop4 gop;

/11 rpc_gss_svc_t servi ce;
1y,

[

/1l |* RPCSEC GSS has a value of "6 - See RFC 2203 */
/1] union secinfod4 switch (uint32_t flavor) {

/1l case RPCSEC GSS:

/11 rpcsec_gss_info flavor _info;
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/1] default:

[ voi d;

1y,

/11

/1] typedef secinfo4 SECI NFO4r esok<>;

/11

/1] union SECINFO4res switch (nfsstat4 status) {
/1l case NFS4_CK:

111 /* CURRENTFH. consumned */

111 SECI NFO4r esok resok4;

/1] default:

111 voi d;

11}

111

/1] struct SETATTR4args {

[ /* CURRENT_FH. target object */
111 statei d4 st atei d;

/11 fattr4 obj attributes;
11}

111

/1] struct SETATTR4res {

111 nf sst at 4 st at us;

/11 bi t map4 attrsset;
111}

111

/1] |* Cbsolete in NFSv4.1 */
/1] struct SETCLI ENTI D4args {

Iy nfs client _id4 client;

Iy cb _client4 cal | back;

/11 uint32_t cal | back_i dent;
1y,

[

/1] struct SETCLI ENTI D4resok {

[ clientid4 clientid,;

Iy verifier4d setclientid _confirm
1y,

/11

/1] union SETCLIENTID4res switch (nfsstat4 status) {
/1l case NFS4_CK:

111 SETCLI ENTI D4r esok r esok4;
/1] case NFS4ERR CLI D | NUSE:

/11 cl i ent addr 4 client _using;
/11 default:

111 voi d;

11}

111

/1] [* Cbsolete in NFSv4.1 */
/1] struct SETCLI ENTI D_CONFI RMAar gs {
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111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

clientid4 clientid;
verifier4 setclientid confirm
b
struct SETCLI ENTI D_CONFI RM4res {
nfsstat4 st at us;
b
struct VERI FYdargs {

/* CURRENT_FH. object */
fattr4 obj _attributes;
b
struct VERI FYdres {
nfsstat4 st at us;
3
enum st abl e_how4 {
UNSTABLE4 = 0,
DATA_SYNC4 =1,
FI LE_SYNC4 =2
3
struct WRI TE4args {

/* CURRENT_FH:. file */
statei d4 st at ei d;
of fset4 of fset;
st abl e_how4 st abl e;
opaque dat a<>;
b
struct WRI TE4resok {
count 4 count;
st abl e_how4 comitted;
verifier4d writeverf;
b
uni on WRI TE4res switch (nfsstat4 status) {

case NFS4_OK
VRl TE4r esok r esok4;
defaul t:
voi d;
b
/* Qobsolete in NFSv4.1 */

struct RELEASE LOCKOMWNER4ar gs {
| ock_owner 4 | ock_owner;
b
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/11

/1] struct RELEASE LOCKOWNER4res {

Iy nfsstat4 st at us;

1y,

/11

/1] struct |LLEGAL4res {

/11 nfsstat4 st at us;

1y,

Iy

/1l typedef opaque gsshandl ed4_t <>;

/11

/1l struct gss_cb_handl es4 {

/11 rpc_gss_svc_t gcbp_service; /* RFC 2203 */
/11 gsshandl e4 _t gcbp_handl e _from server;
Iy gsshandl e4_t gcbp_handl e_fromclient;
1y,

/11

/1] union callback _sec _parnsd4 switch (uint32_ t cb_secflavor) {
/1l case AUTH_NONE:

[ voi d;

/1l case AUTH_SYS:

[ aut hsys_par s cbsp_sys cred; /* RFC 1831 */
/1] case RPCSEC _GSS:

/11 gss_cb_handl es4 cbsp_gss_handl es;
1y,

[

/1] struct BACKCHANNEL CTL4args {

Iy uint32_t bca_cb_program
Iy cal | back_sec_par ns4 bca_sec_par nms<>;
1y,

/11

/1] struct BACKCHANNEL CTL4res {

/11 nfsstat4 bcr _st at us;
1y,

/11

/1!l enum channel _dir fromclient4 {

/1l CDFC4A_FORE = 0x1,

/1l CDFC4_BACK = 0x2,

/1l CDFCA_FORE_COR BOTH = 0x3,

/1l CDFC4_BACK OR BOTH = Ox7

1y,

/11

/1] struct Bl ND _CONN TO SESSI ONdargs {

/1l sessionid4 bct sa_sessi d;

Iy

/1] channel _dir fromclient4

Iy bctsa dir;

/11
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/11 bool bct sa_use_conn_i n_rdma_node;
1y,

Iy

/1l enum channel _dir_fromserver4 {

/1l CDFS4_FORE = 0Ox1,

/1l CDFS4_BACK = 0x2,

/1l CDFS4_BOTH = 0x3

1y,

Iy

/1] struct BlI ND_CONN_TO SESSI ONdr esok {
/1] sessionid4 bct sr_sessi d;

/11

/11l channel dir_from server4

[ bctsr _dir;

Iy

/1l bool bct sr_use _conn_i n_rdma_node;
1y,

/11

/1] union Bl ND CONN _TO SESSI ON4r es
[l switch (nfsstat4 bctsr_status) {
Iy

/1l  case NFS4_COK:

/11 Bl ND_CONN_TO_SESSI ON4r esok

/11 bct sr_resok4;

I

/1] default: voi d;

11y,

111

/1l const EXCHG D4_FLAG SUPP_MOVED REFER = 0x00000001;
/11 const EXCHG D4_FLAG _SUPP_MOVED M GR = 0x00000002;
I

/11 const EXCHG D4_FLAG BI ND PRI NC STATEID = 0x00000100;
11

/11l const EXCHG D4_FLAG USE_NON _PNFS = 0x00010000;
/11 const EXCHG D4_FLAG USE_PNFS_MDS = 0x00020000;
/1l const EXCHG D4_FLAG USE_PNFS_DS = 0x00040000;
I

/1] const EXCHG D4 _FLAG MASK PNFS = 0x00070000;
11

/11 const EXCHG D4_FLAG UPD CONFI RMED REC A = 0x40000000;
/11 const EXCHG D4_FLAG _CONFI RVED R = 0x80000000;
111

/1] struct state protect_ops4 {

/11 bi t map4 spo_nust _enforce;

/11 bi t map4 spo_rust _al | ow;

11}

111

/1] struct ssv_sp parns4d {
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/11 state_protect _ops4é sSsSp_ops;

/11 sec_oi d4 ssp_hash_al gs<>;
Iy sec_oi d4 ssp_encr_al gs<>;
Iy uint32_t ssp_w ndow,

Iy uint32_t ssp_num gss_handl es;
1y,

/11

/1] enum state protect howd {

Iy SP4_NONE = 0,

/11 SP4_MACH CRED = 1,

/11 SP4_SSV = 2

1y,

/11

/1] union state protectd4 _a switch(state protect _how4 spa_how) {
Iy case SP4_NONE:

[ voi d;

Iy case SP4_NMACH CRED:

/11 state_protect ops4é spa_nach_ops;
/11 case SP4_SSV:

/11 SSv_sp_par ns4 spa_ssv_par Ims;
1y,

/11

/1] struct EXCHANGE | D4args {

/11 client_owner4 ei a_clientowner;

/11 uint32_t ei a_fl ags;

/11 state protect4d_a ei a_state protect;
Iy nfs_inpl _id4 eia_client_inpl_id<l>;
1y,

/11

/1l struct ssv_prot_info4 {

/1l state protect _ops4é spi _ops;

1] uint32_t spi _hash_al g;

/1] uint32_t spi _encr_al g;

/1] uint32_t spi _ssv_len;

/1] uint32_t spi _w ndow;

/1l gsshandl e4_t spi _handl es<>;

1y,

[

/1] union state protectd4 r switch(state protect_how4 spr_how) {
/1l case SP4_NONE:

/11 voi d;

/1l case SP4_MACH CRED:

/11 state_protect ops4 spr_nmach_ops;
/1l case SP4_SSV.

Iy ssv_prot_info4 spr_ssv_info;
1y,

/11

/1] struct EXCHANGE | D4resok {
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/1] clientid4 eir_clientid;

/1l sequencei d4 ei r_sequencei d;

[1] uint32_t eir_fl ags;

/1l state protectd4d r eir_state protect;

/1l server_owner4 ei r_server_owner;

/1l opaque eir_server_scope<NFS4 OPAQUE LI M T>;
/1] nfs_inmpl _id4 eir_server _inpl _id<l>;

1y,

Iy

/1] union EXCHANGE | D4res switch (nfsstat4 eir_status) {
/1l case NFS4 K

/1l EXCHANGE | D4r esok eir_resok4;

/11

/1] default:

/1l void,

1y,

/11

/1] struct channel attrs4 {

/11 count 4 ca_header padsi ze;

/11 count 4 ca_maxrequest si ze;

/11 count 4 ca_maxresponsesi ze;

Iy count 4 ca_maxresponsesi ze_cached;
/11 count 4 ca_naxoper ati ons;

/11 count 4 ca_nmaxrequests;

/11 uint32_t ca_rdma_ird<l>;

1y,

Iy

/1l const CREATE_SESSI ONd_FLAG PERSI ST = 0x00000001;
/1l const CREATE_SESSI ONd_FLAG CONN_BACK CHAN = 0x00000002;
/1l const CREATE_SESSI ONA_FLAG_CONN_RDVA = 0x00000004;
/11

/1] struct CREATE SESSI ONdargs {

/11 clientid4 csa_clientid,

[ sequencei d4 csa_sequence;

/11

/11 uint32_t csa_fl ags;

/11

/11 channel _attrs4 csa fore_chan_attrs;

/11 channel _attrs4 csa_back_chan_attrs;

/11

Iy uint32_t csa_cb_program

/11 cal | back_sec_par ns4 csa_sec_par ms<>;

1y,

[

/1] struct CREATE_SESSI OMresok {

Iy sessi oni d4 csr_sessionid;

/11 sequencei d4 CSr_sequence;

/11
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/11 uint32_t csr_fl ags;

[

/11 channel _attrs4 csr_fore_chan_attrs;
Iy channel _attrs4 csr_back _chan_attrs;
1y,

/11

/1] union CREATE_SESSI ONdres switch (nfsstat4 csr_status) {
/1] case NFS4 K

/11 CREATE_SESSI ON4r esok csr_resok4;
/1] default:

/11 voi d;

1y,

/11

/1] struct DESTROY_SESSI ONMdargs {

/11 sessi oni d4 dsa_sessi oni d;

1y,

/11

/1] struct DESTROY_SESSI OMdres {

/11 nfsstat4 dsr _stat us;

1y,

Iy

/1] struct FREE _STATEI D4dargs {

Iy statei d4 fsa stateid;

1y,

/11

/1] struct FREE_STATEI D4Ares {

/11 nfsstat4 fsr_status;

1y,

/11

/11

/1l typedef nfstinme4 attr_notice4;

[

/1] struct GET_DI R _DELEGATI ONdargs {

[ /* CURRENT_FH:. del egated directory */
/11 bool gdda_si gnal _del eg_avai |
/11 bi t map4 gdda_notification_types;
/11 attr_noticed gdda_child_attr_del ay;
/11 attr_noticed gdda_dir_attr_del ay;
/11 bi t map4 gdda_chil d_attri butes;
[ bi t map4 gdda_dir_attri butes;
1y,

/1] struct GET_DI R DELEGATI ONdr esok {

/11 verifier4d gddr _cooki everf;

/11 [* Stateid for get _dir_del egation */
/11 statei d4 gddr _statei d;

[ /* \Which notifications can the server support */
/11 bi t map4 gddr_notification

/11 bi t map4 gddr _child_attri butes;
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/11 bi t map4 gddr _dir_attributes;
1y,

Iy

/1] enum gddrnf4_status {

/11 D4 XK =0,

/11 GDD4_UNAVAI L =1

1y,

[

/1] union GET_DI R_DELEGATI ONdr es_non_f at al
/1] switch (gddrnf4_status gddrnf_status) {
/1] case GDD4_CK:

/11 GET_DI R_DELEGATI ON4r esok gddr nf _r esok4;

/1l case GDD4_UNAVAI L:

[ bool gddrnf_wi | | _si gnal _del eg_avai | ;
11y,

111

/1] union GET_DI R_DELEGATI O\4r es
[l switch (nfsstat4 gddr_status) {
/1l case NFS4_CK:

[ GET_DI R_DELEGATI OMr es_non_f at al gddr _res_non_f at al 4;
/1] default:

[ voi d;

1y,

/11

/1] struct GETDEVI CEI NFO4args {

/11 devi cei d4 gdi a_devi ce_i d;
/11 | ayoutt ype4d gdi a_| ayout _type;
[ count 4 gdi a_maxcount ;

/11 bi t map4 gdia_notify_ types;
1y,

/11

/1] struct GETDEVI CElI NF4resok {

/11 devi ce_addr4 gdi r _devi ce_addr;
[ bi t map4 gdir_notification;
1y,

/11

/1] union GETDEVI CEI NFO4res switch (nfsstat4 gdir_status) {
/1l case NFS4_OK:

Iy GETDEVI CElI NFO4r esok gdi r _resok4;

/1l case NFS4AERR TOOSMALL:

/11 count 4 gdi r _m ncount ;

/1] default:

111 voi d;

1y,

111

/1] struct GETDEVI CELI ST4args {

/11 /* CURRENT_FH: object belonging to the file system */
/11 | ayoutt ype4d gdl a_| ayout _type;
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/11

[ /* nunber of devicelDs to return */

/11 count 4 gdl a_maxdevi ces;

/11

Iy nfs_cooki e4 gdl a_cooki e;

/11 verifier4d gdl a_cooki everf;

1y,

[

/1] struct GETDEVI CELI ST4resok {

Iy nfs_cooki e4 gdl r _cooki e

/11 verifier4d gdl r _cooki everf;
/11 devi cei d4 gdl r_deviceid |ist<>;
/11 bool gdl r _eof;

1y,

Iy

/1] union GETDEVI CELI ST4res switch (nfsstat4 gdlr_status) {
/1] case NFS4 K

/11 GETDEVI CELI ST4r esok gdl r _resok4;
/1] default:

/11 voi d;

11y,

111

/1] union newinmed switch (bool nt_tinechanged) {
/1] case TRUE

/11 nfstine4 nt_tine;
/1l case FALSE:

Iy voi d;

11}

111

/1] union newoffset4 switch (bool no_newoffset) {
/1l case TRUE

/11 of fset4 no_of f set;

/1l case FALSE:

Iy voi d;

1y,

/11

/1] struct LAYOUTCOWM T4args {

11 /* CURRENT FH file */

/11 of fset4 | oca_of fset;

[ | engt h4 | oca_l engt h;

Iy bool | oca_reclaim

/11 statei d4 | oca_stateid;

/11 newof f set 4 loca |ast_wite offset;
/11 newt i ne4 | oca_tinme_nodify;
/11 | ayout updat e4 | oca_l ayout updat e;
1y,

/1] union newsize4 switch (bool ns_sizechanged) {
/1] case TRUE
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/11 | engt h4 ns_size;

/1l case FALSE:

Iy voi d;

11}

111

/1] struct LAYOUTCOWMM T4resok {

/11 newsi ze4 | ocr _newsi ze;
11},

11

/1] union LAYOUTCOW T4res switch (nfsstat4 |ocr_status) {
/1l case NFS4 K

/11 LAYOUTCOWM T4r esok | ocr _resok4;

/1] default:

[ voi d;

1y,

/11

/1] struct LAYOUTGET4args {

/11 /* CURRENT_FH: file */

/11 bool | oga_signal | ayout avail;
/11 | ayout t ype4d | oga_| ayout type;
/11 | ayout i onnded | oga_i onode;

[ of fset4 | oga_of f set;

/11 | engt h4 | oga_I engt h;

/11 | engt h4 | oga_m nl engt h;
/11 statei d4 | oga_stateid;
/11 count 4 | oga_naxcount ;
1y,

/1] struct LAYOUTGET4resok {

Iy bool | ogr _return_on_cl ose;
/11 statei d4 | ogr_stateid;

/11 | ayout 4 | ogr | ayout <>;

1y,

Iy

/1] union LAYOUTGET4res switch (nfsstat4 |ogr_status) {
/1l case NFS4 K

/11 LAYOQUTGET4r esok | ogr _resok4;

/1l case NFSAERR_LAYOUTTRYLATER

[ bool logr_will _signal | ayout_avail;
/1] default:

[ voi d;

1y,

/11

/11

/1] struct LAYOUTRETURMNargs {

Iy /* CURRENT_FH: file */

Iy bool lora_reclaim

/11 | ayouttype4d | ora_| ayout _type;
/11 | ayout i onnded | ora_i onode;
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/11 | ayout returnd | ora_| ayoutreturn;
[
Iy
/11
/1] union layoutreturn_stateid switch (bool |rs_present) {
/1l case TRUE:

—

/11 statei d4 I rs_stateid;
/1l case FALSE:

/11 voi d;

11}

111

/1] union LAYOUTRETURN4res switch (nfsstat4 lorr_status) {
/1] case NFS4 OK:

/11 | ayoutreturn_stateid lorr_stateid;
/1] default:

Iy voi d;

1y,

/11

/1!l enum secinfo_styled {

11 SECI NFO_STYLE4 CURRENT_FH =0,
11 SECI NFO_STYLE4 PARENT =1
1y,

/11

/1] |'* CURRENT_FH: object or child directory */
/1] typedef secinfo_styled4 SECI NFO NO NAVE4ar gs;
[

/1] |'* CURRENTFH: consurmed if status is NFS4_OK */
/1] typedef SECI NFO4res SECI NFO _NO NAMEAr es;

/11

/1] struct SEQUENCE4args {

/11 sessi oni d4 sa_sessi oni d;

/11 sequencei d4 sa_sequencei d;

/11 slotid4 sa_slotid;

Iy slotid4 sa_hi ghest _sloti d;

Iy bool sa_cachet hi s;

1y,

/11

/1]l const SEQ_STATUS CB PATH DOMN = 0x00000001;
/1] const SEQ_STATUS CB_GSS_CONTEXTS_EXPI Rl NG = 0x00000002;
/11 const SEQ4_STATUS CB_GSS_ CONTEXTS_EXPI RED = 0x00000004;
/1l const SEQ4_STATUS EXPI RED ALL_STATE REVCOKED = 0x00000008;
/1l const SEQ4_STATUS_EXPI RED_SOVE_STATE_REVCOKED = 0x00000010;
/1] const SEQ4_STATUS_ADM N_STATE_REVOKED = 0x00000020;
/11 const SEQ4 STATUS RECALLABLE STATE_REVOKED = 0x00000040;
/1] const SEQ_STATUS LEASE_MOVED = 0x00000080;
/1l const SEQ4_STATUS RESTART_RECLAI M_NEEDED = 0x00000100;
/1l const SEQ4_STATUS _CB_PATH DOM_SESSI ON = 0x00000200;
/1] const SEQ4_STATUS_BACKCHANNEL FAULT = 0x00000400;
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/1l const SEQ4_STATUS_DEVI D CHANGED = 0x00000800;
/1l const SEQ_STATUS DEVI D_DELETED = 0x00001000;
Iy

/1] struct SEQUENCE4resok {

Iy sessi oni d4 Sr_sessionid;

/11 sequencei d4 sr_sequencei d;

/11 slotid4 sr_slotid;

/11 slotid4 sr_hi ghest _slotid;

Iy sl otid4 sr_target _hi ghest_sl oti d;

Iy uint32_t sr_status_fl ags;

1y,

/11

/1] union SEQUENCE4res switch (nfsstat4 sr_status) {
/1] case NFS4 OK:

/11 SEQUENCE4r esok sr_resok4;
/1] default:

/11 voi d;

1y,

/11

/1] struct ssa_digest _input4 {

/11 SEQUENCE4ar gs sdi _seqargs;
1y,

/11

/1] struct SET _SSV4args {

/11 opaque ssa_ssv<>;
[ opaqgue ssa_di gest <>;
1y,

/11

/1] struct ssr_digest_inputd {

/11 SEQUENCE4r es sdi _seqres;
1y,

[

/1] struct SET_SSVAresok {

[ opaque ssr_di gest <>;
1y,

/11

/1] union SET_SSV4res switch (nfsstat4 ssr_status) {
/1] case NFS4 OK:

/11 SET_SSV4r esok ssr_resok4;
/1] default:

Iy voi d;

1y,

/11

/1] struct TEST_STATEI D4args {

/11 statei d4 ts_statei ds<>;
1y,

/11

/1] struct TEST_STATEI D4resok {
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/11 nfsstat4 tsr_status_codes<>;

1y,

Iy

/1] union TEST_STATEI D4res switch (nfsstat4 tsr_status) {
Iy case NFS4_ K

/11 TEST_STATEI D4resok tsr_resok4;
/11 def aul t:

/11 voi d;

11y,

111

/1] union deleg_claimt switch (open_claimtyped4 dc_clainm ({
1=

/1] * No special rights to object. Odinary del egation
/1l * request of the specified object. Object identified
/11 * by filehandle.

1 *

/1l case CLAIMFH /* newto v4.1 */

/11 /* CURRENT_FH. object being del egated */
/11 voi d;

[

[l r*

/1l * Right to file based on a del egati on granted
/1l * to a previous boot instance of the client.
/1l * File is specified by filehandle.

1 *

/1l case CLAI M DELEG PREV_FH. /* newto v4.1 */

/11 /* CURRENT_FH: object being del egated */
[ voi d;

/11

1=

/1l * Right to the file established by an open previous
/1l * to server reboot. File identified by filehandle.
/1l * Used during server reclaimgrace period.

1 *

/1l case CLAI M PREVI QUS

/11 /* CURRENT_FH. object being reclained */
/11 open_del egati on_type4 dc_del egat e_t ype;
1y,

Iy

/1] struct WANT_DELEGATI ONdar gs {

Iy uint32_t wda_want ;

/11 deleg claimd wda_cl ai m

1y,

[

/1] uni on WANT_DELEGATI ONdres switch (nfsstat4 wdr_status) {
/1l case NFS4 K

/11 open_del egati on4 wdr _r esok4;

/1] default:
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/11 voi d;

1y,

Iy

/1] struct DESTROY_CLI ENTI D4args {

Iy clientid4 dca_clientid;
1y,

/11

/1] struct DESTROY_CLI ENTI D4res {

/11 nfsstat4 dcr _st at us;
1y,

/11

/1] struct RECLAI M COVPLETE4args {

/11 [*

/11 * |f rca_one_fs TRUE,

Iy *

[ * CURRENT_FH: object in
/11 * filesystemreclaimis
/11 * conplete for.

/11 */

/11 bool rca_one fs;
1y,

/11

/1l struct RECLAI M COVPLETE4res ({

/11 nfsstat4 rcr_status;
1y,

[

[l r*

/1l * Operation arrays

[ *

/11

/1] enum nfs_opnumd {

/1l OP_ACCESS = 3,

/1l OP_CLCOSE = 4,

/1] OP_COWM T = 5,

/1l OP_CREATE = 6,

/11  OP_DELEGPURGE =7,

/1] OP_DELEGRETURN = 8,

/1l OP_CETATTR =9,

/1l OP_CGETFH = 10,

/11 OP_LINK = 11,

/1]l OP_LOCK = 12,

/1l OP_LOCKT = 13,

/1] OP_LOCKU = 14,

/1] OP_LOOKUP = 15,

/1] OP_LOOKUPP = 16,

/1l OP_NVERI FY = 17,

/1l OP_OPEN = 18,

/1] OP_OPENATTR = 19,
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111
111
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111
111
111
111
111
111
111
111
111
111
111
111
111

NFSv4. 1

OP_OPEN_CONFI RM
OP_OPEN_DOWNGRADE
OP_PUTFH
OP_PUTPUBFH
OP_PUTROOTFH
OP_READ
OP_READDI R
OP_READLI NK
OP_REMOVE
OP_RENAMVE
OP_RENEW
OP_RESTOREFH
OP_SAVEFH
OP_SECI NFO
OP_SETATTR
OP_SETCLI ENTI D

OP_SETCLI ENTI D_CONFI RM

OP_VERI FY
OP_WRI TE

OP_RELEASE_LOCKOMKER

Il %

111

% * new operations for

117 %

/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
/11
111}
/11
/11
/11
/11

Shepl er,

OP_BACKCHANNEL_CTL

XDR Descri ption

20,
21,
22,
23,
24,
25,
26,
27,
28,
29,
30,
31,
32,
33,
34,
35,
36,
37,
38,
39,

/* Mandat ory

/*

Mandat ory

/*
/*

Mandat ory
Mandat ory

/* Mandat ory
NFSv4. 1 */

= 40,

OP_BI ND_CONN_TO SESSI ON = 41,

OP_EXCHANGE_[ D
OP_CREATE_SESSI ON
OP_DESTROY_SESSI ON
OP_FREE_STATEI D

OP_GET_DI R_DELEGATI ON

OP_GETDEVI CEI NFO
OP_GETDEVI CELI ST
OP_LAYOUTCOW T
OP_LAYOUTGET
OP_LAYOUTRETURN
OP_SECI NFO_NO_NAME
OP_SEQUENCE
OP_SET_SSV
OP_TEST_STATEI D
OP_WANT_DELEGATI ON
OP_DESTROY_CLI ENTI D
OP_RECLAI M_COVPLETE
OP_I LLEGAL

uni on nfs_argop4 swtch

case OP_ACCESS:
case OP_CLCSE

et al.

42,
43,
44,
45,
46,
47,
48,
49,
50,
51,
52,
53,
54,
55,
56,
57,
58,
10044
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not -t o-i npl enment

not -t o-i npl enent

not -t o-i npl enment
not -t o-i npl enent

not -t o-i npl enent

(nfs_opnumt argop) {
ACCESS4ar gs opaccess;

CLOSE4ar gs opcl ose;
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/1l case OP_COW T: COW T4ar gs opcommi t;

/1l case OP_CREATE: CREATE4ar gs opcr eat €;

/1l case OP_DELEGPURGE: DELEGPURGE4ar gs opdel egpur ge;
/1l case OP_DELEGRETURN: DELEGRETURN4ar gs opdel egr et ur n;
/1l case OP_CGETATTR GETATTR4ar gs opgetattr;

/1l case OP_GETFH: voi d;

/1l case OP_LINK: LI NKdar gs opl i nk;

/1l case OP_LOCK: LOCK4ar gs opl ock;

/1l case OP_LOCKT: LOCKT4ar gs opl ockt;

/1l case OP_LOCKU: LOCKWar gs opl ocku;

/1l case OP_LOCKUP: LOOKUP4ar gs opl ookup;

/1l case OP_LOOKUPP: voi d;

/1l case OP_NVERIFY: NVERI FY4ar gs opnverify;

/1l case OP_OPEN: OPENdar gs opopen;

/1l case OP_OPENATTR: OPENATTR4ar gs opopenattr;

/11

/11 |* Not for NFSv4.1 */

/1l case OP_OPEN CONFIRM OPEN CONFI RMAar gs opopen_confirm
I

/1l case OP_OPEN_DOANGRADE:

/11 OPEN_DOWNGRADE4ar gs opopen_downgr ade;
/11

/1l case OP_PUTFH: PUTFH4ar gs opput f h;

/1l case OP_PUTPUBFH: voi d;

/1l case OP_PUTROOTFH: voi d;

/1l case OP_READ: READ4ar gs opread,;

/1l case OP_READD R READDI Rdar gs opreaddir;
/1] case OP_READLI NK: voi d;

/1l case OP_REMOVE: REMOVE4ar gs opr enove;
/1l case OP_RENAME: RENANME4ar gs opr enaneg;
/11

/{11 |* Not for NFSv4.1 */

/1l case OP_RENEW RENEWlar gs opr enew,

/11

/1l case OP_RESTOREFH: voi d;

/1l case OP_SAVEFH: voi d;

/1l case OP_SECI NFO SECI NFO4ar gs opseci nf o;
/1l case OP_SETATTR SETATTR4ar gs opsetattr;
Iy

{11 |* Not for NFSv4.1 */

/1l case OP_SETCLI ENTI D: SETCLI ENTI D4ar gs opsetclientid;
111

{11 I* Not for NFSv4.1 */

/1l case OP_SETCLI ENTI D_CONFI RM SETCLI ENTI D_CONFI RM4ar gs

111 opsetclientid_confirm
/1l case OP_VERI FY: VERI FY4ar gs opverify;

/1l case OP_WRITE: VRl TE4args opwite;

111
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{11 /* Not for NFSv4.1 */
/1l case OP_RELEASE_LOCKOMNER

111 RELEASE_LOCKOWNER4ar gs
[ opr el ease_| ockowner;
111

/1l [* Operations new to NFSv4.1 */
/1l case OP_BACKCHANNEL CTL:

[ BACKCHANNEL_CTL4ar gs opbackchannel _ct| ;
11

/11 case OP_BI ND_CONN_TO SESSI ON:

111 Bl ND_CONN_TO_SESSI ONdar gs

/11 opbi nd_conn_t o_sessi on;

I

/1l case OP_EXCHANGE | D: EXCHANGE | D4ar gs opexchange_i d;
Iy
/1] case OP_CREATE SESSI ON:

/11 CREATE_SESSI ONdar gs opcr eat e_sessi on;
/11

/1l case OP_DESTROY_SESSI ON:

/11 DESTROY_SESSI ONdar gs opdest roy_sessi on;
Iy

/1l case OP_FREE STATEID: FREE_STATEI D4args opfree_stateid;
/11
/1l case OP_GET_DI R_DELEGATI ON:

/11 CGET_DI R_DELEGATI ON4ar gs
[ opget dir_del egati on;
11

/1l case OP_GETDEVI CEI NFO GETDEVI CEI NFO4ar gs opget devi cei nf o;
/1l case OP_GETDEVI CELI ST: GETDEVI CELI ST4ar gs opget devi cel i st;
/1l case OP_LAYQUTCOW T: LAYOUTCOW T4args opl ayout commit;
/1l case OP_LAYOQUTGET: LAYOQUTCGET4ar gs opl ayout get ;

/1l case OP_LAYOUTRETURN: LAYOQUTRETURMargs opl ayoutreturn;
111

/1] case OP_SECI NFO NO NAME:

Iy SECI NFO_NO _NAME4ar gs opseci nf o_no_nane;
/11

/1l case OP_SEQUENCE: SEQUENCE4ar gs opsequence;

/1l case OP_SET_SSV: SET _SSV4args opset _ssv;

/1l case OP_TEST_STATEID: TEST_STATEI D4args optest_stateid;
111
/1] case OP_WANT_DELEGATI ON:

/11 WANT DELEGATI ONdar gs opwant _del egati on;
/11

/1l case OP_DESTROY_CLI ENTI D:

/11 DESTROY_CLI ENTI D4ar gs

[ opdestroy_clientid,;

/11

/1l case OP_RECLAI M COVPLETE:
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/11 RECLAI M_COVPLETE4ar gs

/11 oprecl ai m conpl et e;
Iy

/1l |* Operations not newto NFSv4.1 */

/1l case OP_I LLEGAL: voi d;

1y,

/11

/1] union nfs_resop4 switch (nfs_opnun¥d resop) {

/1l case OP_ACCESS: ACCESS4r es opaccess;

/1l case OP_CLOSE: CLOSE4r es opcl ose;

/1l case OP_COW T: COW T4res opconmmit;

/1l case OP_CREATE: CREATE4r es opcreat e;

/1l case OP_DELEGPURGE: DELEGPURGE4r es opdel egpur ge;
/1l case OP_DELEGRETURN: DELEGRETURNAr es opdel egr et urn;
/1l case OP_CETATTR GETATTR4res opgetattr;

/1l case OP_CGETFH: GETFH4r es opget f h;

/1l case OP_LINK LI NK4res opl i nk;

/1l case OP_LOCK: LOCK4r es opl ock;

/1l case OP_LOCKT: LOCKT4r es opl ockt ;

/1l case OP_LOCKU: LOCKWr es opl ocku;

/1l case OP_LOCKUP: LOOKUP4r es opl ookup;

/1l case OP_LOCKUPP: LOOKUPP4r es opl ookupp;

/1l case OP_NVERI FY: NVERI FY4res opnverify;

/1l case OP_OPEN: OPEN4r es opopen;

/1l case OP_OPENATTR: OPENATTR4r es opopenattr;

11 /* Not for NFSv4.1 */

/1l case OP_OPEN_CONFI RM  OPEN_CONFI RMAres opopen_confirm
111

/1l case OP_OPEN_DOANGRADE:

/11 OPEN_DOWNGRADEAT es

/11 opopen_downgr ade;
[

/1l case OP_PUTFH: PUTFH4r es opput f h;

/1l case OP_PUTPUBFH: PUTPUBFH4r es opput pubf h;
/1l case OP_PUTROOTFH: PUTROOTFH4r es opput r oot f h;
/1l case OP_READ: READ4r es opr ead;

/1l case OP_READDI R READDI R4r es opr eaddir;

/1] case OP_READLI NK: READLI NK4r es opreadl i nk;
/1l case OP_REMOVE: REMOVE4r es opr enove;

/1l case OP_RENAME: RENANMVE4r es opr enare;

[1] 1* Not for NFSv4.1l */

/1l case OP_RENEW RENEWIr es opr enew,

/1l case OP_RESTOREFH: RESTOREFH4r es opr est or ef h;
/1l case OP_SAVEFH: SAVEFH4Ar es opsavef h;

/1l case OP_SECI NFO SECI NFO4r es opseci nf o;

/1l case OP_SETATTR SETATTR4res opsetattr;

/11 |* Not for NFSv4.1 */
/1l case OP_SETCLIENTID: SETCLI ENTI D4res opsetclientid;
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111
11 /* Not for NFSv4.1 */
/1l case OP_SETCLI ENTI D_CONFI RM

/11 SETCLI ENTI D_CONFI RMAT es

/11 opsetclientid_confirm
/1l case OP_VERI FY: VERI FY4res opverify;

/1l case OP_WRITE: VRl TE4res opwite;

[

/11 |* Not for NFSv4.1 */
/1l case OP_RELEASE_LOCKONNER

111 RELEASE_LOCKOMNNERA4T es
/11 opr el ease_| ockowner;
I

/1l [* Operations new to NFSv4.1 */
/1l case OP_BACKCHANNEL_CTL:

/11 BACKCHANNEL _CTLA4r es

/11 opbackchannel _ctl;

/11

/1] case OP_BIND CONN _TO SESSI ON:

111 Bl ND_CONN_TO_SESSI ON4r es

/11 opbi nd_conn_t o_sessi on;
/11

1] case OP_EXCHANGE | D EXCHANGE_| D4res opexchange_i d;
/11
/1l case OP_CREATE_SESSI ON:

[ CREATE_SESSI OM4r es

Iy opcr eat e_sessi on;
/11

/1l case OP_DESTROY_SESSI ON:

/11 DESTROY_SESSI OMr es

/11 opdest roy_sessi on;
[

/1l case OP_FREE_STATEID: FREE_STATEI D4res

[ opfree_stateid;
/11

/1l case OP_GET_DI R_DELEGATI ON:

/11 GET_DI R_DELEGATI OMr es

[ opget dir_del egati on;
Iy

/1l case OP_GETDEVI CEI NFO. GETDEVI CEI NFO4r es

/11 opget devi cei nf o;
/11

/1l case OP_GETDEVI CELI ST: GETDEVI CELI ST4r es

[ opget devi cel i st ;
Iy

/1l case OP_LAYQUTCOWM T: LAYQUTCOW T4res opl ayout conmit;
/1l case OP_LAYQUTGET: LAYOUTCGET4r es opl ayout get ;

/1l case OP_LAYOQUTRETURN: LAYOUTRETURN4res opl ayoutreturn;
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/11

/1] case OP_SECI NFO NO NAME:

/11 SECI NFO_NO_NAME4r es

Iy opseci nf o_no_nane;
/11

/1l case OP_SEQUENCE: SEQUENCE4r es opsequence;
/1l case OP_SET_SSV: SET _SSV4res opset_ssv;

/1l case OP_TEST STATEID: TEST_STATEI D4res optest_stateid;
Iy

/1] case OP_WANT_ DELEGATI ON:

/11 WANT_DELEGATI ON4r es

/11 opwant _del egati on;
/11

/1l case OP_DESTROY_CLI ENTI D:

/11 DESTROY_CLI ENTI D4r es

[ opdestroy_clientid,;
/11

/1l case OP_RECLAI M COVPLETE:

/11 RECLAI M_COVPLETEA4r es

/11 oprecl ai m conpl et e;
Iy

/1l |* Operations not newto NFSv4.1 */

/1l case OP_ILLEGAL: | LLEGAL4res opill egal;
1y,

/11

/1] struct COVPOUND4args {

/11 utf8str_cs tag;

Iy uint32_t m norver si on;

/11 nfs_argop4 argarray<>;

1y,

/11

/1] struct COVPOUND4res {

Iy nfsstat4 st at us;

[ utf8str_cs tag;

/11 nfs_resop4 resarray<>;

1y,

/11

[

[l r*

/1l * Remote file service routines

[ *

/11 program NFS4_ PROGRAM {

/11 versi on NFS V4 {

[ voi d

Iy NFSPROCA_NULL(void) = 0;
/11

/11 COVPOUNDAr es

/11 NFSPROCA_ COMPOUND( COVPOUND4ar gs) = 1;
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111
111

} =4
} = 100003;

/*

* NFS4 Cal | back Procedure Definitions and Program
*/

struct CB CGETATTR4args {

nfs _fh4 fh;

bi t map4 attr_request;
3
struct CB CGETATTR4resok {

fattr4 obj _attributes;
}

uni on CB_GETATTR4res switch (nfsstat4 status) {

case NF4_XK
CB_CGETATTR4r esok resok4;
defaul t:
voi d;
}
struct CB RECALL4args {
st at ei d4 st at ei d;
bool truncate;
nfs_fh4 fh;
}
struct CB RECALL4res {
nfsstat4 st at us;
s
/*
* CB_|ILLEGAL: Response for illegal operation nunbers
*/
struct CB | LLEGAL4res {

nf sst at 4 st at us;

b

/*
* NFSv4.1 cal |l back argunents and results
*/

enum | ayoutrecal | _typed {
LAYOUTRECALL4 FI LE
LAYOUTRECALL4_FSI D
LAYOUTRECALL4_ALL

LAYOUT4_RET_REC FI LE,
LAYOUT4_RET_REC_FSI D,
LAYOUT4_RET_REC_ALL
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1y,

[

/1] struct layoutrecall _filed {

Iy nfs fh4 | or _fh;

Iy of fset4 | or _of fset;
/11 | engt h4 | or | ength;
/11 statei d4 | or _stateid;
1y,

Iy

/1] union layoutrecall4 switch(layoutrecall _type4 lor_recalltype) {
/1] case LAYOUTRECALL4_FI LE:

/11 | ayoutrecall filed |or_|ayout;

/1l case LAYOUTRECALL4 FSI D:

/11 fsidd lor fsid;

/1] case LAYOUTRECALL4_ALL:

[ voi d;

1y,

/11

/1] struct CB_LAYOUTRECALL4args {

/11 | ayout t ype4d cl ora_type;
/11 | ayout i onnded cl ora_i onode;
[ bool cl or a_changed,;
/11 | ayoutrecal | 4 clora_recall;
1y,

/1] struct CB_LAYOUTRECALL4res {

/11 nfsstat4 clorr_status;

1y,

/11

1=

/1] * Directory notification types.

1 *

/1] enumnotify typed {

11 NOTI FY4_CHANGE_CHI LD ATTRS = 0,

/11 NOTI FY4_CHANGE DI R_ATTRS = 1,

/11 NOTI FY4_REMOVE_ENTRY = 2,

/11 NOTI FY4_ADD_ENTRY = 3,

/11 NOTI FY4_RENAVE_ENTRY = 4,

11 NOTI FY4_CHANGE COOKI E_ VERIFIER = 5
1y,

/11

/1l |* Changed entry information. */
/1] struct notify entry4 {

/11 conponent 4 ne file;
/11 fattr4 ne_attrs;
11y,

111

{1l |I* Previous entry information */
/1l struct prev_entry4 {
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111

111

111

1y,

111

/1] struct
111

111

11}

111

/1] struct
111

111

111

111

111

111

111

111

111

111

1y,

111

/1] struct
111

I}

111

/1] struct
111

111

11}

111

/1l struct
111

111

111}

111

11l =

NFSv4.1 XDR Description

notify entry4 pe_prev_entry;
/* what READDIR returned for this entry */
nfs_cooki e4 pe_prev_entry_cookie;

notify renove4 {
notify entry4 nrmold entry;
nfs_cooki e4 nrmol d _entry cookie;

notify_add4 {

/*
* | nformati on on object
* possibly renanmed over.

January 2010

*/

notify_renoved nad_ol d_entry<1>;

notify_entry4 nad_new entry;

/* what READDI R woul d have returned for this entry */
nfs_cooki e4 nad _new entry_cooki e<1>
prev_entry4 nad_prev_entry<i>

bool nad_| ast _entry;

notify attr4 {
notify entry4 na_changed_entry;

notify_renamed {
notify renmove4 nrn_old_entry;
notify add4 nrn_new entry;

notify_verifierd {
verifier4d nv_ol d_cooki everf;
verifier4d nv_new_cooki everf;

/1l * Objects of type notify_<>4 and
/11 * notify device_<>4 are encoded in this.

Hr o *l

/1] typedef opaque notifylist4<>;

111

/1] struct
111

111

111

1y,

notify4 {

[* conposed fromnotify typed or notify_deviceid typed */
bi t map4 noti fy_mask;

notifylist4 notify_vals;
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/11

/1] struct CB_NOTI FYdargs {

/11 statei d4 cha_statei d;

Iy nfs fh4 cnha_fh;

/11 notify4 cna_changes<>;

1y,

/11

/1] struct CB_NOTI FY4dres {

/11 nfsstat4 cnr_stat us;

1y,

/11

/1l struct CB_PUSH DELEG4args {

/11 nfs fh4 cpda_fh;

/11 open_del egati on4 cpda_del egati on;
Iy

1y,

/11

/1] struct CB PUSH DELEMAres {

/11 nfsstat4 cpdr_status;

1y,

Iy

/1l const RCA4_TYPE MASK RDATA DLG = 0;
/1l const RCA4_TYPE _MASK WDATA DLG = 1;
/1] const RCA4_TYPE_MASK DI R DLG = 2;
/11 const RCA4_TYPE_NMASK FI LE_LAYOUT = 3
/11 const RCA4 TYPE_MASK BLK_LAYOUT = 4;
/11 const RCA4_TYPE_MASK _OBJ_LAYOUT_M N = §;
/11 const RCA4_TYPE MASK OBJ_LAYOUT MAX = 9;
/1l const RCA4_TYPE_MASK OTHER LAYOUT_M N = 12;
/1] const RCA4_TYPE_MASK_OTHER LAYOUT_MAX = 15;
/11

/1l struct CB RECALL_ANY4args {

/11 ui nt 32_t craa_objects_to_keep;
[ bi t map4 craa_type_mask;
1y,

/11

/1] struct CB RECALL_ANY4res {

/11 nfsstat4 crar_status;

1y,

/11

/1]l typedef CB_RECALL_ANY4args CB RECALLABLE OBJ_AVAI L4ar gs;
/11
/1] struct CB RECALLABLE OBJ_AVAI L4res {

/11 nfsstat4 croa_status;

1y,

/11

/1l struct CB_RECALL_SLOT4args {

/11 slotid4 rsa_target highest_slotid;

Shepler, et al. St andards Track [ Page 67]



RFC 5662 NFSv4.1 XDR Description January 2010

1y,

[

/1] struct CB_RECALL_SLOT4res {

Iy nfsstat4 rsr_status;

1y,

/11

/1] struct referring call4 {

/11 sequencei d4 rc_sequencei d;

/11 slotid4 rc_slotid,;

1y,

/11

/1l struct referring call list4 {

/11 sessi oni d4 rcl _sessionid;

[ referring_call4 rcl _referring_calls<>;
1y,

/11

/1l struct CB_SEQUENCE4args {

/11 sessi oni d4 csa_sessi oni d;
/11 sequencei d4 csa_sequencei d;
/11 slotid4 csa_slotid;

/11 slotid4 csa_hi ghest _slotid;
Iy bool csa_cachet hi s;
Iy referring_call _list4 csa_referring_call _lists<>;
1y,

/11

/1] struct CB_SEQUENCE4resok {

/11 sessi oni d4 csr_sessioni d;

[ sequencei d4 csr_sequencei d;

Iy slotid4 csr_slotid;

/11 slotid4 csr_hi ghest _slotid;
/11 slotid4 csr_target highest_slotid;
1y,

Iy

/1] union CB _SEQUENCE4res switch (nfsstat4 csr_status) {
/1l case NFS4 K

/11 CB_SEQUENCE4r esok csr_resok4;

/1] default:

[ voi d;

1y,

/11

/1l struct CB_WANTS_CANCELLED4args ({

/11 bool cwca_cont ended _wants_cancel | ed;
/11 bool cwca_resourced wants_cancel | ed;
1y,

Iy

/1] struct CB_WANTS_CANCELLEDAres {

Iy nfsstat4 cwer _stat us;

1y,
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/11

/1] struct CB_NOTIFY_LOCK4args {

Iy nfs_fh4 cnla_fh;

Iy | ock_owner4 cnl a_| ock_owner;
1y,

/11

/1] struct CB_NOTIFY_LOCK4res {

/11 nfsstat4 cnlr_status;
1y,

/11

1=

/1l * Device notification types.

1 *

/1] enumnotify deviceid typed {

11 NOTI FY_DEVI CElI D4_CHANGE = 1,
/11 NOTI FY_DEVI CElI D4_DELETE = 2
1y,

/11

/1] [* For NOTIFY4_DEVI CEl D4_DELETE */

/1] struct notify deviceid deleted {

/11 | ayoutt ype4d ndd_| ayout t ype;
Iy devi cei d4 ndd_devi cei d;
1y,

/11

/11 [* For NOTIFY4_DEVI CEl D4_CHANGE */

/1l struct notify_ deviceid _change4 {

/11 | ayoutt ype4d ndc_| ayout t ype;
Iy devi cei d4 ndc_devi cei d;
Iy bool ndc_i mredi at e;
1y,

/11

/1] struct CB_NOTIFY_DEVI CEl D4args {

/11 noti fy4 cnda_changes<>;

1y,

/11

/1] struct CB_NOTIFY_DEVI CEl D4res {

/11 nfsstat4 cndr _st at us;
1y,

Iy

1=

/1] * Various definitions for CB_COVPOUND
1 *

111 %

/1] enum nfs_cb_opnumt {

Iy OP_CB_CETATTR = 3,
/11 OP_CB_RECALL = 4,
1l %* Callback operations newto NFSv4.1 */
/11 OP_CB_LAYOUTRECALL = 5,
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111 OP_CB_NOTI FY = 6,
111 OP_CB_PUSH DELEG =7,
/11 OP_CB_RECALL_ANY = 8,
/11 OP_CB_RECALLABLE OBJ_AVAIL = 9,
/11 OP_CB_RECALL_SLOT = 10,
/11 OP_CB_SEQUENCE = 11,
/11 OP_CB_WANTS _CANCELLED = 12,
/11 OP_CB_NOTI FY_LOCK = 13,
/11 OP_CB_NOTIFY DEVICEID = 14,
/11

/11 OP_CB | LLEGAL = 10044
111y

/11

/1] union nfs_cb_argop4 switch (unsigned argop) {
/1l case OP_CB GETATTR:

[ CB_CGETATTR4ar gs opchgetattr;

/1l case OP_CB RECALL:

/11 CB_RECALL4ar gs opchbrecal | ;

/1l case OP_CB LAYOUTRECALL:

[ CB_LAYOUTRECALL4ar gs opcbl ayoutrecal | ;
/1l case OP_CB_NOTIFY:

[ CB_NOTI FY4ar gs opchbnoti fy;

/1] case OP_CB PUSH DELEG

/11 CB_PUSH DELEG4ar gs opcbpush_del eg;

/1l case OP_CB _RECALL_ANY:

[ CB_RECALL_ANY4ar gs opcbrecal | _any;

[/l case OP_CB RECALLABLE_OBJ_AVAI L:

Iy CB_RECALLABLE _OBJ_AVAI L4args opcbrecal | abl e_obj _avail;
/1l case OP_CB RECALL_SLOT:

/11 CB_RECALL_SLOT4ar gs opchrecal |l _slot;

/1l case OP_CB_SEQUENCE:

/11 CB_SEQUENCE4ar gs opchsequence;

/1l case OP_CB_WANTS_CANCELLED:

Iy CB_WANTS_CANCELLED4ar gs opcbwant s_cancel | ed;
/1] case OP_CB_NOTI FY_LOCK:

/11 CB_NOTI FY_LQOCK4ar gs opchnotify | ock;

/1l case OP_CB_NOTI FY_DEVI CEl D:

[ CB_NOTI FY_DEVI CEl D4ar gs opcbnoti fy_devi cei d;
/1l case OP_CB | LLEGAL: voi d;

1y,

/11

/1] union nfs_cb _resop4 switch (unsigned resop) {

/1l case OP_CB GETATTR: CB CGETATTR4res opchgetattr;
/1l case OP_CB RECALL: CB RECALLA4res opchbrecal | ;
Iy

/1] |* new NFSv4.1 operations */
/1l case OP_CB LAYOUTRECALL:
111 CB_LAYOUTRECALLA4r es
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/11 opchl ayoutrecal | ;
[

/1l case OP_CB_NOTIFY: CB_NOTI FY4r es opchbnoti fy;

/11

/1l case OP_CB _PUSH DELEG CB _PUSH DELEXAres

/11 opcbpush_del eg;
/11

/1l case OP_CB RECALL_ ANY: CB RECALL_ANY4res

Iy opcbrecal | _any;
/11

/1l case OP_CB _RECALLABLE OBJ_AVAI L:

/11 CB_RECALLABLE_OBJ_AVAI L4res

/11 opchrecal | abl e_obj avail;
[

/1l case OP_CB RECALL_SLOT:

/11 CB_RECALL_SLOT4res

/11 opcbrecal | _sl ot;
/11

/1l case OP_CB_SEQUENCE: CB_SEQUENCE4r es opchsequence;
111
/1l case OP_CB_WANTS_CANCELLED:

/11 CB_WANTS_CANCELLEDAr es

/11 opcbwant s_cancel | ed;
/11

/1l case OP_CB_NOTI FY_LQOCK:

/11 CB_NOTI FY_LOCK4r es

Iy opcbnoti fy_| ock;
/11

/1l case OP_CB_NOTI FY_DEVI CEl D

/11 CB_NOTI FY_DEVI CEl D4r es

/11 opcbnoti fy_ devicei d;
[

/1l [* Not new operation */

/1l case OP_CB | LLEGAL: CB | LLEGAL4res opchill egal;
1y,

/11

/11

/1] struct CB_COVPOUND4args {

/11 utf8str_cs tag;

Iy uint32_t m norver si on;

Iy uint32_t cal | back_i dent;

/11 nfs_cb_argop4 argarray<>;

1y,

[

/1] struct CB_COVPOUND4res ({

[ nfsstat4 status;

/11 utf8str_cs tag;

/11 nfs _cb _resop4 resarray<>;

Shepler, et al. St andards Track [ Page 71]



RFC 5662

NFSv4.1 XDR Description January 2010

1y,
[
Iy
/11
1=
/1l * Program nunber is in the transient range since the client
/1] * will assign the exact transient program nunber and provide
/1l * that to the server via the SETCLI ENTI D operation
1 *
/1] program NFS4_CALLBACK {
/11 versi on NFS_CB {
/11 voi d
/11 CB NULL(void) = 0;
[ CB_COVPOUNDAr es
Iy CB_COVPOUND( CB_COMPOUND4ar gs) = 1;
/11 } =1
/11 } = 0x40000000;
<CODE ENDS>
3. Security Considerations
See the Security Considerations section of [4].
4. | ANA Consi derati ons
See the | ANA Consi derations section of [4].
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