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Abstract

Traditional mail systens handle only ASCI| characters in SMIP

envel ope and nail header fields. The Enail Address

I nternationalization (UF8SMIP) extension allows UTF-8 characters in
SMIP envel ope and mail header fields. To avoid rejecting
internationalized emnil messages when a server in the delivery path
does not support the UTF8SMIP extension, sone sort of converting
nmechani smis required. This docunent describes a downgradi ng

mechani smfor Email Address Internationalization. Note that this is
a way to downgrade, not tunnel. There is no associated up-conversion
mechani sm al t hough internationalized email clients mght use
original internationalized addresses or other data when displaying or
replying to downgraded nessages.
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1

| ntroducti on

Traditional mail systens, which are defined by [ RFC5321] and

[ RFC5322], allow ASCI1 characters in SMIP envel ope and nail header
field values. The UTF8SMIP extension ([ RFC4952], [RFC5335], and

[ RFC5336]) allows UTF-8 characters in SMIP envel ope and mail|l header
field val ues.

If an envel ope address or header field contains non-ASCI| characters,
the message cannot be delivered unless every systemin the delivery
path supports UTF8SMIP. This docunent describes a downgradi ng
nmechani smto avoid rejection of such nessages when a server that does
not support the UTF8SMIP extension is encountered. This downgrading
nmechani sm converts envel ope and mail header fields to an all-ASCl
representation.

[ RFC5335] allows UTF-8 characters to be used in mail header fields
and M ME header fields. The downgradi ng nechani sm specified here
converts mail header fields and M ME header fields to ASClI.

Thi s docunent does not change any protocols except by defining new
header fields. It describes the conversion nethod fromthe

i nternationalized email envel opes/ nessages that are defined in

[ RFC4952], [RFC5335], and [ RFC5336] to the traditional enmi

envel opes/ messages defined in [ RFC5321] and [ RFC5322].

Section 3.2 of [RFC5336] defines when downgradi ng occurs. |If the
SMIP client has a UTF8SMIP envel ope or an internationalized nessage
and the SMIP server doesn’t support the UTF8SMIP extension, then the
SMIP client MUST NOT send a UTF8SMIP envel ope or an internationalized
nessage to the SMIP server. The section lists 4 choices in this
case. The fourth choice is downgrading, as described here.

Downgr adi ng may be inplemented in Mail User Agents (MJAsS), Mai

Submi ssi on Agents (MSAs), and Mail Transport Agents (MIAs) that act
as SMIP clients. It nmay also be inplenented in Message Delivery
Agents (MDAs), Post Ofice Protocol (POP) servers, and | MAP servers
that store or offer UTF8SMIP envel opes or internationalized nessages
to non- UTF8SMIP- conpl i ant systens, which include nessage stores.

Thi s docunent tries to define the downgradi ng process clearly and it
preserves the original internationalized email information as nuch as
possi bl e.

Fuj i wara & Yoneya Experi ment al [ Page 3]



RFC 5504 UTF8SMIP Downgr ade March 2009

Downgr adi ng in UTF8BSMIP consi sts of the follow ng four parts:

New header field definitions
SMIP downgr adi ng

Emai | header field downgrading
M ME header field downgrading

(e}l elNe]

In Section 3 of this docunent, many header fields starting with
"Downgr aded-" are introduced. They preserve the original envel ope
i nformati on and the original header fields.

SMIP downgrading is described in Section 4. It generates ASClII-only
envel ope information froma UTF8SMIP envel ope.

Emai | header field downgrading is described in Section 5. It
generates ASCl|-only header fields.

M ME header fields are expanded in [RFC5335]. M ME header field
downgradi ng is described in Section 6. |t generates ASCIl-only M M
header fi el ds.

Di spl ayi ng downgr aded nmessages that originally contained
internationalized emnil addresses or internationalized header fields
is described in an another docunent ([DI SPLAY]).

2.  Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Al'l specialized ternms used in this specification are defined in the
Emai | Address Internationalization (EAI) overview [ RFC4952], in the
mai | specifications [ RFC5321] [RFC5322], or in the M M docunents

[ RFC2045] [ RFC2047] [ RFC2183] [RFC2231]. The terms "ASCI| address",
"internationalized email address", "non-ASClI| address", "i 18mmi
address", "UTF8SMIP', "nmessage", and "mailing list" are used with the
definitions from[RFC4952].

Thi s docunent depends on [ RFC5335], [RFC5336], and [ RFC5337]. Key
words used in those docunents are used in this docunent, too.

The term"non-ASCI 1" refers to a UTF-8 string that contains at |east
one non-ASCl | character.
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A "UTF8SMIP envel ope" has emmil originator/recipient addresses
expanded by [ RFC5336] and [ RFC5337].

A "UTF8SMIP nmessage" is an enail message expanded by [ RFC5335].
3. New Header Fields Definition

New header fields starting with "Downgraded-" are defined here to
preserve those original envel ope and mail header field val ues that
contain UTF-8 characters. During downgradi ng, one new "Downgraded-"
header field is added for each original envelope or mail header field
that cannot be passed as-is to a server that does not support
UTF8SMIP. The origi nal envelope or nmail header field is renoved or
rewitten. Only those envel ope and nail header fields that contain
non- ASClI | characters are affected. The result of this process is a
message that is conpliant with existing email specifications

[ RFC5321] and [RFC5322]. The original internationalized informtion
can be retrieved by exam ning the "Downgraded-" header fields that
wer e added.

3.1. Envelope Information Preservati on Header Fields
SMIP envel ope downgraded i nfornmati on <downgr aded- envel ope- addr >
consi sts of the original non-ASCI| address and the downgraded all -
ASCI | address. The ABNF [ RFC5234] syntax is as foll ows:

downgr aded- envel ope-addr = [FW5] "<" [ A-d-lI ":" ] uMail box
FWS "<" Mail box ">" ">" [ CFWE]

<uMai | box> is defined in [ RFC5336]; <Mail box> and <A-d-1> are defined
in Section 4.1.2 of [RFC5321].

Two header fields, "Downgraded-Mil-From" and "Downgraded-Rcpt-To:",
are defined to preserve SMIP envel ope downgraded information. The
header field syntax is specified as foll ows:

fields =/ downgradedmai |l from/ downgradedrcptto

downgr adedmai | from "Downgr aded- Mai | - From " unstructured CRLF
downgr adedr cptto = " Downgraded- Rcpt - To: " unstructured CRLF
The unstructured content is downgraded-envel ope-addr and treated as

if it were unstructured, with [ RFC2047] encodi ng (and charset UTF-8)
as needed.
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3.2. Address Header Fields Preservation Header Fields

The address header fields' preservation header fields are defined to
preserve the original header field. Their value field holds the
original header field value. The header field syntax is specified as
fol | ows:

fields =/ known- downgr aded- headers ":"
unstructured CRLF

known- downgr aded- header s "Downgr aded-" ori gi nal - headers

ori gi nal - headers = "Froni / "Sender" |/
"To" / "Cc" [/ "Bcc" [/
"Reply-To" /

"Resent-From' / "Resent-Sender" /
"Resent-To" / "Resent-Cc" /
"Resent-Bcc" / "Resent-Reply-To" /
"Return-Path" /

"Di sposition-Notification-To"

To preserve a header field in a "Downgraded-" header field:

1. GCenerate a new "Downgraded-" header field whose value is the
original header field val ue.

2. Treat the generated header field content as if it were
unstructured, and then apply [RFC2047] encoding wth charset
UTF-8 as necessary so that the result is ASClI

3.3. Unknown Header Fields’ Preservation Header Fields
The unknown header fields’ preservation header fields are defined to
encapsul ate those original header fields that contain non-ASCl
characters and are not otherwi se provided for in this specification
The encapsul ation header field name is the concatenation of
"Downgraded-" and the original nane. The value field holds the
original header field val ue.
The header field syntax is specified as foll ows:
fields =/ unknown- downgr aded- headers ":" unstructured CRLF

unknown- downgr aded- headers = "Downgraded-" ori gi nal - header-fi el d- nane

ori gi nal - header-fi el d- name fiel d-nane

field-name = 1*ftext
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ftext = %@33-57 / ; Any character except
%159- 126 ; controls, SP, and ":".

To encapsul ate a header field in a "Downgraded-" header field:

1. GCenerate a new "Downgraded-" header field whose value is the
original header field val ue.

2. Treat the generated header field content as if it were
unstructured, and then apply [RFC2047] encoding wth charset
UTF-8 as necessary so the result is ASClI

3. Renpve the original header field.
4. SMIP Downgr adi ng
The targets of downgrading el enents in an SMIP envel ope are bel ow

o0 <reverse-path> of MAIL FROM comrmand
o <forward-path> of RCPT TO comrand
0 ORCPT parameter of RCPT TO comand

<reverse-pat h> and <forward-path> are described in [ RFC5321] and
[ RFC5336]. The ORCPT paraneter is described in [RFC3461] and
[ RFC5337] .

4.1. Path El enent Downgradi ng

Downgr adi ng the <path> of MAIL FROM and RCPT TO conmands uses the
ALT- ADDRESS par aneter defined in [RFC5336]. An SMIP command is
downgradable if the <path> contains a non-ASClI| address and the
conmand has an ALT- ADDRESS paraneter that specifies an ASCI| address.
Since only non-ASClI| addresses are downgradabl e, specifying an ALT-
ADDRESS val ue for an all-ASCI| address is invalid for use with this
specification, and no interpretation is assigned to it. This
restriction allows for future extension of the specification even
though no such extensions are currently antici pated.

Note that even if no downgrading is perforned on the envel ope,
nmessage header fields and nessage body M ME header fields that
contain non-ASCI| characters MJST be downgraded. This is described
in Sections 5 and 6.

When downgradi ng, replace each <path> that contains a non-ASCH | nai

address with its specified alternative ASCI| address, and preserve
the original information using "Downgraded-Mil-Fron and
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"Downgr aded- Rcpt - To" header fields as defined in Section 3. Before
repl aci ng, decode the ALT- ADDRESS paraneter val ue because it is
encoded as xtext [RFC3461].

To avoid disclosing recipient addresses, the downgradi ng process MJST
NOT add t he "Downgraded- Rcpt-To:" header field if the SMIP
downgradi ng targets nultiple recipients. See Section 7 for nore
details.

As a result of the recipient address downgradi ng, the domain part of
the recipient address prior to downgradi ng m ght be different from
the domain part of the new recipient address. |If the result of
address resolution for the donmain part of the new recipi ent address
contains the server at the connection destination of the SMIP session
for the recipient address prior to downgradi ng, the SMIP connecti on
is valid for the new recipient address. O herw se, the downgradi ng
process MJST NOT send the downgraded message to the new recipient
address via the connection and MJST try to send the downgraded
nessage to the new recipi ent address.

4.2. ORCPT downgradi ng

The "RCPT TO' command can have an ORCPT paraneter if the Delivery
Status Notification (DSN) extension [RFC3461] is supported. |If the
ORCPT paraneter contains a "utf-8" type address and the address
contains raw non-ASCl| characters, the address MJST be converted to
utf-8-addr-xtext form Those fornms are described in [ RFC5337] and
clarified by successor documents such as [ DSNBI S] .

Bef ore converting to utf-8-addr-xtext form renove xtext encoding.
5. Email Header Fiel ds Downgradi ng

This section defines the conversion nethod to ASCI|I for each header
field that may contain non-ASCI | characters.

[ RFC5335] expands "Received:" header fields; [RFC5322] describes ABNF
el ements <mail box>, <word>, <comrent>, <unstructured>; [RFC2045]
descri bes ABNF el enent <val ue>.

5.1. Downgradi ng Method for Each ABNF El enent
Header field downgrading is defined bel ow for each ABNF el erment.
Downgr adi ng an unknown header field is al so defined as ENCAPSULATI ON

downgr adi ng. Converting the header field termninates when no non-
ASClI | characters remain in the header field.
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5.1.1. RECElI VED Downgr adi ng

If the header field nane is "Received:" and the FOR cl ause contains a
non- ASCI | address, remove the FOR cl ause fromthe header field.

O her parts (not counting <coment>s) shoul d not contain non-ASCl

val ues.

5.1.2. UNSTRUCTURED Downgr adi ng

If the header field has an <unstructured> field that contains non-
ASCI | characters, apply [ RFC2047] encoding with charset UTF-8.

5.1.3. WORD Downgr adi ng

If the header field has any <word> fields that contain non-ASCl
characters, apply [RFC2047] encoding with charset UTF-8.

5.1.4. COWMMENT Downgr adi ng

If the header field has any <comment> fields that contain non-ASCl
characters, apply [RFC2047] encoding with charset UTF-8.

5.1.5. M Me-VALUE Downgr adi ng

If the header field has any <val ue> el enents defined by [ RFC2045] and
the elements contain non-ASCI| characters, encode the <val ue>

el ements according to [ RFC2231] with charset UTF-8 and | eave the

| anguage information enpty. |If the <value> el enent is <quoted-
string> and it contai ns <CFW5> out side the DQUOTE, renove the <CFW5>
before this conversion

5.1.6. DI SPLAY- NAME Downgr adi ng

If the header field has any <address> (<mail box> or <group>) elements
and they have <di spl ay-nane> el enments that contain non-ASCl
characters, encode the <display-nane> el enents according to [ RFC2047]
with charset UTF-8. DI SPLAY- NAME downgrading is the sane al gorithm
as WORD downgr adi ng.

5.1.7. MAI LBOX Downgradi ng

The <mmi | box> el enents have no equival ent format for non-ASCl
addresses. |If the header field has any <nail box> el ements that
contain non-ASCI| characters, preserve the header field in the
correspondi ng "Downgraded-" header field, which is defined in
Section 3.2, and rewite each <mmil box> elenent to ASCI|-only format.
The <mai | box> el enent that contains non-ASCI| characters is one of
three formats.
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o [ Display-nane ] "<" Utf8-addr-spec 1*FCS "<" Addr-spec ">>"

Rewrite it as:
[ Display-nane ] "<" Addr-spec ">"

o [ Display-nane ] "<" Utf8-addr-spec ">"
o Utf8-addr-spec

Rewite both as:

[ Display-name ] "Internationalized Address
" Renoved: ;"

where the <Encoded-word> is the original <Utf8-addr-spec>
encoded according to [ RFC2047].

Encoded-word

5.1.8. ENCAPSULATI ON Downgr adi ng

If the header field contains non-ASCI| characters and is such that no
rule is given above, encapsulate it in a "Downgraded-" header field
as described in Section 3.3 as a |last resort.

Applying this procedure to "Received:" header field is prohibited.
5.1.9. TYPED ADDRESS Downgr adi ng

If the header field contains <utf-8-type-addr> and the <utf-8-type-
addr> contains raw non-ASClI| characters, it is in utf-8-address form
Convert it to utf-8-addr-xtext form as described in Section 4.2.
COMMENT downgrading is also performed in this case. |f the address
type is unrecognized and the header field contains non-ASCl
characters, then fall back to usi ng ENCAPSULATI ON downgradi ng on the
entire header field.

5.2. Downgradi ng Method for Each Header Field

Header fields are listed in [ RFC4021]. This section describes the
downgr adi ng net hod for each header field.

If the whole mail header field does not contain non-ASCI| characters,
emai | header field downgrading is not required. Each header field s
downgr adi ng nethod is described bel ow.

5.2.1. Address Header Fields That Contain <address>s

From

Sender :
To:
Cc:
Bcc:

Fuj i wara & Yoneya Experi ment al [ Page 10]



RFC 5504 UTF8SMIP Downgr ade March 2009

Repl y- To:

Resent - From

Resent - Sender :

Resent - To:

Resent - Cc:

Resent - Bcc:

Resent - Repl y- To:

Ret ur n- Pat h:

Di sposition-Notification-To:

If the header field contains <mmil box> el enents that contain non-
ASCI | addresses, preserve the header field in a "Downgraded-" header
field before the conversion. Then perform COVWENT downgradi ng,

DI SPLAY- NAME downgr adi ng, and MAI LBOX downgr adi ng.

5.2.2. Address Header Fields with Typed Addresses

Ori gi nal - Reci pi ent:
Fi nal - Reci pi ent :

If the header field contains non-ASCI| characters, perform TYPED
ADDRESS downgr adi ng.

5.2.3. Downgrading Non-ASCI|1 in Comments

Dat e:

Message- | D

Resent - Message- | D:
I n- Repl y-To:

Ref er ences:

Resent - Dat e:
Resent - Message- | D:
M ME- Ver si on:
Content-1D:

Cont ent - Tr ansf er - Encodi ng:
Cont ent - Language:
Accept - Language:
Aut o- Submi tt ed:

These header fields do not contain non-ASCI| characters except in
comments. |If the header field contains UTF-8 characters in conments,
per f orm COVWWENT downgr adi ng.

5.2.4. Received Header Field

Recei ved:

Per f or m COVWWENT downgr adi ng and RECElI VED downgr adi ng.
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5.2.5. M ME Content Header Fields

Cont ent - Type:
Cont ent - Di sposition

Per f orm M ME- VALUE downgr adi ng and COMMVENT downgr adi ng.

5.2.6. Non-ASCI| in <unstructured>
Subj ect :
Comment s:
Cont ent - Descri ption:
Per f or m UNSTRUCTURED downgr adi ng.

5.2.7. Non-ASCIl in <phrase>
Keywor ds:
Per f or m WORD downgr adi ng.

5.2.8. Oher Header Fields
For all other header fields that contain non-ASCI| characters, are
user-defined, and are missing fromthis docunent or future defined
header fields, perform ENCAPSULATI ON downgr adi ng.
If the software understands the header field s structure and a
downgr adi ng al gorithm ot her than ENCAPSULATION i s applicable, that
software SHOULD use that al gorithm ENCAPSULATI ON downgrading i s used

as a |last resort.

Mailing list header fields (those that start in "List-") are part of
this category.

6. M ME Body-Part Header Field Downgradi ng
M ME body-part header fields may contain non-ASCI| characters

[ RFC5335]. This section defines the conversion nmethod to ASClII-only
header fields for each M Me header field that contains non-ASCl

characters. Parse the nessage body’s MM structure at all levels
and check each M ME header field to see whether it contains non- ASCI
characters. |If the header field contains non-ASCI| characters in the

header field value, the header field is a target of the M M body-
part header field s downgrading. Each M ME header field s
downgr adi ng nethod is described bel ow. COMMENT downgradi ng, M M-
VALUE downgr adi ng, and UNSTRUCTURED downgr adi ng are described in
Section 5.
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Content-1D:
The "Content-ID:" header field does not contain non-ASCl
characters except in conments. |f the header field contains UTF-8

characters in comments, perform COMVENT downgradi ng.
Cont ent - Type:

Content-Di sposition: Perform M M- VALUE downgradi ng and COVMENT
downgr adi ng.

Cont ent - Description: Perform UNSTRUCTURED downgr adi ng.
7. Security Considerations

A downgraded nessage’s header fields contain ASCII characters only.
But they still contain M Me-encapsul ated header fields that contain
non- ASCI I UTF-8 characters. Furthernore, the body part may contain
UTF-8 characters. |Inplenentations parsing Internet nessages need to
accept UTF-8 body parts and UTF-8 header fields that are M Me-
encoded. Thus, this docunent inherits the security considerations of
M ME- encoded header fields ([ RFC2047] and [ RFC3629]).

Rewriting header fields increases the opportunities for undetected
spoofing by malicious senders. However, rewitten header fields are
preserved i nto Downgraded-* header fields, and parsi ng Downgraded-*
header fields enables the detection of spoofing caused by
downgr adi ng.

Addresses that do not appear in the nmessage header fields may appear
in the RCPT commands to an SMIP server for a number of reasons.
Copying information fromthe envelope into the header fields risks

i nadvertent information disclosure (see [RFC5321] and Section 4 of
this docunent). Mtigating inadvertent information disclosure is

al so discussed in these |ocations.

The techni ques described here invalidate nethods that depend on
digital signatures over the envel ope or any part of the nessage,

whi ch includes the top-1level header fields and body-part header
fields. Depending on the specific nmessage bei ng downgraded, the
followi ng techniques are likely to break: Domai nKeys ldentified Mi
(DKIM, and possibly SIMME and Pretty CGood Privacy (PGP). The two
obvious mitigations are to stick to 7-bit transport when using these
techni ques (as nost/all of thempresently require) or to make sure to
have UTF8SMIP end-t o-end when needed.

Many gateways and servers on the Internet will discard header fields

with which they are not famliar. To the extent to which the
downgr ade procedures depend on new header fields (e.g.
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8.

8.

"Downgraded-") to avoid information |oss, the risk of having those
header fields dropped and subsequent inplications nmust be identified.
In particular, if the "Downgraded-" header fields are dropped, there
is no possibility of reconstructing the original information at any
poi nt (before, during, or after delivery). Such gateways violate

[ RFC2979] and can be upgraded to correct the problem

Even though the information is not |ost, the original nessage cannot
be perfectly reconstructed because some downgradi ng net hods renove
information (see Sections 5.1.1 and 5.1.5). Hence, downgrading is a
one-way process.

Wiile information in any enmail header field should usually be treated
with some suspicion, current emmil systens conmonly enpl oy various
mechani sns and protocols to nake the informati on nore trustworthy.
Currently, information in the new Downgraded-* header fields is
usual |y not inspected by these nechani sns, and may be even | ess
trustworthy than the traditional header fields. Note that the

Downgr aded-* header fields could have been inserted wi th nalicious
intent (and with content unrelated to the traditional header fields).

If an internationalized MJA would sinply try to "upgrade" the nessage
for display purposes (that is, display the information in the

Downgr aded-* header fields instead of the traditional header fields),
the effectiveness of the deployed nechanisns and protocols is likely

to be reduced, and the user may be exposed to additional risks. More
gui dance on how to di splay downgraded nessages is given in [DI SPLAY].

Concerns about the trustworthi ness of the Downgraded-* header fields
are not limted to displaying and replying in MJAs, and shoul d be
careful |y consi dered before using such header fields for other

pur poses as wel | .

See the "Security Considerations" section in [ RFC4952] for nore
di scussi on.

| mpl ement ati on Not es
1. RFC 2047 Encodi ng

VWi |l e [ RFC2047] has a specific algorithmto deal with whitespace in
adj acent encoded words, there are a nunber of depl oyed

i npl enentations that fail to inplement the algorithmcorrectly. As a
result, whitespace behavior is somewhat unpredictable in practice
when nultiple encoded words are used. Wile RFC 5322 states that

i mpl enentations SHOULD |imit lines to not nmore than 78 characters,

i mpl enent ati ons MAY choose to allow overly | ong encoded words in
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order to work around faulty [ RFC2047] i npl enentati ons.
| npl enentations that choose to do so SHOULD have an optiona
mechanismto limt line length to 78 characters.

8.2. Trivial Downgrading

Downgrading is an alternative to avoid the rejection of nessages that
requi re UTF8SMIP support by a server that does not provide such
support. Inplementing the full specification of this document is
desirable, but a partial inplenentation is al so possible.

If a partial downgrading inplenentation confronts an unsupported
downgradi ng target, the inplenentation MJST NOT send the nessage to a
server that does not support UTF8SMIP. Instead, it MJST either

rej ect the message or generate a notification of non-deliverability.

A partial downgrading, trivial downgrading, is discussed. It does
not support non-ASClI| addresses in SMIP envel ope and address header
fields, unknown header field downgrading, or the M M body-part
header field downgrading. |t supports:

o some sinple header field downgrading: Subject
o comrents and di spl ay name downgradi ng: From To, Cc
o trace header field downgradi ng: Received

O herw se, the downgrading fails.

Trivial downgrading targets mmil messages that are generated by
UTF8SMIP- aware MJAs and contain non-ASCI| characters in conments,

di spl ay names, and unstructured parts w thout using non-ASCI| enmi
addresses. These mmil nessages usually do not contain non-ASCl

emai | addresses in the SMIP envel ope and its header fields. But it
is not deliverable via a UTF8SMIP-unaware SMIP server. |nplementing
full specification downgradi ng may be hard, but trivial downgrading
saves mail nessages w thout using non-ASClI| addresses.

8.3. 7bit Transport Consideration

The SMIP client may encounter a SMIP server that does not support the
8Bl TM ME SMIP ext ensi on [ RFC1652]. The server does not support
"8bit" or "binary" data. |Inplementers need to consider converting
"8bit" data to "base64" or "quoted-printable" encoded form and adj ust
the "Content-Transfer-Encodi ng" header field accordingly. |If the
body contains nmultiple MM parts, this conversion MJST be perforned
for each M ME part.
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| ANA has registered the follow ng header fields in the Permanent
Message Header Field registry, in accordance with the procedures set

out in [ RFC3864].

Header field nane: Downgraded- Mail -From

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent

Header field nane: Downgraded-Rcpt-To

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunent

Header field nane: Downgraded-From

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunent

Header field nane: Downgraded- Sender

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent

Header field nane: Downgraded-To

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent

Header field nane: Downgraded-Cc

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunent

Header field nane: Downgraded-Bcc

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunent

Experi ment al

(Secti

(Secti

(Secti

(Secti

(Secti

(Secti

(Secti

on

on

on

on

on

on

on

3)

3)

3)

3)

3)

3)

3)
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Header field nane: Downgraded-Reply-To

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunment (Section 3)

Header field nane: Downgraded-Resent-From

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunment (Section 3)

Header field nane: Downgraded-Resent- Sender

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)

Header field nane: Downgraded-Resent-To

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)

Header field nane: Downgraded-Resent-Cc

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)

Header field nane: Downgraded-Resent-Bcc

Appl i cabl e protocol: i
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)

Header field nane: Downgraded- Resent-Reply-To

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)

Header field nane: Downgraded- Return-Path

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docunment (Section 3)
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Header field nane: Downgraded-Di sposition-Notification-To

Appl i cabl e protocol: mai
Status: experinental
Aut hor/ change controller: |ETF

Speci fication document(s): This docunment (Section 3)

Furthernore, I ANA is requested to refuse registration of all field
nanes that start with "Downgraded-". For unknown header fields, use
t he downgradi ng nmethod described in Section 3.3 to avoid conflicts
with existing |ETF activity (Email Address Internationalization).
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Appendi x A.  Exanpl es

A 1.

Downgr adi ng Exanple 1

Thi s appendi x shows an SMIP downgr adi ng exanpl e. Consider a nai
nmessage where

0 The sender address is "NON ASCI |- ocal @xanpl e.cont, which is a
non- ASCI | address. |Its ASCII alternative is
"ASCI | - | ocal @xanpl e.cont and its display-nane is "D SPLAY-| ocal "

o The "To:" address is "NON-ASCI|-renotel@xanple.net", which is a
non- ASCI | address. 1ts ASCII alternative is
"ASCl | -renot el@xanpl e.net" and its display-nane is "D SPLAY-
renmot el”.

o The "Cc:" address is a non-ASClI| address,
"NON- ASCI | -renpt e2@xanpl e. org", without an alternative ASCl
address. Its display-name is "Dl SPLAY-renote2".

o Three display names contain non-ASCI| characters.

o The Subject header field is "NON ASClI | -SUBJECT", which contains
non- ASClI | characters.

0o Assune the "To:" recipient’s MIA (exanple.net) does not support
UTF8SMIP

0 Assune the "Cc:" recipient’s MIA (exanple.org) supports UTF8SMIP

The first exanpl e SMIP envel ope/ nessage is shown in Figure 1. In

this exanple, the "To:" recipient’s session is the focus.
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MAI L FROM <NON- ASCI | -1 ocal @xanpl e. con®
ALT- ADDRESS=ASCI | - | ocal @xanpl e. com
RCPT TO <NON-ASCl | -renpt el@xanpl e. net >
ALT- ADDRESS=ASCI | - r enot el@xanpl e. net
RCPT TO <NON-ASCl | -renpt e2@xanpl e. or g>
Message-1d: MESSAGE | D
M me-Version: 1.0
Content - Type: text/plain; charset="UTF-8"
Cont ent - Transf er - Encodi ng: 8bi t
Subj ect: NON- ASCI | - SUBJECT
From DI SPLAY-1ocal <NON-ASCII-| ocal @xanpl e.com
<ASClI | - | ocal @xanpl e. conk>
To: DI SPLAY-renotel <NON- ASCl | -renpt el@xanpl e. net
<ASCl | - renot el@xanpl e. net >>
Cc: DI SPLAY-renpt e2 <NON- ASCI | - r enot e2@xanpl e. or g>
Dat e: DATE

MAI L_BCODY
Figure 1: Original envel ope/ nessage (exanple 1)

In this exanple, there are two SMIP recipients; one is "To:", the
other is "Cc:". The SMIP downgradi ng uses To: session downgradi ng.
Figure 2 shows an SMIP downgraded exanpl e.

MAI L FROM <ASCI | -1 ocal @xanpl e. conp

RCPT TO <ASCl | -renot el@xanpl e. net >

Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCI | - | ocal @xanpl e. conp>?=

Downgr aded- Rept - To: =?UTF- 8?Q?<NON- ASCI | - r enot el@xanpl e. net _?=
=?UTF- 8?Q?<ASCI | - r enot el@xanpl e. net >>?=

Message-1d: MESSAGE | D

M ne-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er- Encodi ng: 8bi t

Subj ect: NON- ASCl | - SUBJECT

From DI SPLAY-1 ocal <NON-ASCI -1 ocal @xanpl e. com
<ASClI | - | ocal @xanpl e. conp>

To: DI SPLAY-renotel <NON- ASCl I -renpt el@xanpl e. net
<ASCl | -r enpt el@xanpl e. net >>

Cc: DI SPLAY-renmpte2 <NON- ASCI | - r enpt e2@xanpl e. or g>

Dat e: DATE

MAI L_BODY

Figure 2: SMIP downgraded envel ope/ nessage (exanple 1)
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After SMIP downgradi ng, header field downgrading is perforned. The
final downgraded nessage is shown in Figure 3. A Return-Path header
field will be added by the final destination MIA

Return-Pat h: <ASCl | -1 ocal @xanpl e. cone

Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCI | - | ocal @xanpl e. conp>?=

Downgr aded- Rept - To: =?UTF- 8?Q?<NON- ASCI | - r enot el@xanpl e. net _?=
=?UTF- 8?Q?<ASCI | - r enot el@xanpl e. net >>?=

Message-1d: MESSAGE | D

M ne-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er- Encodi ng: 8bi t

Subj ect: =?UTF- 8?Q?NON- ASClI | - SUBJECT?=

From =?UTF-8?Q?Dl SPLAY-I| ocal ?= <ASClI | - | ocal @xanpl e. con®
Downgr aded- From =?UTF- 8?Q?DI SPLAY-1 ocal _<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCI | - | ocal @xanpl e. conp>?=

To: =?UTF-8?Q?Dl SPLAY-renot el?= <ASCl | - renpt el@xanpl e. net >
Downgr aded- To: =?UTF- 8?Q?DI SPLAY-renotel ?=

=?UTF- 8?Q?<NON- ASCI | - r enpt el@xanpl e. net _<ASCl | - renot el@xanpl e. net >>?=
Cc: =?UTF-8?Q?DI SPLAY-renpt e2?= Internationalized address
=?UTF- 8?Q?NON- ASCI | - r enpt e2@xanpl e. org?= renoved:

Downgr aded- Cc: =?UTF- 8?Q?DI SPLAY-r enot e2_7?=

=?UTF- 8?Q?<NON- ASCI | - r enpt e2@xanpl e. or g>?=

Dat e: DATE

MAI L_BODY
Fi gure 3: Downgraded nessage (exanple 1)
A. 2. Downgradi ng Exanple 2

In many cases, the sender wants to use a non-ASCI| address and the
recipient is a traditional mail user. The SMIP server handi ng nai
for the recipient and/or the recipient’s MJA does not support
UTF8SMIP ext ension. Consider a mail nessage where:

0 The sender address is "NON ASCI |- ocal @xanpl e.cont, which is a
non- ASCI | address. |Its ASCII alternative is
"ASCI | - | ocal @xanpl e.conf. It has a display-name "Dl SPLAY-| ocal ",
whi ch contains non-ASCI| characters.

o The "To:" address is "ASCl|-renotel@xanple.net", which is ASCI |-
only. It has a display-name, "D SPLAY-renotel”, which contains
non- ASClI | characters.

0 The "Subject:" header field is "NON-ASClI | - SUBJECT", which contains
non- ASCI | characters.
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The second exanpl e envel ope/ nessage is shown in Figure 4.

MAI L From <NON ASCII -1 ocal @xanpl e. conp
ALT- ADDRESS=ASCI | - | ocal @xanpl e. com
RCPT TO <ASCl | -renot el@xanpl e. net >
Message-1d: MESSAGE | D
M ne-Version: 1.0
Content - Type: text/plain; charset="UTF-8"
Cont ent - Transf er - Encodi ng: 8bi t
Subj ect: NON- ASCI | - SUBJECT
From DI SPLAY-1ocal <NON-ASCII-| ocal @xanpl e.com
<ASClI | - | ocal @xanpl e. conk>
To: DI SPLAY-renotel <ASCII-renptel@xanpl e. net >
Dat e: DATE

MAI L_BODY
Figure 4. Oiginal nessage (exanple 2)

In this exanple, SMIP session is downgradable. Figure 5 shows an
SMIP downgr aded envel ope/ nessage.

MAIL From <ASClI-I ocal @xanpl e. conr

RCPT TO <ASCl | -renot el@xanpl e. net >

Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
?=UTF8?Q?<ASCl | - | ocal @xanpl e. conmp>?=

Message-1d: MESSAGE | D

M me-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er - Encodi ng: 8bi t

Subj ect: NON- ASCI | - SUBJECT

From DI SPLAY-1 ocal <NON-ASCII -1 ocal @xanpl e. com
<ASCI | - | ocal @xanpl e. conp>

To: DI SPLAY-renotel <ASCII-renptel@xanpl e. net >

Dat e: DATE

MAI L_BODY

Figure 5: SMIP downgraded envel ope/ message (exanple 2)
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After SMIP downgradi ng, header field downgrading is perforned. The
downgr aded exanple is shown in Figure 6.

Ret urn-Pat h: <ASCl | -1 ocal @xanpl e. cone

Downgr aded- Mai | - From =?UTF- 8?Q?<NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF8?Q?<ASCl | - | ocal @xanpl e. conmp>?=

Message-1d: MESSAGE | D

M ne-Version: 1.0

Content - Type: text/plain; charset="UTF-8"

Cont ent - Transf er - Encodi ng: 8bi t

Subj ect: =?UTF- 8?Q?NON- ASCI | - SUBJECT?=

Downgr aded- From =?UTF- 8?Q?DI SPLAY-1 ocal <NON- ASCI | - | ocal @xanpl e. com ?=
=?UTF- 8?Q?<ASCI | - | ocal @xanpl e. conp>?=

From =?UTF-8?Q?Dl SPLAY-| ocal ?= <ASCl | -| ocal @xanpl e. conp

To: =?UTF-87Q?Dl SPLAY-renot el?= <ASClI | - renpt el@xanpl e. net >
Dat e: DATE

MAI L_BODY
Fi gure 6: Downgraded nessage (exanple 2)
Aut hors’ Addresses
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