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Abst ract

The Extensible Authentication Protocol (EAP), defined in RFC 3748,
enabl es extensi bl e network access authentication. This document
specifies the EAP key hierarchy and provides a franework for the
transport and usage of keying material and paraneters generated by
EAP aut hentication algorithms, known as "methods". It also provides
a detailed systemlevel security analysis, describing the conditions
under which the key managenent gui delines described in RFC 4962 can
be satisfied.
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1. Introduction

The Extensible Authentication Protocol (EAP), defined in [RFC3748],
was designed to enabl e extensible authentication for network access
in situations in which the Internet Protocol (IP) protocol is not
available. Oiginally devel oped for use with Point-to-Point Protoco
(PPP) [RFC1661], it has subsequently al so been applied to | EEE 802
wi red networks [I| EEE-802.1X], Internet Key Exchange Protocol version
2 (1 KEv2) [RFC4306], and wirel ess networks such as [| EEE-802.11] and
[ | EEE- 802. 16€] .

EAP is a two-party protocol spoken between the EAP peer and server.
Wthin EAP, keying material is generated by EAP authentication

al gorithnms, known as "nethods". Part of this keying material can be
used by EAP met hods thensel ves, and part of this material can be
exported. |In addition to the export of keying material, EAP methods

can al so export associ ated parameters such as authenticated peer and
server identities and a uni que EAP conversation identifier, and can
i mport and export |ower-|layer paraneters known as "channel binding
paraneters", or sinply "channel bindings".

Thi s docunent specifies the EAP key hierarchy and provides a
framework for the transport and usage of keying material and

par aneters generated by EAP nethods. It also provides a detail ed
security analysis, describing the conditions under which the

requi renments described in "Cuidance for Authentication

Aut hori zation, and Accounting (AAA) Key Managenment" [RFC4962] can be
sati sfied.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Term nol ogy

The terms "Cryptographic binding", "Cryptographic separation”, "Key
strength" and "Mutual authentication" are defined in [ RFC3748] and
are used with the sane neaning in this docunment, which al so
frequently uses the follow ng terns:

4-\Way Handshake
A pairwi se Authenticati on and Key Managenent Protocol (AKMP)
defined in [|EEE-802.11], which confirms nutual possession of a
Pai rwi se Master Key by two parties and distributes a Goup Key.
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AAA  Aut hentication, Authorization, and Accounting
AAA protocols with EAP support include "RAD US Support for EAP"
[ RFC3579] and "Di aneter EAP Application" [RFC4072]. In this
docunent, the terns "AAA server" and "backend authentication
server" are used interchangeably.

AAA- Key
The term AAA-Key is synonynous with Master Session Key (MSK).
Since multiple keys can be transported by AAA the termis
potentially confusing and is not used in this docunent.

Aut hent i cat or
The entity initiating EAP authentication.

Backend Aut hentication Server
A backend authentication server is an entity that provides an
aut hentication service to an authenticator. When used, this
server typically executes EAP nethods for the authenticator. This
terminology is also used in [| EEE-802. 1X]

Channel Bi ndi ng
A secure mechani smfor ensuring that a subset of the paraneters
transmtted by the authenticator (such as authenticator
identifiers and properties) are agreed upon by the EAP peer and
server. It is expected that the paraneters are al so securely
agreed upon by the EAP peer and authenticator via the |ower |ayer
if the authenticator advertised the paraneters.

Derived Keying Materia
Keys derived from EAP keying material, such as Transient Session
Keys (TSKs).

EAP Keying Materia
Keys derived by an EAP nethod; this includes exported keying
material (MSK, Extended MSK (EMSK), Initialization Vector (I1V)) as
wel | as |ocal keying material such as Transi ent EAP Keys (TEKS).

EAP Pre- Aut henti cation
The use of EAP to pre-establish EAP keying naterial on an
aut henticator prior to arrival of the peer at the access network
managed by that authenticator.

EAP Re- Aut henti cati on

EAP aut henti cati on between an EAP peer and a server with whomthe
EAP peer shares valid unexpired EAP keying nateri al
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EAP Server
The entity that term nates the EAP authentication nethod with the
peer. In the case where no backend authentication server is used,
the EAP server is part of the authenticator. |In the case where
the aut henticator operates in pass-through node, the EAP server is
| ocated on the backend authentication server.

Exported Keying Materia
The EAP Master Session Key (MSK), Extended Master Session Key
(EMBK), and Initialization Vector (I1V).

Ext ended Master Session Key (EMSK)
Addi tional keying material derived between the peer and server
that is exported by the EAP nethod. The EMSK is at |east 64
octets in length and is never shared with a third party. The EMSK
MJST be at | east as long as the MSK in size.

Initialization Vector (I1V)

A quantity of at |least 64 octets, suitable for use in an
initialization vector field, that is derived between the peer and
EAP server. Since the IV is a known value in nmethods such as

EAP- TLS (Transport Layer Security) [RFC5216], it cannot be used by
itself for conputation of any quantity that needs to remain
secret. As a result, its use has been deprecated and it is

OPTI ONAL for EAP nethods to generate it. However, when it is

generated, it MJST be unpredictable.

Keyi ng Materi al
Unl ess otherwi se qualified, the term"keying material"” refers to
EAP keying material as well as derived keying materi al

Key Scope
The parties to whoma key is avail abl e.

Key Wap
The encryption of one symetric cryptographic key in another. The
al gorithmused for the encryption is called a key wap al gorithm
or a key encryption algorithm The key used in the encryption
process is called a key-encryption key (KEK).

Long- Term Credenti a
EAP net hods frequently nake use of long-termsecrets in order to

enabl e authentication between the peer and server. 1In the case of
a nethod based on pre-shared key authentication, the long-term
credential is the pre-shared key. In the case of a

publ i c-key-based method, the Iong-termcredential is the
correspondi ng private key.
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Lower Layer
The | ower layer is responsible for carrying EAP franes between the
peer and authenti cator.

Lower - Layer ldentity
A nane used to identify the EAP peer and authenticator within the
| ower | ayer.

Mast er Sessi on Key (MSK)
Keying material that is derived between the EAP peer and server
and exported by the EAP nmethod. The MSK is at |east 64 octets in
| engt h.

Net wor k Access Server (NAS)
A device that provides an access service for a user to a network.

Pai rwi se Master Key (PMK)
Lower | ayers use the MSK in a | ower-|ayer dependent nanner. For
instance, in | EEE 802.11 [|EEE-802.11], Cctets 0-31 of the MsK are
known as the Pairw se Master Key (PMK); the Tenporal Key Integrity
Protocol (TKIP) and Advanced Encryption Standard Counter Mde with
CBC- MAC Protocol (AES CCWP) ciphersuites derive their Transient
Session Keys (TSKs) solely fromthe PWK whereas the Wred
Equi val ent Privacy (WEP) ciphersuite, as noted in "I EEE 802. 1X
RADI US Usage Cui del i nes" [RFC3580], derives its TSKs from both
hal ves of the MSK. In [|EEE-802.16e], the MSK is truncated to 20
octets for PWMK and 20 octets for PM2.

Peer
The entity that responds to the authenticator. In [|EEE-802.1X]
this entity is known as the Supplicant.

Security Associ ation
A set of policies and cryptographic state used to protect
information. Elenments of a security association include
crypt ographi ¢ keys, negotiated ci phersuites and ot her paraneters,
counters, sequence spaces, authorization attributes, etc.

Secur e Associ ation Protocol
An exchange that occurs between the EAP peer and authenticator in
order to manage security associations derived from EAP exchanges.
The protocol establishes unicast and (optionally) multicast
security associations, which include symmetric keys and a cont ext
for the use of the keys. An exanple of a Secure Association
Protocol is the 4-way handshake defined wi thin [|EEE-802.11].
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Session-1d
The EAP Session-Id uniquely identifies an EAP authentication
exchange between an EAP peer (as identified by the Peer-1d(s)) and
server (as identified by the Server-1d(s)). For nore information,
see Section 1.4.

Transi ent EAP Keys (TEKS)
Session keys that are used to establish a protected channe
bet ween t he EAP peer and server during the EAP authentication
exchange. The TEKs are appropriate for use with the ciphersuite
negoti at ed between EAP peer and server for use in protecting the
EAP conversation. The TEKs are stored locally by the EAP nethod
and are not exported. Note that the ciphersuite used to set up
the protected channel between the EAP peer and server during EAP
aut hentication is unrelated to the ciphersuite used to
subsequently protect data sent between the EAP peer and
aut henti cat or.

Transi ent Session Keys (TSKs)
Keys used to protect data exchanged after EAP authentication has
successfully conpl eted using the ciphersuite negoti ated between
the EAP peer and authenti cator.

Overvi ew

Where EAP key derivation is supported, the conversation typically
takes place in three phases:

Phase 0: Discovery
Phase 1: Authentication
la: EAP aut hentication
1b: AAA Key Transport (optional)
Phase 2: Secure Association Protocol
2a: Unicast Secure Associ ation
2b: Multicast Secure Association (optional)

O these phases, phase 0, 1b, and 2 are handl ed external to EAP
phases 0 and 2 are handl ed by the | ower-layer protocol, and phase 1b
is typically handl ed by a AAA protocol

In the discovery phase (phase 0), peers |locate authenticators and
di scover their capabilities. A peer can |locate an authenticator
provi ding access to a particular network, or a peer can |ocate an
aut henticator behind a bridge with which it desires to establish a
Secure Association. Discovery can occur nmanually or automatically,
dependi ng on the | ower | ayer over which EAP runs.
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The aut henticati on phase (phase 1) can begin once the peer and

aut henti cator discover each other. This phase, if it occurs, always
i ncl udes EAP aut hentication (phase 1a). Where the chosen EAP net hod
supports key derivation, in phase la, EAP keying material is derived
on both the peer and the EAP server.

An additional step (phase 1b) is needed in deploynments that include a
backend aut hentication server, in order to transport keying materia
fromthe backend authentication server to the authenticator. In
order to obey the principle of node independence (see Section 1.6.1),
where a backend authentication server is present, all keying materia
needed by the lower layer is transported fromthe EAP server to the
aut henticator. Since existing TSK derivation and transport

techni ques depend solely on the MSK, in existing inplenentations,
this is the only keying material replicated in the AAA key transport
phase 1b.

Successful conpletion of EAP authentication and key derivation by a
peer and EAP server does not necessarily inply that the peer is
conmitted to joining the network associated with an EAP server.
Rather, this conmitment is inplied by the creation of a security
associ ati on between the EAP peer and authenticator, as part of the
Secure Associ ation Protocol (phase 2). The Secure Associ ation

Prot ocol exchange (phase 2) occurs between the peer and authenticator
in order to manage the creation and del etion of unicast (phase 2a)
and nulticast (phase 2b) security associations between the peer and
aut henticator. The conversation between the parties is shown in
Figure 1.

EAP peer Aut hent i cat or Aut h. Server
Qo m e e e e e e e e e e e >
Di scovery (phase 0)
Cmm e e e e e a o - D [ >

| |
| |
| |
| |
| |
| |
| AAA Key transport |

| (optional; phase 1b)
| |
Uni cast Secure associ ation | |
(phase 2a) | |
| |
| |
| |
| |
| |

Mul ti cast Secure associ ation
(optional; phase 2b)
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Figure 1. Conversation Overvi ew
1.3.1. Exanples

Exi sting EAP | ower |ayers inplenent phase 0, 2a, and 2b in different
ways:

PPP
The Point-to-Point Protocol (PPP), defined in [RFC1661], does not
support discovery, nor does it include a Secure Associ ation

Pr ot ocol

PPPoOE
PPP over Ethernet (PPPoE), defined in [ RFC2516], includes support
for a Discovery stage (phase 0). In this step, the EAP peer sends

a PPPoE Active Discovery Initiation (PADI) packet to the broadcast
address, indicating the service it is requesting. The Access
Concentrator replies with a PPPoE Active Discovery Ofer (PADO
packet containing its name, the service name, and an indication of
the services offered by the concentrator. The discovery phase is
not secured. PPPoE, |ike PPP, does not include a Secure
Associ ati on Protocol

| KEv2
I nternet Key Exchange v2 (IKEv2), defined in [ RFC4306], i ncludes
support for EAP and handl es the establishment of unicast security
associ ati ons (phase 2a). However, the establishnent of nulticast
security associations (phase 2b) typically does not involve EAP
and needs to be handl ed by a group key mmnagenent protocol such as
Group Domain of Interpretation (GDA) [RFC3547], G oup Secure
Associ ati on Key Managenment Protocol (GSAKMP) [ RFC4535], Multinedia
Internet KEYing (MKEY) [RFC3830], or Group Key Distribution
Protocol (GKDP) [CGKDP]. Several mechani sms have been proposed for
the di scovery of |Psec security gateways. [RFC2230] discusses the
use of Key eXchange (KX) Resource Records (RRs) for |Psec gateway
di scovery; while KX RRs are supported by nany Domai n Nanme Service
(DNS) server inplenmentations, they have not yet been widely
depl oyed. Alternatively, DNS SRV RRs [ RFC2782] can be used for
this purpose. Were DNS is used for gateway |ocation, DNS
security nechani sns such as DNS Security (DNSSEC) ([ RFC4033],
[ RFC4035]), TSI G [RFC2845], and Sinple Secure Dynam c Update
[ RFC3007] are avail abl e.

| EEE 802. 11
| EEE 802. 11, defined in [|EEE-802.11], handl es di scovery via the
Beacon and Probe Request/Response nechani snms. | EEE 802.11 Access

Points (APs) periodically announce their Service Set ldentifiers
(SSIDs) as well as capabilities using Beacon franes. Stations can
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query for APs by sending a Probe Request. Neither Beacon nor
Probe Request/ Response franes are secured. The 4-way handshake
defined in [|EEE-802.11] enables the derivation of unicast (phase
2a) and mul ticast/broadcast (phase 2b) secure associations. Since
the group key exchange transports a group key fromthe AP to the
station, two 4-way handshakes can be needed in order to support
peer -t o-peer comruni cations. A proof of the security of the | EEE
802. 11 4-way handshake, when used with EAP-TLS, is provided in

[ He] .

| EEE 802. 1X
| EEE 802. 1X-2004, defined in [|EEE-802.1X], does not support
di scovery (phase 0), nor does it provide for derivation of unicast
or multicast secure associations.

EAP Key Hi erarchy

As illustrated in Figure 2, the EAP nmethod key derivation has, at the
root, the long-termcredential utilized by the sel ected EAP net hod.

If authentication is based on a pre-shared key, the parties store the
EAP nmethod to be used and the pre-shared key. The EAP server also
stores the peer’s identity as well as additional information. This
information is typically used outside of the EAP nethod to determ ne
whet her to grant access to a service. The peer stores information
necessary to choose which secret to use for which service.

If authentication is based on proof of possession of the private key
corresponding to the public key contained within a certificate, the
parties store the EAP nmethod to be used and the trust anchors used to
validate the certificates. The EAP server also stores the peer’s
identity, and the peer stores information necessary to choose which
certificate to use for which service. Based on the |ong-term
credential established between the peer and the server, methods
derive two types of EAP keying materi al

(a) Keying material calculated locally by the EAP net hod but not
exported, such as the Transi ent EAP Keys (TEKs).

(b) Keying material exported by the EAP nethod: Mster Session Key
(MBK), Extended Master Session Key (EMSK), Initialization
Vector (I1V).

As noted in [RFC3748] Section 7.10:

In order to provide keying material for use in a subsequently
negoti ated ci phersuite, an EAP net hod supporting key derivation
MJST export a Master Session Key (MSK) of at |east 64 octets, and
an Extended Master Session Key (EMSK) of at |east 64 octets.
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EAP net hods al so MAY export the |1V, however, the use of the IVis
deprecated. The EMSK MUST NOT be provided to an entity outside the
EAP server or peer, nor is it permtted to pass any quantity to an
entity outside the EAP server or peer fromwhich the EMSK coul d be
conput ed wi t hout breaking sone cryptographic assunption, such as
inverting a one-way function

EAP net hods supporting key derivation and nutual authentication
SHOULD export a met hod-specific EAP conversation identifier known as
the Session-1d, as well as one or nore nethod-specific peer
identifiers (Peer-1d(s)) and MAY export one or nore nethod-specific
server identifiers (Server-1d(s)). EAP nethods MAY al so support the
i mport and export of channel binding paraneters. EAP nethod

speci fications devel oped after the publication of this document MJST
define the Peer-1d, Server-ld, and Session-1d. The Peer-1d(s) and
Server-1d(s), when provided, identify the entities involved in
generating EAP keying material. For existing EAP nethods, the
Peer-1d, Server-1d, and Session-1d are defined in Appendi x A
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T i i T S S i it S S S S e o o -+
| | N
| EAP Met hod |
| | |
I e e e Sk Tt i i +- - - - - - -+ | |
| | | | | | |
| | EAP Met hod Key | <->| Long-Term | | |
| | Deri vation | | Credential | | |
| | | | | | |
| | | +- - - - - - -+ | Local to |
| | | | EAP |
R R i R i e o T T S ek i T o | Met hod |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
| | SR i T S NI R P i e o S T P |
| | | TEK | |MSK, EMBK | |IV | | |
| | | Derivation | |Derivation | |Derivation | | |
| | | || | | (Deprecated) | | |
| | R i T S i T T i e I I e i R I T e |
| | n | | | |
| | | | | | \Y
R I R TR TR ki Sl I S T S S S Rl [ o o e e S I S e T -- -+

| | | | n

| | | | Expor t ed

| Peer-1d(s), | channel | MSK (64+B) | 1V (64B) by

| Server-1d(s), | bindings | EMBK (64+B) | (Optional) EAP

| Session-Id | & Result | | Met hod

V V V V V

Figure 2. EAP Method Paraneter |nport/Export

Peer-1d

If an EAP nethod that generates keys authenticates one or nore
net hod- specific peer identities, those identities are exported by
the method as the Peer-1d(s). It is possible for nore than one
Peer-1d to be exported by an EAP nmethod. Not all EAP met hods
provi de a nethod-specific peer identity; where this is not
defined, the Peer-1d is the null string. |In EAP nethods that do
not support key generation, the Peer-1d MJST be the null string.
Where an EAP nethod that derives keys does not provide a Peer-Id,
the EAP server will not authenticate the identity of the EAP peer
with which it derived keying materi al
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Server-1d

I f an EAP method that generates keys authenticates one or nore
met hod- specific server identities, those identities are exported
by the nethod as the Server-1d(s). It is possible for nmore than
one Server-l1d to be exported by an EAP nethod. Not all EAP

net hods provide a nethod-specific server identity; where this is
not defined, the Server-1d is the null string. |f the EAP nethod
does not generate keying nmaterial, the Server-1d MJST be the nul
string. Were an EAP nethod that derives keys does not provide a
Server-1d, the EAP peer will not authenticate the identity of the
EAP server with which it derived EAP keying nmateri al

Session-1d

The Session-1d uniquely identifies an EAP sessi on between an EAP
peer (as identified by the Peer-1d) and server (as identified by
the Server-1d). Were non-expanded EAP Type Codes are used (EAP
Type Code not equal to 254), the EAP Session-Id is the
concatenation of the single octet EAP Type Code and a tenporally
uni que identifier obtained fromthe nethod (known as the

Met hod- 1 d) :

Session-1d = Type-Code || Method-1d

Wer e expanded EAP Type Codes are used, the EAP Session-1d

consi sts of the Expanded Type Code (including the Type, Vendor-1d
(in network byte order) and Vendor-Type fields (in network byte
order) defined in [RFC3748] Section 5.7), concatenated with a
temporal | y unique identifier obtained fromthe nethod (Mthod-1d):

Session-1d = OxFE || Vendor-1d || Vendor-Type || Method-Id

The Method-1d is typically constructed from nonces or counters
used within the EAP nethod exchange. The inclusion of the Type
Code or Expanded Type Code in the EAP Session-1d ensures that each
EAP et hod has a distinct Session-ld space. Since an EAP session
is not bound to a particular authenticator or specific ports on
the peer and authenticator, the authenticator port or identity are
not included in the Session-Id.
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Channel Bi ndi ng

Channel binding is the process by which | ower-|ayer paraneters are
verified for consistency between the EAP peer and server. In
order to avoid introducing nmedi a dependenci es, EAP net hods that
transport channel binding parameters MJUST treat this data as
opaque octets. See Section 5.3.3 for further discussion

1. Key Narming

Each key created within the EAP key nanagenment framework has a nane
(a unique identifier), as well as a scope (the parties to whomthe
key is available). The scope of exported keying material and TEKs is
defined by the authenticated nmethod-specific peer identities
(Peer-1d(s)) and the authenticated server identities (Server-1d(s)),
wher e avail abl e.

MSK and EMSK Nanes
The MSK and EMSK are exported by the EAP peer and EAP server,
and MUST be naned using the EAP Session-Id and a binary or
textual indication of the EAP keying nmaterial being referred to.

PMK Nare
Thi s docunent does not specify a nanming schene for the Pairw se
Master Key (PMK). The PMK is only identified by the nane of the
key fromwhich it is derived.

Not e: | EEE 802.11 nanmes the PMK for the purposes of being able
to refer to it in the Secure Association Protocol; the PMK nane
(known as the PWKID) is based on a hash of the PMK itself as
wel | as sonme other paraneters (see [|EEE-802.11] Section
8.5.1.2).

TEK Nane
Transi ent EAP Keys (TEKs) MAY be naned; their naming is
specified in the EAP nethod specification

TSK Nane
Transi ent Session Keys (TSKs) are typically nanmed. Their nam ng
is specified in the lower layer so that the correct set of TSKs
can be identified for processing a given packet.
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1.5. Security Coals

The goal of the EAP conversation is to derive fresh session keys
bet ween t he EAP peer and authenticator that are known only to those
parties, and for both the EAP peer and authenticator to denpnstrate
that they are authorized to performtheir roles either by each other
or by a trusted third party (the backend authentication server).

Conpl etion of an EAP net hod exchange (phase l1la) supporting key
derivation results in the derivation of EAP keying material (MK
EMSK, TEKs) known only to the EAP peer (identified by the Peer-1d(s))
and EAP server (identified by the Server-1d(s)). Both the EAP peer
and EAP server know this keying material to be fresh. The Peer-Id
and Server-1d are discussed in Sections 1.4, 2.4, and 2.5 as well as
in Appendix A. Key freshness is discussed in Sections 3.4, 3.5, and
5.7.

Conpl etion of the AAA exchange (phase 1b) results in the transport of
keying material fromthe EAP server (identified by the Server-1d(s))
to the EAP authenticator (identified by the NAS-Identifier) without
di scl osure to any other party. Both the EAP server and EAP

aut henticator know this keying material to be fresh. Disclosure

i ssues are discussed in Sections 3.8 and 5.3; security properties of
AAA protocols are discussed in Sections 5.1 - 5.9.

The backend aut hentication server is trusted to transport keying
material only to the authenticator that was established with the
peer, and it is trusted to transport that keying material to no other
parties. In many systens, EAP keying material established by the EAP
peer and EAP server are conbined with publicly available data to
derive other keys. The backend authentication server is trusted to
refrain fromderiving these same keys or acting as a
man-in-the-m ddl e even though it has access to the keying materia
that is needed to do so.

The authenticator is also a trusted party. The authenticator is
trusted not to distribute keying material provided by the backend

aut hentication server to any other parties. |f the authenticator
uses a key derivation function to derive additional keying nateri al
the authenticator is trusted to distribute the derived keying
material only to the appropriate party that is known to the peer, and
no other party. When this approach is used, care nust be taken to
ensure that the resulting key managenent systemneets all of the
principles in [ RFC4962], confirmng that keys used to protect data
are to be known only by the peer and authenticator.
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Conpl etion of the Secure Association Protocol (phase 2) results in
the derivation or transport of Transient Session Keys (TSKs) known
only to the EAP peer (identified by the Peer-1d(s)) and authenticator
(identified by the NAS-l1dentifier). Both the EAP peer and

aut henticator know the TSKs to be fresh. Both the EAP peer and

aut henticator denonstrate that they are authorized to performtheir
roles. Authorization issues are discussed in Sections 4.3.2 and 5.5;
security properties of Secure Association Protocols are discussed in
Section 3.1.

1.6. EAP lnvariants

Certain basic characteristics, known as "EAP Invariants”, hold true
for EAP inplenentations:

Mode i ndependence

Medi a i ndependence

Met hod i ndependence

Ci phersuite independence

1.6.1. Modde |Independence

EAP is typically deployed to support extensible network access
authentication in situations where a peer desires network access via
one or nore authenticators. Were authenticators are depl oyed

st andal one, the EAP conversation occurs between the peer and

aut henticator, and the authenticator locally inplements one or nore
EAP met hods. However, when utilized in "pass-through" node, EAP
enabl es the depl oyment of new authentication methods without
requiring the devel opnment of new code on the authenticator.

Wil e the authenticator can inplenent sone EAP nethods |ocally and
use those nethods to authenticate |ocal users, it can at the sane
time act as a pass-through for other users and nethods, forwarding
EAP packets back and forth between the backend authentication server
and the peer. This is acconplished by encapsul ati ng EAP packets
within the Authentication, Authorization, and Accounting (AAA)

prot ocol spoken between the authenticator and backend aut henti cation
server. AAA protocols supporting EAP include RAD US [ RFC3579] and
D amet er [ RFC4072] .

It is a fundanental property of EAP that at the EAP nethod | ayer, the
conversation between the EAP peer and server is unaffected by whether
the EAP authenticator is operating in "pass-through" node. EAP

nmet hods operate identically in all aspects, including key derivation

and parameter inport/export, regardl ess of whether or not the

aut henticator is operating as a pass-through.
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The successful conpletion of an EAP net hod that supports key
derivation results in the export of EAP keying nmaterial and
paranmeters on the EAP peer and server. Even though the EAP peer or
server can inport channel binding paraneters that can include the
identity of the EAP authenticator, this information is treated as
opaque octets. As a result, within EAP, the only relevant identities
are the Peer-1d(s) and Server-1d(s). Channel binding paraneters are
only interpreted by the | ower |ayer.

Wthin EAP, the primary function of the AAA protocol is to maintain
the principle of node i ndependence. As far as the EAP peer is
concerned, its conversation with the EAP authenticator, and al
consequences of that conversation, are identical, regardl ess of the
aut henti cat or node of operation.

1.6.2. Media | ndependence

One of the goals of EAP is to allow EAP nethods to function on any

| ower |ayer neeting the criteria outlined in [RFC3748] Section 3. 1.
For exanple, as described in [RFC3748], EAP authentication can be run
over PPP [RFC1661], |EEE 802 w red networks [|EEE-802.1X], and

Wi rel ess networks such as 802.11 [I| EEE-802.11] and 802. 16

[ | EEE- 802. 16¢€] .

In order to nmintain nedia independence, it is necessary for EAP to
avoi d consi deration of nedia-specific elenents. For exanple, EAP
nmet hods cannot be assunmed to have know edge of the |ower |ayer over
whi ch they are transported, and cannot be restricted to identifiers
associated with a particul ar usage environment (e.g., Medium Access
Control (MAC) addresses).

Not e that nedia i ndependence can be retai ned within EAP net hods that
support channel binding or nethod-specific identification. An EAP
nmet hod need not be aware of the content of an identifier in order to
use it. This enables an EAP nmethod to use nedi a-specific identifiers
such as MAC addresses wi thout conpron sing nedi a i ndependence.

Channel binding paraneters are treated as opaque octets by EAP

met hods so that handling them does not require nmedi a-specific

know edge.
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1.6.3. Method I ndependence

By enabling pass-through, authenticators can support any nethod

i mpl enented on the peer and server, not just locally inplenmented
methods. This allows the authenticator to avoid having to inplenment
the EAP net hods configured for use by peers. |In fact, since a
pass-t hrough aut henticator need not inplenent any EAP nethods at all
it cannot be assumed to support any EAP net hod-specific code. As
noted in [ RFC3748] Section 2.3:

Conpl i ant pass-t hrough aut henticator inplenmentations MIST by
default forward EAP packets of any Type.

This is useful where there is no single EAP nethod that is both
mandatory to inplenent and of fers acceptable security for the nedia
in use. For exanple, the [ RFC3748] nmandatory-to-inplement EAP net hod
(MD5- Chal | enge) does not provide dictionary attack resistance, mutua
aut hentication, or key derivation, and as a result, is not
appropriate for use in Wreless Local Area Network (WL.AN)

aut hentication [ RFC4017]. However, despite this, it is possible for
the peer and authenticator to interoperate as long as a suitable EAP
method i s supported both on the EAP peer and server.

1.6.4. Ciphersuite Independence

Ci phersuite Independence is a requirenent for nedia independence.
Since | ower-| ayer ciphersuites vary between nmedi a, nedia i ndependence
requires that exported EAP keying material be |arge enough (wth
sufficient entropy) to handl e any ciphersuite.

Wi | e EAP net hods can negotiate the ciphersuite used in protection of
the EAP conversation, the ciphersuite used for the protection of the
dat a exchanged after EAP authentication has conpleted is negotiated
bet ween t he peer and authenticator within the | ower |ayer, outside of
EAP.

For exanple, within PPP, the ciphersuite is negotiated within the
Encryption Control Protocol (ECP) defined in [RFCL968], after EAP
authentication is completed. Wthin [| EEE-802.11], the AP

ci phersuites are advertised in the Beacon and Probe Responses prior
to EAP authentication and are securely verified during a 4-way
handshake exchange.
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Since the ciphersuites used to protect data depend on the | ower

| ayer, requiring that EAP net hods have know edge of |ower-|ayer

ci phersuites woul d conprom se the principle of nmedia i ndependence.
As a result, nethods export EAP keying material that is ciphersuite
i ndependent. Since ciphersuite negotiation occurs in the | ower

| ayer, there is no need for |ower-layer ciphersuite negotiation

wi t hin EAP

In order to allow a ciphersuite to be usable within the EAP keying
framework, the ciphersuite specification needs to describe how TSKs
suitable for use with the ciphersuite are derived fromexported EAP
keying material. To nmaintain nmethod independence, algorithms for
deriving TSKs MJUST NOT depend on the EAP nethod, although algorithns
for TEK derivation MAY be specific to the EAP nethod

Advant ages of ci phersuite-independence incl ude:

Reduced update requirenents
Ci phersuite i ndependence enabl es EAP nmethods to be used with new
ci phersuites without requiring the nethods to be updated. |If
EAP et hods were to specify how to derive transient session keys
for each ciphersuite, they woul d need to be updated each tinme a
new ci phersuite is devel oped. In addition, backend
aut hentication servers mght not be usable with all EAP-capable
aut henticators, since the backend authentication server would
al so need to be updated each time support for a new ciphersuite
is added to the authenticator.

Reduced EAP net hod conpl exity
Ci phersuite i ndependence enabl es EAP nethods to avoid having to
i ncl ude ciphersuite-specific code. Requiring each EAP nethod to
i ncl ude ciphersuite-specific code for transient session key
derivation woul d increase nethod conplexity and result in
duplicated effort.

Sinplified configuration
Ci phersuite i ndependence enabl es EAP net hod i npl enentati ons on
the peer and server to avoid having to configure
ci phersuite-specific paraneters. The ciphersuite is negotiated
bet ween t he peer and authenticator outside of EAP. \ere the
aut henti cator operates in "pass-through” node, the EAP server is
not a party to this negotiation, nor is it involved in the data
fl ow between the EAP peer and authenticator. As a result, the
EAP server does not have know edge of the ciphersuites and
negoti ati on policies inplenented by the peer and aut henti cator,
nor is it aware of the ciphersuite negotiated between them For
exanpl e, since Encryption Control Protocol (ECP) negotiation
occurs after authentication, when run over PPP, the EAP peer and
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server cannot anticipate the negotiated ci phersuite, and
therefore, this information cannot be provided to the EAP
met hod.

2. Lower-Layer Qperation

On conpl etion of EAP authentication, EAP keying material and
paranmeters exported by the EAP nethod are provided to the | ower |ayer
and AAA |ayer (if present). These include the Master Session Key
(MBK), Extended Master Session Key (EMSK), Peer-1d(s), Server-ld(s),
and Session-1d. The Initialization Vector (1V) is deprecated, but

m ght be provided.

In order to preserve the security of EAP keying material derived
within methods, |ower |ayers MUST NOT export keys passed down by EAP
methods. This inplies that EAP keying material passed down to a

| ower layer is for the exclusive use of that |ower |ayer and MJST NOT
be used within another |ower layer. This prevents conprom se of one
| ower |ayer from conprom sing other applications using EAP keying

mat eri al

EAP keying material provided to a |ower |ayer MJST NOT be transported
to another entity. For exanple, EAP keying material passed down to
the EAP peer |ower |ayer MJUST NOT | eave the peer; EAP keying

mat eri al passed down or transported to the EAP authenticator |ower

| ayer MJUST NOT | eave the authenticator.

On the EAP server, keying material and paraneters requested by and
passed down to the AAA | ayer MAY be replicated to the AAA | ayer on
the authenticator (with the exception of the EMSK). On the

aut henticator, the AAA | ayer provides the replicated keying materia
and paraneters to the |ower |ayer over which the EAP authentication
conversation took place. This enables node i ndependence to be

mai nt ai ned.

The EAP layer, as well as the peer and authenticator |ayers, MJST NOT
nodi fy or cache keying material or paraneters (including channe

bi ndi ngs) passing in either direction between the EAP nethod | ayer
and the | ower |ayer or AAA | ayer.

2.1. Transient Session Keys

Where explicitly supported by the |ower layer, |lower |ayers MAY cache
keying material, including exported EAP keying nmaterial and/or TSKs;
the structure of this key cache is defined by the lower layer. So as
to enable interoperability, new | ower-1layer specifications MJST
descri be key caching behavior. Unless explicitly specified by the

| ower | ayer, the EAP peer, server, and authenticator MJST assune that
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peers and authenticators do not cache keying material. EXxisting EAP
| ower | ayers and AAA | ayers handl e the generation of transient
sessi on keys and caching of EAP keying material in different ways:

| EEE 802. 1X- 2004
When used with wired networks, |EEE 802. 1X-2004 [ EEE-802. 1X]
does not support |ink-layer ciphersuites, and as a result, it
does not provide for the generation of TSKs or caching of EAP
keying material and paraneters. Once EAP authentication
conpletes, it is assumed that EAP keying material and paraneters
are di scarded; on |IEEE 802 wired networks, there is no
subsequent Secure Associ ation Protocol exchange. Perfect
Forward Secrecy (PFS) is only possible if the negotiated EAP
nmet hod supports this.

PPP
PPP, defined in [RFC1661], does not include support for a Secure
Associ ation Protocol, nor does it support caching of EAP keying
material or parameters. PPP ciphersuites derive their TSKs
directly fromthe MSK, as described in [RFC2716] Section 3.5.
This is NOIT RECOWENDED, since if PPP were to support caching of
EAP keying material, this could result in TSK reuse. As a
result, once the PPP session is term nated, EAP keying materia
and paraneters MJST be discarded. Since caching of EAP keying
material is not permitted within PPP, there is no way to handl e
TSK re-key without EAP re-authentication. Perfect Forward
Secrecy (PFS) is only possible if the negotiated EAP net hod
supports this.

| KEv2
| KEv2, defined in [ RFC4306], only uses the MSK for
aut henti cati on purposes and not key derivation. The EMBK, 1V,
Peer-1d, Server-1d or Session-ld are not used. As a result, the
TSKs derived by I KEv2 are cryptographically independent of the
EAP keying material and re-key of |IPsec SAs can be handl ed
wi thout requiring EAP re-authentication. Wthin IKEv2, it is
possi bl e to negotiate PFS, regardl ess of which EAP nethod is
negotiated. |KEv2 as specified in [ RFC4306] does not cache EAP
keying material or paraneters; once |KEv2 authentication
conpletes, it is assumed that EAP keying material and paraneters
are discarded. The Session-Tineout Attribute is therefore
interpreted as a limt on the VPN session tine, rather than an
i ndi cation of the MSK key I|ifetine.

| EEE 802. 11
| EEE 802. 11 enabl es caching of the MSK, but not the EVBK, 1V,
Peer-1d, Server-ld, or Session-ld. Mre details about the
structure of the cache are available in [I EEE-802.11]. In |IEEE
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802. 11, TSKs are derived fromthe MSK using a Secure Association
Prot ocol known as the 4-way handshake, which includes a nonce
exchange. This guarantees TSK freshness even if the MSK is
reused. The 4-way handshake al so enabl es TSK re-key wi t hout EAP
re-authentication. PFS is only possible within | EEE 802. 11 if
caching is not enabled and the negotiated EAP net hod supports
PFS.

| EEE 802. 16e
| EEE 802. 16e, defined in [I|EEE-802.16e], supports caching of the
MBK, but not the EMSK, IV, Peer-1d, Server-ld, or Session-Id.
| EEE 802. 16e supports a Secure Association Protocol in which
TSKs are chosen by the authenticator without any contribution by
the peer. The TSKs are encrypted, authenticated, and integrity
protected using the MSK and are transported fromthe
authenticator to the peer. TSK re-key is possible w thout EAP
re-authentication. PFS is not possible even if the negotiated
EAP net hod supports it.

Exi sting inplenmentations and specifications for RADIUS/ EAP

[ RFC3579] or Diameter EAP [ RFC4072] do not support cachi ng of
keying material or paraneters. |In existing AAA clients, proxy
and server inplenentations, exported EAP keying material (MK
EMSK, and IV), as well as paraneters and derived keys are not
cached and MJUST be presuned | ost after the AAA exchange
conpl et es.

In order to avoid key reuse, the AAA | ayer MJST del ete
transported keys once they are sent. The AAA | ayer MJUST NOT
retain keys that it has previously sent. For exanple, a AAA

| ayer that has transported the MSK MJUST delete it, and keys MJST
NOT be derived fromthe MSK fromthat point forward.

2.2. Authenticator and Peer Architecture

Thi s specification does not inpose constraints on the architecture of
the EAP aut henticator or peer. For exanple, any of the authenticator
architectures described in [RFC4118] can be used. As a result, |ower
| ayers need to identify EAP peers and authenticators unanbi guously,
wi t hout incorporating inplicit assunptions about peer and

aut henti cator architectures.
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For exanple, it is possible for multiple base stations and a
"controller" (e.g., WAN switch) to conprise a single EAP
authenticator. |In such a situation, the "base station identity" is
irrelevant to the EAP nmet hod conversation, except perhaps as an
opaque bl ob to be used in channel binding. Many base stations can
share the same authenticator identity. An EAP authenticator or peer

(a) can contain one or nore physical or |ogical ports;

(b) can advertise itself as one or nore "virtual" authenticators
or peers;

(c) can utilize multiple CPUs;

(d) can support clustering services for |oad bal ancing or
failover.

Both the EAP peer and authenticator can have nore than one physica

or logical port. A peer can simultaneously access the network via
mul tiple authenticators, or via multiple physical or |ogical ports on
a given authenticator. Simlarly, an authenticator can offer network
access to multiple peers, each via a separate physical or |ogica
port. \Wen a single physical authenticator advertises itself as
multiple virtual authenticators, it is possible for a single physica
port to belong to nultiple virtual authenticators.

An aut henticator can be configured to conmunicate with nore than one
EAP server, each of which is configured to comrunicate with a subset
of the authenticators. The situation is illustrated in Figure 3.

2.3. Authenticator ldentification

The EAP nethod conversation is between the EAP peer and server. The
aut henticator identity, if considered at all by the EAP nethod, is
treated as an opaque bl ob for the purpose of channel binding (see
Section 5.3.3). However, the authenticator identity is inportant in
two ot her exchanges - the AAA protocol exchange and the Secure
Associ ation Protocol conversation

The AAA conversation is between the EAP authenticator and the backend
aut hentication server. Fromthe point of view of the backend

aut hentication server, keying material and parameters are transported
to the EAP authenticator identified by the NAS-Identifier Attribute.
Since an EAP aut henticator MJST NOT share EAP keying material or
paranmeters with another party, if the EAP peer or backend

aut hentication server detects use of EAP keying material and

par anet ers outside the scope defined by the NAS-lIdentifier, the
keyi ng material MJST be considered conproni sed.
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The Secure Association Protocol conversation is between the peer and
the authenticator. For |ower |ayers that support key caching, it is
particularly inmportant for the EAP peer, authenticator, and backend
server to have a consistent view of the usage scope of the
transported keying material. |In order to enable this, it is
RECOMVENDED t hat the Secure Association Protocol explicitly

conmuni cate the usage scope of the EAP keying naterial passed down to
the lower layer, rather than inplicitly assumng that this is defined
by the authenticator and peer endpoi nt addresses.

+- - - -+
| EAP |
| Peer |
+- -4+ 4+
| | | Peer Ports
A A
/ | \
/ | \
/ | \
/ | \
/ | \
/ | \
/ | \ Aut hent i cat or
|1 |1 | 1 | Ports
I I I

EAP over AAA \

\

\ \

\ \
+-+-+-4+-+-+ +-+-+-+-+-+ Backend
| EAP | | EAP | Authentication
| Serverl | | Server2 | Servers
e T e e i e ik i T N

Figure 3. Relationship between EAP Peer, Authenticator, and Server

Since an authenticator can have multiple ports, the scope of the
aut henti cat or key cache cannot be described by a single endpoint
address. Simlarly, where a peer can have nultiple ports and sharing
of EAP keying material and paranmeters between peer ports of the sane
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link type is allowed, the extent of the peer key cache cannot be
conmuni cated by using a single endpoint address. Instead, it is
RECOVMENDED t hat the EAP peer and authenticator consistently identify
thenselves utilizing explicit identifiers, rather than endpoint
addresses or port identifiers.

AAA protocols such as RADI US [ RFC3579] and Di aneter [RFC4072] provide
a nmechanismfor the identification of AAA clients; since the EAP

aut henticator and AAA client MJUST be co-resident, this nechanismis
applicable to the identification of EAP authenticators.

RADI US [ RFC2865] requires that an Access- Request packet contain one
or nore of the NAS-Identifier, NAS-IP-Address, and NAS-|Pv6- Address
attributes. Since a NAS can have nore than one |P address, the
NAS- I dentifier Attribute is RECOWENDED for explicit identification
of the authenticator, both within the AAA protocol exchange and the
Secure Association Protocol conversation

Probl ens that can arise where the peer and authenticator inplicitly
identify thensel ves using endpoint addresses include the foll ow ng:

(a) It is possible that the peer will not be able to determ ne which
aut henticator ports are associated with which authenticators.
As a result, the EAP peer will be unable to utilize the

aut henticator key cache in an efficient way, and will also be
unabl e to determ ne whet her EAP keying material has been shared
outside its authorized scope, and therefore needs to be

consi dered conprom sed.

(b) It is possible that the authenticator will not be able to
det erm ne which peer ports are associated with which peers,
preventing the peer fromcomunicating with it utilizing
mul tipl e peer ports.

(c) It is possible that the peer will not be able to determne with
which virtual authenticator it is comunicating. For exanple,
mul tiple virtual authenticators can share a MAC address, but
utilize different NAS-ldentifiers.

(d) It is possible that the authenticator will not be able to
determine with which virtual peer it is communicating. Miltiple
virtual peers can share a MAC address, but utilize different
Peer-1ds.

(e) It is possible that the EAP peer and server will not be able to
verify the authenticator identity via channel binding.
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For exanple, problens (a), (c), and (e) occur in [|EEE-802.11], which
utilizes peer and authenticator MAC addresses within the 4-way
handshake. Problens (b) and (d) do not occur since [|EEE-802.11]
only allows a virtual peer to utilize a single port.

The foll owing steps enable |ower-layer identities to be securely
verified by all parties:

(f) Specify the lower-layer paranmeters used to identify the
aut henticator and peer. As noted earlier, endpoint or port
identifiers are not recomrended for identification of the
aut henticator or peer when it is possible for themto have
nmul tiple ports.

(g) Conmunicate the |lower-layer identities between the peer and
aut henticator within phase 0. This allows the peer and
aut henticator to determ ne the key scope if a key cache is
utilized.

(h) Conmmunicate the | ower-layer authenticator identity between the
aut henti cat or and backend aut hentication server within the NAS-
Identifier Attribute.

(i) Include the |lower-layer identities within channel bindings (if
supported) in phase la, ensuring that they are comruni cated
bet ween t he EAP peer and server.

(j) Support the integrity-protected exchange of identities within
phase 2a.

(k) UWilize the advertised |ower-layer identities to enable the peer
and authenticator to verify that keys are nmaintained within the
adverti sed scope.

2.3.1. Virtual Authenticators

When a single physical authenticator advertises itself as nultiple
virtual authenticators, if the virtual authenticators do not naintain
| ogi cally separate key caches, then by authenticating to one virtua
aut henticator, the peer can gain access to the other virtua

aut henticators sharing a key cache.
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For exanple, where a physical authenticator inplenents "CQuest" and
"Corporate Intranet" virtual authenticators, an attacker acting as a
peer could authenticate with the "Guest" virtual authenticator and
derive EAP keying material. |If the "CGuest" and "Corporate Intranet"
virtual authenticators share a key cache, then the peer can utilize
the EAP keying material derived for the "Guest" network to obtain
access to the "Corporate Intranet" network.

The following steps can be taken to mitigate this vulnerability:

(a) Authenticators are REQU RED to cache associ ated authori zations
along with EAP keying material and parameters and to apply
aut hori zations to the peer on each network access, regardless of
which virtual authenticator is being accessed. This ensures
that an attacker cannot obtain el evated privil eges even where
the key cache is shared between virtual authenticators, and a
peer obtains access to one virtual authenticator utilizing a key
cache entry created for use with another virtual authenticator.

(b) It is RECOWENDED that physical authenticators maintain separate
key caches for each virtual authenticator. This ensures that a
cache entry created for use with one virtual authenticator
cannot be used for access to another virtual authenticator.
Since a key cache entry can no | onger be shared between virtua
aut hentications, this step provides protection beyond that
offered in (a). This is valuable in situations where
aut hori zations are not used to enforce access limtations. For
exanpl e, where access is limted using a filter installed on a
router rather than using authorizations provided to the
aut henticator, a peer can gain unauthorized access to resources
by exploiting a shared key cache entry.

(c) It is RECOWENDED that each virtual authenticator identify
itself consistently to the peer and to the backend
aut hentication server, so as to enable the peer to verify the
aut henticator identity via channel binding (see Section 5.3.3).

(d) It is RECOWENDED that each virtual authenticator identify
itself distinctly, in order to enable the peer and backend
aut hentication server to tell themapart. For exanple, this can
be acconplished by utilizing a distinct value of the NAS-
Identifier Attribute.

2.4. Peer ldentification
As described in [ RFC3748] Section 7.3, the peer identity provided in

the EAP-Response/ldentity can be different fromthe peer identities
aut henticated by the EAP nethod. For exanple, the identity provided
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in the EAP-Response/ldentity can be a privacy identifier as described
in "The Network Access ldentifier" [RFC4282] Section 2. As noted in
[RFC4284], it is also possible to utilize a Network Access ldentifier
(NAl') for the purposes of source routing; an NAl utilized for source
routing is said to be "decorated” as described in [RFC4282] Section
2.7.

When the EAP peer provides the Network Access ldentity (NAI) within
t he EAP-Response/ldentity, as described in [RFC3579], the

aut henti cator copies the NAl included in the EAP-Response/ldentity
into the User-Name Attribute included within the Access-Request. As
the Access-Request is forwarded toward the backend aut hentication
server, AAA proxies renpve decoration fromthe NAl included in the
User-Nane Attribute; the NAI included within the

EAP- Response/ Il dentity encapsul ated in the Access-Request remains
unchanged. As a result, when the Access-Request arrives at the
backend aut henticati on server, the EAP-Response/ldentity can differ
fromthe User-Nane Attribute (which can have sone or all of the
decoration renmoved). In the absence of a Peer-1d, the backend

aut henti cation server SHOULD use the contents of the User- Name
Attribute, rather than the EAP-Response/ldentity, as the peer
identity.

It is possible for nore than one Peer-1d to be exported by an EAP
net hod. For exanple, a peer certificate can contain nore than one
peer identity; in a tunnel nethod, peer identities can be

aut henticated within both an outer and i nner exchange, and these
identities could be different in type and contents. For exanple, an
out er exchange could provide a Peer-1d in the formof a Relative

Di stingui shed Name (RDN), whereas an inner exchange could identify
the peer via its NAl or MAC address. Were EAP keying material is
determ ned solely fromthe outer exchange, only the outer Peer-1d(s)
are exported; where the EAP keying material is determi ned from both
the inner and outer exchanges, then both the inner and outer
Peer-1d(s) are exported by the tunnel nethod.
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2.5. Server ldentification

It is possible for nore than one Server-Id to be exported by an EAP
met hod. For exanple, a server certificate can contain nore than one
server identity; in a tunnel nethod, server identities could be
authenticated within both an outer and i nner exchange, and these
identities could be different in type and contents. For exanple, an
out er exchange could provide a Server-Id in the formof an IP
address, whereas an inner exchange could identify the server via its
Ful l y-Qualified Domai n Name (FQDN) or hostnane. Were EAP keying
material is determined solely fromthe outer exchange, only the outer
Server-1d(s) are exported by the EAP net hod; where the EAP keying
material is determined fromboth the inner and outer exchanges, then
both the inner and outer Server-1d(s) are exported by the EAP net hod.

As shown in Figure 3, an authenticator can be configured to

conmuni cate with nultiple EAP servers; the EAP server that an

aut henti cator comunicates with can vary according to configuration
and network and server availability. Wile the EAP peer can assune
that all EAP servers within a real mhave access to the credentials
necessary to validate an authentication attenpt, it cannot assune
that all EAP servers share persistent state.

Aut henticators can be configured with different primary or secondary
EAP servers, in order to balance the |load. Also, the authenticator
can dynamically determ ne the EAP server to which requests will be
sent; in the event of a comunication failure, the authenticator can
fail over to another EAP server. For exanple, in Figure 3,

Aut henticator2 can be initially configured with EAP serverl as its
pri mary backend aut hentication server, and EAP server2 as the backup
but if EAP serverl becones unavail abl e, EAP server2 can becone the
primary server.

In general, the EAP peer cannot direct an authentication attenpt to a
particul ar EAP server within a realm this decision is nade by AAA
clients, nor can the peer determ ne with which EAP server it will be
conmuni cating, prior to the start of the EAP nethod conversation

The Server-1d is not included in the EAP-Request/ldentity, and since
the EAP server may be determined dynamically, it typically is not
possi bl e for the authenticator to advertise the Server-1d during the
di scovery phase. Sone EAP nmethods do not export the Server-ld so
that it is possible that the EAP peer will not learn wth which
server it was conversing after the EAP conversation conpl etes
successful ly.

As a result, an EAP peer, on connecting to a new authenticator or

reconnecting to the same authenticator, can find itself comrunicating
with a different EAP server. Fast reconnect, defined in [ RFC3748]
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Section 7.2, can fail if the EAP server with which the peer
comuni cates is not the sane one with which it initially established
a security association. For example, an EAP peer attenpting an

EAP- TLS session resunme can find that the new EAP-TLS server will not
have access to the TLS Master Key identified by the TLS Session-Id,
and therefore the session resunption attenpt will fail, requiring

conpletion of a full EAP-TLS exchange.

EAP et hods that export the Server-l1d MJST authenticate the server.
However, not all EAP nethods supporting mutual authentication provide
a non-null Server-1d; some nmethods only enable the EAP peer to verify
that the EAP server possesses a long-termsecret, but do not provide
the identity of the EAP server. |n this case, the EAP peer will know
that an authenticator has been authorized by an EAP server, but wll
not confirmthe identity of the EAP server. Were the EAP nethod
does not provide a Server-1d, the peer cannot identify the EAP server

with which it generated keying material. This can make it difficult
for the EAP peer to identify the location of a key possessed by that
EAP server.

As noted in [RFC5216] Section 5.2, EAP nethods supporting

aut hentication using server certificates can determne the Server-Id
fromthe subject or subjectAltNane fields in the server certificate.
Val idating the EAP server identity can help the EAP peer to decide
whet her a specific EAP server is authorized. |n sone cases, such as
where the certificate extensions defined in [ RFC4334] are included in
the server certificate, it can even be possible for the peer to
verify some channel binding paraneters fromthe server certificate.

It is possible for problens to arise in situations where the EAP
server identifies itself differently to the EAP peer and

aut henticator. For exanple, it is possible that the Server-1ld
exported by EAP methods will not be identical to the Fully Qualified
Domai n Narme (FCQDN) of the backend authentication server. Were
certificate-based authentication is used within RAD US or Dianeter,
it is possible that the subjectAltNane used in the backend

aut hentication server certificate will not be identical to the
Server-1d or backend authentication server FQ@N. This is not
normal |y an issue in EAP, as the authenticator will be unaware of the

identities used between the EAP peer and server. However, this can
be an issue for key caching, if the authenticator is expected to

| ocate a backend authentication server corresponding to a Server-1d
provi ded by an EAP peer

Were the backend aut hentication server FQDN differs fromthe
subj ect Alt Name in the backend authentication server certificate, it
is possible that the AAA client will not be able to determ ne whet her
it is talking to the correct backend authentication server. \Were
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the Server-1d and backend authentication server FQDN differ, it is
possi bl e that the conbination of the key scope (Peer-1d(s), Server-
Id(s)) and EAP conversation identifier (Session-1d) will not be
sufficient to determ ne where the key resides. For exanple, the

aut henticator can identify backend authentication servers by their IP
address (as occurs in RADIUS), or using a Fully Qualified Donmai n Nane
(as in Dianeter). |If the Server-I1d does not correspond to the IP
address or FQDN of a known backend aut hentication server, then it my
not be possible to | ocate which backend authentication server
possesses the key.

3. Security Associati on Managenent

EAP, as defined in [RFC3748], supports key derivation, but does not
provide for the managenent of |ower-|layer security associations.
M ssing functionality includes:

(a) Security Association negotiation. EAP does not negotiate
| ower-1ayer unicast or nulticast security associations,
i ncludi ng cryptographic algorithnms or traffic profiles. EAP
nmet hods only negotiate cryptographic algorithnms for their own
use, not for the underlying | ower |ayers. EAP also does not
negotiate the traffic profiles to be protected with the
negoti ated ci phersuites; in some cases the traffic to be
protected can have | ower-layer source and destinati on addresses
different fromthe | ower-|layer peer or authenticator addresses.

(b) Re-key. EAP does not support the re-keying of exported EAP
keying material w thout EAP re-authentication, although EAP
net hods can support "fast reconnect"” as defined in [ RFC3748]
Section 7.2.1.

(c) Key delete/install semantics. EAP does not synchronize
installation or deletion of keying material on the EAP peer and
aut henti cat or.

(d) Lifetime negotiation. EAP does not support lifetinme negotiation
for exported EAP keying material, and existing EAP nethods al so
do not support key lifetine negotiation

(e) G@uaranteed TSK freshness. Wthout a post-EAP handshake, TSKs
can be reused if EAP keying material is cached.

These deficiencies are typically addressed via a post-EAP handshake
known as the Secure Association Protocol
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3.1. Secure Association Protocol

Si nce neither EAP nor EAP net hods provide for establishment of

| ower-1ayer security associations, it is RECOMVENDED that these
facilities be provided within the Secure Association Protocol

i ncl udi ng:

(a) Entity Naming. A basic feature of a Secure Association Protoco
is the explicit nanming of the parties engaged in the exchange.
Wthout explicit identification, the parties engaged in the
exchange are not identified and the scope of the EAP keying
par anet ers negoti ated during the EAP exchange is undefi ned.

(b) Mutual proof of possession of EAP keying naterial. During the
Secure Association Protocol, the EAP peer and authenticator MJST
denonstrate possession of the keying material transported
bet ween t he backend aut hentication server and authenti cator
(e.g., MBK), in order to denpnstrate that the peer and
aut henti cator have been authorized. Since nutual proof of
possession is not the same as mutual authentication, the peer
cannot verify authenticator assertions (including the
authenticator identity) as a result of this exchange.

Aut henticator identity verification is discussed in Section 2.3.

(c) Secure capabilities negotiation. |In order to protect against
spoofing during the discovery phase, ensure selection of the
"best" ciphersuite, and protect against forging of negotiated
security paranmeters, the Secure Association Protocol MJST
support secure capabilities negotiation. This includes the
secure negoti ati on of usage nodes, session paraneters (such as
security association identifiers (SAIDs) and key lifetines),
ci phersuites and required filters, including confirmation of
security-rel evant capabilities discovered during phase 0. The
Secure Association Protocol MJST support integrity and replay
protection of all capability negotiation nmessages.

(d) Key naming and selection. Were key caching is supported, it is
possi bl e for the EAP peer and authenticator to share nore than
one key of a given type. As a result, the Secure Association
Prot ocol MJST explicitly name the keys used in the proof of
possessi on exchange, so as to prevent confusion when nore than
one set of keying material could potentially be used as the
basis for the exchange. Use of the key nam ng nechani sm
described in Section 1.4.1 is RECOVMMENDED

In order to support the correct processing of phase 2 security

associ ations, the Secure Association (phase 2) protocol MJST
support the nam ng of phase 2 security associations and
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associ ated transi ent session keys so that the correct set of
transient session keys can be identified for processing a given
packet. The phase 2 Secure Association Protocol also MJST
support transient session key activation and SHOULD support

del etion so that establishment and re-establishment of transient
sessi on keys can be synchroni zed between the parti es.

(e) Generation of fresh transient session keys (TSKs). Were the
| ower | ayer supports caching of keying material, the EAP peer
| ower layer can initiate a new session using keying materia
that was derived in a previous session. Wre the TSKs to be
derived solely froma portion of the exported EAP keying
material, this would result in reuse of the session keys that
coul d expose the underlying ciphersuite to attack

In | ower | ayers where caching of keying material is supported,
the Secure Association Protocol phase is REQJ RED, and MUST
support the derivation of fresh unicast and nulticast TSKs, even
when the transported keying material provided by the backend

aut hentication server is not fresh. This is typically supported
via the exchange of nonces or counters, which are then mni xed
with the keying material in order to generate fresh unicast
(phase 2a) and possibly multicast (phase 2b) session keys. By
not using exported EAP keying material directly to protect data,
the Secure Association Protocol protects it agai nst conprom se.

(f) Key lifetine management. This includes explicit key lifetime
negoti ati on or seam ess re-key. EAP does not support the
re-keying of EAP keying material without re-authentication, and
exi sting EAP net hods do not support key lifetine negotiation
As a result, the Secure Association Protocol MAY handl e the
re-key and determ nation of the key lifetinme. Were key caching
is supported, secure negotiation of key lifetimes is
RECOMVENDED. Lower |ayers that support re-key, but not key
caching, may not require key lifetinme negotiation. For exanple,
a difference between | KEvl [ RFC2409] and | KEv2 [ RFC4306] is that
in IKEvl SAlifetines were negotiated; in |IKEv2, each end of the
SA is responsible for enforcing its own lifetine policy on the
SA and re-keying the SA when necessary.

(g) Key state resynchronization. It is possible for the peer or
aut henticator to reboot or reclaimresources, clearing portions
or all of the key cache. Therefore, key lifetine negotiation
cannot guarantee that the key cache will renmain synchronized,
and it may not be possible for the peer to determ ne before
attenpting to use a key whether it exists within the
aut henticator cache. It is therefore RECOMVENDED for the EAP
| ower |ayer to provide a nmechanismfor key state
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resynchroni zation, either via the SAP or using a | ower |ayer

i ndi cation (see [RFC3748] Section 3.4). \Were the peer and

aut henticator do not jointly possess a key with which to protect
the resynchroni zati on exchange, secure resynchronization is not
possi bl e, and alternatives (such as an initiation of EAP

re-aut hentication after expiration of a timer) are needed to
ensure tinely resynchroni zation

(h) Key scope synchroni zation. To support key scope deternination
the Secure Association Protocol SHOULD provi de a mechani sm by
whi ch the peer can deternmi ne the scope of the key cache on each
aut henticator and by which the authenticator can deternm ne the
scope of the key cache on a peer. This includes negotiation of
restrictions on key usage.

(i) Traffic profile negotiation. The traffic to be protected by a
| ower -1 ayer security association will not necessarily have the
sane | ower-| ayer source or destination address as the EAP peer
and authenticator, and it is possible for the peer and
aut henticator to negotiate multiple security associations, each
with a different traffic profile. Were this is the case, the
profile of protected traffic SHOULD be explicitly negoti at ed.
For exanple, in IKEv2 it is possible for an Initiator and
Responder to utilize EAP for authentication, then negotiate a
Tunnel Mode Security Association (SA), which pernits passing of
traffic originating fromhosts other than the Initiator and
Responder. Similarly, in | EEE 802.16e, a Subscriber Station
(SS) can forward traffic to the Base Station (BS), which
originates fromthe Local Area Network (LAN) to which it is
attached. To enable this, Security Associations within | EEE
802. 16e are identified by the Connection Identifier (Cl D), not
by the EAP peer and authenticator MAC addresses. 1In both | KEv2
and | EEE 802. 16e, multiple security associations can exi st
bet ween t he EAP peer and authenticator, each with their own
traffic profile and quality of service paraneters.

(j) Direct operation. Since the phase 2 Secure Association Protoco
is concerned with the establishnent of security associations
bet ween the EAP peer and authenticator, including the derivation
of transient session keys, only those parties have "a need to
know' the transi ent session keys. The Secure Association
Prot ocol MJST operate directly between the peer and
aut henti cator and MJST NOT be passed-through to the backend
aut hentication server or include additional parties.

(k) Bi-directional operation. While sone ciphersuites only require

a single set of transient session keys to protect traffic in
both directions, other ciphersuites require a unique set of
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transi ent session keys in each direction. The phase 2 Secure
Associ ation Protocol SHOULD provide for the derivation of

uni cast and multicast keys in each direction, so as not to
require two separate phase 2 exchanges in order to create a
bi -directional phase 2 security association. See [RFC3748]
Section 2.4 for nore discussion.

3.2. Key Scope

Absent explicit specification within the |lower |ayer, after the
conpl eti on of phase 1b, transported keying material, and paraneters
are bound to the EAP peer and authenticator, but are not bound to a
speci fic peer or authenticator port.

Wi | e EAP keying naterial passed down to the [ower |ayer is not
intrinsically bound to particul ar authenticator and peer ports, TSKs
MAY be bound to particul ar authenticator and peer ports by the Secure
Associ ation Protocol. However, a |lower |ayer MAY also permit TSKs to
be used on multiple peer and/or authenticator ports, provided that
TSK freshness is guaranteed (such as by keeping replay counter state
within the authenticator).

In order to further limt the key scope, the foll owi ng neasures are
suggest ed:

(a) The lower |ayer MAY specify additional restrictions on key
usage, such as limting the use of EAP keying material and
paranmeters on the EAP peer to the port over which the EAP
conversati on was conduct ed.

(b) The backend authentication server and authenticator MAY
i mpl ement additional attributes in order to further restrict the
scope of keying material. For exanple, in |EEE 802.11, the
backend aut henticati on server can provide the authenticator wth
a list of authorized Called or Calling-Station-lds and/or SSIDs
for which keying material is valid.

(c) Were the backend authentication server provides attributes
restricting the key scope, it is RECOMENDED that restrictions
be securely comunicated by the authenticator to the peer. This
can be acconplished using the Secure Association Protocol, but
al so can be acconplished via the EAP nethod or the | ower |ayer.

3.3. Parent-Child Rel ationships
VWhen an EAP re-authentication takes place, new EAP keying material is

exported by the EAP nethod. |In EAP |ower |ayers where EAP
re-aut hentication eventually results in TSK repl acenment, the nmaxi num
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lifetinme of derived keying material (including TSKs) can be | ess than
or equal to that of EAP keying material (MSK/EMSK), but it cannot be
greater.

VWere TSKs are derived fromor are wapped by exported EAP keying
material, conprom se of that exported EAP keying material inplies
conprom se of TSKs. Therefore, if EAP keying nmaterial is considered
stale, not only SHOULD EAP re-authentication be initiated, but also
repl acenent of child keys, including TSKs.

VWhere EAP keying material is used only for entity authentication but
not for TSK derivation (as in |KEv2), conprom se of exported EAP
keying material does not inply conprom se of the TSKs. Neverthel ess,
the conpromi se of EAP keying nmaterial could enable an attacker to

i mpersonate an authenticator, so that EAP re-authentication and TSK
re-key are RECOMVENDED.

Wth respect to | KEv2, Section 5.2 of [RFC4718], "IKEv2
Clarifications and | nplenmentation CGuidelines", states:

Rekeyi ng the | KE_SA and reauthentication are different concepts in
| KEv2. Rekeying the | KE_SA establishes new keys for the | KE_SA
and resets the Message ID counters, but it does not authenticate
the parties again (no AUTH or EAP payl oads are involved)... This
neans that reauthentication also establishes new keys for the

| KE_ SA and CHI LD SAs. Therefore while rekeying can be perforned
nore often than reauthentication, the situation where
"authentication lifetine" is shorter than "key lifetime" does not
make sense

Child keys that are used frequently (such as TSKs that are used for
traffic protection) can expire sooner than the exported EAP keying
material on which they are dependent, so that it is advantageous to
support re-key of child keys prior to EAP re-authentication. Note
that deletion of the MSK/ EMSK does not necessarily inply deletion of
TSKs or child keys.

Failure to mutually prove possession of exported EAP keying nateria
during the Secure Association Protocol exchange need not be grounds
for deletion of keying material by both parties; rate-limting Secure
Associ ati on Protocol exchanges could be used to prevent a brute force
attack.
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3.4. Local Key Lifetines

The Transient EAP Keys (TEKs) are session keys used to protect the
EAP conversation. The TEKs are internal to the EAP nethod and are
not exported. TEKs are typically created during an EAP conversation
used until the end of the conversation and then discarded. However,
net hods can re-key TEKs during an EAP conversation

When using TEKs within an EAP conversation or across conversations,
it is necessary to ensure that replay protection and key separation
requirenments are fulfilled. For instance, if a replay counter is
used, TEK re-key MJST occur prior to wapping of the counter.
Simlarly, TSKs MJST remain cryptographically separate from TEKs
despite TEK re-keying or caching. This prevents TEK conproni se from
| eading directly to conprom se of the TSKs and vice versa.

EAP et hods MAY cache | ocal EAP keying material (TEKs) that can
persist for multiple EAP conversations when fast reconnect is used
[ RFC3748]. For exanple, EAP nethods based on TLS (such as EAP-TLS
[ RFC5216]) derive and cache the TLS Master Secret, typically for
substantial tine periods. The lifetime of other |ocal EAP keying
material calculated within the EAP nmethod is defined by the nethod.
Note that in general, when using fast reconnect, there is no
guarantee that the original long-termcredentials are still in the
possession of the peer. For instance, a smart-card hol ding the
private key for EAP-TLS may have been renoved. EAP servers SHOULD
also verify that the long-termcredentials are still valid, such as
by checking that certificate used in the original authentication has
not yet expired.

3.5. Exported and Cal cul ated Key Lifetines

The foll owi ng nechani sns are avail able for comunicating the lifetinme
of keying material between the EAP peer, server, and authenticator:

AAA protocols (backend authentication server and authenticator)
Lower -1 ayer mechani sns (aut henticator and peer)
EAP net hod-speci fic negotiation (peer and server)

VWere the EAP net hod does not support the negotiation of the lifetime
of exported EAP keying material, and a key lifetine negotiation
nmechani smis not provided by the lower layer, it is possible that

there will not be a way for the peer to learn the lifetime of keying
material. This can |eave the peer uncertain of how long the
aut henticator will maintain keying material within the key cache. 1In

this case the lifetime of keying material can be managed as a system
paranmeter on the peer and authenticator; a default lifetine of 8
hours i s RECOMVENDED
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3.5.1. AAA Protocols

AAA protocols such as RADI US [ RFC2865] and Di anmeter [RFC4072] can be
used to conmmuni cate the maxi num key lifetinme fromthe backend
aut hentication server to the authenticator.

The Session-Tineout Attribute is defined for RADIUS in [ RFC2865] and
for Dianmeter in [RFC4005]. Where EAP is used for authentication

[ RFC3580] Section 3.17, indicates that a Session-Timeout Attribute
sent in an Access-Accept along with a Term nati on-Action val ue of
RADI US- Request specifies the maxi mum nunber of seconds of service
provided prior to EAP re-authentication

However, there is also a need to be able to specify the maxi num
lifetime of cached keying material. Where EAP pre-authentication is
supported, cached keying material can be pre-established on the

aut henticator prior to session start and will remain there unti
expiration. EAP |ower |ayers supporting caching of keying nateria
MAY al so persist that material after the end of a session, enabling
the peer to subsequently resune communi cation utilizing the cached
keying material. |In these situations it can be desirable for the
backend aut hentication server to specify the maximumlifetime of
cached keying materi al

To acconplish this, [|EEE-802.11] overloads the Session-Ti neout
Attribute, assuming that it represents the maximumtine after which
transported keying material will expire on the authenticator,
regardl ess of whether transported keying material is cached.

An | EEE 802. 11 authenticator receiving transported keying material is
expected to initialize a tinmer to the Session-Ti neout value, and once
the tinmer expires, the transported keying material expires. Wether
this results in session term nation or EAP re-authentication is
controlled by the value of the Termi nation-Action Attribute. Were
EAP re-aut hentication occurs, the transported keying material is

repl aced, and with it, new cal cul ated keys are put in place. Were
session term nation occurs, transported and derived keying materia

i s del eted.

Overl oadi ng the Session-Timeout Attribute is problematic in
situations where it is necessary to control the nmaxi mum session tine
and key lifetinme independently. For exanple, it mght be desirable
tolimt the lifetime of cached keying material to 5 mnutes while
permtting a user once authenticated to remain connected for up to an
hour wi thout re-authenticating. As a result, in the future,
additional attributes can be specified to control the lifetinme of
cached keys; these attributes MAY nodify the nmeaning of the

Sessi on-Ti meout Attribute in specific circunstances.
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Since the TSK lifetine is often determi ned by authenticator
resources, and the backend authentication server has no insight into
the TSK derivation process by the principle of ciphersuite

i ndependence, it is not appropriate for the backend authentication
server to manage any aspect of the TSK derivation process, including
the TSK lifetine.

3.5.2. Lower-Layer Mechani sns

Lower -1 ayer mechani sms can be used to enable the lifetinme of keying
material to be negotiated between the peer and authenticator. This
can be acconplished either using the Secure Association Protocol or
within the | ower-layer transport.

Where TSKs are established as the result of a Secure Association

Prot ocol exchange, it is RECOMVENDED t hat the Secure Association

Prot ocol include support for TSK re-key. Were the TSK is taken
directly fromthe MSK, there is no need to manage the TSK lifetine as
a separate paraneter, since the TSK lifetinme and MSK lifetine are

i denti cal

3.5.3. EAP Method- Specific Negotiation
As noted in [RFC3748] Section 7.10:

In order to provide keying material for use in a subsequently
negoti ated ci phersuite, an EAP method supporting key derivation
MJST export a Master Session Key (MSK) of at |east 64 octets, and
an Extended Master Session Key (EMSK) of at |east 64 octets. EAP
Met hods deriving keys MJUST provide for nutual authentication

bet ween t he EAP peer and the EAP Server.

However, EAP does not itself support the negotiation of lifetines for
exported EAP keying material such as the MSK, EMSK, and I|V.

While EAP itself does not support lifetime negotiation, it would be
possi bl e to specify nethods that do. However, systens that rely on
key lifetime negotiation within EAP nethods would only function with
these methods. Also, there is no guarantee that the key lifetine
negotiated within the EAP nethod woul d be conpatible with backend

aut hentication server policy. 1In the interest of method i ndependence
and conpatibility with backend authentication server inplenentations,
managenent of the lifetime of keying material SHOULD NOT be provided
wi t hi n EAP et hods.
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3.6. Key Cache Synchroni zation

Key lifetinme negotiation al one cannot guarantee key cache
synchroni zati on. Even where a | ower-|ayer exchange is run

i mediately after EAP in order to determine the lifetine of keying
material, it is still possible for the authenticator to purge all or
part of the key cache prematurely (e.g., due to reboot or need to
recl ai m nenory).

The [ ower |ayer can utilize the Discovery phase 0 to inprove key
cache synchroni zation. For example, if the authenticator manages the
key cache by deleting the ol dest key first, the relative creation
time of the last key to be deleted could be advertised within the

Di scovery phase, enabling the peer to deternmnine whether keying

mat eri al had been prematurely expired fromthe authenticator key
cache.

3.7. Key Strength

As noted in Section 2.1, EAP |lower |ayers determ ne TSKs in different
ways. Where exported EAP keying material is utilized in the
derivation, encryption or authentication of TSKs, it is possible for
EAP key generation to represent the weakest |ink.

In order to ensure that nethods produce EAP keying material of an
appropriate symmetric key strength, it is RECOWENDED t hat EAP

met hods utilizing public key cryptography choose a public key that
has a cryptographic strength providing the required | evel of attack
resistance. This is typically provided by configuring EAP net hods,
since there is no coordination between the | ower |ayer and EAP net hod
with respect to mnimumrequired synmretric key strength.

Section 5 of BCP 86 [ RFC3766] offers advice on the required RSA or DH
nodul e and DSA subgroup size in bits, for a given |level of attack
resistance in bits. The National Institute for Standards and
Technol ogy (NI ST) al so of fers advice on appropriate key sizes in

[ SP800- 57] .
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3.8. Key Wap

The key wap specified in [ RFC2548], which is based on an MD5- based
stream ci pher, has known probl ens, as described in [RFC3579] Section
4.3. RADI US uses the shared secret for nultiple purposes, including
per - packet authentication and attribute hiding, considerable
information i s exposed about the shared secret with each packet.
Thi s exposes the shared secret to dictionary attacks. M5 is used
both to conpute the RADI US Response Aut henticator and the
Message- Aut henti cator Attribute, and concerns exist relating to the
security of this hash [ MD5Colli sion].

As discussed in [ RFC3579] Section 4.3, the security vulnerabilities
of RADIUS are extensive, and therefore devel opnent of an alternative
key wrap techni que based on the RADIUS shared secret would not
substantially inmprove security. As a result, [RFC3579] Section 4.2
recommends runni ng RADI US over | Psec. The same approach is taken in
D amet er EAP [ RFC4072], which in Section 4.1.3 defines the

EAP- Mast er - Sessi on-Key Attribute-Value Pair (AVP) in clear-text, to
be protected by |IPsec or TLS.

4. Handoff Vulnerabilities

A handoff occurs when an EAP peer noves to a new authenticator.
Several nechani sns have been proposed for reduci ng handoff | atency
within networks utilizing EAP. These include:

EAP pre-authentication
In EAP pre-authentication, an EAP peer pre-establishes EAP keying
material with an authenticator prior to arrival. EAP
pre-authentication only affects the timng of EAP authentication
but does not shorten or elimnate EAP (phase la) or AAA (phase 1b)
exchanges; Discovery (phase 0) and Secure Associ ation Protoco
(phase 2) exchanges occur as described in Section 1.3. As a
result, the primary benefit is to enable EAP authentication to be
renoved fromthe handoff critical path, thereby reducing | atency.
Use of EAP pre-authentication within | EEE 802.11 is described in
[ 1 EEE-802. 11] and [ 8021XPr eAut h].
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Proactive key distribution
In proactive key distribution, keying material and authorizations
are transported fromthe backend authentication server to a
candi dat e authenticator in advance of a handoff. As a result, EAP
(phase 1la) is not needed, but the Discovery (phase 0), and Secure
Associ ation Protocol exchanges (phase 2) are still necessary.
Wthin the AAA exchange (phase 1b), authorization and key
di stribution functions are typically supported, but not
aut hentication. Proactive key distribution is described in
[MshraPro], [|EEE-03-084], and [ HANDOFF] .

Key cachi ng
Caching of EAP keying material enables an EAP peer to re-attach to
an authenticator without requiring EAP (phase la) or AAA (phase
1b) exchanges. However, Discovery (phase 0) and Secure
Associ ation Protocol (phase 2) exchanges are still needed. Use of
key caching within | EEE 802.11 is described in [|EEE-802.11].

Cont ext transfer
In context transfer schenes, keying material and authorizations
are transferred between a previous authenticator and a new
aut henticator. This can occur in response to a handoff request by
the EAP peer, or in advance, as in proactive key distribution. As
a result, EAP (phase 1a) is elimnated, but not the D scovery
(phase 0) or Secure Association Protocol exchanges (phase 2). |If
a secure channel can be established between the new and previous
aut henti cator without assistance fromthe backend authentication
server, then the AAA exchange (phase 1b) can be elini nated;
otherwise, it is still needed, although it can be shortened.
Context transfer protocols are described in [|EEE-802. 11F] (now
deprecat ed) and "Context Transfer Protocol (CXTP)" [RFC4067].
"Fast Authentication Methods for Handovers between | EEE 802. 11
Wrel ess LANs" [Bargh] anal yzes fast handoff techniques, including
context transfer nechanisns.
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Token di stribution
In token distribution schenes, the EAP peer is provided with a
credential, subsequently enabling it to authenticate with one or
nore additional authenticators. During the subsequent
aut hentications, EAP (phase l1la) is elimnated or shortened; the
Di scovery (phase 0) and Secure Association Protocol exchanges
(phase 2) still occur, although the latter can be shortened. |If
the token includes authorizations and can be validated by an
aut henti cator without assistance fromthe backend authentication
server, then the AAA exchange (phase 1b) can be elini nated;
otherwise, it is still needed, although it can be shortened.
Token- based schenes, initially proposed in early versions of |EEE
802. 11i [| EEE-802.11i], are described in [Token], [Tokenk], and
[ SHORT- TERM .

The sections that follow discuss the security vulnerabilities
i ntroduced by the above schenes.

4.1. EAP Pre-Authentication

EAP pre-authentication differs froma normal EAP conversation
primarily with respect to the | ower-|ayer encapsul ation. For
exanpl e, in [|EEE-802.11], EAP pre-authentication frames utilize a
di stinct Ethertype, but otherw se confornms to the encapsul ation
described in [IEEE-802.1X]. As a result, an EAP pre-authentication
conversation differs little fromthe nodel described in Section 1.3,
other than the introduction of a delay between phase 1 and phase 2.

EAP pre-authentication relies on | ower-|ayer mechani snms for discovery
of candidate authenticators. Were discovery can provide infornmation
on candi date aut henticators outside the inmediate |istening range,
and the peer can determ ne whether it already possesses valid EAP
keying material w th candi date authenticators, the peer can avoid
unnecessary EAP pre-authentications and can establish EAP keyi ng
material well in advance, regardl ess of the coverage overl ap between
aut henticators. However, if the peer can only discover candidate

aut henticators within listening range and cannot determ ne whether it
can reuse existing EAP keying material, then it is possible that the
peer will not be able to conplete EAP pre-authentication prior to
connectivity loss or that it can pre-authenticate multiple times with
the sanme authenticator, increasing backend authentication server

| oad.

Since a peer can conplete EAP pre-authentication with an

aut henticator without eventually attaching to it, it is possible that
phase 2 will not occur. |In this case, an Accounting-Request
signifying the start of service will not be sent, or will only be
sent with a substantial delay after the conpletion of authentication
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As noted in "I EEE 802. 1X RADI US Usage Cui delines" [RFC3580], the AAA
exchange resulting from EAP pre-authentication differs little from an
ordi nary exchange described in "RADIUS Support for EAP" [RFC3579].

For exanple, since in | EEE 802. 11 [| EEE-802. 11] an Associ ation
exchange does not occur prior to EAP pre-authentication, the SSIDis
not known by the authenticator at authentication tinme, so that an
Access- Request cannot include the SSIDwithin the Called-Station-Id
attribute as described in [RFC3580] Section 3.20.

Since only the absence of an SSID in the Called-Station-Id attribute
di stingui shes an EAP pre-authentication attenpt, if the authenticator
does not always include the SSID for a nornmal EAP authentication
attenpt, it is possible that the backend authentication server wll
not be able to determ ne whether a session constitutes an EAP
pre-authentication attenpt, potentially resulting in authorization or
accounting problens. \Were the nunmber of simultaneous sessions is
limted, the backend authentication server can refuse to authorize a
val id EAP pre-authentication attenpt or can enable the peer to engage
in nmore sinultaneous sessions than they are authorized for. \Were
EAP pre-authentication occurs with an authenticator which the peer
never attaches to, it is possible that the backend accounting server

will not be able to determ ne whether the absence of an
Account i ng- Request was due to packet | oss or a session that never
start ed.

In order to enable pre-authentication requests to be handl ed nore
reliably, it is RECOWENDED t hat AAA protocols explicitly identify
EAP pre-authentication. |In order to suppress unnecessary EAP
pre-aut hentication exchanges, it is RECOMVENDED t hat authenticators
unanbi guously identify thensel ves as described in Section 2.3.

4.2. Proactive Key Distribution

In proactive key distribution schenes, the backend authentication
server transports keying material and authorizations to an

aut henticator in advance of the arrival of the peer. The

aut henticators selected to receive the transported key material are
sel ected based on past patterns of peer novenent between

aut henti cators known as the "nei ghbor graph”". |In order to reduce
handof f | atency, proactive key distribution schemes typically only
denonstrate proof of possession of transported keying materia

bet ween t he EAP peer and authenticator. During a handoff, the
backend aut hentication server is not provided with proof that the
peer successfully authenticated to an authenticator; instead, the
aut henti cator generates a stream of accounting nmessages wi thout a
correspondi ng set of authentication exchanges. As described in
[MshraPro], know edge of the neighbor graph can be established via
static configuration or analysis of authentication exchanges. In
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order to prevent corruption of the nei ghbor graph, new nei ghbor graph
entries can only be created as the result of a successful EAP
exchange, and accounting packets with no correspondi ng aut hentication
exchange need to be verified to correspond to nei ghbor graph entries
(e.g., corresponding to handoffs between nei ghbors).

In order to prevent conprom se of one authenticator fromresulting in
conprom se of other authenticators, cryptographic separation needs to
be mai ntai ned between the keying material transported to each

aut henticator. However, even where cryptographic separation is

mai nt ai ned, an attacker conprom sing an authenticator can stil

di srupt the operation of other authenticators. As noted in [RFC3579]
Section 4.3.7, in the absence of spoofing detection within the AAA
infrastructure, it is possible for EAP authenticators to inpersonate
each other. By forging NAS identification attributes within

aut henti cati on nessages, an attacker conprom sing one aut henti cator
could corrupt the neighbor graph, tricking the backend authentication
server into transporting keying material to arbitrary authenticators.
Wi le this woul d not enable recovery of EAP keying material without
br eaki ng fundanmental cryptographic assunptions, it could enable
subsequent fraudul ent accounting nessages, or allow an attacker to

di srupt service by increasing | oad on the backend authentication
server or thrashing the authenticator key cache.

Since proactive key distribution requires the distribution of derived
keying material to candidate authenticators, the effectiveness of
this scheme depends on the ability of backend authentication server
to anticipate the noverment of the EAP peer. Since proactive key
distribution relies on backend authentication server know edge of the
nei ghbor graph, it is nost applicable to intra-domai n handof f
scenarios. However, in inter-donmain handoff, where there can be many
aut henticators, peers can frequently connect to authenticators that
have not been previously encountered, making it difficult for the
backend aut hentication server to derive a conpl ete nei ghbor graph

Since proactive key distribution schenes typically require

i ntroduction of server-initiated nessages as described in [ RFC5176]
and [ HANDOFF], security issues described in [RFC5176] Section 6 are
applicabl e, including authorization (Section 6.1) and repl ay
detection (Section 6.3) problemns.
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4.3. AAA Bypass

Fast handoff techniques that enable elimnation of the AAA exchange
(phase 1b) differ fundanentally fromtypical network access scenarios
(dial-up, wired LAN, etc.) that include user authentication as well
as authorization for the offered service. Were the AAA exchange
(phase 1b) is omtted, authorizations and keying material are not
provi ded by the backend authentication server, and as a result, they
need to be supplied by other nmeans. This section describes sone of
the inplications.

4.3.1. Key Transport

Wiere transported keying material is not supplied by the backend

aut hentication server, it needs to be provided by another party

aut horized to access that keying material. As noted in Section 1.5
only the EAP peer, authenticator, and server are authorized to
possess transported keying material. Since EAP peers do not trust
each other, if the backend authentication server does not supply
transported keying material to a new authenticator, it can only be
provi ded by a previous authenticator.

As noted in Section 1.5, the goal of the EAP conversation is to
derive session keys known only to the peer and the authenticator. |If
keying material is replicated between a previous authenticator and a
new aut henticator, then the previous authenticator can possess
sessi on keys used between the peer and new authenticator. Also, the
new aut henti cator can possess session keys used between the peer and
the previous authenticator.

If a one-way function is used to derive the keying nmaterial to be
transported to the new authenticator, then the new aut henticator
cannot possess previous session keys w thout breaking a fundanental
crypt ographi ¢ assunpti on.

4.3.2. Authorization

As a part of the authentication process, the backend authentication
server deternmines the user’s authorization profile and transmits the
aut horizations to the authenticator along with the transported keying
material. Typically, the profile is deternm ned based on the user
identity, but a certificate presented by the user can al so provide
aut hori zation information.

The backend aut hentication server is responsible for naking a user

aut hori zati on deci sion, which requires answering the foll ow ng
guesti ons:
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(a) Is this alegitimte user of this network?
(b) 1Is the user allowed to access this network?

(c) Is the user permitted to access this network on this day and at
this time?

(d) Is the user within the concurrent session limt?

(e) Are there any fraud, credit limt, or other concerns that could
| ead to access denial ?

(f) If access is to be granted, what are the service paraneters
(mandat ory tunneling, bandwi dth, filters, and so on) to be
provi si oned for the user?

VWil e the authorization decision is, in principle, sinple, the

di stributed decision nmaking process can add conplexity. Were
brokers or proxies are involved, all of the AAA entities in the chain
fromthe authenticator to the honme backend authentication server are
i nvol ved in the decision. For exanple, a broker can deny access even
if the home backend aut hentication server would allowit, or a proxy
can add authorizations (e.g., bandwidth limts).

Deci sions can be based on static policy definitions and profiles as
wel |l as dynanmic state (e.g., tine of day or concurrent session
[imts). In addition to the Accept/Reject decisions made by AAA
entities, service paraneters or constraints can be comunicated to
the aut henti cator.

The criteria for Accept/Reject decisions or the reasons for choosing
particul ar authorizations are typically not comunicated to the

aut henticator, only the final result is. As a result, the

aut henticator has no way to know on what the decision was based. Ws
a set of authorization paranmeters sent because this service is always
provided to the user, or was the decision based on the tine of day
and the capabilities of the authenticator?

4.3.3. Correctness

VWen t he AAA exchange (phase 1b) is bypassed, several challenges
arise in ensuring correct authorization

Theft of service
Bypassi ng the AAA exchange (phase 1b) SHOULD NOT enable a user to
extend their network access or gain access to services they are
not entitled to.
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Consi deration of network-w de state
Handof f t echni ques SHOULD NOT render the backend authentication
server incapable of keeping track of network-wi de state. For
exanpl e, a backend authentication server can need to keep track of
si mul t aneous user sessions.

El evati on of privilege
Backend aut hentication servers often performconditiona
eval uation, in which the authorizations returned in an
Access- Accept message are contingent on the authenticator or on
dynam c state such as the tine of day. |In this situation
bypassi ng the AAA exchange coul d enabl e unaut hori zed access unl ess
the restrictions are explicitly encoded within the authorizations
provi ded by the backend authentication server.

A handoff mechani smthat provides proper authorization is said to be
"correct”. One condition for correctness is as follows:

For a handoff to be "correct” it MJST establish on the new

aut henticator the sanme authorizati ons as woul d have been created
had the new aut henticator conpleted a AAA conversation with the
backend aut henticati on server.

A properly designed handoff scheme will only succeed if it is
"correct"” in this way. |If a successful handoff would establish
"incorrect" authorizations, it is preferable for it to fail. Were
the supported services differ between authenticators, a handoff that
bypasses the backend authentication server is likely to fail

Section 1.1 of [RFC2865] states:

A aut henticator that does not inplenment a given service MJST NOT

i mpl ement the RADIUS attributes for that service. For exanple, a
aut henticator that is unable to offer ARAP service MJST NOT

i mpl enent the RADIUS attributes for ARAP. A authenticator MJST
treat a RADI US access-accept authorizing an unavail abl e service as
an access-reject instead.

Thi s behavior applies to attributes that are known, but not
i mpl enented. For attributes that are unknown, Section 5 of [RFC2865]
st at es:

A RADI US server MAY ignore Attributes with an unknown Type. A
RADI US client MAY ignore Attributes with an unknown Type.

In order to performa correct handoff, if a new authenticator is
provided with RADI US authorizations for a known but unavail abl e
service, then it MJST process these authorizations the same way it
woul d handl e a RADI US Access- Accept requesting an unavail abl e
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service; this MJST cause the handoff to fail. However, if a new
aut henticator is provided with authorizations including unknown
attributes, then these attributes MAY be ignored. The definition of
a "known but unsupported service" MJST enconpass requests for
unavail abl e security services. This includes vendor-specific
attributes related to security, such as those described in [ RFC2548].
Al though it can seem somewhat counter-intuitive, failure is indeed
the "correct" result where a known but unsupported service is

request ed.

Presumably, a correctly configured backend authentication server
woul d not request that an authenticator provide a service that it
does not inplenent. This inplies that if the new authenticator were
to conplete a AAA conversation, it would be likely to receive
different service instructions. Failure of the handoff is the
desired result since it will cause the new authenticator to go back
to the backend server in order to receive the appropriate service
definition.

Handof f mechani sns that bypass the backend authentication server are
nost likely to be successful when enployed in a honbgeneous

depl oyment within a single admnistrative domain. In a heterogeneous
depl oynment, the backend authentication server can return different
aut hori zati ons dependi ng on the authenticator naking the request in
order to nake sure that the requested service is consistent with the
aut henticator capabilities. Were a backend authentication server
woul d send different authorizations to the new authenticator than
were sent to a previous authenticator, transferring authorizations
bet ween t he previous authenticator and the new authenticator wll
result in incorrect authorization

Virtual LAN (VLAN) support is defined in [IEEE-802.1Q ; RAD US
support for dynamic VLANs is described in [ RFC3580] and [ RFC4675].

I f some authenticators support dynam c VLANs whil e others do not,
then attributes present in the Access-Request (such as the
NAS- Port - Type, NAS-1P- Address, NAS-|Pv6-Address, and NAS-Identifier)
could be exam ned by the backend authentication server to determ ne
when VLAN attributes will be returned, and if so, which ones.
However, if the backend authenticator is bypassed, then a handoff
occurring between authenticators supporting different VLAN
capabilities could result in a user obtaining access to an

unaut hori zed VLAN (e.g., a user with access to a guest VLAN being
gi ven unrestricted access to the network).
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Simlarly, it is preferable for a handoff between an authenti cator
providing confidentiality and another that does not to fail, since if
the handoff were successful, the user would be noved froma secure to
an insecure channel w thout perm ssion fromthe backend

aut henti cation server.

5. Security Considerations

The EAP threat nodel is described in [RFC3748] Section 7.1. The
security properties of EAP nethods (known as "security clains") are
described in [RFC3748] Section 7.2.1. EAP nethod requirenents for
applications such as Wrel ess LAN aut hentication are described in

[ RFC4017]. The RADIUS threat nodel is described in [ RFC3579] Section
4.1, and responses to these threats are described in [ RFC3579],
Sections 4.2 and 4. 3.

However, in addition to threats agai nst EAP and AAA, there are other
system | evel threats. |n developing the threat nodel, it is assuned
that:

Al traffic is visible to the attacker

The attacker can alter, forge, or replay messages.

The attacker can reroute nmessages to another principal

The attacker can be a principal or an outsider

The attacker can conpromni se any key that is sufficiently old.

Threats arising fromthese assunptions include:

(a) An attacker can conprom se or steal an EAP peer or
authenticator, in an attenpt to gain access to other EAP peers
or authenticators or to obtain | ong-term secrets.

(b) An attacker can attenpt a downgrade attack in order to exploit
known weaknesses in an authentication method or cryptographic
al gorithm

(c) An attacker can try to nodify or spoof packets, including
Di scovery or Secure Association Protocol franes, EAP or AAA
packets.

(d) An attacker can attenpt to induce an EAP peer, authenticator, or
server to disclose keying material to an unauthorized party, or
utilize keying material outside the context that it was intended
for.

(e) An attacker can alter, forge, or replay packets.
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(f) An attacker can cause an EAP peer, authenticator, or server to
reuse a stale key. Use of stale keys can al so occur
unintentionally. For exanple, a poorly inplenmented backend
aut hentication server can provide stale keying material to an
aut henticator, or a poorly inplenmented authenticator can reuse
nonces.

(g) An authenticated attacker can attenpt to obtain el evated
privilege in order to access information that it does not have
rights to.

(h) An attacker can attenpt a man-in-the-mddle attack in order to
gai n access to the network.

(i) An attacker can conpronise an EAP authenticator in an effort to
commit fraud. For exanple, a conprom sed authenticator can
provide incorrect information to the EAP peer and/or server via
out - of -band nechani sns (such as via a AAA or |ower-|ayer
protocol). This includes inpersonating another authenticator,
or providing inconsistent information to the peer and EAP
server.

(j) An attacker can launch a denial -of-service attack agai nst the
EAP peer, authenticator, or backend authentication server.

In order to address these threats, [RFC4962] Section 3 describes
requi red and recommended security properties. The sections that
foll ow anal yze the conpliance of EAP nethods, AAA protocols, and
Secure Association Protocols with those guidelines.

5.1. Peer and Authenticator Conprom se

Requirenment: In the event that an authenticator is conproni sed or

stol en, an attacker can gain access to the network through that

aut henticator, or can obtain the credentials needed for the

aut henticator/AAA client to comunicate with one or nore backend

aut hentication servers. Simlarly, if a peer is conpronised or

stol en, an attacker can obtain credentials needed to conmunicate with
one or nore authenticators. A nandatory requirement from [ RFC4962]
Section 3:

Prevent the Dom no effect

Conpromi se of a single peer MJUST NOT conprom se keying materia
hel d by any other peer within the system including session keys
and | ong-term keys. Likew se, conprom se of a single

aut henti cat or MJUST NOT conprom se keying material held by any

ot her authenticator within the system |In the context of a key
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hi erarchy, this nmeans that the conproni se of one node in the key
hi erarchy nust not disclose the information necessary to
conprom se other branches in the key hierarchy. Cbviously, the
conprom se of the root of the key hierarchy will conprom se all of
the keys; however, a conprom se in one branch MJUST NOT result in
the conpromi se of other branches. There are nmany inplications of
this requirenent; however, two inplications deserve highlighting.
First, the scope of the keying material nust be defined and
understood by all parties that comunicate with a party that hol ds
that keying material. Second, a party that holds keying materia
in a key hierarchy nmust not share that keying material wth
parties that are associated with other branches in the key

hi er ar chy.

Group keys are an obvi ous exception. Since all nenbers of the
group have a copy of the same key, conpronise of any one of the
group nmenmbers will result in the disclosure of the group key.

Sone of the inplications of the requirenment are as foll ows:

Key Sharing
In order to be able to determ ne whether keying material has
been shared, it is necessary for the identity of the EAP
aut henticator (NAS-lIdentifier) to be defined and understood by
all parties that communicate with it. EAP | ower-I|ayer
specifications such as [| EEE-802.11], [|EEE-802.16e€],
[ 1 EEE-802. 1X], |KEv2 [RFC4306], and PPP [ RFC1661] do not involve
key shari ng.

AAA Credential Sharing
AAA credentials (such as RADIUS shared secrets, |Psec pre-shared
keys or certificates) MJST NOT be shared between AAA clients,
since if one AAA client were conpronised, this would enable an
attacker to inmpersonate other AAA clients to the backend
aut hentication server, or even to inpersonate a backend
aut hentication server to other AAA clients.

Conprom se of Long-Term Credential s
An attacker obtaining keying nmaterial (such as TSKs, TEKs, or
the MSK) MJST NOT be able to obtain long-termuser credentials
such as pre-shared keys, passwords, or private-keys w thout
breaki ng a fundamental cryptographic assunption. The mandatory
requi renents of [RFC4017] Section 2.2 include generation of EAP
keying material, capability to generate EAP keying material wth
128 bits of effective strength, resistance to dictionary
attacks, shared state equival ence, and protection agai nst
man-i n-the-m ddl e attacks.
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5.2. Cryptographic Negotiation
Mandat ory requirements from [ RFC4962] Section 3:
Crypt ographi c al gorithm independent

The AAA key managenent protocol MJST be cryptographic al gorithm
i ndependent. However, an EAP nmethod MAY depend on a specific
cryptographic algorithm The ability to negotiate the use of a
particul ar cryptographic algorithm provides resilience agai nst
conprom se of a particular cryptographic algorithm Al gorithm

i ndependence is also REQURED with a Secure Association Protoco
if one is defined. This is usually acconplished by including an
algorithmidentifier and paraneters in the protocol, and by
specifying the algorithmrequirenents in the protoco
specification. While highly desirable, the ability to negotiate
key derivation functions (KDFs) is not required. For
interoperability, at |east one suite of mandatory-to-inpl enent

al gorithnms MJUST be selected. Note that without protection by

| Psec as described in [RFC3579] Section 4.2, RADI US [ RFC2865] does
not neet this requirement, since the integrity protection

al gori thm cannot be negoti at ed.

Thi s requirement does not nean that a protocol must support both
public-key and symetric-key cryptographic algorithms. It neans
that the protocol needs to be structured in such a way that

mul tiple public-key algorithns can be used whenever a public-key
algorithmis enployed. Likewise, it means that the protocol needs
to be structured in such a way that multiple symretric-key

al gorithnms can be used whenever a symmetric-key algorithmis

enpl oyed.

Confirm ci phersuite selection

The sel ection of the "best" ciphersuite SHOULD be securely
confirmed. The mechani sm SHOULD detect attenpted roll-back
attacks.

EAP net hods satisfying [ RFC4017] Section 2.2 mandatory requirenments
and AAA protocols utilizing transm ssion-layer security are capable
of addressing downgrade attacks. [RFC3748] Section 7.2.1 describes
the "protected ciphersuite negotiation"” security claimthat refers to
the ability of an EAP nethod to negotiate the ciphersuite used to
protect the EAP net hod conversation, as well as to integrity protect
the ciphersuite negotiation. [RFC4017] Section 2.2 requires EAP

nmet hods satisfying this security claim Since TLS vl1.2 [RFC5246] and
| KEv2 [ RFC4306] support negotiation of Key Derivation Functions
(KDFs), EAP nethods based on TLS or IKEv2 will, if properly designed,
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i nherit this capability. However, negotiation of KDFs is not
required by RFC 4962 [ RFC4962], and EAP net hods based on neither TLS
nor | KEv2 typically do not support KDF negotiation

VWhen AAA protocols utilize TLS [ RFC5246] or |Psec [ RFC4301] for
transm ssion | ayer security, they can | everage the cryptographic

al gorithm negoti ati on support provided by | KEv2 [ RFC4306] or TLS

[ RFC5246]. RADIUS [RFC3579] by itself does not support cryptographic
al gorithm negotiation and relies on MD5 for integrity protection

aut hentication, and confidentiality. G ven the known weaknesses in
MD5 [ MD5Col lision], this is undesirable, and can be addressed via use
of RADIUS over |Psec, as described in [ RFC3579] Section 4.2.

To ensure agai nst downgrade attacks within | ower-|ayer protocols,
al gorithmindependence is REQU RED with | ower |ayers using EAP for
key derivation. For interoperability, at |east one suite of
mandat ory-to-i npl enent al gorithns MJUST be sel ected. Lower-I|ayer
protocol s supporting EAP for key derivati on SHOULD al so support
secure ciphersuite negotiation as well as KDF negotiation

As described in [ RFC1968], PPP ECP does not support secure

ci phersuite negotiation. Wile [|EEE-802.16e] and [|EEE-802. 11]
support ciphersuite negotiation for protection of data, they do not
support negotiation of the cryptographic primtives used within the
Secure Association Protocol, such as nessage integrity checks (M Cs)
and KDFs.

5.3. Confidentiality and Authentication
Mandat ory requirements from [ RFC4962] Section 3:
Aut henticate all parties

Each party in the AAA key management protocol MJIST be
authenticated to the other parties with whomthey comrmunicate.

Aut henti cati on mechani sms MUST maintain the confidentiality of any
secret values used in the authentication process. Wen a secure
associ ation protocol is used to establish session keys, the
parties involved in the secure association protocol MJST identify
thensel ves using identities that are neaningful in the | ower-I|ayer
protocol environment that will enploy the session keys. In this
situation, the authenticator and peer may be known by different
identifiers in the AAA protocol environnent and the | ower-|ayer
protocol environnment, meking authorization decisions difficult

wi thout a clear key scope. |If the |Iower-layer identifier of the
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peer will be used to nake authorization decisions, then the pair
of identifiers associated with the peer MJST be authorized by the
aut henti cator and/or the AAA server.

AAA protocols, such as RADIUS [ RFC2865] and Di aneter [ RFC3588],
provide a nechanismfor the identification of AAA clients; since
the EAP authenticator and AAA client are always co-resident, this
mechanismis applicable to the identification of EAP

aut henti cators.

VWhen multiple base stations and a "controller” (such as a WLAN
switch) conprise a single EAP authenticator, the "base station
identity" is not relevant; the EAP nmethod conversation takes pl ace
bet ween t he EAP peer and the EAP server. Also, many base stations
can share the same authenticator identity. The authenticator
identity is inportant in the AAA protocol exchange and the secure
associ ati on protocol conversation

Aut henti cati on mechani sms MUST NOT enpl oy pl ai nt ext passwords.
Passwords nmay be used provided that they are not sent to another
party w thout confidentiality protection

Keying material confidentiality and integrity

Wi | e preserving al gorithmindependence, confidentiality and
integrity of all keying material MJST be maintai ned.

Conf ormance to these requirenents is analyzed in the sections that
fol |l ow

5.3.1. Spoofing

Per - packet authentication and integrity protection provides
protecti on agai nst spoofing attacks.

Di amet er [ RFC3588] provi des support for per-packet authentication and
integrity protection via use of IPsec or TLS. RADI US/ EAP [ RFC3579]
provi des for per-packet authentication and integrity protection via
use of the Message-Authenticator Attribute.

[ RFC3748] Section 7.2.1 describes the "integrity protection" security
claimand [ RFC4017] Section 2.2 requires EAP nmethods supporting this
claim

In order to prevent forgery of Secure Association Protocol franes,

per-frame authentication and integrity protection is RECOVMENDED on
all nessages. |KEv2 [RFC4306] supports per-frame integrity
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protection and authentication, as does the Secure Association
Protocol defined in [|EEE-802.16e]. [I|EEE-802.11] supports per-frane
integrity protection and authentication on all messages within the
4-way handshake except the first message. An attack |leveraging this
om ssion is described in [Analysis].

5.3.2. Inpersonation

Bot h RADI US [ RFC2865] and Di aneter [RFC3588] inplenentations are
potentially vulnerable to a rogue authenticator inpersonating another
aut henticator. While both protocols support nutual authentication
bet ween the AAA client/authenticator and the backend authentication
server, the security mechani sns vary.

In RADI US, the shared secret used for authentication is determnm ned by
the source address of the RADI US packet. However, when RADI US
Access- Requests are forwarded by a proxy, the NAS-IP-Address,

NAS- I dentifier, or NAS-IPv6- Address attributes received by the RAD US
server will not correspond to the source address. As noted in

[ RFC3579] Section 4.3.7, if the first-hop proxy does not check the
NAS identification attributes against the source address in the
Access- Request packet, it is possible for a rogue authenticator to
forge NAS-IP-Address [ RFC2865], NAS-IPv6- Address [ RFC3162], or
NAS- I dentifier [ RFC2865] attributes in order to inpersonate another
aut henticator; attributes such as the Called-Station-Id [ RFC2865] and
Calling-Station-1d [ RFC2865] can be forged as well. Anpbng other
things, this can result in nmessages (and transported keying naterial)
bei ng sent to the wong authenticator.

Wi |l e [ RFC3588] requires use of the Route-Record AVP, this utilizes
Fully Qualified Domain Names (FQDNs), so that inpersonation detection
requires DNS A, AAAA, and PTR Resource Records (RRs) to be properly
configured. As a result, Dianeter is as vulnerable to this attack as
RADIUS, if not nore so. [RFC3579] Section 4.3.7 recomends

mechani sns for inpersonation detection; to prevent access to keying
material by proxies without a "need to know', it is necessary to
al |l ow t he backend authentication server to comunicate with the

aut henticator directly, such as via the redirect functionality
supported in [ RFC3588] .

5.3. 3. Channel Binding

It is possible for a conprom sed or poorly inplenmented EAP

aut henticator to comunicate incorrect information to the EAP peer
and/ or server. This can enable an authenticator to inpersonate
anot her authenticator or comunicate incorrect information via

out - of - band nechani sns (such as via AAA or the |ower |ayer).
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Where EAP is used in pass-through node, the EAP peer does not verify
the identity of the pass-through authenticator within the EAP
conversation. Wthin the Secure Association Protocol, the EAP peer
and aut henticator only denonstrate mutual possession of the
transported keying material; they do not nmutually authenticate. This
creates a potential security vulnerability, described in [ RFC3748]
Section 7.15.

As described in [ RFC3579] Section 4.3.7, it is possible for a
first-hop AAA proxy to detect a AAA client attenpting to inpersonate
anot her authenticator. However, it is possible for a pass-through
aut henticator acting as a AAAclient to provide correct information
to the backend authentication server while conmunicating m sl eading
information to the EAP peer via the |ower |ayer.

For exanple, a conprom sed authenticator can utilize another
authenticator’s Called-Station-1d or NAS-Identifier in comrunicating
with the EAP peer via the lower layer. Also, a pass-through

aut henticator acting as a AAA client can provide an incorrect peer
Calling-Station-1d [ RFC2865] [ RFC3580] to the backend authentication
server via the AAA protocol

As noted in [RFC3748] Section 7.15, this vulnerability can be
addressed by EAP nethods that support a protected exchange of channe
properties such as endpoint identifiers, including (but not Iimted
to): Called-Station-l1d [ RFC2865] [RFC3580], Calling-Station-Id

[ RFC2865] [ RFC3580], NAS-Identifier [RFC2865], NAS-IP-Address

[ RFC2865], and NAS-I| Pv6- Address [ RFC3162].

Usi ng such a protected exchange, it is possible to match the channe
properties provided by the authenticator via out-of-band nechani sns
agai nst those exchanged within the EAP nmethod. Typically, the EAP
nmet hod i nports channel binding paraneters fromthe | ower |ayer on the
peer, and transmts them securely to the EAP server, which exports
themto the | ower |ayer or AAA |l ayer. However, transport can occur
from EAP server to peer, or can be bi-directional. On the side of
the exchange (peer or server) where channel binding is verified, the
| ower |ayer or AAA | ayer passes the result of the verification (TRUE
or FALSE) up to the EAP nmethod. Wile the verification can be done
either by the peer or the server, typically only the server has the
know edge to determ ne the correctness of the values, as opposed to
nerely verifying their equality. For further discussion, see

[ EAP- SERVI CE] .

It is also possible to perform channel binding wthout transporting
data over EAP, as described in [EAP-CHANNEL]. In this approach the
EAP net hod i ncl udes channel binding parameters in the cal cul ati on of
exported EAP keying naterial, nmaking it inpossible for the peer and
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aut henticator to conplete the Secure Association Protocol if there is
a mismatch in the channel binding paraneters. However, this approach
can only be applied where met hods generating EAP keying nmaterial are
used along with | ower layers that utilize EAP keying material. For
exanpl e, this mechani smwoul d not enable verification of channe

bi nding on wired | EEE 802 networks using [|EEE-802. 1X]

5.3.4. Miutual Authentication

[ RFC3748] Section 7.2.1 describes the "nutual authentication" and
"dictionary attack resistance" clainms, and [ RFC4017] requires EAP

net hods satisfying these clains. EAP nmethods conplying with

[ RFC4017] therefore provide for mutual authentication between the EAP
peer and server.

[ RFC3748] Section 7.2.1 also describes the "Cryptographic binding"
security claim and [RFC4017] Section 2.2 requires support for this
claim As described in [ EAP-BINDING, EAP nethod sequences and
conpound aut henti cati on nmechani sns can be subject to
man-in-the-mddl e attacks. Wen such attacks are successfully
carried out, the attacker acts as an intermediary between a victim
and a legitimate authenticator. This allows the attacker to

aut henticate successfully to the authenticator, as well as to obtain
access to the network.

In order to prevent these attacks, [EAP-BINDI NG reconmends
derivation of a conmpound key by which the EAP peer and server can
prove that they have participated in the entire EAP exchange. Since
the conmpound key MJST NOT be known to an attacker posing as an

aut henticator, and yet nust be derived from EAP keying nmaterial, it
MAY be desirable to derive the compound key froma portion of the
EMSK. Where this is done, in order to provide proper key hygiene, it
i s RECOWENDED t hat the conpound key used for man-in-the-m ddle
protection be cryptographically separate from ot her keys derived from
t he EMSK.

D amet er [ RFC3588] provides for per-packet authentication and
integrity protection via |IPsec or TLS, and RADI US/ EAP [ RFC3579] al so
provi des for per-packet authentication and integrity protection
VWere the authenticator/AAA client and backend aut hentication server
conmuni cate directly and credible key wap is used (see Section 3.8),
this ensures that the AAA Key Transport (phase 1b) achieves its
security objectives: nmutually authenticating the AAA
client/authenticator and backend authenticati on server and providing
transported keying material to the EAP authenticator and to no other

party.
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[ RFC2607] Section 7 describes the security issues occurring when the
aut henti cator/ AAA client and backend authenticati on server do not
conmuni cate directly. Were a AAAinternmediary is present (such as a
RADI US proxy or a Dianeter agent), and data object security is not
used, transported keying material can be recovered by an attacker in
control of the internediary. As discussed in Section 2.1, unless the
TSKs are derived independently from EAP keying material (as in

| KEv2), possession of transported keying material enabl es decryption
of data traffic sent between the peer and the authenticator to whom
the keying material was transported. It also allows the AAA
internediary to inpersonate the authenticator or the peer. Since the
peer does not authenticate to a AAAinternediary, it has no ability
to determ ne whether it is authentic or authorized to obtain keying
mat eri al

However, as long as transported keying material or keys derived from
it are only utilized by a single authenticator, conprom se of the
transported keying material does not enable an attacker to

i npersonate the peer to another authenticator. Mulnerability to
conprom se of a AAAinternediary can be mitigated by inplenentation
of redirect functionality, as described in [RFC3588] and [ RFC4072].

The Secure Associ ation Protocol does not provide for nutua

aut hentication between the EAP peer and authenticator, only nutua
proof of possession of transported keying material. |n order for the
peer to verify the identity of the authenticator, mnutual proof of
possessi on needs to be conbined with inpersonation prevention and
channel binding. |npersonation prevention (described in Section
5.3.2) enables the backend authentication server to determ ne that
the transported keying material has been provided to the correct

aut henticator. Wen utilized along with inpersonation prevention
channel binding (described in Section 5.3.3) enables the EAP peer to
verify that the EAP server has authorized the authenticator to
possess the transported keying material. Conpletion of the Secure
Associ ati on Protocol exchange denonstrates that the EAP peer and the
aut henti cat or possess the transported keying materi al

5.4. Key Binding
Mandat ory requirement from [ RFC4962] Section 3:
Bind key to its context

Keyi ng material MJST be bound to the appropriate context. The
context includes the foll ow ng:

o The manner in which the keying material is expected to be used.
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o The other parties that are expected to have access to the
keyi ng nateri al

o0 The expected lifetime of the keying material. Lifetime of a
child key SHOULD NOT be greater than the lifetime of its parent
in the key hierarchy.

Any party with legitinmte access to keying material can deternine

its context. |In addition, the protocol MJST ensure that al
parties with legitimte access to keying material have the same
context for the keying material. This requires that the parties

are properly identified and authenticated, so that all of the
parties that have access to the keying naterial can be determ ned.

The context will include the peer and NAS identities in nore than
one form One (or nore) name formis needed to identify these
parties in the authentication exchange and the AAA protocol

Anot her name form may be needed to identify these parties within
the lower layer that will enploy the session key.

Wthin EAP, exported keying material (MSK, EMSK,IV) is bound to the
Peer-1d(s) and Server-1d(s), which are exported along with the keying
material. However, not all EAP met hods support authenticated server
identities (see Appendix A).

Wthin the AAA protocol, transported keying material is destined for
the EAP authenticator identified by the NAS-Identifier Attribute
within the request, and is for use by the EAP peer identified by the
Peer-1d(s), User-Name [RFC2865], or Chargeable User ldentity (CU)

[ RFC4372] attributes. The maximumlifetinme of the transported keying
mat eri al can be provided, as discussed in Section 3.5.1. Key usage
restrictions can also be included as described in Section 3.2. Key
lifetime issues are discussed in Sections 3.3, 3.4, and 3.5.

.5.  Authorization
Requi renent: The Secure Associ ati on Protocol (phase 2) conversation
may utilize different identifiers fromthe EAP conversation (phase
la), so that binding between the EAP and Secure Associ ation Protoco
identities is REQU RED
Mandat ory requirement from [ RFC4962] Section 3:

Peer and aut henticator authorization

Peer and authenticator authorization MJST be performed. These

entities MJST denonstrate possession of the appropriate keying
material, without disclosing it. Authorization is REQU RED
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whenever a peer associates with a new authenticator. The
aut hori zati on checking prevents an el evation of privilege attack
and it ensures that an unauthorized authenticator is detected.

Aut hori zati ons SHOULD be synchroni zed between the peer, NAS, and
backend aut hentication server. Once the AAA key nanagenent

prot ocol exchanges are conplete, all of these parties should hold
a common view of the authorizations associated with the other
parties.

In addition to authenticating all parties, key nanagenent
protocols need to denpnstrate that the parties are authorized to
possess keying material. Note that proof of possession of keying
mat eri al does not necessarily prove authorization to hold that
keying material. For exanmple, within an | EEE 802.11, the 4-way
handshake denonstrates that both the peer and authenti cator
possess the same EAP keying material. However, by itself, this
possessi on proof does not denonstrate that the authenticator was
aut hori zed by the backend aut hentication server to possess that
keying material. As noted in [RFC3579] in Section 4.3.7, where
AAA proxies are present, it is possible for one authenticator to

i mper sonate anot her, unless each link in the AAA chain inplenents
checks agai nst inpersonation. Even with these checks in place, an
authenticator may still claimdifferent identities to the peer and
the backend aut hentication server. As described in [ RFC3748]
Section 7.15, channel binding is required to enable the peer to
verify that the authenticator claimof identity is both consistent
and correct.

Recomendati on from [ RFC4962] Section 3:

Aboba,

Aut hori zation restriction

I f peer authorization is restricted, then the peer SHOULD be made
aware of the restriction. Oherw se, the peer may inadvertently
attenpt to circunvent the restriction. For exanple, authorization
restrictions in an | EEE 802. 11 environment incl ude:

o Key lifetimes, where the keying material can only be used for a
certain period of tine;

o SSID restrictions, where the keying material can only be used
with a specific | EEE 802.11 SSI D

0 Called-Station-ID restrictions, where the keying material can
only be used with a single | EEE 802.11 BSSI D, and
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o Calling-Station-ID restrictions, where the keying material can
only be used with a single peer | EEE 802 MAC address.

As described in Section 2.3, consistent identification of the EAP

aut henti cator enabl es the EAP peer to determ ne the scope of keying
material provided to an authenticator, as well as to confirmwth the
backend aut henticati on server that an EAP authenticator proving
possessi on of EAP keying material during the Secure Association
Protocol was authorized to obtain it.

Wthin the AAA protocol, the authorization attributes are bound to
the transported keying material. Wile the AAA exchange provides the
AAA client/authenticator with authorizations relating to the EAP
peer, neither the EAP nor AAA exchanges provi de authorizations to the
EAP peer. In order to ensure that all parties hold the sanme view of
the authorizations, it is RECOWENDED that the Secure Association
Prot ocol enabl e conmuni cati on of authorizations between the EAP

aut henti cator and peer.

In lower layers where the authenticator consistently identifies
itself to the peer and backend authentication server and the EAP peer
conpl etes the Secure Associ ation Protocol exchange with the sane

aut henti cator through which it conpleted the EAP conversation

aut hori zation of the authenticator is denonstrated to the peer by

nmut ual authentication between the peer and authenticator as di scussed
in the previous section. ldentification issues are discussed in
Sections 2.3, 2.4, and 2.5 and key scope issues are discussed in
Section 3. 2.

Where the EAP peer utilizes different identifiers within the EAP

net hod and Secure Association Protocol conversations, peer

aut hori zation can be difficult to denmonstrate to the authenticator

wi t hout additional restrictions. This problemdoes not exist in

| KEv2 where the ldentity Payload is used for peer identification both
within | KEv2 and EAP, and where the EAP conversation is
cryptographically protected within I KEv2 binding the EAP and | KEv2
exchanges. However, within [| EEE-802.11], the EAP peer identity is
not used within the 4-way handshake, so that it is necessary for the
aut henticator to require that the EAP peer utilize the sane MAC
address for EAP authentication as for the 4-way handshake.
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5.6. Replay Protection
Mandat ory requirement from [ RFC4962] Section 3:
Repl ay detection mechani sm

The AAA key managenent protocol exchanges MJUST be repl ay
protected, including AAA, EAP and Secure Association Protoco
exchanges. Replay protection allows a protocol nessage recipient
to discard any message that was recorded during a previous

| egiti mat e di al ogue and presented as though it bel onged to the
current dial ogue.

[ RFC3748] Section 7.2.1 describes the "replay protection" security
claim and [ RFC4017] Section 2.2 requires use of EAP nethods
supporting this claim

D amet er [ RFC3588] provides support for replay protection via use of
| Psec or TLS. "RADIUS Support for EAP" [RFC3579] protects against
replay of keying material via the Request Authenticator. According
to [ RFC2865] Section 3:

I n Access- Request Packets, the Authenticator value is a 16 octet
random nunber, called the Request Authenticator.

However, some RADI US packets are not replay protected. In
Accounting, Disconnect, and Care-of Address (CoA)-Request packets,
the Request Authenticator contains a keyed Message Integrity Code
(MC rather than a nonce. The Response Authenticator in Accounting,
Di sconnect, and CoA- Response packets al so contains a keyed M C whose
cal cul ati on does not depend on a nonce in either the Request or
Response packets. Therefore, unless an Event-Tinestanp attribute is
i ncluded or IPsec is used, it is possible that the recipient will not
be able to determ ne whether these packets have been replayed. This
i ssue is discussed further in [RFC5176] Section 6. 3.

In order to prevent replay of Secure Association Protocol franes,
replay protection is REQU RED on all messages. [I|EEE-802. 11]
supports replay protection on all nmessages within the 4-way
handshake; |KEv2 [ RFC4306] al so supports this.
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5.7. Key Freshness

Requi renent: A session key SHOULD be consi dered conprom sed if it
remains in use beyond its authorized lifetime. Mandatory requirenent
from[RFC4962] Section 3:

Strong, fresh session keys

Wi | e preserving al gorithmindependence, session keys MJST be
strong and fresh. FEach session deserves an i ndependent session
key. Fresh keys are required even when a | ong replay counter
(that is, one that "will never wap") is used to ensure that |oss
of state does not cause the sane counter value to be used nore
than once with the sane session key.

Sone EAP net hods are capabl e of deriving keys of varying strength,
and these EAP nmethods MUST permt the generation of keys neeting a
m ni mum equi val ent key strength. BCP 86 [ RFC3766] offers advice
on appropriate key sizes. The National Institute for Standards
and Technol ogy (NI ST) also offers advice on appropriate key sizes
in [ SP800-57].

A fresh cryptographic key is one that is generated specifically
for the intended use. |In this situation, a secure association
protocol is used to establish session keys. The AAA protocol and
EAP net hod MJUST ensure that the keying nmaterial supplied as an
input to session key derivation is fresh, and the secure
associ ati on protocol MJST generate a separate session key for each
session, even if the keying material provided by EAP is cached. A
cached key persists after the authentication exchange has

conpl eted. For the AAA/ EAP server, key caching can happen when
state is kept on the server. For the NAS or client, key caching
can happen when the NAS or client does not destroy keying nateria
i medi ately followi ng the derivation of session keys.

Sessi on keys MJST NOT be dependent on one another. Miltiple
sessi on keys may be derived froma higher-level shared secret as
long as a one-tine value, usually called a nonce, is used to
ensure that each session key is fresh. The mechani smused to
generate session keys MJIST ensure that the disclosure of one
session key does not aid the attacker in discovering any ot her
sessi on keys.

EAP, AAA, and the |ower |ayer each bear responsibility for ensuring
the use of fresh, strong session keys. EAP nethods need to ensure
the freshness and strength of EAP keying material provided as an
i nput to session key derivation. [RFC3748] Section 7.10 states:
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EAP et hods SHOULD ensure the freshness of the MSK and EMSK, even
in cases where one party may not have a high quality random nunber
generator. A RECOMMENDED net hod is for each party to provide a
nonce of at |east 128 bits, used in the derivation of the MSK and
EMSK.

The contribution of nonces enabl es the EAP peer and server to ensure
that exported EAP keying material is fresh.

[ RFC3748] Section 7.2.1 describes the "key strength" and "session

i ndependence” security clainms, and [ RFC4017] requires EAP met hods
supporting these clainms as well as nethods capabl e of providing

equi val ent key strength of 128 bits or greater. See Section 3.7 for
nore informati on on key strength.

The AAA protocol needs to ensure that transported keying material is
fresh and is not utilized outside its reconmended |ifetime. Replay
protection is necessary for key freshness, but an attacker can
deliver a stale (and therefore potentially conprom sed) key in a

repl ay- protected nmessage, so replay protection is not sufficient. As
di scussed in Section 3.5, the Session-Timeout Attribute enables the
backend authentication server to limt the exposure of transported
keyi ng materi al

The EAP Session-1d, described in Section 1.4, enables the EAP peer
aut henticator, and server to distinguish EAP conversations. However,
unl ess the authenticator keeps track of EAP Session-lds, the

aut henti cat or cannot use the Session-l1d to guarantee the freshness of
keyi ng materi al

The Secure Association Protocol, described in Section 3.1, MJST
generate a fresh session key for each session, even if the EAP keying
mat eri al and paraneters provided by nethods are cached, or either the
peer or authenticator |lack a high entropy random nunmber generator. A
RECOMVENDED net hod is for the peer and authenticator to each provide
a nonce or counter used in session key derivation. |If a nonce is
used, it is RECOWENDED that it be at |east 128 bits. Wile

[ 1 EEE-802.11] and | KEv2 [ RFC4306] satisfy this requirement,

[ | EEE- 802. 16e] does not, since randommess is only contributed from
the Base Station.
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5.8. Key Scope Limtation
Mandat ory requirement from [ RFC4962] Section 3:
Limt key scope

Foll owi ng the principle of |least privilege, parties MIUST NOT have
access to keying material that is not needed to performtheir
role. A party has access to a particular key if it has access to
all of the secret information needed to derive it.

Any protocol that is used to establish session keys MJST specify
the scope for session keys, clearly identifying the parties to
whom t he session key is avail able.

Transported keying material is permtted to be accessed by the EAP
peer, authenticator and server. The EAP peer and server derive EAP
keying material during the process of nmutually authenticating each
ot her using the selected EAP nethod. During the Secure Association
Prot ocol exchange, the EAP peer utilizes keying material to
denonstrate to the authenticator that it is the same party that
authenticated to the EAP server and was authorized by it. The EAP
aut henticator utilizes the transported keying material to prove to
the peer not only that the EAP conversation was transported through
it (this could be denonstrated by a nman-in-the-niddle), but that it
was uni quely authorized by the EAP server to provide the peer with
access to the network. Unique authorization can only be denonstrated
if the EAP authenticator does not share the transported keying
material with a party other than the EAP peer and server. TSKs are
permtted to be accessed only by the EAP peer and authenticator (see
Section 1.5); TSK derivation is discussed in Section 2.1. Since
denonstration of authorization within the Secure Association Protoco
exchange depends on possession of transported keying material, the
backend aut henticati on server can obtain TSKs unless it deletes the
transported keying material after sending it.

5.9. Key Nam ng
Mandat ory requirement from [ RFC4962] Section 3:
Uni quel y named keys
AAA key nmanagenent proposals require a robust key nam ng schene,
particul arly where key caching is supported. The key nane
provides a way to refer to a key in a protocol so that it is clear
to all parties which key is being referenced. bjects that cannot

be naned cannot be managed. All keys MJST be uni quely naned, and
the key name MUST NOT directly or indirectly disclose the keying
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material. |f the key nanme is not based on the keying nmaterial
then one can be sure that it cannot be used to assist in a search
for the key val ue.

EAP key nanes (defined in Section 1.4.1), along with the Peer-1d(s)
and Server-1d(s), uniquely identify EAP keying nmaterial, and do not
directly or indirectly expose EAP keying nateri al

Exi sting AAA server inplementations do not distribute key nanes al ong
with the transported keying material. However, D ameter EAP

[ RFC4072] Section 4.1.4 defines the EAP-Key-Nanme AVP for the purpose
of transporting the EAP Session-l1d. Since the EAP-Key-Name AVP is
defined within the RADIUS attribute space, it can be used either with
RADI US or Di aneter.

Since the authenticator is not provided with the name of the
transported keying material by existing backend authentication server
i npl enent ati ons, existing Secure Association Protocols do not utilize
EAP key nanes. For exanple, [I|EEE-802.11] supports PMK caching; to
enabl e the peer and authenticator to determnmine the cached PWK to
utilize within the 4-way handshake, the PMK needs to be naned. For
this purpose, [|EEE-802.11] utilizes a PMK naning schenme that is
based on the key. Since |IKEv2 [ RFC4306] does not cache transported
keying material, it does not need to refer to transported keying

mat eri al

5.10. Denial -of -Servi ce Attacks

Key caching can result in vulnerability to denial -of-service attacks.
For exanple, EAP nmethods that create persistent state can be

vul nerabl e to deni al -of-service attacks on the EAP server by a rogue
EAP peer.

To address this vulnerability, EAP nethods creating persistent state
can limt the persistent state created by an EAP peer. For exanple,
for each peer an EAP server can choose to |limt persistent state to a
few EAP conversations, distinguished by the EAP Session-1d. This
prevents a rogue peer from denying access to other peers.

Simlarly, to conserve resources an authenticator can choose to limt
the persistent state corresponding to each peer. This can be
acconplished by limting each peer to persistent state corresponding
to a few EAP conversations, distinguished by the EAP Session-1d.

Whet her creation of new TSKs inplies deletion of previously derived
TSKs depends on the EAP | ower layer. Where there is no inplied

del etion, the authenticator can choose to limt the nunber of TSKs
and associ ated state that can be stored for each peer
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Appendi x A - Exported Paraneters in Existing Mthods

Thi s Appendi x specifies Session-l1d, Peer-Id, Server-ld and
Key-Lifetine for EAP nethods that have been published prior to this
specification. Future EAP nethod specifications MJST include a
definition of the Session-1d, Peer-Id and Server-1d (could be the
null string). |In the descriptions that follow, all fields conprising
the Session-1d are assunmed to be in network byte order

EAP- I dentity

The EAP-ldentity nethod is defined in [RFC3748]. It does not
derive keys, and therefore does not define the Session-1d. The
Peer-1d and Server-1d are the null string (zero |length).

EAP- Noti fi cati on
The EAP-Notification method is defined in [RFC3748]. It does not
derive keys and therefore does not define the Session-1d. The
Peer-1d and Server-1d are the null string (zero |length).

EAP- MD5- Chal | enge
The EAP-MD5- Chal l enge nethod is defined in [ RFC3748]. It does not
derive keys and therefore does not define the Session-1d. The
Peer-1d and Server-1d are the null string (zero |length).

EAP- GTC
The EAP-GIC nmethod is defined in [RFC3748]. It does not derive
keys and therefore does not define the Session-1d. The Peer-1d
and Server-1d are the null string (zero |ength).

EAP- OTP
The EAP-OTP nethod is defined in [RFC3748]. It does not derive

keys and therefore does not define the Session-1d. The Peer-1d
and Server-1d are the null string (zero |ength).

Aboba, et al. St andards Track [ Page 75]



RFC 5247 EAP Key Management Framewor k August 2008

EAP- AKA

EAP- AKA is defined in [RFC4187]. The EAP- AKA Session-l1d is the
concat enati on of the EAP Type Code (0x17) with the contents of the
RAND field fromthe AT _RAND attribute, foll owed by the contents of
the AUTN field in the AT_AUTN attri bute:

Session-1d = 0x17 || RAND || AUTN

The Peer-1d is the contents of the Identity field fromthe
AT_IDENTITY attribute, using only the Actual ldentity Length
octets fromthe beginning, however. Note that the contents are
used as they are transmtted, regardl ess of whether the
transmtted identity was a permanent, pseudonym or fast EAP
re-authentication identity. The Server-1d is the null string
(zero length).

EAP- SI M

EAP-SIMis defined in [RFC4186]. The EAP-SIM Session-Id is the
concat enati on of the EAP Type Code (0x12) with the contents of the
RAND field fromthe AT _RAND attribute, foll owed by the contents of
the NONCE Ml field in the AT_NONCE MI attri bute:

Session-1d = 0x12 || RAND || NONCE_Mr

The Peer-1d is the contents of the ldentity field fromthe
AT_IDENTITY attribute, using only the Actual ldentity Length
octets fromthe beginning, however. Note that the contents are
used as they are transmtted, regardl ess of whether the
transmtted identity was a pernmanent, pseudonym or fast EAP
re-authentication identity. The Server-1d is the null string
(zero length).

EAP- PSK

Aboba,

EAP-PSK is defined in [RFC4764]. The EAP-PSK Session-Id is the
concatenation of the EAP Type Code (O0x2F) with the peer (RAND_P)
and server (RAND_S) nonces:

Session-1d = Ox2F || RAND P || RAND_ S

The Peer-1d is the contents of the ID P field and the Server-1d is
the contents of the ID S field.
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EAP- SAKE

EAP- SAKE is defined in [RFC4763]. The EAP-SAKE Session-1d is the
concat enati on of the EAP Type Code (0x30) with the contents of the
RAND S field fromthe AT_RAND S attribute, followed by the
contents of the RAND P field in the AT_RAND P attri bute:

Session-1d = 0x30 || RAND S || RAND P

Not e that the EAP-SAKE Session-l1d is not the sane as the "Session
| D' paraneter chosen by the Server, which is sent in the first
nmessage, and replicated in subsequent nessages. The Peer-1d is
contained within the value field of the AT PEERID attribute and
the Server-1d, if available, is contained in the value field of
the AT_SERVERID attri bute.

EAP- TLS

Aboba,

For EAP-TLS, the Peer-1d, Server-ld and Session-1d are defined in
[ RFC5216] .
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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