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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

Thi s docunent defines new DHCPv4 and DHCPv6 options that contain a
list of IP addresses to | ocate one or nmore PANA (Protocol for
carrying Authentication for Network Access) Authentication Agents
(PAAs). This is one of the nethods that a PANA dient (PaC) can use
to | ocate PAAs.
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1.

| ntroducti on

The Protocol for carrying Authentication for Network Access (PANA)
[ RFC5191] defines a new Extensible Authentication Protocol (EAP)
[ RFC3748] | ower | ayer that uses |IP between the protocol end-points.

The PANA protocol is run between a PANA Cient (PaC) and a PANA
Aut henti cation Agent (PAA) in order to perform authentication and
aut horization for the network access service.

Thi s docunent specifies DHCPv4 [ RFC2131] and DHCPv6 [ RFC3315] options
that allow PANA clients (PaCs) to di scover PANA Aut hentication Agents
(PAAs). This is one of the nethods for |ocating PAAs.

The DHCP options defined in this docunent are used only as a PAA
di scovery nechanism These DHCP options MJST NOT be used to perform
any negotiation of the use of PANA between the PaC and a PAA

Speci fication of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

Ter m nol ogy

Thi s docunent uses the DHCP term nol ogy defined in [ RFC2131],
[ RFC2132], and [ RFC3315].

Thi s docunment uses the PANA term nol ogy defined in [RFC5191]. In
particular, the following terns are defined:

PANA Cient (PaC):

The client side of the protocol that resides in the access
device (e.g., laptop, PDA, etc.). It is responsible for
providing the credentials in order to prove its identity

(aut hentication) for network access authorization. The PaC and
the EAP peer are co-located in the sane access device.

PANA Aut henticati on Agent (PAA):
The protocol entity in the access network whose responsibility

it isto verify the credentials provided by a PANA client (PaC
and authorize network access to the access device. The PAA and
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4.

the EAP authenticator (and optionally the EAP server) are
colocated in the sane node.

PANA Aut henticati on Agent DHCPv4 Option

This DHCPv4 option carries a list of 32-bit (binary) |IPv4 addresses
i ndi cati ng PANA Aut henticati on Agents (PAAs) available to the PANA
client (PaC.

The DHCPv4 option for PANA Authentication Agent has the format shown
in Figure 1.
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R S e S

s T +- :I-- I ik T S
Figure 1. PAA DHCPv4 option
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opti on- code: OPTI ON_PANA_AGENT (136).

option-I engt h: Length of the 'options’ field in octets;
MJUST be a nultiple of four (4).

PAA | Pv4 Address: | Pv4 address of a PAA for the client to use.
The PAAs are listed in the order of preference
for use by the client.

A PaC (DHCPv4 client) SHOULD request the PAA DHCPv4 Option in a
Par amet er Request List, as described in [RFC2131] and [ RFC2132].

If configured with a (list of) PAA address(es), a DHCPv4 server
SHOULD send a client the PAA DHCPv4 option, even if this option is
not explicitly requested by the client.

A PaC (DHCPv4 client) receiving the PAA DHCPv4 option SHOULD use the
(list of) I'P address(es) to | ocate PAA(S).

The PaC (DHCPv4 client) MUST try the records in the order listed in
the PAA DHCPv4 option received fromthe DHCPv4 server.
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5. PANA Aut hentication Agent DHCPv6 Option

This DHCPv6 option carries a list of 128-bit (binary) |IPv6 addresses
i ndi cati ng PANA Aut henticati on Agents (PAAs) available to the PANA
client (PaC.

The DHCPv6 option for PANA Authentication Agent has the format shown
in Figure 2.
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Figure 2: PAA DHCPv6 option

+— +— 4+ +— +— +— + OO

opti on- code: OPTI ON_PANA_AGENT (40).

option-I engt h: Length of the "options’ field in octets;
MUST be a nmultiple of sixteen (16).

PAA | Pv6 Address: | Pv6 address of a PAA for the client to use.
The PAAs are listed in the order of preference
for use by the client.

A PaC DHCPv6 client SHOULD request the PAA DHCPv6 option in an
Options Request Option (ORO as described in the DHCPv6 specification
[ RFC3315] .

If configured with a (list of) PAA address(es), a DHCPv6 server
SHOULD send a client the PAA DHCPv6 option, even if this option is
not explicitly requested by the client.

A PaC (DHCPv6 client) receiving the PAA DHCPv6 opti on SHOULD use the
(list of) I'P address(es) to | ocate PAA(S).

The PaC (DHCPv6 client) MUST try the records in the order listed in
the PAA DHCPv6 option received fromthe DHCPv6 server.
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6. | ANA Consi derations

The foll owi ng DHCPv4 option code for PANA Authentication Agent
options has been assigned by | ANA:

Option Nane Val ue Described in

OPTI ON_PANA AGENT 136 Section 4

The foll owi ng DHCPv6 option code for PANA Aut hentication Agent
options has been assigned by | ANA:

Option Nane Val ue Described in

OPTI ON_PANA_AGENT 40 Section 5
7. Security Considerations

The security considerations in [RFC2131], [RFC2132], and [ RFC3315]
apply. |If an adversary nmanages to nodify the response froma DHCP
server or insert its own response, a PANA Cient could be led to
contact a rogue PANA Aut hentication Agent, possibly one that then

i ntercepts authentication requests and/ or denies network access to
t he access devi ce.

In nost networks, the DHCP exchange that delivers the options prior
to network access authentication is neither integrity protected nor
origin authenticated. Therefore, the options defined in this
docunent MJUST NOT be used to perform any negotiation on the use of
PANA bet ween the PANA Cient and a PANA Aut hentication Agent. Using
the presence (or absence) of these DHCP options as an indication of
net wor k mandati ng PANA authentication (or not) is an exanple of such
a negotiati on mechanism This negotiati on would all ow bi ddi ng- down
attacks by making the clients choose to use a | ower-grade security
mechani sm (or even no security at all).
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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