Net wor k Wor ki ng Group JL. Le Roux, Ed.
Request for Comments: 5089 France Tel ecom
Cat egory: Standards Track JP. Vasseur, Ed.
Ci sco System Inc.

Y. lkejiri

NTT Communi cati ons

R Zhang

BT

January 2008

| S-1'S Protocol Extensions for
Pat h Conputation El enment (PCE) D scovery

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

There are various circunstances where it is highly desirable for a
Path Conputation Client (PCC) to be able to dynamically and
automatical ly discover a set of Path Conmputation El enments (PCEs),
along with information that can be used by the PCC for PCE sel ection.
When the PCE is a Label Switching Router (LSR) participating in the
Interior Gateway Protocol (IGP), or even a server participating
passively in the G, a sinple and efficient way to announce PCEs
consi sts of using I GP flooding. For that purpose, this docunent
defines extensions to the Internediate Systemto Internediate System
(IS-1S) routing protocol for the advertisenent of PCE Di scovery
information within an IS-1S area or within the entire IS-1S routing
donmai n.
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1. Introduction

[ RFC4655] describes the notivations and architecture for a Path
Conput ati on El enent (PCE)-based path computation nodel for

Mul ti-Protocol Label Switching (MPLS) and Generalized MPLS (GWLS)
Traffic Engi neered Label Switched Paths (TE LSPs). The nodel all ows
for the separation of the PCE froma Path Conmputation dient (PCQC
(also referred to as a non co-located PCE) and all ows for cooperation
bet ween PCEs (where one PCE acts as a PCC to make requests of the
other PCE). This relies on a comunication protocol between a PCC
and PCE, and al so between PCEs. The requirenments for such a

conmuni cati on protocol can be found in [RFC4657], and the

conmuni cati on protocol is defined in [PCEP].

The PCE architecture requires that a PCC be aware of the |ocation of

one or nore PCEs in its domain, and, potentially, of PCEs in other
domains, e.g., in the case of inter-domain TE LSP computation
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A network may contain a |arge nunber of PCEs, each with potentially
di stinct capabilities. |In such a context, it is highly desirable to
have a nmechani smfor automatic and dynam ¢ PCE di scovery that allows
PCCs to automatically discover a set of PCEs, along with additiona

i nformati on about each PCE that may be used by a PCC to perform PCE
sel ection. Additionally, it is valuable for a PCC to dynamcally
det ect new PCEs, failed PCEs, or any nodification to the PCE
information. Detailed requirements for such a PCE discovery

mechani smare provided in [ RFC4674].

Note that the PCE selection algorithmapplied by a PCCis out of the
scope of this docunent.

When PCCs are LSRs participating in the 1GP (OSPF or 1S-1S), and PCEs
are either LSRs or servers also participating in the |G, an

ef fective mechani sm for PCE di scovery within an I GP routing domain
consists of utilizing | GP advertisenents.

Thi s docunent defines extensions to IS-IS[I1SO to allow a PCE in an
I S-1S routing domain to advertise its location, along with sone

i nformation useful to a PCC for PCE selection, so as to satisfy
dynam ¢ PCE di scovery requirements set forth in [ RFC4674].

Generic capability advertisenent nechanisns for IS-1S are defined in
[ RFC4971]. These allow a router to advertise its capabilities within
an | S-1S area or an entire |S-1S routing domain. This docunent

| everages this generic capability advertisement mechanismto fully
satisfy the dynam ¢ PCE di scovery requirenents.

Thi s docunent defines a new sub-TLV (nanmed the PCE Discovery (PCED))
to be carried within the I1S-1S Router Capability TLV ([ RFC4971]).

The PCE information advertised is detailed in Section 3. Protoco
ext ensi ons and procedures are defined in Sections 4 and 5.

The 1S-1S extensions defined in this docunent allow for PCE discovery
within an IS-1S routing domain. Solutions for PCE discovery across
AS boundaries are beyond the scope of this docunent, and are for
further study.

Thi s docunent defines a set of sub-TLVs that are nested within each
other. Wen the degree of nesting TLVs is 2 (a TLV is carried within
another TLV) the TLV carried within a TLV is called a sub-TLV.
Strictly speaking, when the degree of nesting is 3, a sub-sub-TLV is
carried within a sub-TLV that is itself carried within a TLV. For
the sake of termnology sinplicity, a TLV carried wi thin another TLV
is called a sub-TLV regardl ess of the degree of nesting.
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2.

Ter m nol ogy
ABR: |S-1S Area Border Router
AS: Aut ononpbus System

|GP: Interior Gateway Protocol. Either of the two routing protocols,
Open Shortest Path First (OSPF) or Internediate Systemto
Intermediate system (1S-195)

Intra-area TE LSP: A TE LSP whose path does not cross an | GP area
boundary.

Intra-AS TE LSP: A TE LSP whose path does not cross an AS boundary.
Inter-area TE LSP: A TE LSP whose path transits two or nore | GP

areas. That is, a TE LSP that crosses at | east one |GP area
boundary.

Inter-AS TE LSP: A TE LSP whose path transits two or nore ASes or
sub- ASes (BGP confederations). That is, a TE LSP that crosses at
| east one AS boundary.

IS-1S LSP: Link State PDU
LSR Label Switching Router.

PCC. Path Computation Client. Any client application requesting a
path conputation to be perfornmed by a Path Computation El ement.

PCE: Path Conmputation Elenment. An entity (conponent, application, or
network node) that is capable of computing a network path or route
based on a network graph and appl yi ng conmputational constraints.

PCED: PCE Di scovery.

PCE- Donmai n: In a PCE context, this refers to any collection of
network elements within a comopn sphere of address managenent or path
conput ati onal responsibility (referred to as a "domain" in

[ RFC4655]). Exanpl es of PCE-Donmi ns include | GP areas and ASes.

Thi s shoul d be distinguished froman IS-1S routing domain as defined

by [1SQ.
PCEP: Pat h Conputati on El enent comuni cati on Protocol
TE LSP: Traffic Engi neered Label Swi tched Path.

TLV: Type-Length-Vari abl e data encodi ng.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Overview
3.1. PCE Discovery Informtion
The PCE di scovery information is conposed of:

- The PCE location: an |IPv4 and/or |1 Pv6 address that is used to
reach the PCE. It is RECOWENDED to use an address that is always
reachable if there is any connectivity to the PCE

- The PCE path conmputation scope (i.e., intra-layer, inter-area,
inter-AS, or inter-layer);

- The set of one or nore PCE-Dommain(s) into which the PCE has
visibility and for which the PCE can conpute paths;

- The set of zero, one, or nore nei ghbor PCE-Domain(s) toward which
the PCE can conpute paths;

- A set of comunication capabilities (e.g., support for request
prioritization) and path conputation-specific capabilities (e.g.
supported constraints).

PCE di scovery information is, by nature, fairly static and does not
change with PCE activity. Changes in PCE discovery information may
occur as a result of PCE configuration updates, PCE

depl oynment/acti vati on, PCE deactivati on/ suppression, or PCE failure.
Hence, this information is not expected to change frequently.

3.2. Flooding Scope
The fl ooding scope for PCE i nformation advertised through IS-1S can
be a single L1 area, an L1 area and the L2 sub-donain, or the entire
I S-1S routing donain.

4. The |S-1S PCED Sub-TLV
The 1 S-1S PCED sub-TLV contains a non-ordered set of sub-TLVs.
The format of the IS-1S PCED sub-TLV and its sub-TLVs is identical to
the TLV format used by the Traffic Engineering Extensions to IS-1S
[ RFC3784]. That is, the TLV is conprised of 1 octet for the type, 1

octet specifying the TLV length, and a value field. The Length field
defines the length of the value portion in octets.
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The 1S-1S PCED sub-TLV has the follow ng format:
TYPE: 5
LENGTH: Vari abl e
VALUE: Set of sub-TLVs

Fi ve sub-TLVs are defi ned:

Sub- TLV type Length Nane
1 vari abl e PCE- ADDRESS sub- TLV
2 3 PATH- SCOPE sub- TLV
3 vari abl e PCE- DOMAI N sub- TLV
4 vari abl e NEI G- PCE- DOVAI N sub- TLV
5 vari abl e PCE- CAP- FLAGS sub- TLV

The PCE- ADDRESS and PATH SCOPE sub- TLVs MUST al ways be present within
t he PCED sub- TLV.

The PCE- DOVAI N and NEI G PCE- DOVAI N sub-TLVs are optional. They MAY
be present in the PCED sub-TLV to facilitate sel ection of
i nter-domai n PCEs.

The PCE- CAP- FLAGS sub-TLV is optional and MAY be present in the PCED
sub-TLV to facilitate the PCE sel ecti on process.

Any unrecogni zed sub-TLV MJST be silently ignored.

The PCED sub-TLV is carried within an | S-1S CAPABI LI TY TLV defined in
[ RFC4971] .

No additional sub-TLVs will be added to the PCED TLV in the future.
If a future application requires the advertisement of additional PCE
information in IS-1S, this will not be carried in the CAPABILITY TLV.

The foll owi ng sub-sections describe the sub-TLVs that may be carried
wi thin the PCED sub-TLV.

4.1. PCE- ADDRESS Sub- TLV

The PCE- ADDRESS sub-TLV specifies an | P address that can be used to
reach the PCE. It is RECOVWENDED to make use of an address that is
al ways reachabl e, provided the PCE is alive and reachabl e.

The PCE- ADDRESS sub-TLV is nandatory; it MJST be present within the
PCED sub-TLV. It MAY appear tw ce, when the PCE has both an | Pv4 and
| Pv6 address. It MJST NOT appear nore than once for the sanme address
type. If it appears nore than once for the same address type, only
the first occurrence is processed and any others MJST be ignored.
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The PCE- ADDRESS sub-TLV has the followi ng fornat:

TYPE: 1

LENGTH: 5 for an I Pv4 address or 17 for an | Pv6 address.

VALUE: This conprises one octet indicating the address-type and 4
or 16 octets encoding the IPv4 or I Pv6 address to be used
to reach the PCE

Addr ess-t ype:
1 | Pv4
2 | Pv6

4.2. The PATH SCOPE Sub- TLV

The PATH SCOPE sub-TLV i ndi cates the PCE path conputation scope,
which refers to the PCE's ability to conpute or take part in the
conput ati on of paths for intra-area, inter-area, inter-AS, or
inter-layer TE LSPs.

The PATH SCOPE sub-TLV is mandatory; it MJST be present within the
PCED sub-TLV. There MJST be exactly one instance of the PATH SCOPE
sub-TLV wi thin each PCED sub-TLV. If it appears nore than once only
the first occurrence is processed and any others MJST be ignored.

The PATH SCOPE sub-TLV contains a set of bit flags indicating the
supported path scopes, and four fields indicating PCE preferences.

The PATH SCOPE sub-TLV has the follow ng format:

TYPE: 2

LENGTH: 3

VALUE: This conprises a 1-octet flags field where each flag
represents a supported path scope, followed by a 2-octet
preferences field indicating PCE preferences.

Here is the structure of the flags field:

T S Sup i R
0| 1] 2] 3] 4| 5] Res|
N S .

+— +
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Bit Pat h Scope

0 L bit: Can conpute intra-area paths.

1 R bit: Can act as PCE for inter-area TE LSP conputati on.

2 Rd bit: Can act as a default PCE for inter-area TE LSP
conput ati on.

3 S bit: Can act as PCE for inter-AS TE LSP conputati on.

4 Sd bit: Can act as a default PCE for inter-AS TE LSP
conput ati on.

5 Y bit: Can act as PCE for inter-layer TE LSP

conput at i on.
6-7 Reserved for future use.

Here is the structure of the preferences field:

B S S i i T S

| PrefL| Pref R Pref S| PrefY|] Res |

O I S e e e ok o HIE R R R
PrefL field: PCE s preference for intra-area TE LSP conputati on.
PrefR field: PCE s preference for inter-area TE LSP computati on.
PrefS field: PCE s preference for inter-AS TE LSP conputati on.
Pref-Y field: PCE s preference for inter-layer TE LSP comnputati on.

Res: Reserved for future use.

The L, R S, and Y bits are set when the PCE can act as a PCE for
intra-area, inter-area, inter-AS, or inter-layer TE LSP conputation,
respectively. These bits are non-excl usive.

When set, the Rd bit indicates that the PCE can act as a default PCE
for inter-area TE LSP conputation (that is, the PCE can conpute a
path toward any nei ghbor area). Simlarly, when set, the Sd bit

i ndi cates that the PCE can act as a default PCE for inter-AS TE LSP
conputation (the PCE can conpute a path toward any nei ghbor AS).

VWhen the Rd and Sd bit are set, the PCED sub-TLV MJUST NOT contain a
NEI G PCE- DOVAI N sub- TLV (see Section 4.4).

When the R bit is clear, the Rd bit SHOULD be clear on transm ssion
and MJST be ignored on receipt. Wen the Sbit is clear, the Sd bit
SHOULD be clear on transm ssion and MJUST be ignored on receipt.

The PreflL, PrefR, PrefS and PrefY fields are each three bits | ong and
allow the PCE to specify a preference for each conputation scope,
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where 7 reflects the highest preference. Such preferences can be
used for wei ghted | oad bal anci ng of path computation requests. An
operator may decide to configure a preference for each computation
scope at each PCE so as to bal ance the path conputation | oad anong
them The algorithnms used by a PCC to balance its path conputation
requests according to such PCE preferences are out of the scope of
this docunment and are a natter for |ocal or network-wi de policy. The
sanme or different preferences nay be used for each scope. For

i nstance, an operator that wants a PCE capabl e of both inter-area and
inter-AS computation to be preferred for use for inter-AS
conput ati ons may configure PrefS higher than PrefR

Wien the L, R S, or Y bits are cleared, the PrefL, PrefR PrefS, and
PrefY fields SHOULD respectively be set to 0 on transm ssion and MJST
be ignored on receipt.

Both reserved fields SHOULD be set to zero on transn ssion and MJST
be i gnored on receinpt.

4.3. PCE-DOVAI N Sub- TLV

The PCE- DOMAI N sub-TLV specifies a PCE-Domain (area and/ or AS) where
the PCE has topology visibility and through which the PCE can compute
pat hs.

The PCE- DOVAI N sub- TLV SHOULD be present when PCE- Dormai ns for which
the PCE can operate cannot be inferred by other 1GP information: for
i nstance, when the PCE is inter-domain capable (i.e., when the R bit
or Sbit is set) and the fl ooding scope is the entire routing donmain
(see Section 5 for a discussion of how the flooding scope is set and
i nterpreted).

A PCED sub-TLV may include nultiple PCE-DOVAIN sub-TLVs when the PCE
has visibility into multiple PCE-Domains.

The PCE- DOVAI N sub-TLV has the follow ng format:

TYPE: 3

LENGTH: Vari abl e

VALUE: This is conposed of one octet indicating the domain-type
(area ID or AS Nunber) and a variable length IS-IS area ID
or a 32-hit AS nunber, identifying a PCE-Domain where the
PCE has visibility and can conpute paths.

Two donai n types are defined:

1 Area |ID
2 AS Nunber

Le Roux, et al. St andards Track [ Page 9]



RFC 5089 I S-1S Protocol Extensions for PCE D scovery January 2008

The Area IDis the area address as defined in [ISQ.

When the AS nunber is coded in two octets, the AS Nunber field MJST
have its first two octets set to O.

4.4. NElI G PCE- DOVAI N Sub- TLV

The NEI G PCE- DOMAI N sub- TLV speci fies a nei ghbor PCE-Dormain (area or
AS) toward which a PCE can conpute paths. It means that the PCE can
take part in the conputation of inter-domain TE LSPs with paths that
transit this nei ghbor PCE-Domai n

A PCED sub-TLV may i ncl ude several NEI G PCE- DOVAI N sub-TLVs when t he
PCE can conput e pat hs towards several nei ghbor PCE-Donai ns.

The NEI G PCE- DOMAI N sub-TLV has the sane format as the PCE- DOVAI N
sub- TLV:

TYPE: 4

LENGTH: Vari abl e

VALUE: This conprises one octet indicating the donain-type (area
I D or AS Nunber) and a variable length IS-1S area ID or a
32-bit AS nunber, identifying a PCE-Donmain toward which
the PCE can conpute paths.

Two donmai n types are defined:

1 Area I D
2 AS Nunber

The Area IDis the area address as defined in [ISQ.

When the AS nunber is coded in two octets, the AS Nunber field MJST
have its first two octets set to O.

The NEI G PCE- DOMAI N sub- TLV MJST be present at |east once with
domain-type set to 1 if the Rbit is set and the Rd bit is cleared,
and MUST be present at |east once with domain-type set to 2 if the S
bit is set and the Sd bit is cleared.

4.5. PCE- CAP- FLAGS Sub- TLV
The PCE- CAP- FLAGS sub-TLV is an optional sub-TLV used to indicate PCE
capabilities. It MAY be present within the PCED sub-TLV. It MJST

NOT be present nore than once. |If it appears nore than once, only
the first occurrence is processed and any others MJST be ignored.
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The value field of the PCE- CAP- FLAGS sub-TLV is nade up of an array
of units of 32-bit flags nunbered fromthe npst significant bit as
bit zero, where each bit represents one PCE capability.

The PCE- CAP- FLAGS sub-TLV has the follow ng format:

TYPE: 5

LENGTH: Multiple of 4

VALUE: This contains an array of units of 32-bit flags nunbered
fromthe nmost significant as bit zero, where each bit
represents one PCE capability.

The PCE capability registry is managed by [ANA; it is conmon with
OSPF and defined in [ RFC5088].

Reserved bits SHOULD be set to zero on transm ssion and MJST be
i gnored on receipt.

5. Elenents of Procedure

The PCED sub-TLV is advertised within an IS-1S Router Capability TLV
defined in [RFC4971]. As such, elenents of procedures are inherited
fromthose defined in [ RFC4971].

The fl ooding scope is controlled by the Sflag in the 1S 1S Router
Capability TLV (see [ RFC4971]). Wen the scope of the PCED sub-TLV
is area local, it MJST be carried within an IS-1S Router Capability
TLV having the S bit cleared. Wen the scope of the PCED sub-TLV is
the entire 1S-1S routing domain, it MJST be carried within an IS-IS
Router Capability TLV having the S bit set. Note that when only the
L bit of the PATH SCOPE sub-TLV is set, the fl ooding scope MJST be
area | ocal

Note that an L1L2 node may include a PCED TLV in a Router Capability
TLV with the S bit cleared in both in its L1 and L2 LSPs. This

all ows the flooding scope to be restricted to the L1 area and the L2
sub- donmai n.

When the PCE function is deactivated, the |1S-1S speaker advertising
this PCE MJST originate a new I S-1S LSP that no | onger includes the
correspondi ng PCED TLV.

The PCE address (i.e., the address indicated within the PCE- ADDRESS
sub- TLV) SHOULD be reachable via sone prefixes advertised by IS 1S.

The PCED sub-TLV information regarding a specific PCEis only
consi dered current and useabl e when the router advertising this
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information is itself reachable via IS-1S cal cul ated paths at the
| evel of the LSP in which the PCED sub-TLV appears.

A change in the state of a PCE (activate, deactivate, paraneter
change) MJST result in a correspondi ng change in the PCED sub-TLV

i nformati on advertised by an I1S-1S router (inserted, renoved,
updated) in its LSP. The way PCEs determine the information they
advertise, and how that information is nade available to IS-1S, is
out of the scope of this docunment. Sone information may be
configured (e.g., address, preferences, scope) and other information
may be automatically determ ned by the PCE (e.g., areas of
visibility).

A change in information in the PCED sub- TLV MJST NOT trigger any SPF
conputation at a receiving router.

6. Backward Conpatibility

The PCED sub-TLV defined in this docunent does not introduce any
interoperability issues.

An IS 1S router not supporting the PCED sub-TLV will just silently
i gnore the sub-TLV as specified in [ RFC4971].

7. |1 ANA Consi derations

| ANA has defined a registry for the sub-TLVs carried in the IS IS
Router Capability TLV defined in [RFC4971]. |ANA has assigned a new
sub- TLV codepoint for the PCED sub-TLV carried within the Router
Capability TLV.

Val ue Sub- TLV Ref er ences

5 PCED sub- TLV (this docunent)
8. Security Considerations

Thi s docunent defines IS 1S extensions for PCE discovery within an
adnmi ni strative domain. Hence the security of the PCE di scovery
relies on the security of I1S1S.

Mechani sns defined to ensure authenticity and integrity of IS 1S LSPs
[ RFC3567] and their TLVs, can be used to secure the PCED sub-TLV as
wel | .

| S-1'S provides no encryption nechani smfor protecting the privacy of

LSPs and, in particular, the privacy of the PCE di scovery
i nformation.
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9. Manageability Considerations

Manageabi lity considerations for PCE Discovery are addressed in
Section 4.10 of [RFC4674].

9.1. Control of Policy and Functions

Requirenents for the configuration of PCE di scovery paraneters on
PCCs and PCEs are discussed in Section 4.10.1 of [RFC4674].

In particular, a PCE inplenmentation SHOULD al |l ow the follow ng
paranmeters to be configured on the PCE

-The PCE | Pv4/ I Pv6 address(es) (see Section 4.1).
-The PCE Scope, including the inter-domain functions (inter-area,
inter-AS, inter-layer), the preferences, and whether the PCE can
act as default PCE (see Section 4.2).
- The PCE-Dormai ns (see Section 4.3).
- The nei ghbor PCE- Donai ns (see Section 4.4).
-The PCE capabilities (see Section 4.5).
9.2. Information and Data Mde
A M B nodul e for PCE Discovery is defined in [ PCED-M B].
9.3. Liveness Detection and Monitoring
Thi s docunment specifies the use of 1S-1S as a PCE Di scovery Protocol
The requirenents specified in [ RFC4674] include the ability to
determ ne |iveness of the PCE Discovery protocol. Normal operation
of the 1S-1S protocol neets these requirenents.
9.4. Verify Correct Qperations
The correlation of information adverti sed agai nst information
recei ved can be achi eved by conparing the information in the PCED
sub-TLV received by the PCC with that stored at the PCE using the
PCED M B [PCED-M B]. The nunber of dropped, corrupt, and rejected
i nfornmati on el enents are avail abl e through the PCED M B.

9.5. Requirenents on O her Protocols and Functional Conponents

The 1S-1S extensions defined in this document do not inply any
requi renents on ot her protocols.
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9.6. Inpact on Network Operations
Frequent changes in PCE information advertised in the PCED sub-TLV
may have a significant inpact on IS-1S and mi ght destabilize the
operation of the network by causing the PCCs to swap between PCEs.

As discussed in Section 4.10.4 of [RFC4674], it MJIST be possible to
apply at least the follow ng controls:

- Configurable limt on the rate of announcerment of changed
paranmeters at a PCE.

- Control of the impact on PCCs, such as through rate-linting
the processing of PCED sub-TLVs.

- Configurable control of triggers that cause a PCC to swap to
anot her PCE
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