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Abst r act

Thi s docunent presents a set of functional requirenents for network
solutions that allow the depl oynent of IP rmulticast within Layer 3
(L3) Provider-Provisioned Virtual Private Networks (PPVPNs). It
specifies requirenents both fromthe end user and service provider
standpoints. It is intended that potential solutions specifying the
support of IP nulticast within such VPNs will use these requirenents
as gui del i nes.
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1

| ntroducti on

Virtual Private Network (VPN) services satisfying the requirenents
defined in [ RFC4031] are now being offered by nmany service providers
throughout the world. VPN services are popul ar because custoners
need not be aware of the VPN technol ogi es depl oyed in the provider
network. They scale well for the foll owi ng reasons:

0 because P routers (Provider Routers) need not be aware of VPN
service details

0 because the addition of a new VPN nenber requires only limted
configuration effort

There is also a growing need for support of |IP multicast-based
services. Efforts to provide efficient IP nulticast routing
protocol s and mul ticast group managenent have been made in

st andardi zati on bodi es which has led, in particular, to the
definition of Protocol I|ndependent Miulticast (PIM and Internet G oup
Managenent Protocol (1 GW).

However, multicast traffic is not natively supported wthin existing
L3 PPVPN sol utions. Deploying nulticast over an L3VPN today, with
only currently standardi zed sol utions, requires designing custom zed
solutions which will be inherently limted in terns of scalability,
operational efficiency, and bandw dt h usage.

Thi s docunent conpl ements the generic L3VPN requirenents [ RFC4031]
docunent, by specifying additional requirements specific to the

depl oyment within PPVPNs of services based on IP nulticast. It
clarifies the needs of both VPN clients and providers and formul ates
the problenms that shoul d be addressed by technical solutions with the
key objective being to remain solution agnostic. There is no intent
in this document to specify either solution-specific details or
application-specific requirenents. Al so, this docunent does NOT aim
at expressing nulticast-related requirenents that are not specific to
L3 PPVPNSs.

It is expected that solutions that specify procedures and protoco
extensions for nulticast in L3 PPVPNs SHOULD satisfy these
requi renents.
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2. Conventions Used in This Document
2.1. Term nol ogy

Al t hough the reader is assuned to be familiar with the term nol ogy
defined in [ RFC4031], [RFC4364], [RFC4601], and [ RFC4607], the
following glossary of terns may be worthwhile.

We al so propose here generic terns for concepts that naturally appear
when rmulticast in VPNs is discussed.

ASM
Any Source Multicast. One of the two nulticast service nodels, in
which a ternminal subscribes to a nmulticast group to receive data
sent to the group by any source.

Mul ticast-enabled VPN, nulticast VPN, or nvVPN
A VPN that supports IP nulticast capabilities, i.e., for which
sone PE devices (if not all) are multicast-enabled and whose core
architecture supports multicast VPN routing and forwarding.

PPVPN:
Provi der-Provi sioned Virtual Private Network.

PE, CE
"Provi der Edge", "Custoner Edge" (as defined in [ RFC4026]). As
suggested in [ RFC4026], we will use these notations to refer to
the equi pments/routers/devices thenselves. Thus, "PE" will refer

to the router on the provider’s edge, which faces the "CE", the
router on the custoner’s edge.

VRF or VR
By these terns, we refer to the entity defined in a PE dedi cated
to a specific VPN instance. "VRF' refers to "VPN Routing and
Forwardi ng table" as defined in [RFC4364], and "VR' to "Virtua
Router"” as defined in [VRs] term nol ogy.

MDTunnel
Mul ticast Distribution Tunnel. The neans by which the custoner’s
multicast traffic will be transported across the SP network. This

is meant in a generic way: such tunnels can be either point-to-
point or point-to-nmultipoint. Although this definition may seem
to assunme that distribution tunnels are unidirectional, the
wor di ng al so enconpasses bidirectional tunnels.
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S.
Denotes a nulticast source.

G
Denotes a nulticast group.

Mul ticast channel:
In the multicast SSM nodel [RFC4607], a "multicast channel "
designates traffic froma specific source Sto a nulticast group
G Al so denomnated as "(S,GQ".

SP:
Servi ce provider.

SSM
Source Specific Miulticast. One of the two multicast service
nodel s, where a term nal subscribes to a nulticast group to
receive data sent to the group by a specific source.

RP:

Rendezvous Point (Protocol |ndependent Milticast - Sparse Mde
(PIMSM [RFC4601]).

P2MP, MP2MP:
Desi gnate "Point-to-Miltipoint" and "Miltipoint-to-Miltipoint"
replication trees.

L3VPN, VPN
Thr oughout this document, "L3VPN' or even just "VPN' will refer to
"Provi der-Provisioned Layer 3 Virtual Private Network" (PP
L3VPNs), and will be preferred for readability.

Pl ease refer to [ RFC4026] for details about term nology specifically
rel evant to VPN aspects, and to [RFC2432] for nulticast perfornmance
or quality of service (QS)-related termns.

2.2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Probl em St at enent
3.1. Mbtivations

More and nore L3VPN custoners use |IP multicast services within their
private infrastructures. Naturally, they want to extend these
mul ti cast services to renpte sites that are connected via a VPN

For instance, the custoner could be a national TV channel with
several geographical l|ocations that wants to broadcast a TV program
froma central point to several regional locations within its VPN

A solution to support multicast traffic could consist of point-to-
poi nt tunnels across the provider network and requires the PEs
(Provider Edge routers) to replicate traffic. This would obviously
be sub-optimal as it would place the replication burden on the PE and
hence woul d have very poor scaling characteristics. It would also
probably waste bandw dth and control plane resources in the

provi der’s networKk.

Thus, to provide nulticast services for L3VPN networks in an
efficient manner (that is, with a scal able inpact on signaling and
protocol state as well as bandw dth usage), in a |arge-scale

envi ronnent, new nechanisns are required to enhance existing L3VPN
solutions for proper support of nulticast-based services.

3.2. Ceneral Requirements

Thi s docunent sets out requirenents for L3 provider-provisioned VPN
solutions designed to carry custonmers’ multicast traffic. The main
requirenment is that a solution SHOULD first satisfy the requirenents
docunented in [ RFC4031]: as far as possible, a multicast service
shoul d have the sane characteristics as the unicast equival ent,

i ncluding the same sinplicity (technol ogy unaware), the same quality
of service (if any), the same managenent (e.g., perfornmance

noni toring), etc.

Moreover, it also has to be clear that a multicast VPN sol ution MJST
interoperate seam essly with current unicast VPN solutions. It would
al so make sense that multicast VPN sol utions define thensel ves as
extensions to existing L3 provider-provisioned VPN sol utions (such as
for instance, [RFC4364] or [VRs]) and retain consistency with those,
although this is not a core requirenent.

The requirenents in this docunent are equally applicable to | Pv4 and
| Pv6, for both customer- and provider-related matters.

Mor i n I nf or mati onal [ Page 7]



RFC 4834 L3VPN Mcast Reqs April 2007

3.3. Scaling vs. Optimzing Resource Utilization

When transporting multicast VPN traffic over a service provider
network, there intrinsically is tension between scalability and
resource optimzation, since the latter is likely to require the
mai nt enance of control plane states related to replication trees in
the core network [RFC3353].

Consequently, any deploynment will require a trade-off to be made.
Thi s docunent will express some requirenments related to this trade-
of f.

4. Use Cases

The goal of this section is to highlight how different applications
and network contexts may have a different inpact on how a multicast
VPN sol ution is designed, deployed, and tuned. For this purpose, we
descri be some typical use case scenarios and express expectations in
terns of depl oynment orders of nmmgnitude.

Most of the content of these sections originates froma survey done
i n sunmer 2005, anong institutions and providers that expect to
depl oy such solutions. The full survey text and raw results (13
responses) were published separately, and we only present here the
nost relevant facts and expectations that the survey exposed.

For scalability figures, we considered that it was relevant to

hi ghl i ght the hi ghest expectations, those that are expected to have
the greatest inpact on solution design. For bal ance, we do al so
nmention cases where such high expectations were expressed in only a
few answers.

4.1. Scenari os
We don’t provide here an exhaustive set of scenarios that a nulticast
VPN solution is expected to support -- no solution should restrict
the scope of nulticast applications and depl oynents that can be done
over a nulticast VPN

Hence, we only give here a short list of scenarios that are expected
to have a large inmpact on the design of a nulticast VPN solution
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4.1.1. Live Content Broadcast

Under this |abel, we group all applications that distribute content
(audi o, video, or other content) with the property that this content
is expected to be consulted at once ("live") by the receiver.

Typi cal applications are broadcast TV, production studio
connectivity, and distribution of market data feeds.

The characteristics of such applications are the foll ow ng:
o one or few sources to nmany receivers

o sources are often in known |ocations; receivers are in |ess
predictable locations (this latter point my depend on
appl i cati ons)

0O in some cases, it is expected that the regularity of audience
patterns may hel p i nprove how the bandw dth/state trade-off is
handl ed

o the nunber of streans can be as high as hundreds, or even
t housands, of streans

0 bandwidth will depend on the application, but nay vary between a
few tens/hundreds of Kb/s (e.g., audio or lowquality video nedia)
and tens of Md/s (high-quality video), with sone demandi ng
prof essi onal applications requiring as nuch as hundreds of M/s.

0 QS requirenments include, in many cases, a |ow nmulticast group
join del ay

0 QoS of these applications is likely to be inpacted by packet |oss
(some applications may be robust to | ow packet |1 o0ss) and to have
| ow robustness against jitter

o delay sensitivity will depend on the application: sone
applications are not so delay sensitive (e.g., broadcast TV),
whereas others may require very |ow del ay (professional studio
appl i cati ons)

o some of these applications may involve rapid changes in custoner
nmul ti cast nenberships as seen by the PE, but this will depend on
audi ence patterns and on the anount of provider equipnents
depl oyed cl ose to VPN custoners
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4.1.2. Symmetric Applications

Sone use cases exposed by the survey can be grouped under this |abel
and i nclude nmany-to-nmany applications such as conferencing and server
cluster monitoring.

They are characterized by the relatively high nunber of streans that
they can produce, which has a direct inmpact on scalability
expect ations.

A sub-case of this scenario is the case of synmetric applications
with small groups, when the nunber of receivers is | ow conpared to
the nunber of sites in the VPNs (e.g., video conferencing and

e-| earning applications).

This latter case is expected to be an inportant input to solution
design, since it may significantly inpact how the bandw dth/state is
nmanaged.

Optim zing bandwi dth may require introducing dedicated states in the
core network (typically as much as the nunber of groups) for the
foll owi ng reasons:

o small groups, and |l ow predictability of the |ocation of
partici pants ("sparse groups")

0 possibly significantly high bandwi dth (a few Md/s per participant)

Lastly, sone of these applications may involve real-tine interactions
and will be highly sensitive to packet loss, jitter, and del ay.

4.1.3. Data Distribution

Sone applications that are expected to be deployed on nulticast VPNs
are non-real -tinme applications ained at distributing data fromfew
sources to many receivers.

Such applications may be considered to have | ower expectations than
their counterparts proposed in this docunent, since they would not
necessarily involve nore data streans and are nore likely to adapt to
the avail abl e bandwi dth and to be robust to packet |oss, jitter, and
del ay.

One inportant property is that such applications nay involve higher
bandwi dt hs (hundreds of M/ s).
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4.1.4. Generic Multicast VPN O fer

This | SP scenario is a deploynent scenario where |P-multicast
connectivity is proposed for every VPN. if a customer requests a VPN,
then this VPN will support IP multicast by default. 1In this case,
the nunber of multicast VPNs equals the nunber of VPNs. This inplies
a quite inportant scalability requirenent (e.g., hundreds of PEs,
hundreds of VPNs per PE, with a potential increase by one order of
magni tude in the future).

The per-mVPN traffic behavior is not predictable because how the
service is used is conpletely up to the custoner. This results in a
traffic mx of the scenarios nentioned in Section 4.1. QS
requirenents are simlar to typical unicast scenarios, with the need
for different classes. Also, in such a context, a reasonably |arge
range of protocols should be made available to the customer for use
at the PE-CE | evel.

Al so, in such a scenario, custoners may want to depl oy nulticast
connectivity between two or nmore nulticast VPNs as well as access to
Internet Milticast.

4.2. Scalability Orders of Magnitude

Thi s section proposes orders of nagnitude for different scalability
nmetrics relevant for multicast VPN issues. It should be noted that
the scalability figures proposed here relate to scalability
expectations of future deploynments of nulticast VPN solutions, as the
aut hors chose to not restrict the scope to only currently known

depl oynent s.

4.2.1. Nunber of VPNs with Miulticast Enabl ed

Fromthe survey results, we see a broad range of expectations. There
are extrene answers: from5 VPNs (1 answer) to 10k VPNs (1 answer),
but nore typical answers are split between the | ow range of tens of
VPNs (7 answers) and the higher range of hundreds or thousands of
VPNs (2 + 4 answers).

A sol ution SHOULD support a number of multicast VPNs ranging from one
to several thousands.

A solution SHOULD NOT linmt the proportion of nmulticast VPNs anong
all (unicast) VPNs.
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4.2.2. Nunber of Milticast VPNs per PE

The majority of survey answers express a nunber of nulticast VPNs per
PE of around tens (8 responses between 5 and 50); a significant
nunber of them (4) expect deployments with hundreds or thousands (1
response) of nulticast VPNs per PE

A solution SHOULD support a number of multicast VPNs per PE of
several hundreds, and nay have to scale up to thousands of VPNs per
PE.

4.2.3. Nunber of CEs per Milticast VPN per PE

Survey responses span from1l to 2000 CEs per multicast VPN per PE
Most typical responses are between tens (6 answers) and hundreds (4
responses).

A sol ution SHOULD support a nunber of CEs per multicast VPN per PE
goi ng up to several hundreds (and may target the support of thousands
of CEs).

4.2.4. PEs per Milticast VPN

Peopl e who answered the survey typically expect deploynents with the
nunber of PEs per nulticast VPN in the range of hundreds of PEs (6
responses) or tens of PEs (4 responses). Two responses were in the
range of thousands (one nentioned a 10k figure).

A mul ticast VPN sol ution SHOULD support several hundreds of PEs per
nmul ticast VPN, and MAY usefully scale up to thousands.

4.2.4.1. ... with Sources

The nunber of PEs (per VPN) that woul d be connected to sources seens
to be significantly | ower than the nunber of PEs per VPN. This is
obviously related to the fact that many respondents nentioned

depl oynents related to content broadcast applications (one to nmany).

Typi cal nunbers are tens (6 responses) or hundreds (4 responses) of
source-connected PEs. One respondent expected a hi gher nunber of
several thousands.

A sol ution SHOULD support hundreds of source-connected PEs per VPN,
and sonme depl oynent scenari os involving many-to-many applications my
requi re supporting a nunber of source-connected PEs equal to the
nunber of PEs (hundreds or thousands).
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4.2.4.2. ... with Receivers

The survey showed that the nunber of PEs with receivers is expected
to be of the same order of magnitude as the nunber of PEs in a
multicast VPN. This is consistent with the intrinsic nature of nost
nmul ticast applications, which have few source-only participants.

4.2.5. PEs with Multicast VRFs

A solution SHOULD scal e up to thousands of PEs having multicast
servi ce enabl ed

4.2.6. Nunmber of Streans Sourced

Survey responses led us to retain the followi ng orders of magnitude
for the number of streams that a solution SHOULD support:

per VPN. hundreds or thousands of streans
per PE: hundreds of streans
5. Requirements for Supporting IP Milticast within L3 PPVPNs

Again, the aimof this docunment is not to specify solutions but to
give requirenents for supporting IP nulticast within L3 PPVPNs.

In order to list these requirements, we have taken the standpoint of
two different inmportant entities: the end user (the customer using
the VPN) and the service provider

In the rest of the docurment, by "a solution” or "a multicast VPN
solution", we nean a solution that allows multicast in an L3

provi der - provi si oned VPN, and whi ch addresses the requirenents |isted
in this docunent.

5.1. End User/Custoner Standpoint
5.1.1. Service Definition

As for unicast, the multicast service MJST be provider provisioned
and SHALL NOT require custonmer devices (CEs) to support any extra
features conpared to those required for multicast in a non-VPN
context. Enabling a VPN for nulticast support SHOULD be possible
with no inpact (or very limted inpact) on existing multicast
protocol s possibly already depl oyed on the CE devices.
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5.1.2. CE-PE Miulticast Routing and G- oup Managerent Protocols

Consequently to Section 5.1.1, nulticast-related protocol exchanges
between a CE and its directly connected PE SHOULD happen via existing
mul ti cast protocols.

Such protocols include: PIMSM|[RFC4601], bidirectional-PIM
[BIDDR-PIM, PIM- Dense Mdde (DM [RFC3973], and | GWv3 [ RFC3376]
(this version inplicitly supports hosts that only inplenment | Gwvl
[ RFC1112] or | GwWv2 [ RFC2236]).

Anong t hose protocols, the support of PIM SM (which includes the SSM
nodel ) and either 1GwWv3 (for |Pv4 solutions) and/or Milticast

Li stener Discovery Version 2 (M.Dv2) [RFC3810] (for |Pv6 sol utions)
is REQURED. Bidir-PlMsupport at the PE-CE interface is
RECOMVENDED. And consi dering depl oynents, PIM DM is considered

OPTI ONAL.

When a multicast VPN solution is built on a VPN sol ution supporting

| Pv6 unicast, it MJST al so support v6 variants of the above
protocol s, including M.Dv2, and PIM SM | Pv6-specific procedures. For
a multicast VPN solution built on a unicast VPN sol ution supporting
only I1Pv4, it is RECOMVENDED t hat the design favors the definition of
procedures and encodings that will provide an easy adaptation to

| Pv6.

5.1.3. Quality of Service (QS)

Firstly, general considerations regarding QS in L3VPNs expressed in
Section 5.5 of [RFC4031] are also relevant to this section.

QS is neasured in terns of delay, jitter, packet |oss, and
availability. These netrics are already defined for the current

uni cast PPVPN services and are included in Service Level Agreenents
(SLAs). In sonme cases, the agreed SLA may be different between

uni cast and nmulticast, and that will require differentiation
mechani sns in order to nonitor both SLAs.

The level of availability for the nulticast service SHOULD be on par
with what exists for unicast traffic. For instance, conparable
traffic protection nechani sns SHOULD be avail abl e for customer
nmulticast traffic when it is carried over the service provider’s

net wor k.

A multicast VPN solution SHALL allow a service provider to define at

| east the same |level of quality of service as exists for unicast, and
as exists for multicast in a non-VPN context. Fromthis perspective,
the depl oyment of nulticast-based services within an L3VPN
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envi ronnent SHALL benefit from D ffserv [ RFC2475] mechani sns t hat
include nulticast traffic identification, classification, and marking
capabilities, as well as nulticast traffic policing, scheduling, and
conditioning capabilities. Such capabilities MJST therefore be
supported by any participating device in the establishment and the
mai nt enance of the nmulticast distribution tunnel within the VPN

As nulticast is often used to deliver high-quality services such as
TV broadcast, a nulticast VPN solution MAY provi de additiona
features to support high QS such as bandw dth reservation and

admi ssi on control

Al so, considering that nulticast reception is receiver-triggered,
group join delay (as defined in [RFC2432]) is al so consi dered one

i mportant QoS paraneter. It is thus RECOVWENDED that a multicast VPN
sol ution be designed appropriately in this regard.

The group | eave delay (as defined in [ RFC2432]) nay al so be inportant
on the CE-PE |ink for some usage scenarios: in cases where the
typical bandwi dth of nulticast streams is close to the bandwi dth of a
PE-CE link, it will be inportant to have the ability to stop the

em ssion of a streamon the PE-CE |link as soon as it stops being
requested by the CE, to allow for fast sw tching between two

di fferent high-throughput nulticast streans. This inplies that it
SHOULD be possible to tune the multicast routing or group managenent
protocols (e.g., IGW/ M.D or PIM used on the PE-CE adjacency to
reduce the group |l eave delay to the m ni mum

Lastly, a nulticast VPN solution SHOULD as much as possi bl e ensure
that client nmulticast traffic packets are neither |ost nor
dupl i cated, even when changes occur in the way a client nulticast
data streamis carried over the provider network. Packet |o0ss issues
al so have to be considered when a new source starts to send traffic
to a group: any receiver interested in receiving such traffic SHOULD
be serviced accordingly.

5.1.4. Qperations and Managenent

The requirenents and definitions for operations and managerment (OAM
of L3VPNs that are defined in [ RFC4176] equally apply to multicast,
and are not extensively repeated in this docunment. This sub-section
nmentions the nost inportant guidelines and details points of
particul ar relevance in the context of nulticast in L3VPNs.

A multicast VPN solution SHOULD allow a nulticast VPN customer to

manage the capabilities and characteristics of their multicast VPN
servi ces.
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A multicast VPN sol ution MJST support SLA nonitoring capabilities,

whi ch SHOULD rely upon techniques simlar to those used for the

uni cast service for the sane nmonitoring purposes. Milticast SLA-

rel ated netrics SHOULD be avail abl e through neans sinilar to the ones
al ready used for unicast-related nonitoring, such as Sinple Network
Managenent Protocol (SNWP) [RFC3411] or | PFI X [IPFI X-PROT].

Mul ticast-specific characteristics that may be nonitored include:

mul ticast statistics per stream end-to-end delay, and group join/

| eave delay (tine to start/stop receiving a nulticast group’s traffic
across the VPN, as defined in [ RFC2432], Section 3).

The nonitoring of multicast-specific paraneters and statistics MJST
include nulticast traffic statistics: total/incom ng/outgoing/dropped
traffic, by period of tine. It MAY include |P Perfornmance Metrics
related information (I PPM [RFC2330]) that is relevant to the

mul ticast traffic usage: such information includes the one-way packet
del ay, the inter-packet delay variation, etc. See [MILTIVMVETRICS].

A generic discussion of SLAs is provided in [ RFC3809].

Apart fromstatistics on multicast traffic, custonmers of a multicast
VPN wi || need information concerning the status of their multicast
resource usage (multicast routing states and bandwi dth). Indeed, as
nentioned in Section 5.2.5, for scalability purposes, a service
provider may limt the number (and/or throughput) of multicast
streans that are received/sent to/froma client site. 1In such a
case, a multicast VPN solution SHOULD all ow custonmers to find out
their current resource usage (multicast routing states and
throughput), and to receive sone kind of feedback if their usage
exceeds the agreed bounds. Whether this issue will be better handl ed
at the protocol level at the PE-CE interface or at the Service
Management Level interface [RFC4176] is left for further discussion

It is RECOWENDED t hat any OAM nmechani sm designed to trigger alarns
inrelation to performance or resource usage netrics integrate the
ability tolimt the rate at which such alarns are generated (e.g.
sone formof a hysteresis nechani sm based on | ow high threshol ds
defined for the metrics).

5.1.5. Security Requirements
Security is a key point for a custonmer who uses a VPN service. For
i nstance, the [RFC4364] nodel offers sone guarantees concerning the
security level of data transmi ssion within the VPN

A mul ticast VPN solution MJST provide an architecture with the sane
| evel of security for both unicast and nulticast traffic.
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Mor eover, the activation of nulticast features SHOULD be possi bl e:
o per VRF/ per VR

o per CE interface (when multiple CEs of a VPN are connected to a
conmon VRF/ VR)

o per nulticast group and/or per channe
o with a distinction between nulticast reception and em ssion

A multicast VPN solution may choose to nmake the optimality/
scalability trade-off stated in Section 3.3 by sonetines distributing
multicast traffic of a client group to a larger set of PE routers
that may include PEs that are not part of the VPN. Froma security
standpoint, this may be a problemfor sone VPN customers; thus, a

mul ticast VPN sol ution using such a scheme NMAY offer ways to avoid
this for specific custoners (and/or specific custoner multicast
streans).

5.1.6. Ext r anet

In current PP L3VPN nodels, a custoner site may be set up to be part
of multiple VPNs, and this should still be possible when a VPN is
nmul ticast-enabled. |In practice, it neans that a VRF or VR can be
part of nore than one VPN

A mul ticast VPN sol ution MJST support such depl oynents.

For instance, it nmust be possible to configure a VRF so that an
enterprise site participating in a BG/ MPLS nmulticast-enabled VPN and
connected to that VRF can receive a nulticast streamfrom (or
originate a multicast streamtowards) another VPN that woul d be
associ ated to that VRF.

This means that a nulticast VPN solution MJST offer nmeans for a VRF
to be configured so that nmulticast connectivity can be set up for a
chosen set of extranet VPNs. Mre precisely, it MJST be possible to
configure a VRF so that:

0o receivers behind attached CEs can receive nulticast traffic
sourced in the configured set of extranet VPNs

o sources behind attached CEs can reach nulticast traffic receivers
| ocated in the configured set of extranet VPNs

o multicast reception and enission can be independently enabl ed for
each of the extranet VPNs
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Mor eover, a solution MJUST allow service providers to control an
extranet’s multicast connectivity independently fromthe extranet’s
uni cast connectivity. Mre specifically:

o enabling unicast connectivity to another VPN MJST be possible
wi t hout activating nulticast connectivity with that VPN

o enabling nmulticast connectivity with another VPN SHOULD NOT
require nore than the strict mniml unicast routing. Sending
multicast to a VPN SHOULD NOT require having unicast routes to
that VPN; receiving multicast froma VPN SHOULD be possible with
not hi ng nore than unicast routes to the relevant nulticast sources
of that VPN

0 when unicast routes fromanother VPN are inported into a VR VRF
for multicast Reverse Path Forwarding (RPF) resolution, this
SHOULD be possi bl e without making those routes avail able for
uni cast routing

Proper support for this feature SHOULD NOT require replicating
mul ticast traffic on a PE-CE link, whether it is a physical or
| ogi cal Iink.

5.1.7. Internet Muilticast

Connectivity with Internet Multicast is a particular case of the
previ ous section, where sites attached to a VR VRF woul d need to
receive/send nulticast traffic fromto the Internet.

Thi s shoul d be considered OPTI ONAL gi ven the additiona
consi derations, such as security, needed to fulfill the requirenents
for providing Internet Miulticast.

5.1.8. Carrier’'s Carrier

Many L3 PPVPN sol utions, such as [ RFC4364] and [VRs], define the
“"Carrier's Carrier" model, where a "carrier’s carrier" service

provi der supports one or nore custoner |SPs, or "sub-carriers". A
mul ticast VPN sol uti on SHOULD support the carrier’s carrier nodel in
a scal able and efficient manner.

I deally, the range of tunneling protocols available for the sub-
carrier |SP should be the same as those available for the carrier’s
carrier I1SP. This inplies that the protocols that nay be used at the
PE- CE | evel SHOULD NOT be restricted to protocols required as per
Section 5.1.2 and SHOULD i ncl ude some of the protocols listed in
Section 5.2.4, such as for instance P2MP MPLS si gnaling protocols.

Mor i n I nf or mati onal [ Page 18]



RFC 4834 L3VPN Mcast Reqs April 2007

In the context of MPLS-based L3VPN depl oynments, such as BGP/ MPLS VPNs
[ RFC4364], this neans that MPLS | abel distribution SHOULD happen at
the PE-CE level, giving the ability to the sub-carrier to use
mul ti point LSPs as a tunneling nechani sm

5.1.9. Milti-Hom ng, Load Bal anci ng, and Resiliency

A multicast VPN sol ution SHOULD be conpatible with current solutions
that aimat inproving the service robustness for customers such as
mul ti-homing, CE-PE link |oad balancing, and fail-over. A multicast
VPN sol uti on SHOULD al so be able to offer those sane features for
mul ticast traffic.

Any sol ution SHOULD support redundant topol ogy of CE-PE links. It
SHOULD m nim ze multicast traffic disruption and fail-over.

5.1.10. RP Engineering

VWen PIMSM (or bidir-PIM is used in ASM nbde on the VPN custoner
side, the RP function (or RP-address in the case of bidir-PIM has to
be associated to a node running PIM and configured on this node.

5.1.10.1. RP CQutsourcing

In the case of PIMSMin ASM node, engi neering of the RP function
requi res the depl oynent of specific protocols and associ at ed
configurations. A service provider may offer to manage custoners’

mul ticast protocol operation on their behalf. This inplies that it

i s necessary to consider cases where a custoner’s RPs are outsourced
(e.g., on PES). Consequently, a VPN solution MAY support the hosting
of the RP function in a VR or VRF.

5.1.10.2. RP Availability

Availability of the RP function (or address) is required for proper
operation of PIMSM (ASM node) and bidir-PIM Loss of connectivity
to the RP froma receiver or source will inpact the multicast
service. For this reason, different nechanisns exist, such as BSR
[PIM BSR] or anycast-RP (Milticast Source Discovery Protocol (MsSDP)-
based [ RFC3446] or Pl M based [ RFC4610]).

These protocols and procedures SHOULD work transparently through a
mul ticast VPN, and MAY if relevant, be inplenented in a VRF/ VR

Moreover, a multicast VPN solution MAY inprove the robustness of the

ASM mul ti cast service regarding | oss of connectivity to the RP, by
providing specific features that help
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a) maintain ASM nul ticast service anong all the sites within an MVPN
that maintain connectivity anong thensel ves, even when the site(s)
hosting the RP |l ose their connectivity to the M/PN

b) maintain ASM nmulticast service within any site that |oses
connectivity to the service provider

5.1.10.3. RP Location

In the case of PIMSM when a source starts to emt traffic toward a
group (in ASM node), if sources and receivers are located in VPN
sites that are different than that of the RP, then traffic may
transiently flow twi ce through the SP network and the CE-PE |ink of
the RP (fromsource to RP, and then fromRP to receivers). This
traffic peak, even short, may not be conveni ent dependi ng on the
traffic and |ink bandw dt h.

Thus, a VPN sol ution MAY provide features that solve or help nitigate
this potential issue.

5.1.11. Addressing

A mul ticast provider-provisioned L3VPN SHOULD NOT i nmpose restrictions
on multicast group addresses used by VPN custoners.

In particular, like unicast traffic, an overlap of nulticast group
address sets used by different VPN customers MJST be supported.

The use of globally unique neans of mnulticast-based service
identification at the scale of the domain where such services are
provi ded SHOULD be recomended. For IPv4 nulticast, this inplies the
use of the multicast adm nistratively scoped range (239/8 as defined
by [ RFC2365]) for services that are to be used only inside the VPN,
and of either SSMrange addresses (232/8 as defined by [ RFC4607]) or
gl obal I y assi gned group addresses (e.g., G.OP [ RFC3180], 233/8) for
services for which traffic nay be transmtted outside the VPN

5.1.12. M ni nrum MIU

For custoners, it is often a serious issue whether or not transnitted
packets will be fragnented. |In particular, sone nulticast
applications mght have different requirenments than those that make
use of unicast, and they may expect services that guarantee avail able
packet |length not to be fragnented.

Therefore, a multicast VPN sol ution SHOULD be designed with these
considerations in mnd. In practice:
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o the encapsul ation overhead of a nulticast VPN solution SHOULD be
m ni m zed, so that custonmer devices can be free of fragnmentation
and reassenbly activity as rmuch as possible

o a multicast VPN solution SHOULD enabl e the service provider to
conmit to a mninmum path MIU usable by multicast VPN custoners

o a multicast VPN solution SHOULD be conpatible with path MU
di scovery nechani sns (see [ RFC1191] and [ RFC4459]), and particul ar
care SHOULD be given to nmeans to hel p troubl eshoot MIU i ssues

Mor eover, since Ethernet LAN segnents are often |located at first and
| ast hops, a nulticast VPN solution SHOULD be designed to allow for a
m ni mum 1500-byte | P MIU for VPN custoners nulticast packet, when the
provi der backbone design allows it.

5.2. Service Provider Standpoint

Note: To avoid repetition and confusion with terns used in solution
specifications, we introduced in Section 2.1 the term MDTunnel (for
Mul ticast Distribution Tunnel), which designates the data pl ane neans
used by the service provider to forward customer nulticast traffic
over the core network.

5.2.1. Ceneral Requirenent

The depl oynent of a multicast VPN solution SHOULD be possible with no
(or very limted) inmpact on existing deploynments of standardized
mul ticast-related protocols on P and PE routers.

5.2.2. Scalability

Sone currently standardi zed and depl oyed L3VPN sol uti ons have the
maj or advant age of being scalable in the core regarding the nunber of
customers and the nunber of custoner routes. For instance, in the

[ RFC4364] and Virtual Router [VRs] nodels, a P router sees a nunber
of MPLS tunnels that is only linked to the nunber of PEs and not to
the nunber of VPNs, or customer sites.

As far as possible, this independence in the core, with respect to
the nunber of custonmers and to customer activity, is recomended.
Yet, it is recognized that in our context scalability and resource
usage optinality are conpeting goals, so this requirenment may be
reduced to giving the possibility of bounding the quantity of states
that the service provider needs to maintain in the core for
MDTunnel s, with a bound bei ng i ndependent of the nulticast activity
of VPN cust oners.
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It is expected that multicast VPN solutions will use sone kind of
point-to-multipoint technology to efficiently carry nulticast VPN
traffic, and because such technol ogi es require naintaining state
information, this will use resources in the control plane of P and PE
routers (menmory and processing, and possibly address space).

Scalability is a key requirenent for multicast VPN sol utions.

Sol uti ons MJST be designed to scale well with an increase in any of
the follow ng:

o the nunber of PEs

o the nunber of custoner VPNs (total and per PE)

0o the nunber of PEs and sites in any VPN

o the nunber of client multicast channels (groups or source-groups)

Pl ease consult Section 4.2 for typical orders of magnitude up to
which a nulticast VPN solution is expected to scale.

Scal ability of both performance and operati on MUST be consi dered.
Key consi derati ons SHOULD i ncl ude:
o the processing resources required by the control plane
(nei ghbor hood or session nmintenance nessages, keep-alives,
timers, etc.)

o the nenory resources needed for the control plane

o the amount of protocol information transnmtted to manage a
mul ticast VPN (e.g., signaling throughput)

o the amount of control plane processing required on PE and P
routers to add or renove a custoner site (or a custoner froma
nmul ticast session)

o the nunber of nulticast |P addresses used (if IP multicast in ASM
node is proposed as a multicast distribution tunnel)

o other particular elements inherent to each solution that inpact
scalability (e.g., if a solution uses sone distribution tree
i nside the core, topology of the tree and nunber of |eaf nodes may
be sone of them

It is expected that the applicability of each solution will be
evaluated with regards to the aforenentioned scalability criteria.
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These considerations naturally lead us to believe that proposed

sol utions SHOULD offer the possibility of sharing such resources
between different nulticast streams (between different VPNs, between
different multicast streans of the same or of different VPNs). This
means, for instance, if MDTunnels are trees, being able to share an
MDTunnel between several custoners.

Those scalability issues are expected to be nore significant on P
routers, but a nulticast VPN solution SHOULD address both P and PE
routers as far as scalability is concerned.

5.2.3. Resource Optimzation
5.2.3.1. General Goals

One of the ains of the use of multicast instead of unicast is
resource optimzation in the network.

The two obvi ous suboptimal behaviors that a nulticast VPN solution
woul d want to avoi d are needl ess duplication (when the sanme data
travels twice or nore on a link, e.g., when doing ingress PE
replication) and needl ess reception (e.g., a PE receiving traffic
that it does not need because there are no downstream receivers).

5.2.3.2. Trade-of f and Tuni ng

As previously stated in this document, designing a scal able solution
that makes an optimal use of resources is considered difficult.

Thus, what is expected froma nulticast VPN solution is that it
addresses the resource optim zation issue while taking into account
the fact that sonme trade-off has to be nade.

Moreover, it seenms that a "one size fits all" trade-off probably does
not exist either. Thus, a multicast VPN solution SHOULD of fer
service providers appropriate configuration settings that let them
tune the trade-off according to their particular constraints (network
topol ogy, platforns, custoner applications, |evel of service offered
etc.).

As an illustration, here are sone exanpl e bounds of the trade-off
space:

Mor i n I nf or mati onal [ Page 23]



RFC 4834 L3VPN Mcast Reqs April 2007

Bandwi dt h optim zation: setting up optim zed core MDTunnel s whose
topol ogy (PIMor P2MP LSP trees, etc.) precisely follows a
custoner’s nulticast routing changes. This requires nmanagi ng a
| arge anmpbunt of state in the core, and al so quick reactions of the
core to customer nulticast routing changes. This approach can be
advant ageous in ternms of bandwi dth, but it is poor in terns of
state managenent.

State optimzation: setting up MDTunnels that aggregate nultiple
customer nulticast streanms (all or some of them across different
VPNs or not). This will have better scalability properties, but
at the expense of bandwi dth since sone MDTunnel |eaves will very
likely receive traffic they don’'t need, and because increased
constraints will nmake it harder to find optiml MDTunnels.

5.2.3.3. Traffic Engineering

If the VPN service provides traffic engineering (TE) features for the
connection used between PEs for unicast traffic in the VPN service,
the sol ution SHOULD provi de equival ent features for multicast

traffic.

A solution SHOULD offer neans to support key TE objectives as defined
in [RFC3272], for the multicast service.

A solution MAY al so usefully support neans to address multicast-
specific traffic engineering issues: it is known that bandwi dth
resource optimization in the point-to-multipoint case is an NP-hard
problem and that techniques used for unicast TE nay not be
applicable to multicast traffic.

Al so, it has been identified that nanagi ng the trade-off between
resource usage and scalability may incur uselessly sending traffic to
some PEs participating in a multicast VPN. For this reason, a

mul ticast VPN solution MAY permt that the bandw dth/state tuning
take into account the relative cost or availability of bandw dth
toward each PE.

5.2.4. Tunneling Requirenments

5.2.4.1. Tunneling Technol ogi es
Fol | owi ng the principle of separation between the control plane and
the forwarding plane, a multicast VPN solution SHOULD be designed so
that control and forwarding planes are not interdependent: the

control plane SHALL NOT depend on which forwardi ng plane is used (and
vi ce versa), and the choice of forwarding plane SHOULD NOT be limted
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by the design of the solution. Also, the solution SHOULD NOT be tied
to a specific tunneling technol ogy.

In a multicast VPN solution extending a unicast L3 PPVPN sol ution,
consi stency in the tunneling technol ogy has to be favored: such a
solution SHOULD al |l ow t he use of the sanme tunneling technol ogy for
nmul ticast as for unicast. Deploynment consistency, ease of operation
and potential migrations are the nmain notivations behind this

requi renent.

For MDTunnel s, a solution SHOULD be able to use a range of tunneling
technol ogi es, including point-to-point and point-to-multipoint, such
as:

0 GCeneric Routing Encapsulation (GRE) [ RFC2784] (including GRE in
multicast |IP trees),

o MPLS [RFC3031] (including P2P or MP2P tunnels, and nulti point
tunnel s signaled with MPLS P2MP extensions to the Resource
Reservation Protocol (RSVP) [ P2MP-RSVP-TE] or Label Distribution
Protocol (LDP) [P2MP-LDP-REQS] [P2MP-LDP]),

o Layer-2 Tunneling Protocol (L2TP) (including L2TP for multi cast
[ RFC4045]),

o | Psec [ RFC4031]
o |IP-in-IP [ RFC2003], etc.
Naturally, it is RECOWENDED that a solution is built so that it can
| everage the point-to-multipoint variants of these techniques. These
variants allow for packet replications to happen along a tree in the
provi der core network, and they may hel p i nprove bandw dth efficiency
in a nulticast VPN context.

5.2.4.2. MU and Fragnentation
A sol ution SHOULD support a method that provides the ninimum MU of
the MDTunnel (e.g., to discover MIU, to communi cate MIU via
signaling, etc.) so that:

o fragnentation inside the MDTunnel does not happen, even when
al l owed by the underlying tunneling technol ogy

o proper troubl eshooting can be perfornmed if packets that are too
big for the MDTunnel happen to be encapsul ated in the MDTunne
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5.2.5. Control Mechanisms

The sol ution MJUST provide some mechani snms to control the sources
within a VPN. This control includes the nunber of sources that are
entitled to send traffic on the VPN, and/or the total bit rate of al
t he sources.

At the reception level, the solution MJUST al so provi de nmechanisns to
control the nunmber of nulticast groups or channels VPN users are
entitled to subscribe to and/or the total bit rate represented by the
corresponding rmulticast traffic.

Al'l these mechani sms MUST be configurable by the service provider in
order to control the ampbunt of multicast traffic and state within a
VPN.

Moreover, it MAY be desirable to be able to i mpose some bound on the
quantity of state used by a VPN in the core network for its multicast
traffic, whether on each P or PE router, or globally. The notivation
is that it may be needed to avoid out-of-resources situations (e.qg.
out of nenory to maintain PIMstate if IP nmulticast is used in the
core for multicast VPN traffic, or out of menory to maintain RSVP
state if MPLS P2MP is used, etc.).

5.2.6. Support of Inter-AS, Inter-Provider Deploynents

A solution MJST support inter-AS (Autononous Systen) nulticast VPNs,
and SHOULD support inter-provider multicast VPNs. Considerations
about coexistence with unicast inter-AS VPN Options A, B, and C (as
described in Section 10 of [RFC4364]) are strongly encouraged.

A mul ticast VPN sol ution SHOULD provide inter-AS nechani sns requiring
the | east possible coordination between providers, and keep the need
for detail ed know edge of providers’ networks to a mninum-- al
this being in conparison with correspondi ng uni cast VPN options.

o Wthin each service provider, the service provider SHOULD be able
on its own to pick the nost appropriate tunneling mechanismto
carry (nulticast) traffic among PEs (just |ike what is done today
for unicast)

o If a solution does require a single tunnel to span P routers in
mul tiple ASs, the sol ution SHOULD provi de nmechani sns to ensure
that the inter-provider coordination to set up such a tunnel is
m ni m zed
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Mor eover, such support SHOULD be possi ble without conprom sing other
requi renents expressed in this requirement docunent, and SHALL NOT
i ncur penalties on scalability and bandwi dt h-rel ated efficiency.

5.2.7. Quality-of-Service Differentiation

A multicast VPN sol ution SHOULD give a VPN service provider the
ability to offer, guarantee and enforce differentiated |evels of QS
for its different customners.

5.2.8. Infrastructure security

The sol ution SHOULD provide the sane | evel of security for the
service provider as what currently exists for unicast VPNs (for

i nstance, as developed in the Security sections of [RFC4364] and
[VRs]). For instance, traffic segregation and intrinsic protection
agai nst DoS (Denial of Service) and DDoS (Distributed Denial of
Service) attacks of the BGP/ MPLS VPN sol ution nust be supported by
the multicast solution

Mor eover, since nulticast traffic and routing are intrinsically
dynam c (receiver-initiated), some mechani sm SHOULD be proposed so
that the frequency of changes in the way client traffic is carried
over the core can be bounded and not tightly coupled to dynamc
changes of multicast traffic in the custoner network. For exanple,
mul ticast route danpening functions would be one possi bl e nmechani sm

Net wor k devi ces that participate in the depl oyment and the

mai nt enance of a given L3VPN MAY represent a superset of the
participating devices that are also involved in the establishnment and
mai nt enance of the nulticast distribution tunnels. As such, the
activation of IP nulticast capabilities within a VPN SHOULD be

devi ce-specific, not only to nmake sure that only the relevant devices

will be nmulticast-enabled, but also to make sure that nulticast
(routing) information will be dissemnated to the multicast-enabl ed
devices only, hence limting the risk of nulticast-inferred DOS
attacks.

Traffic of a multicast channel for which there are no nenbers in a
gi ven mul ticast VPN MUST NOT be propagated within the nmulticast VPN,
nost particularly if the traffic comes from another VPN or fromthe
I nternet.

Security considerations are particularly inportant for inter-AS and
inter-provider deployments. In such cases, it is RECOWENDED that a
mul ticast VPN sol ution support neans to ensure the integrity and
authenticity of multicast-rel ated exchanges across inter-AS or inter-
provider borders. It is RECOMMVENDED that correspondi ng procedures
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require the | east possible coordination between providers; nore

preci sely, when specific configurations or cryptographic keys have to
be depl oyed, this shall be limted to ASBRs (Autononmous System Border
Routers) or a subset of them and optionally BGP Route Reflectors (or
a subset of then).

Lastly, control mechani sns described in Section 5.2.5 are also to be
considered fromthis infrastructure security point of view.

5.2.9. Robustness

Resiliency is also crucial to infrastructure security; thus, a

nmul ticast VPN sol ution SHOULD either avoid single points of failures
or propose sone technical solution making it possible to inplenent a
fail-over mechani sm

As an illustration, one can consider the case of a solution that
woul d use PIMSM as a neans to set up MDTunnels. In such a case, the
PIMRP mght be a single point of failure. Such a solution SHOULD be
conpatible with a solution inmplementing RP resiliency, such as
anycast-RP [ RFC4610] or BSR [ PI M BSR] .

5.2.10. (Operation, Adm nistration, and Mi ntenance

The operation of a nulticast VPN solution SHALL be as |ight as
possi bl e, and providing automati c configuration and di scovery SHOULD
be a priority when designing a nulticast VPN solution. Particularly,
the operational burden of setting up nulticast on a PE or for a VR/
VRF SHOULD be as | ow as possi bl e.

Al so, as far as possible, the design of a solution SHOULD carefully
consi der the nunber of protocols within the core network: if any
addi ti onal protocols are introduced conpared with the unicast VPN
service, the bal ance between their advantage and operational burden
SHOULD be exam ned t horoughly.

Mor eover, nonitoring of multicast-specific paraneters and statistics
SHOULD be offered to the service provider, follow ng the requirenents
expressed in [ RFC4176] .

Most notably, the provider SHOULD have access to:

o Milticast traffic statistics (incom ng/outgoing/dropped/tota
traffic conveyed, by period of tine)

o Information about client nulticast resource usage (nulticast
routing state and bandw dt h usage)
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o Alarnms when limts are reached on such resources

o The IPPM (I P Performance Metrics [RFC2330])-related information
that is relevant to the nulticast traffic usage: such information
i ncl udes the one-way packet delay, the inter-packet del ay
variation, etc.

0o Statistics on decisions related to how client traffic is carried
on distribution tunnels (e.g., "traffic switched onto a nulticast
tree dedicated to such groups or channel s")

o Statistics on paraneters that could help the provider to eval uate
its optinmality/state trade-off

This informati on SHOULD be nade avail abl e t hrough standardi zed SM v2
[ RFC2578] Managenent | nformati on Base (M B) nodules to be used with
SNWP [ RFC3411], or through IPFI X [IPFI X-PROT]. For instance, in the
context of BGP/ MPLS VPNs [ RFC4364], multicast extensions to M Bs
defined in [ RFC4382] SHOULD be proposed, with proper integration wth
[ RFC3811], [ RFC3812], [RFC3813], and [ RFC3814] when appl i cabl e.

Mechani sns simlar to those described in Section 5.2.12 SHOULD al so
exi st for proactive nonitoring of the MDTunnels.

Proposed OAM nechani sns and procedures for multicast VPNs SHOULD be
scal able with respect to the paraneters nentioned in Section 5.2.2.
In particular, it is RECOWENDED that particular attention is given
to the inpact of monitoring mechani sms on performances and QoS.

Moreover, it is RECOWENDED that any OAM nechani sm desi gned to
trigger alarns in relation to performance or resource usage netrics
integrate the ability to limt the rate at which such alarnms are
generated (e.g., some formof a hysteresis nechani sm based on | ow
hi gh threshol ds defined for the metrics).

5.2.11. Conpatibility and Mgration |ssues

It is a requirenment that unicast and nulticast services MJST be able
to coexist within the same VPN

Li kewi se, a multicast VPN sol ution SHOULD be designed so that its
activation in devices that participate in the depl oynent and

mai nt enance of a multicast VPN SHOULD be as snooth as possible, i.e.
wi t hout affecting the overall quality of the services that are

al ready supported by the underlying infrastructure.

A mul ticast VPN sol ution SHOULD prevent conpatibility and m gration
i ssues, for instance, by focusing on providing mechani sns
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facilitating forward conmpatibility. Mst notably, a solution
supporting only a subset of the requirenments expressed in this
docunent SHOULD be designed to allow conmpatibility to be introduced
in further revisions.

It SHOULD be an aimof any nulticast VPN solution to offer as much
backward conpatibility as possible. ldeally, a solution would have
the ability to offer nulticast VPN services across a network

contai ning sonme | egacy routers that do not support any multicast VPN
specific features.

In any case, a solution SHOULD state a m gration policy from possibly
exi sting depl oynents.

5.2.12. Troubl eshooting

A mul ticast VPN solution that dynam cally adapts the way sone client
nmulticast traffic is carried over the provider’s network may i ncur
the di sadvantage of being hard to troubleshoot. |In such a case, to
hel p di agnose nulticast network issues, a nulticast VPN solution
SHOULD provide nonitoring informati on describing how client traffic
is carried over the network (e.g., if a solution uses multicast-based
MDTunnel s, which provider nulticast group is used for a given client
nmulticast strean). A solution MAY al so provide configuration options
to avoid any dynami c changes, for nulticast traffic of a particular
VPN or a particular nulticast stream

Mor eover, a solution MAY provi de mechani snms that all ow network
operators to check that all VPN sites that advertised interest in a
particul ar customer nulticast streamare properly associated with the
correspondi ng MDTunnel. Providing operators with means to check the
proper setup and operation of MDTunnel s MAY al so be provided (e.g.,
when P2MP MPLS is used for MDTunnel s, troubl eshooting functionalities
SHOULD i nt egrate nechani sns conpliant with [ RFC4687], such as LSP
Ping [ RFC4379][LSP-PING ). Depending on the inplementation, such
verification could be initiated by a source-PE or a receiver-PE

6. Security Considerations
Thi s docunent does not by itself raise any particular security issue.
A set of security issues has been identified that MUST be addressed
when consi dering the design and depl oynent of mnulticast-enabled L3

PPVPNs. Such issues have been described in Section 5.1.5 and
Section 5. 2. 8.
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