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Abst r act

This meno describes the recommendations for Internet G oup Managenent
Protocol (1GwW) and Milticast Listener D scovery (MD) snooping

swi tches. These are based on best current practices for 1GWv2, with
further considerations for | GWv3- and M.Dv2-snooping. Additiona
areas of relevance, such as link |ayer topology changes and

Et hernet - speci fic encapsul ation issues, are al so considered.

1. | nt roducti on

The | EEE bridge standard [ BRI DGE] specifies how LAN packets are
"bridged', or as is nore commonly used today, sw tched between LAN
segnents. The operation of a switch with respect to nulticast
packets can be sumari zed as foll ows. Wen processing a packet whose
destination MAC address is a nmulticast address, the switch wll
forward a copy of the packet into each of the remaining network
interfaces that are in the forwarding state in accordance with
[BRIDGE]. The spanning tree algorithmensures that the application
of this rule at every switch in the network will mnake the packet
accessible to all nodes connected to the network.

Thi s behavi our works well for broadcast packets that are intended to
be seen or processed by all connected nodes. In the case of

mul ticast packets, however, this approach could lead to |ess
efficient use of network bandw dth, particularly when the packet is
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i ntended for only a small nunber of nodes. Packets will be fl ooded
into network segnments where no node has any interest in receiving the
packet. While nodes will rarely incur any processing overhead to

filter packets addressed to unrequested group addresses, they are
unable to transmt new packets onto the shared nedia for the period
of time that the nulticast packet is flooded. |n general
significant bandwi dth can be wasted by fl oodi ng.

In recent years, a nunber of commercial vendors have introduced
products described as "I GW snoopi ng switches" to the market. These
devi ces do not adhere to the conceptual nodel that provides the
strict separation of functionality between different comunications
layers in the | SO nbdel, and instead utilize information in the upper
| evel protocol headers as factors to be considered in processing at
the lower levels. This is analogous to the manner in which a router
can act as a firewall by looking into the transport protocol’s header
before allowi ng a packet to be forwarded to its destination address.

In the case of IP nulticast traffic, an | GVWP snooping swi tch provides
the benefit of conserving bandwi dth on those segnments of the network
where no node has expressed interest in receiving packets addressed
to the group address. This is in contrast to normal sw tch behavior
where nmulticast traffic is typically forwarded on all interfaces.

Many switch datasheets state support for | GW snooping, but no
reconmendations for this exist today. It is the authors’ hope that
the informati on presented in this document will supply this

f oundat i on.

The recomendati ons presented here are based on the foll ow ng

i nformation sources: The | GWP specifications [RFC1112], [RFC2236] and
[1GWv3], vendor-supplied technical docunments [Cl SCQ, bug reports

[ MSOFT], discussions with people involved in the design of |GW
snoopi ng switches, MAGVA mailing |ist discussions, and on replies by
switch vendors to an inplenentati on questionnaire.

Interoperability issues that arise between different versions of | GW
are not the focus of this docunent. Interested readers are directed
to [1GWv3] for a thorough description of problem areas.

The suggestions in this document are based on | GWP, which applies
only to IPv4. For IPv6, Milticast Listener D scovery [MD] nust be
used instead. Because M.D is based on | GW, we do not repeat the
entire description and reconmendati ons for M.D snoopi ng switches.

I nstead, we point out the few cases where there are differences from
| GWP
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Note that the | GWP snoopi ng function should apply only to | Pv4d
multicasts. Qher nulticast packets, such as |Pv6, night be
suppressed by I GW snooping if additional care is not taken in the

i mpl enentati on as nentioned in the reconmendati ons section. It is
desired not to restrict the flow of non-1Pv4 multicasts other than to
the degree which would happen as a result of regular bridging
functions. Likewi se, M.D snooping switches are di scouraged from
usi ng topol ogi cal information learned fromIPv6 traffic to alter the
forwarding of 1 Pv4 nulticast packets.

2. 1 GW Snoopi ng Recommendat i ons

The following sections list the recormendations for an | GW snoopi ng
switch. The reconmendation is stated and is suppl enented by a
description of a possible inplenmentation approach. Al

i mpl enent ati on di scussions are exanples only and there may well be
ot her ways to achi eve the sane functionality.

2.1. Forwarding rules

The |1 GWP snooping functionality is separated into a control section
(I1Gw forwardi ng) and a data section (Data forwarding).

2.1.1. 1QW Forwarding Rul es

1) A snooping switch should forward | GW Menbership Reports only to
those ports where nmulticast routers are attached.

Al ternatively stated: a snooping switch should not forward | GW
Menbership Reports to ports on which only hosts are attached. An
adm ni strative control nay be provided to override this
restriction, allow ng the report nessages to be flooded to other
ports.

This is the main | GW snooping functionality for the control path.

Sendi ng nenbership reports to other hosts can result, for |Gwv1l
and 1GWv2, in unintentionally preventing a host fromjoining a
specific multicast group

VWen an I GWvl1 or | GWv2 host receives a nenbership report for a
group address that it intends to join, the host will suppress its
own nenbership report for the same group. This join or nessage
suppression is a requirenent for 1GwWv1l and | GWv2 hosts.

However, if a switch does not receive a nenbership report fromthe
host it will not forward nmulticast data to it.

Christensen, et al. I nf or mati onal [ Page 3]



RFC 4541 | GW and M_.D Snoopi ng Switches Consi derations May 2006

2)

3)

This is not a problemin an | GWv3-only network because there is
no suppression of | GW Menbership reports.

The adm nistrative control allows | GW Menbership Report messages
to be processed by network monitoring equi pment such as packet
anal yzers or port replicators.

The switch supporting | GW snooping nust naintain a list of
mul ticast routers and the ports on which they are attached. This
list can be constructed in any conbi nation of the foll owi ng ways:

a) This list should be built by the snooping switch sending
Mul ticast Router Solicitation nmessages as described in | GW

Mul ticast Router Discovery [MRDISC]. It may al so snoop
Mul ticast Router Advertisenent nessages sent by and to ot her
nodes.

b) The arrival port for 1GVW Queries (sent by nulticast routers)
where the source address is not 0.0.0.0.

The 0.0.0.0 address represents a special case where the switch
is proxying |GW Queries for faster network convergence, but is
not itself the Querier. The switch does not use its own |IP
address (even if it has one), because this would cause the
Queries to be seen as coming froma newy elected Querier. The
0.0.0.0 address is used to indicate that the Query packets are
NOT froma nulticast router.

c) Ports explicitly configured by managenent to be | GW-forwardi ng
ports, in addition to or instead of any of the above nethods to
detect router ports.

| GWP networ ks may al so include devices that inplenent "proxy-
reporting”, in which reports received from downstream hosts are
summari zed and used to build internal menbership states. Such
proxy-reporting devices may use the all-zeros | P Source-Address
when forwardi ng any summari zed reports upstream For this reason
| GW nenbership reports received by the snooping switch nmust not
be rejected because the source |IP address is set to 0.0.0.0.

The switch that supports | GVP snooping nmust flood all unrecognized
| GWP nessages to all other ports and nust not attenpt to nmake use
of any information beyond the end of the network | ayer header

In addition, earlier versions of |GW should interpret |IGW fields
as defined for their versions and nmust not alter these fields when
forwardi ng the message. Wien generating new nessages, a given

| GWP version should set fields to the appropriate values for its
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4)

5)

6)

own version. |f any fields are reserved or otherw se undefined
for a given |GW version, the fields should be ignored when
parsi ng the nmessage and must be set to zeroes when new nmessages
are generated by inplenmentations of that | GW version. An
exception may occur if the switch is performng a spoofing
function, and is aware of the settings for new or reserved fields
that would be required to correctly spoof for a different | GW
versi on.

The reason to worry about these trivialities is that | GWwv3

over|l oads the old | GW query nessage using the sanme type nunber
(0x11) but with an extended header. Therefore there is a risk
that |GWv3 queries may be interpreted as ol der version queries
by, for exanple, |GWv2 snooping switches. This has already been
reported [I ETF56] and is discussed in section 2.2.

An | GW snooping switch should be aware of |ink |ayer topol ogy
changes caused by Spanning Tree operation. Wen a port is enabled
or disabled by Spanning Tree, a General Query nay be sent on al
active non-router ports in order to reduce network convergence
time. Non-Querier switches should be aware of whether the Querier

isin |1GwWv3 node. |If so, the switch should not spoof any Cenera
Queries unless it is able to send an 1 GWv3 Query that adheres to
the nost recent information sent by the true Querier. In no case

should a switch introduce a spoofed | GWv2 Query into an | GWv3
network, as this may create excessive network disruption

If the switch is not the Querier, it should use the "all-zeros’ IP
Source Address in these proxy queries (even though sonme hosts nmay
el ect to not process queries with a 0.0.0.0 IP Source Address).
When such proxy queries are received, they nmust not be included in
the Querier election process.

An | GW snooping switch nust not make use of information in | GW
packets where the I P or | GW headers have checksumor integrity
errors. The switch should not flood such packets but if it does,
it should al so take sone note of the event (i.e., increnent a
counter). These errors and their processing are further discussed
in [IGWv3], [M.D and [ M.Dv2].

The snooping switch must not rely exclusively on the appearance of
| GWP Group Leave announcenents to determ ne when entries should be
renoved fromthe forwarding table. It should inplenent a
nmenbership ti neout nmechani sm such as the router-side functionality
of the I GW protocol as described in the | GW and M.D
specifications (See Normative Reference section for | GWv1-3 and
M.Dv1-2) on all its non-router ports. This tineout value should
be configurable.
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2.

1

1)

2)

3)

2.

Dat a Forwardi ng Rul es

Packets with a destination |IP address outside 224.0.0. X which are
not | GWP shoul d be forwarded according to group-based port
menber ship tables and nust al so be forwarded on router ports.

This is the main | GWP snooping functionality for the data path.
One approach that an inplenmentation could take would be to
mai ntai n separate nenbership and nulticast router tables in
software and then "nerge" these tables into a forwarding cache.

Packets with a destination IP (DI P) address in the 224.0.0. X range
whi ch are not | GW nust be forwarded on all ports.

Thi s reconmendation is based on the fact that many host systens do
not send Join IP multicast addresses in this range before sending
or listening to IP nmulticast packets. Furthernore, since the
224.0.0. X address range is defined as link-local (not to be
routed), it seens unnecessary to keep the state for each address
in this range. Additionally, some routers operate in the
224.0.0. X address range wi thout issuing | GW Joins, and these
applications would break if the switch were to prune themdue to
not having seen a Join G oup nessage fromthe router

An unregi stered packet is defined as an IPv4 nulticast packet with
a destination address which does not match any of the groups
announced in earlier |GV Menbership Reports.

If a switch receives an unregi stered packet, it mnmust forward that
packet on all ports to which an IGW router is attached. A switch
may default to forwardi ng unregistered packets on all ports.

Swi tches that do not forward unregi stered packets to all ports
must include a configuration option to force the fl oodi ng of

unr egi stered packets on specified ports.

In an environnent where | GWv3 hosts are m xed with snoopi ng

swi tches that do not yet support 1GWv3, the switch's failure to
fl ood unregistered streans coul d prevent v3 hosts fromreceiving
their traffic. Alternatively, in environnents where the snooping
swi tch supports all of the | GW versions that are present,

fl oodi ng unregi stered streans may cause | GV hosts to be
overwhel ned by nulticast traffic, even to the point of not
receiving Queries and failing to i ssue new nenbership reports for
their own groups.

It is encouraged that snooping switches at |east recognize and
process |1 GWv3 Join Reports, even if this processing is limted to
the behavior for 1GWv2 Joins, i.e., is done wthout considering
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4)

5)

6)

7)

any additional "include source" or "exclude source" filtering.
When | GWv3 Joins are not recognized, a snooping swi tch may
incorrectly prune off the unregistered data streans for the groups
(as noted above); alternatively, it may fail to add in forwarding
to any new | GWv3 hosts if the group has previously been joined as
| GWv2 (because the data streamis seen as already havi ng been
regi stered).

Al non-1Pv4 nmulticast packets should continue to be flooded out
to all remmining ports in the forwarding state as per normal |EEE
bri dgi ng operati ons.

This reconmendation is a result of the fact that groups nade up of
| Pv4 hosts and | Pv6 hosts are conpletely separate and distinct
groups. As a result, information gl eaned fromthe topol ogy

bet ween nenbers of an | Pv4 group would not be applicabl e when
form ng the topol ogy between nenbers of an | Pv6 group

| GWP snoopi ng switches may naintain forwardi ng tables based on

ei ther MAC addresses or | P addresses. |If a switch supports both
types of forwarding tables then the default behavior should be to
use | P addresses. | P address based forwarding is preferred
because the mappi ng between IP nulticast addresses and |ink-I|ayer
nmul ticast addresses is anbiguous. |In the case of Ethernet, there
is anultiplicity of 1 Ethernet address to 32 | P addresses

[ RFC1112] .

Switches which rely on information in the I P header should verify
that the I P header checksumis correct. |If the checksumfails,
the information in the packet must not be incorporated into the
forwarding table. Further, the packet shoul d be discarded.

When | GWv3 "include source" and "exclude source" nenbership
reports are received on shared segnents, the switch needs to
forward the superset of all received nenbership reports on to the
shared segnent. Forwarding of traffic froma particular source S
to a group G nust happen if at |east one host on the shared
segment reports an | GWv3 nenbership of the type | NCLUDE(G

Slistl) or EXCLUDE(G Slist2), where Sis an element of Slistl and
not an el enent of Slist2.

The practical inplenentation of the (G S1,S2,...) based data
forwarding tables are not within the scope of this docunent.
However, one possibility is to maintain two (G S) forwarding
lists: one for the INCLUDE filter where a match of a specific
(GS) is required before forwarding will happen, and one for the
EXCLUDE filter where a match of a specific (GS) will result in no
f orwar di ng
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2.2. |1 QW Snoopi ng- Rel ated Probl ens

A special problemarises in networks consisting of |GWv3 routers as
well as IGwWv2 and | GWv3 hosts interconnected by an | GWv2 snoopi ng
switch as recently reported [I ETF56]. The router will continue to
mai ntain | GWv3 even in the presence of | GWv2 hosts, and thus the
network will not converge on IGWPv2. But it is likely that the

| GWPv2 snooping switch will not recogni ze or process the | GWv3
menbership reports. Goups for these unrecogni zed reports will then
either be flooded (with all of the problens that nay create for hosts
in a network with a heavy nulticast |oad) or pruned by the snooping
sw tch.

Therefore, it is recommended that in such a network, the multicast
router be configured to use IGWv2. If this is not possible, and if
the snoopi ng switch cannot recognize and process the | GwWv3
menbership reports, it is instead recommended that the switch's | GW
snooping functionality be disabled, as there is no clear solution to
this problem

3. | Pv6 Considerations

In order to avoid confusion, the previous di scussions have been based
on the I GW protocol which only applies to IPv4 multicast. 1In the
case of | Pv6, nost of the above discussions are still valid with a
few exceptions that we will describe here.

The control and data forwarding rules in the |GW section can, with a
few consi derations, also be applied to MLD. This neans that the
basic functionality of intercepting MDD packets, and buil ding
nmenbership lists and nulticast router lists, is the sane as for | GW

In I Pv6, the data forwarding rules are nore straight forward because
M.D i s mandated for addresses with scope 2 (link-scope) or greater.
The only exception is the address FF02::1 which is the all hosts

I i nk-scope address for which M.D nessages are never sent. Packets
with the all hosts |ink-scope address should be forwarded on al
ports.

M.D nmessages are al so not sent regarding groups with addresses in the
range FF0O0::/15 (which enconpasses both the reserved FF00::/16 and
node-| ocal FF01::/16 | Pv6 address spaces). These addresses should
never appear in packets on the |ink

Equi val ent to the | Pv4 behaviors regarding the null |P Source
address, M.D menbership reports rmust not be rejected by an M.D
snoopi ng switch because of an unspecified IP source address (::).
Additionally, if a non-Querier switch spoofs any General Queries (as
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addressed in Section 2.1 above, for Spanning Tree topol ogy changes),
the switch should use the null |P source address (::) when sendi ng
sai d queries. Wen such proxy queries are received, they nust not be
included in the Querier election process.

The three major differences between IPv4 and IPv6 in relation to
mul ticast are:

- The I Pv6 protocol for nulticast group naintenance is called
Mul ticast Listener Discovery [M.Dv2]. MDv2 uses |ICVPv6 nessage
types instead of | GW nessage types.

- The RFCs [IPV6-ETHER] and [IPV6-FDDI] describe how 32 of the 128
bit D P addresses are used to formthe 48 bit DMAC addresses for
mul ticast groups, while [IPV6-TOKEN] describes the mapping for
token ring DMAC addresses by using three |l oworder bits. The
specification [IPV6-1394] makes use of a 6 bit channel nunber.

- Milticast router discovery is acconplished using the Milticast
Rout er Di scovery Protocol (MRDI SC) defined in [ MRDI SC|

The 1 Pv6 packet header does not include a checksum field.
Nevert hel ess, the switch should detect other packet integrity issues
such as address version and payl oad | ength consistencies if possible.
When the snooping switch detects such an error, it nmust not include

i nformati on fromthe correspondi ng packet in the MD forwarding
table. The forwarding code should instead drop the packet and take
further reasonabl e actions as advocated above.

The fact that M.Dv2 is using |CMPv6 adds new requirenents to a
snoopi ng switch because | CMPv6 has nultiple uses aside from M.D

This nmeans that it is no longer sufficient to detect that the next-
header field of the IP header is ICMPv6 in order to identify packets
rel evant for M.D snooping. A software-based inplementation which
treats all |1 CWPv6 packets as candi dates for MD snooping could easily
fill its receive queue and bog down the CPU with irrel evant packets.
This woul d prevent the snooping functionality fromperformng its

i nt ended purpose and the non-M.D packets destined for other hosts
could be |ost.

A solution is either to require that the snooping switch | ooks
further into the packets, or to be able to detect a multicast DVAC
address in conjunction with ICVMPv6. The first solution is desirable
when a configuration option allows the adm nistrator to specify which
| CMPv6 nessage types should trigger a CPU redirect and which should
not. The reason is that a hardcodi ng of nessage types is inflexible
for the introduction of new nmessage types. The second sol ution

i ntroduces the risk that new protocols that use | CMPv6 and mul ti cast
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DVAC addresses could be incorrectly identified as M.D. It is
suggested that solution one is preferred when the configuration
option is provided. |If this is not the case, then the inplenentor
shoul d seriously consider making it avail abl e since Nei ghbor

Di scovery nessages woul d be anpbng those that fall into this fal se
positive case and are vital for the operational integrity of |Pv6
net wor ks.

The mapping from I P multicast addresses to nulticast DMAC addresses

i ntroduces a potentially enornmous overlap. The structure of an | Pv6
mul ticast address is shown in the figure below. As a result, there

are 2 ** (112 - 32), or nore than 1.2e24 unique DI P addresses which

map into a single DVAC address in Ethernet and FDDI. This should be
conpared to 2**5 in the case of |Pv4.

Initial allocation of IPv6 multicast addresses, as described in

[ RFC3307], however, cover only the lower 32 bits of group ID. Wile
this reduces the problem of address anbiguity to group IDs with
different flag and scope values for now, it should be noted that the
al l ocation policy may change in the future. Because of the potentia
overlap it is recommended that | Pv6 address based forwarding is
preferred to MAC address based forwarding.

| 8 | 4| 4| 112 bits |
Fomm e e Fom e e e e e e e e e e e e e e e e e e e e e eeae—— oo +
| 11111111 f1 gs| scop| group ID |
- om et e e e e e e e e e e e e e e e e e e e e mee— oo +

4. |1 GW Questionnaire

As part of this work, the followi ng questions were asked on the MAGVA
di scussion list and were sent to known switch vendors inplenenting

| GWP snoopi ng. The individual contributions have been anonymni zed
upon request and do not necessarily apply to all of the vendors’
products.

The questions were:

QL Do your switches perform | GVW Join aggregation? |n other
words, are IGVWP joins intercepted, absorbed by the
har dwar e/ software so that only one Join is forwarded to the
qguerier?

@ Is nulticast forwardi ng based on MAC addresses? Wuld

dat agrans addressed to multicast |IP addresses 224.1.2.3 and
239.129.2.3 be forwarded on the same ports-groups?
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@B Is it possible to forward nulticast datagrans based on IP
addresses (not routed)? In other words, could 224.1.2.3 and
239.129.2.3 be forwarded on different port-groups with
unal tered TTL?

A Are nulticast datagrans within the range 224.0.0.1 to
224.0.0. 255 forwarded on all ports whether or not | GW Joins
have been sent?

@ Are multicast frames within the MAC address range
01: 00: 5E: 00: 00: 01 to 01: 00: 5E: 00: 00: FF forwarded on all ports
whet her or not | GW joins have been sent?

Q@ Does your switch support forwarding to ports on which IP
mul ticast routers are attached in addition to the ports where
| GWP Joi ns have been received?

Q7 Is your IGW snooping functionality fully inplenented in
har dwar e?

@ Is your IGW snooping functionality partly software
i mpl enent ed?

@ Can topology changes (for exanple spanning tree configuration
changes) be detected by the I GW snooping functionality so
that for exanpl e new queries can be sent or tables can be
updated to ensure robustness?

The answers were:

| Swi t ch Vendor |
--------------------------- I e

| 11 2] 3] 4] 5] 6|
--------------------------- S g S

QL Joi n aggregation | x| x| x| | x| x
@ Layer-2 forwarding | x| x| x| x |(1)]

@ Layer-3 forwarding | (1)] | (1)] | (1)] x
&4 224.0.0. X awnare (D) x [ (D)](2)] x| x|
@B 01:00:5e:00:00: XX aware | x | x| x [(2)] x| x
Q@ Mast router list | x| x| x| x| x| X
Q7 Har dwar e i nmpl enent ed | | | | | | |
@B Software assisted | x| x| x| x| x| x
@ Topol ogy change aware | x| x| x| x| | (2)]

X Means that the answer was Yes.
(1) In sone products (typically high-end) Yes; in others No.
(2) Not at the tine that the questionnaire was received
but expected in the near future.
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5.2. Informative References

[ Gl SCO C sco Tech Notes, "Miulticast In a Canpus Network: CGW
and | GW snoopi ng",
http: //wwv. ci sco. com war p/ publ i c/ 473/ 22. ht n

[ 1 ETF56] Briefing by Dave Thaler, Mcrosoft, presented to the
MAGVMA WG at the 56'th | ETF neeting in San Francisco
http://wwv. ietf.org/proceedi ngs/03mar/i ndex. ht m

[ MSOFT] M crosoft support article 23136, "Some LAN Switches
with | GW Snooping Stop Forwarding Multicast Packets on
RRAS Startup", http://support.mcrosoft.cont
support/articl es/ @23/ 1/ 36. ASP

6. Security Considerations

Under normal network operation, the snooping switch is expected to

i mprove overall network performance by limting the scope of
nmulticast flooding to a smaller portion of the local network. 1In the
event of forged | GW nessages, the benefits of using a snooping
switch mght be reduced or elininated.

Security considerations for 1GWv3 at the network |ayer of the
protocol stack are described in [IGWv3]. The introduction of |GW
snoopi ng functionality does not alter the handling of nulticast
packets by the router as it does not nmake use of link |ayer

i nf or mati on.

There are, however, changes in the way that the | GVWP snooping switch
handl es nulticast packets within the | ocal network. |In particular

- A Query nmessage with a forged source address which is | ess than
that of the current Querier could cause snooping switches to
forward subsequent Menbership reports to the wong network
interface. It is for this reason that | GW Menbership Reports
shoul d be sent to all nulticast routers as well as the current

Querier.

- It is possible for a host on the | ocal network to generate
Current-State Report Messages that would cause the switch to
incorrectly believe that there is a nulticast |istener on the sane
network segnment as the originator of the forged nessage. This
wi || cause unrequested nmulticast packets to be forwarded into the
networ k segnments between the source and the router. |If the router
requires that all Milticast Report messages be authenticated as
described in section 9.4 of [1GWv3], it will discard the forged
Report nessage fromthe host inside the network in the sane way
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that it would discard one which originates froma renote |ocation
It is worth noting that if the router accepts unauthenticated
Report nessages by virtue of them having arrived over a network
interface associated with the internal network, investigating the
af fected network segnents will quickly narrow the search for the
source of the forged nessages.

- As noted in [1GWv3], there is little notivation for an attacker
to forge a Menbership report nessage since joining a group is
general ly an unprivil eged operation. The sender of the forged
Menbership report will be the only recipient of the nulticast
traffic to that group. This is in contrast to a shared LAN
segnent (HUB) or network without snooping swtches, where al
ot her hosts on the sanme segment woul d be unable to transmit when
the network segrment is flooding the unwanted traffic.

The worst case result for each attack woul d renpve the perfornance

i nprovenents that the snooping functionality woul d ot herw se provide.
It would, however, be no worse than that experienced on a network
with switches that do not performmulticast snooping.
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rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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