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Status of This Menp

This meno defines an Experimental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this menp is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).
Abst r act
Thi s docunent defines a Public Key Infrastructure (PKI) repository
| ocator service. The service nmakes use of DNS SRV records defined in
accordance with RFC 2782. The service enables certificate-using

systens to |ocate PKI repositories.
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1. Overview

A nunmber of RFCs (including [RFC2559], [RFC2560], and [ RFC2585]) have
speci fied operational protocols for retrieval of PKI data, including
public-key certificates and revocation information, from PK
repositories. These RFCs assune that a certificate-using system has
the informati on necessary to identify, locate, and connect to the PK
repository with a specific protocol. Although sone tools are

avail abl e in protocol -specific environnents for this purpose, such as
know edge references in directory systens, these are restricted for
use with a single protocol and do not share a common means of
publication. This docunent provides a solution to this problem
through the use of Service Record (SRV) Resource Records (RRs) in
DNS. This solution is expected to be particularly useful in
environnents where only a domain nane is available. |n other
situations (e.g., where a certificate is available that contains the
required information), such a DNS | ookup is not needed.

[ RFC2782] defines a DNS RR for specifying the |location of services
(SRV). This docunent defines SRV records for a PKI repository

| ocator service to enable PKI clients to obtain the necessary
information to connect to a domain’s PKI repository, including

i nformati on about each protocol that is supported by that domain for
access to its repository. This docunment includes the definition of
an SRV RR format for this service and an exanple of its potential use
in an email environment.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively.

2. SRV RR Definition
The format of the SRV RR, whose DNS type code is 33, is:
_Service. _Proto.Nane TTL Class SRV Priority Wight Port Target
For the PKI repository |locator service, this docunent uses the

synbolic nane "PKI XREP". Note that when used in an SRV RR, this nane
MUST be prepended with an "_" character.
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The protocols that can be included in PKIXREP SRV RRs are:

Pr ot ocol SRV Prefix
LDAP _LDAP
HTTP _HTTP
OCsP _OCsP

2.1. Assignment of New Protocol Prefixes

Prot ocol prefix assignments for new PKIX repository protocols SHOULD
be defined in the docunent that specifies the protocol

2.2. Use of Miltiple Repositories

The exi stence of nultiple repositories MAY be determnm ned by making
separate DNS queries for each of the protocols supported by the
client.

If this approach is found to be unacceptably inefficient due to a
proliferation of repository protocols at a future date, the service
di scovery protocol could be extended to allow the repository to
advertise the protocols supported.

2.3. SRV RR Exanpl e

Thi s exanple uses the fictional domain "exanple.com' as an aid in
under st andi ng the use of SRV records by a certificate-using system

Assunme that Alice is an enail client that needs a certificate for a
recipient. Alice's client system supports LDAP for certificate
retrieval. Assunme the nessage recipient is Bob and that Bob’'s enmi
address is bob@xanple.com Assune that exanple.test maintains a
"border directory" PKI repository and that Bob’s certificate is
avail able fromthat directory, "border.exanple.cont, via LDAP

Alice’s client systemretrieves, via DNS, the SRV record for
_PKI XREP. _LDAP. exanpl e. com

-  The QNAME of the DNS query is _PKI XREP. LDAP. exanpl e. com
- The QCLASS of the DNS query is IN.
- The QIYPE of the DNS query is SRV

The result SHOULD include the host address for exanple.com s border
directory system
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Note that if exanple.comoperated its service on a nunber of hosts,
nore than one SRV RR woul d be returned. In this case, RFC 2782
defines the procedure to be followed in deternining which of these
shoul d be accessed first.

3. Security Considerations

Security issues regarding PKI repositories thenselves are outside the
scope of this docunent. For LDAP repositories, for exanple, specific
security considerations are addressed in RFC 2559.

Security issues with respect to the use of SRV records in general are
addressed in RFC 2782, and these issues apply to the use of SRV
records in the context of the PKIXREP service defined here.

4. | ANA Consi der ati ons

Thi s docunent reserves the use of " PKIXREP" service |abel. Since
this relates to a service that may pass nessages over a nunber of

di fferent nessage transports, each nessage nust be associated with a
specific transport.

In order to ensure that the association between " PKI XREP' and their
respective underlying services is determnistic, the I ANA has created
a new registry: PKIX SRV Protocol Labels.

For this registry, an entry shall consist of a | abel name and a
pointer to a specification describing howthe protocol naned in the
| abel uses SRV. Specifications should conformto the requirements
listed in [ RFC2434] for "specification required"
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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