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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
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Abst r act
Thi s docunent describes an updated version of the | P Authentication
Header (AH), which is designed to provide authentication services in

| Pv4 and 1 Pv6. This docunment obsol etes RFC 2402 ( Noverber 1998).
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1

| ntroducti on

Thi s docunent assunes that the reader is famliar with the ternms and
concepts described in the "Security Architecture for the Internet
Protocol " [Ken-Arch], hereafter referred to as the Security
Architecture docunent. In particular, the reader should be famliar
with the definitions of security services offered by the

Encapsul ating Security Payl oad (ESP) [Ken-ESP] and the IP

Aut henti cati on Header (AH), the concept of Security Associations, the
ways in which ESP can be used in conjunction with the Authentication
Header (AH), and the different key managenent options avail able for
ESP and AH.

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

The I P Authentication Header (AH) is used to provide connectionl ess
integrity and data origin authentication for |IP datagrans (hereafter
referred to as just "integrity") and to provide protection against
replays. This latter, optional service may be sel ected, by the

recei ver, when a Security Association (SA) is established. (The
protocol default requires the sender to increment the sequence nunber
used for anti-replay, but the service is effective only if the

recei ver checks the sequence nunber.) However, to nmake use of the
Ext ended Sequence Nunber feature in an interoperabl e fashion, AH does
i mpose a requirenment on SA managenent protocols to be able to
negotiate this new feature (see Section 2.5.1 bel ow).

AH provi des authentication for as nuch of the | P header as possible,
as well as for next |evel protocol data. However, sone |P header
fields may change in transit and the value of these fields, when the
packet arrives at the receiver, may not be predictable by the sender
The val ues of such fields cannot be protected by AH  Thus, the
protection provided to the I P header by AH is pieceneal. (See
Appendi x A.)

AH may be applied alone, in conmbination with the |P Encapsul ating
Security Payload (ESP) [Ken-ESP], or in a nested fashion (see
Security Architecture document [Ken-Arch]). Security services can be
provi ded between a pair of communi cating hosts, between a pair of
conmuni cating security gateways, or between a security gateway and a
host. ESP may be used to provide the same anti-replay and simlar
integrity services, and it also provides a confidentiality
(encryption) service. The primary difference between the integrity
provided by ESP and AH is the extent of the coverage. Specifically,
ESP does not protect any |IP header fields unless those fields are
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encapsul ated by ESP (e.g., via use of tunnel node). For nore details
on how to use AH and ESP in various network environnents, see the
Security Architecture document [Ken-Arch].

Section 7 provides a brief review of the differences between this
docunent and RFC 2402 [ RFC2402] .

2. Authentication Header Format

The protocol header (IPv4, I1Pv6, or | Pv6 Extension) inmediately
precedi ng the AH header SHALL contain the value 51 in its Protoco
(I'Pvd) or Next Header (1Pv6, Extension) fields [DH98]. Figure 1
illustrates the format for AH
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Figure 1. AH For mat

The following table refers to the fields that conprise AH,
(illustrated in Figure 1), plus other fields included in the
integrity conputation, and illustrates which fields are covered by
the 1CV and what is transmitted.

What What
# of Requ' d Integ is
byt es [ 1] Covers Xntd
| P Header vari abl e M [ 2] pl ai n
Next Header 1 M Y pl ai n
Payl oad Len 1 M Y pl ai n
RESERVED 2 M Y pl ain
SPI 4 M Y pl ai n
Seqg# (|l ow order 32 bits) 4 M Y pl ai n
I CV vari abl e M Y[3] plain
| P dat agram [ 4] vari abl e M Y pl ai n
Seg# (high-order 32 bits) 4 if ESN Y not xntd
| CV Paddi ng variable if need Y not xntd
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[1] - M= nandatory

[2] - See Section 3.3.3, "Integrity Check Value Cal cul ation", for
details of which IP header fields are covered.

[3] - Zeroed before ICV calculation (resulting ICV placed here
after cal cul ati on)

[4] - If tunnel node -> | P datagram
If transport node -> next header and data

The foll owi ng subsections define the fields that conprise the AH
format. Al the fields described here are mandatory; i.e., they are
al ways present in the AH format and are included in the Integrity
Check Value (1CV) conputation (see Sections 2.6 and 3. 3. 3).

Note: All of the cryptographic algorithns used in | Psec expect their
i nput in canonical network byte order (see Appendix of RFC 791

[ RFC791]) and generate their output in canonical network byte order
| P packets are also transmitted in network byte order.

AH does not contain a version nunber, therefore if there are concerns
about backward conpatibility, they MJST be addressed by using a
signal i ng nechani sm between the two | Psec peers to ensure conpatible
versions of AH, e.g., IKE [IKEv2] or an out-of-band configuration
mechani sm

2.1. Next Header

The Next Header is an 8-bit field that identifies the type of the
next payl oad after the Authentication Header. The value of this
field is chosen fromthe set of IP Protocol Nunbers defined on the
web page of Internet Assigned Nunbers Authority (1 ANA). For exanple,
a value of 4 indicates IPv4, a value of 41 indicates |Pv6, and a

val ue of 6 indicates TCP

2.2. Payload Length

This 8-bit field specifies the length of AHin 32-bit words (4-byte
units), mnus "2". Thus, for exanple, if an integrity algorithm
yields a 96-bit authentication value, this length field will be "4"
(3 32-bit word fixed fields plus 3 32-bit words for the ICV, m nus
2). For IPv6, the total length of the header nust be a nultiple of
8-octet units. (Note that although IPv6 [DHI98] characterizes AH as
an extension header, its length is neasured in 32-bit words, not the
64-bit words used by other |Pv6 extension headers.) See Section 2.6,
"Integrity Check Value (I1CV)", for coments on padding of this field,
and Section 3.3.3.2.1, "ICV Paddi ng".
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2.3. Reserved

This 16-bit field is reserved for future use. It MJST be set to
"zero" by the sender, and it SHOULD be ignored by the recipient.
(Note that the value is included in the ICV cal culation, but is

ot herwi se ignored by the recipient.)

2.4. Security Paraneters |Index (SPl)

The SPI is an arbitrary 32-bit value that is used by a receiver to
identify the SA to which an incom ng packet is bound. For a unicast
SA, the SPI can be used by itself to specify an SA, or it may be used
in conjunction with the I Psec protocol type (in this case AH)

Because for unicast SAs the SPI value is generated by the receiver,
whet her the value is sufficient to identify an SA by itself or

whet her it nust be used in conjunction with the |IPsec protocol val ue
is alocal matter. The SPI field is mandatory, and this nechani sm
for mapping inbound traffic to unicast SAs descri bed above MJST be
supported by all AH inplenmentations.

If an I Psec inplenmentation supports multicast, then it MJST support
mul ticast SAs using the algorithm bel ow for nmapping i nbound | Psec
datagrans to SAs. |Inplenentations that support only unicast traffic
need not inplenent this de-nultiplexing algorithm

In many secure multicast architectures, e.g., [RFC3740], a centra
Group Controller/Key Server unilaterally assigns the group security
association’s SPI. This SPI assignment is not negotiated or
coordinated with the key nanagenent (e.g., |KE) subsystens that
reside in the individual end systens that conprise the group
Consequently, it is possible that a group security association and a
uni cast security association can sinmultaneously use the sane SPI. A
mul ti cast-capable | Psec inplementati on MIST correctly de-mnultiplex

i nbound traffic even in the context of SPI colli sions.

Each entry in the Security Associati on Database (SAD) [Ken-Arch] nust
i ndi cate whet her the SA | ookup nakes use of the destination, or
destination and source, |P addresses, in addition to the SPI. For
mul ti cast SAs, the protocol field is not enployed for SA | ookups.

For each inbound, |Psec-protected packet, an inplenmentation nust
conduct its search of the SAD such that it finds the entry that

mat ches the "longest” SA identifier. |In this context, if two or nore
SAD entries match based on the SPI value, then the entry that also
mat ches based on destination, or destination and source, address
conparison (as indicated in the SAD entry) is the "longest" match.
This inplies a | ogical ordering of the SAD search as foll ows:
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1. Search the SAD for a match on {SPlI, destination
address, source address}. |If an SAD entry
mat ches, then process the i nbound AH packet with that
mat ching SAD entry. Oherw se, proceed to step 2.

2. Search the SAD for a match on {SPI, destination
address}. If an SAD entry matches, then process
the i nbound AH packet with that matching SAD
entry. Oherw se, proceed to step 3.

3. Search the SAD for a match on only {SPI} if the receiver
has chosen to maintain a single SPI space for AH and ESP
or on {SPI, protocol} otherwise. |If an SAD
entry matches, then process the inbound AH packet with
that matching SAD entry. O herw se, discard the packet
and | og an auditabl e event.

In practice, an inplenentati on MAY choose any nethod to accelerate
this search, although its externally visible behavior MJST be
functionally equivalent to having searched the SAD in the above
order. For exanple, a software-based inplenentation could index into
a hash table by the SPI. The SAD entries in each hash table bucket’s
linked list are kept sorted to have those SAD entries with the

| ongest SA identifiers first in that linked list. Those SAD entries
havi ng the shortest SA identifiers are sorted so that they are the
last entries in the linked list. A hardware-based inplenentation may
be able to effect the |ongest match search intrinsically, using
conmmonl y avail abl e Ternary Content - Addressabl e Menory ( TCAM

features.

The indication of whether source and destination address matching is
required to map i nbound I Psec traffic to SAs MJUST be set either as a
side effect of manual SA configuration or via negotiation using an SA
management protocol, e.g., IKE or G oup Domain of Interpretation
(GDA) [RFC3547]. Typically, Source-Specific Miulticast (SSM [HC03]
groups use a 3-tuple SA identifier conposed of an SPI, a destination
nmul ticast address, and source address. An Any-Source Milticast group
SA requires only an SPI and a destination nulticast address as an
identifier.

The set of SPI values in the range 1 through 255 is reserved by the
I nternet Assigned Nunmbers Authority (1ANA) for future use; a reserved

SPI value will not normally be assigned by I ANA unless the use of the
assigned SPI value is specified in an RFC. The SPI value of zero (0)
is reserved for local, inplenentation-specific use and MJST NOT be

sent on the wire. (For exanple, a key managenent inplenmentation
m ght use the zero SPI value to mean "No Security Association Exists"
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during the period when the |Psec inplenentation has requested that
its key nmanagenent entity establish a new SA, but the SA has not yet
been established.)

2.5. Sequence Nunber

This unsigned 32-bit field contains a counter value that increases by
one for each packet sent, i.e., a per-SA packet sequence nunber. For
a unicast SA or a single-sender multicast SA the sender MJST
increnent this field for every transmtted packet. Sharing an SA
among multiple senders is permtted, though generally not

recormended. AH provides no neans of synchronizi ng packet counters
among mul tiple senders or neaningfully managi ng a recei ver packet
counter and wi ndow in the context of multiple senders. Thus, for a
mul ti-sender SA, the anti-reply features of AH are not avail able (see
Sections 3.3.2 and 3.4.3).

The field is mandatory and MUST al ways be present even if the

recei ver does not elect to enable the anti-replay service for a
specific SA. Processing of the Sequence Nunber field is at the

di scretion of the receiver, but all AH inplenmentations MJST be
capabl e of perform ng the processing described in Section 3. 3.2,
"Sequence Nunber GCeneration", and Section 3.4.3, "Sequence Number
Verification". Thus, the sender MJUST always transnmit this field, but
the receiver need not act upon it.

The sender’s counter and the receiver’s counter are initialized to O
when an SA is established. (The first packet sent using a given SA
wi Il have a sequence number of 1; see Section 3.3.2 for nore details
on how t he sequence nunber is generated.) |If anti-replay is enabled
(the default), the transmitted sequence nunber nust never be all owed
to cycle. Thus, the sender’s counter and the receiver’'s counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssi on of the 2732nd packet on an SA

2.5.1. Extended (64-bit) Sequence Number

To support high-speed | Psec inplenentations, a new option for
sequence nunbers SHOULD be offered, as an extension to the current,
32-bit sequence nunmber field. Use of an Extended Sequence Number
(ESN) MJUST be negotiated by an SA managenment protocol. Note that in
| KEv2, this negotiation is inmplicit; the default is ESN unless 32-bit
sequence nunbers are explicitly negotiated. (The ESN feature is
applicable to nmulticast as well as unicast SAs.)

The ESN facility allows use of a 64-bit sequence nunber for an SA

(See Appendi x B, "Extended (64-bit) Sequence Numbers", for details.)
Only the loworder 32 bits of the sequence nunber are transmitted in
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2.

3.

3.

3.

the AH header of each packet, thus mnim zing packet overhead. The
hi gh-order 32 bits are naintained as part of the sequence nunber
counter by both transmitter and receiver and are included in the
conputation of the ICV, but are not transnitted.

6. Integrity Check Value (ICV)

This is a variable-length field that contains the Integrity Check
Value (I1CV) for this packet. The field nust be an integral nultiple
of 32 bits (IPv4 or IPv6) in length. The details of |ICV processing
are described in Section 3.3.3, "Integrity Check Val ue Cal cul ation”,
and Section 3.4.4, "Integrity Check Value Verification". This field
may include explicit padding, if required to ensure that the length
of the AH header is an integral multiple of 32 bits (IPv4) or 64 bits
(IPv6). Al inplementations MJST support such paddi ng and MUST
insert only enough padding to satisfy the I1Pv4/1Pv6 alignnent

requi rements. Details of how to conpute the required padding | ength
are provided belowin Section 3.3.3.2, "Padding". The integrity

al gorithm specification MJST specify the length of the ICV and the
conparison rul es and processing steps for validation

Aut hent i cati on Header Processing
1. Authentication Header Location

AH may be enployed in two ways: transport node or tunnel node. (See
the Security Architecture docunment for a description of when each
shoul d be used.)

1.1. Transport Mode

In transport node, AH is inserted after the IP header and before a
next |ayer protocol (e.g., TCP, UDP, ICW°, etc.) or before any other

| Psec headers that have already been inserted. 1In the context of
I Pv4, this calls for placing AH after the |IP header (and any options
that it contains), but before the next layer protocol. (Note that

the term"transport"” node should not be mi sconstrued as restricting
its use to TCP and UDP.) The followi ng diagramillustrates AH
transport nmode positioning for a typical |Pv4 packet, on a "before
and after" basis.

Kent St andards Track [ Page 9]



RFC 4302 | P Aut henti cati on Header Decenmber 2005

BEFORE APPLYI NG AH
IPv4d Jorig IP hdr | |
| (any options)| TCP | Data

IPv4d Joriginal IP hdr (any options) | AH | TCP | Dat a
| <- mutable field processing ->|<- imutable fields ->
| <----- aut henticated except for nmutable fields ----- >|

In the I Pv6 context, AH is viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragmentati on extension
headers. The destination options extensi on header(s) coul d appear
before or after or both before and after the AH header dependi ng on
the semantics desired. The following diagramillustrates AH
transport node positioning for a typical |Pv6 packet.

BEFORE APPLYI NG AH

| Pv6 | | ext hdrs | |
| orig IP hdr |if present| TCP | Data

| Pv6 | | hop- by- hop, dest*, | | dest | |
|orig IP hdr |routing, fragment. | AH| opt* | TCP | Data
| <--- mutable field processing -->|<-- imutable fields -->
| <---- authenticated except for nutable fields ----------- >
* = if present, could be before AH after AH, or both

ESP and AH headers can be conbined in a variety of nodes. The |Psec
Archi tecture docunent describes the conbinations of security
associ ati ons that must be supported.

Note that in transport node, for "bunp-in-the-stack” or "bunp-in-
the-wire" inplenmentations, as defined in the Security Architecture
docunent, inbound and outbound IP fragnents may require an | Psec

i mpl ementation to performextra |IP reassenbly/fragnmentation in order
to both conformto this specification and provide transparent |Psec
support. Special care is required to perform such operations wthin
these inpl enentati ons when multiple interfaces are in use.

Kent St andards Track [ Page 10]



RFC 4302 | P Aut henti cati on Header Decenmber 2005

3.

3.

3.

1.2. Tunnel Mode

In tunnel node, the "inner" |IP header carries the ultimate (IP)
source and destination addresses, while an "outer"” |P header contains
the addresses of the | Psec "peers," e.g., addresses of security

gat eways. M xed inner and outer IP versions are allowed, i.e., |Pv6
over |IPv4 and | Pv4 over IPv6. In tunnel node, AH protects the entire
i nner | P packet, including the entire inner |IP header. The position
of AH in tunnel node, relative to the outer | P header, is the same as
for AH in transport node. The follow ng diagramillustrates AH
tunnel node positioning for typical IPv4 and | Pv6 packets.

| Pv4d | | | orig IP hdr* | | |
| new | P header * (any options) | AH| (any options) | TCP| Data
| <- mutable field processing ->|<------ imutable fields ----- >|
| <- authenticated except for nutable fields in the new | P hdr->

| Pv6 | | ext hdrs*| | | ext hdrs*| | |
|new P hdr*|if present| AH |orig IP hdr*|if present| TCP| Dat a|
| <--- mutable field -->| <--------- i mutable fields -------- >
| processi ng |
| <-- authenticated except for nmutable fields in new IP hdr ->
* = if present, construction of outer |IP hdr/extensions and
nodi fication of inner IP hdr/extensions is discussed in
the Security Architecture docunent.

2. Integrity Al gorithns

The integrity al gorithmenployed for the I CV conmputation is specified
by the SA. For point-to-point comrunication, suitable integrity

al gorithns include keyed Message Authentication Codes (MACs) based on
symmetric encryption algorithns (e.g., AES [AES]) or on one-way hash
functions (e.g., MD5, SHA-1, SHA-256, etc.). For multicast

conmuni cation, a variety of cryptographic strategies for providing
integrity have been devel oped and research continues in this area.

3. Qutbound Packet Processing
In transport node, the sender inserts the AH header after the IP

header and before a next |ayer protocol header, as described above.
In tunnel node, the outer and inner |P header/extensions can be
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interrelated in a variety of ways. The construction of the outer IP
header/ ext ensi ons during the encapsul ati on process is described in
the Security Architecture docunent.

3.3.1. Security Association Lookup

AH is applied to an outbound packet only after an |Psec

i mpl ement ation determ nes that the packet is associated with an SA
that calls for AH processing. The process of determi ning what, if
any, |Psec processing is applied to outbound traffic is described in
the Security Architecture document.

3.3.2. Sequence Number Ceneration

The sender’s counter is initialized to 0 when an SA is established.
The sender increnments the sequence nunber (or ESN) counter for this
SA and inserts the loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA wll
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Number field. |In other words, the sender MJUST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transmt a packet that would result in sequence nunber
overflowis an auditable event. The audit log entry for this event
SHOULD i ncl ude the SPI value, current date/time, Source Address,
Destinati on Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured usi ng manual key nmanagenent. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Number (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of manual key
managenment (see Section 5). However, the sender still increnents the
counter and when it reaches the maxi mnum val ue, the counter rolls over
back to zero. (This behavior is recomrended for nulti-sender

nmul ticast SAs, unless anti-replay nmechani sns outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transmitted in the Sequence Number field,

al t hough both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bhits are included in the ICV cal cul ation
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Note: If a receiver chooses not to enable anti-replay for an SA then
the recei ver SHOULD NOT negotiate ESN in an SA managenent protocol
Use of ESN creates a need for the receiver to nmanage the anti-replay
wi ndow (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the ICV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA

3.3.3. Integrity Check Value Cal cul ation
The AH I CV is conputed over:

o | P or extension header fields before the AH header that are
either immutable in transit or that are predictable in value
upon arrival at the endpoint for the AH SA

o the AH header (Next Header, Payload Len, Reserved, SPI
Sequence Number (loworder 32 bits), and the ICV (which is set
to zero for this conputation), and explicit padding bytes (if
any))

o everything after AHis assuned to be immutable in transit

o the high-order bits of the ESN (if enployed), and any inplicit
paddi ng required by the integrity algorithm

3.3.3.1. Handling Miutable Fields

If a field nay be nodified during transit, the value of the field is
set to zero for purposes of the ICV conputation. |If a fieldis

mut abl e, but its value at the (IPsec) receiver is predictable, then
that value is inserted into the field for purposes of the ICV
calculation. The Integrity Check Value field is also set to zero in
preparation for this conputation. Note that by replacing each
field s value with zero, rather than onmitting the field, alignment is
preserved for the ICV calculation. Also, the zero-fill approach
ensures that the length of the fields that are so handl ed cannot be
changed during transit, even though their contents are not explicitly
covered by the I CV

As a new extension header or IPv4 option is created, it will be
defined in its owmn RFC and SHOULD i nclude (in the Security

Consi derations section) directions for howit should be handl ed when
calculating the AHICV. If the IP (v4 or v6) inplenentation
encounters an extension header that it does not recognize, it wll
di scard the packet and send an | CVMP nessage. |Psec will never see
the packet. If the |IPsec inplenentation encounters an | Pv4 option
that it does not recognize, it should zero the whol e option, using
the second byte of the option as the length. [|Pv6 options (in
Desti nati on Extension Headers or the Hop-by-Hop Extension Header)
contain a flag indicating mutability, which determ nes appropriate
processing for such options.
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3.3.3.1.1. I1CV Conputation for |Pv4
3.3.3.1.1.1. Base Header Fields
The | Pv4 base header fields are classified as foll ows:

| mrut abl e
Ver si on
I nternet Header Length
Total Length
I dentification
Protocol (This should be the value for AH.)
Sour ce Address
Destination Address (w thout | oose or strict source routing)

Mut abl e but predictable
Destination Address (with | oose or strict source routing)

Mut abl e (zeroed prior to I CV cal cul ation)

Differentiated Services Code Point (DSCP)
(6 bits, see RFC 2474 [ NBBB98])

Explicit Congestion Notification (ECN)
(2 bits, see RFC 3168 [ RFB0O1])

Fl ags

Fragment O f set

Tinme to Live (TTL)

Header Checksum

DSCP - Routers may rewite the DS field as needed to provide a
desired |l ocal or end-to-end service, thus its value upon reception
cannot be predicted by the sender

ECN - This will change if a router along the route experiences
congestion, and thus its value upon recepti on cannot be predicted by
the sender.

Flags - This field is excluded because an internediate router m ght
set the DF bit, even if the source did not select it.

Fragment Offset - Since AHis applied only to non-fragmented IP
packets, the Ofset Field nust always be zero, and thus it is
excluded (even though it is predictable).

TTL - This is changed en route as a nornmal course of processing by

routers, and thus its value at the receiver is not predictable by the
sender.
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Header Checksum - This will change if any of these other fields
change, and thus its val ue upon reception cannot be predicted by the
sender.

3.3.3.1.1.2. Options

For IPv4 (unlike IPv6), there is no nechanismfor tagging options as
mutable in transit. Hence the IPv4 options are explicitly listed in
Appendi x A and classified as i mutable, nutable but predictable, or
mut able. For I1Pv4, the entire option is viewed as a unit; so even
though the type and length fields within nost options are i mutable
intransit, if an optionis classified as nutable, the entire option
is zeroed for | CV conputation purposes.

3.3.3.1.2. ICV Conmputation for |Pv6
3.3.3.1.2.1. Base Header Fields
The | Pv6 base header fields are classified as foll ows:

| mrut abl e
Ver si on
Payl oad Length
Next Header
Sour ce Address
Destination Address (w thout Routing Extension Header)

Mut abl e but predictable
Destinati on Address (wth Routing Extension Header)

Mut abl e (zeroed prior to I CV cal cul ation)
DSCP (6 bits, see RFC2474 [ NBBB98])
ECN (2 bits, see RFC3168 [ RFBO1])
Fl ow Label (*)
Hop Limt

(*) The flow | abel described in AHv1 was nutable, and in
RFC 2460 [DHO8] was potentially nmutable. To retain
conpatibility with existing AH inpl ementations, the
flow label is not included in the ICV in AHv2.

3.3.3.1.2.2. Extension Headers Containing Options

| Pv6 options in the Hop-by-Hop and Destinati on Extension Headers
contain a bit that indicates whether the option mght change
(unpredictably) during transit. For any option for which contents
may change en-route, the entire "Option Data" field nust be treated
as zero-val ued octets when conputing or verifying the I1CV. The
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Option Type and Opt Data Len are included in the ICV cal cul ation

Al'l options for which the bit indicates immtability are included in
the 1CV calculation. See the |IPv6 specification [DHI8] for nore

i nf or mati on.

3.3.3.1.2.3. Extension Headers Not Containing Options

The | Pv6 extension headers that do not contain options are explicitly
listed in Appendix A and classified as inmutable, nutable but
predi ctabl e, or nutable.

3.3.3.2. Padding and Extended Sequence Nunbers
3.3.3.2.1. |CV Paddi ng

As nentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a nmultiple of 32
bits (1Pvd4) or 64 bits (IPv6e). |If padding is required, its length is
determ ned by two factors:

- the length of the ICV
- the I P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for IPv4 or IPv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and | P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the ICV cal cul ation
counted as part of the Payl oad Length, and transmitted at the end of
the ICV field to enable the receiver to performthe I CV cal cul ation.

I ncl usi on of padding in excess of the mnimum anount required to
satisfy IPv4/1Pv6 alignment requirenents is prohibited.

3.3.3.2.2. Inplicit Packet Paddi ng and ESN

If the ESN option is elected for an SA, then the high-order 32 bits
of the ESN rmust be included in the ICV conputation. For purposes of
| CV conputation, these bits are appended (inmplicitly) inmrediately
after the end of the payload, and before any inplicit packet padding.

For sone integrity algorithns, the byte string over which the ICV

conputation is performed nust be a nultiple of a blocksize specified
by the algorithm [If the |IP packet length (including AH and the 32
hi gh-order bits of the ESN, if enabl ed) does not match the bl ocksize
requirements for the algorithm inplicit padding MUST be appended to
the end of the packet, prior to I CV conputation. The padding octets
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MUST have a val ue of zero. The bl ocksize (and hence the | ength of
the padding) is specified by the algorithmspecification. This
padding is not transmitted with the packet. The document that
defines an integrity algorithm MJST be consulted to deternine if
inmplicit padding is required as described above. |f the docunent
does not specify an answer to this, then the default is to assune
that inplicit padding is required (as needed to match the packet
length to the algorithm s blocksize.) |If padding bytes are needed
but the al gorithm does not specify the padding contents, then the
paddi ng octets MJUST have a val ue of zero.

3.3.4. Fragnentation

If required, IP fragnentation occurs after AH processing within an
| Psec inpl enentation. Thus, transport node AH is applied only to
whol e I P datagrans (not to IP fragnents). An |Pv4 packet to which
has been applied may itself be fragnmented by routers en route, and
such fragnents nust be reassenbled prior to AH processing at a
receiver. (This does not apply to | Pv6, where there is no router-
initiated fragnentation.) |In tunnel node, AHis applied to an IP
packet, the payload of which may be a fragnented |IP packet. For
exanpl e, a security gateway or a "bunp-in-the-stack” or "bunp-in-
the-wire" IPsec inmplenentation (see the Security Architecture
docunent for details) may apply tunnel node AH to such fragnents.

NOTE: For transport node -- As nentioned at the end of Section 3. 1.
bunp-in-the-stack and bunmp-in-the-wire inplenentati ons may have to
first reassenbl e a packet fragmented by the local IP layer, then
apply I Psec, and then fragment the resulting packet.

NOTE: For |Pv6 -- For bunp-in-the-stack and bunp-in-the-wire
i mpl enentations, it will be necessary to exam ne all the extension
headers to deternmine if there is a fragnentati on header and hence
that the packet needs reassenbling prior to | Psec processing.

Fragment ati on, whet her performed by an | Psec inplenentation or by
routers along the path between | Psec peers, significantly reduces

AH

11

performance. Moreover, the requirenment for an AH receiver to accept

fragments for reassenbly creates denial of service vulnerabilities.
Thus, an AH i npl enentati on MAY choose to not support fragmentation

and may mark transmtted packets with the DF bit, to facilitate Path
MIU (PMIU) di scovery. In any case, an AH inpl enentati on MUST support

generation of |CMP PMIU nessages (or equivalent internal signaling
for native host inplenentations) to mninize the likelihood of
fragmentation. Details of the support required for MIU managenent
are contained in the Security Architecture document.
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3.4. I nbound Packet Processing

If there is nore than one | Psec header/extension present, the
processing for each one ignores (does not zero, does not use) any
| Psec headers applied subsequent to the header being processed.

3.4.1. Reassenbly

If required, reassenbly is performed prior to AH processing. |If a
packet offered to AH for processing appears to be an |IP fragnent,
i.e., the OFFSET field is nonzero or the MORE FRAGVENTS flag is set,
the receiver MJUST discard the packet; this is an auditabl e event.
The audit log entry for this event SHOULD i ncl ude the SPI val ue,
date/tine, Source Address, Destination Address, and (in |IPv6) the

Fl ow I D.

NOTE: For packet reassenbly, the current |Pv4 spec does NOT require
either the zeroing of the OFFSET field or the clearing of the MORE
FRAGMVENTS flag. |In order for a reassenbl ed packet to be processed by
| Psec (as opposed to discarded as an apparent fragnent), the |IP code
nmust do these two things after it reassenbles a packet.

3.4.2. Security Association Lookup

Upon recei pt of a packet containing an |IP Authenticati on Header, the
recei ver determines the appropriate (unidirectional) SA via |ookup in
the SAD. For a unicast SA, this determnation is based on the SPI or
the SPI plus protocol field, as described in Section 2.4. |If an

i mpl enentati on supports multicast traffic, the destination address is
al so enmployed in the lookup (in addition to the SPI), and the sender
address al so may be enpl oyed, as described in Section 2.4. (This
process is described in nore detail in the Security Architecture
docunent.) The SAD entry for the SA al so i ndicates whether the
Sequence Nunber field will be checked and whether 32- or 64-bit
sequence nunbers are enployed for the SA. The SAD entry for the SA
al so specifies the algorithm(s) enployed for |ICV conputation, and

i ndicates the key required to validate the | CV

If no valid Security Association exists for this packet the receiver
MUST di scard the packet; this is an auditable event. The audit |og

entry for this event SHOULD include the SPI value, date/time, Source
Addr ess, Destination Address, and (in IPv6) the Flow ID.

(Note that SA managenent traffic, such as | KE packets, does not need

to be processed based on SPI, i.e., one can de-nultiplex this traffic
separately based on Next Protocol and Port fields, for exanple.)
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3.4.3. Sequence Number Verification

Al AH inplementati ons MJST support the anti-replay service, though
its use may be enabl ed or disabled by the receiver on a per-SA basis.
Anti-replay is applicable to unicast as well as nulticast SAs.
However, this standard specifies no nechanisns for providing anti-
replay for a nulti-sender SA (unicast or nulticast). |In the absence
of negotiation (or manual configuration) of an anti-replay nechani sm
for such an SA, it is recommended that sender and receiver checking
of the Sequence Number for the SA be disabled (via negotiation or
manual configuration), as noted bel ow

If the receiver does not enable anti-replay for an SA, no inbound
checks are perforned on the Sequence Number. However, fromthe
perspective of the sender, the default is to assume that anti-replay
is enabled at the receiver. To avoid having the sender do
unnecessary sequence nunber nonitoring and SA setup (see Section
3.3.2, "Sequence Number GCeneration"), if an SA establishnent protoco
such as IKE is enployed, the receiver SHOULD notify the sender

during SA establishnent, if the receiver will not provide anti-replay
protection.

If the receiver has enabled the anti-replay service for this SA the
recei ve packet counter for the SA MIUST be initialized to zero when
the SA is established. For each received packet, the receiver MJST
verify that the packet contains a Sequence Nunber that does not
duplicate the Sequence Nunber of any other packets received during
the life of this SA. This SHOULD be the first AH check applied to a
packet after it has been matched to an SA, to speed rejection of
dupl i cat e packets.

Duplicates are rejected through the use of a sliding receive w ndow.
How the window is inplenented is a |local matter, but the follow ng
text describes the functionality that the inplenmentation mnust

exhi bit.

The "right" edge of the wi ndow represents the highest, validated
Sequence Nunber val ue received on this SA. Packets that contain
sequence nunbers lower than the "left" edge of the wi ndow are
rejected. Packets falling within the wi ndow are checked agai nst a
list of received packets within the w ndow.

If the ESN option is selected for an SA, only the |oworder 32 bits
of the sequence nunber are explicitly transmtted, but the receiver
enpl oys the full sequence nunber conputed using the high-order 32
bits for the indicated SA (fromhis |ocal counter) when checking the
recei ved Sequence Nunmber against the receive window. In constructing
the full sequence nunber, if the loworder 32 bits carried in the
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packet are |lower in value than the |loworder 32 bits of the

recei ver's sequence nunber counter, the receiver assunmes that the

hi gh-order 32 bits have been increnented, nmoving to a new sequence
nunber subspace. (This algorithm accomobdates gaps in reception for
a single SA as large as 2**32-1 packets. |If a |larger gap occurs,

addi tional, heuristic checks for re-synchronization of the receiver’s
sequence nunber counter MAY be enpl oyed, as described in Appendi x B.)

If the received packet falls within the window and is not a
duplicate, or if the packet is to the right of the wi ndow, then the
recei ver proceeds to ICV verification. |If the ICV validation fails,
the receiver MJST discard the received IP datagramas invalid. This
is an auditable event. The audit log entry for this event SHOULD

i nclude the SPI value, date/time, Source Address, Destination
Address, the Sequence Nunber, and (in IPv6) the Flow ID. The receive
wi ndow is updated only if the ICV verification succeeds.

A M N MUM wi ndow si ze of 32 packets MJUST be supported, but a w ndow
size of 64 is preferred and SHOULD be enpl oyed as the default.

Anot her wi ndow size (larger than the M NITMJM MAY be chosen by the
receiver. (The receiver does NOT notify the sender of the w ndow
size.) The receive wi ndow size should be increased for higher-speed
environnents, irrespective of assurance issues. Values for mninum
and recommended receive wi ndow sizes for very high-speed (e.g.

nmul ti-gi gabit/second) devices are not specified by this standard.

3.4.4. Integrity Check Value Verification

The recei ver computes the I CV over the appropriate fields of the
packet, using the specified integrity algorithm and verifies that it
is the sanme as the ICVincluded in the ICV field of the packet.
Details of the conmputation are provided bel ow.

If the computed and received ICVs match, then the datagramis valid,
and it is accepted. |If the test fails, then the receiver MJST

di scard the received | P datagramas invalid. This is an auditable
event. The audit |l og entry SHOULD i nclude the SPI val ue, date/tine
received, Source Address, Destination Address, and (in IPv6) the Flow
| D.

| mpl ement ati on Not e:

| mpl enent ati ons can use any set of steps that results in the sane
result as the following set of steps. Begin by saving the ICV

val ue and replacing it (but not any ICV field padding) with zero.

Zero all other fields that nay have been nodified during transit.

(See Section 3.3.3.1, "Handling Miutable Fields", for a discussion
of which fields are zeroed before performng the I CV cal cul ation.)
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4.

If the ESN option is elected for this SA append the high-order 32
bits of the ESN after the end of the packet. Check the overal

| ength of the packet (as described above), and if it requires
inmplicit padding based on the requirements of the integrity

al gorithm append zero-filled bytes to the end of the packet
(after the ESN if present) as required. Performthe ICV
conputati on and conpare the result with the saved val ue, using the
conparison rul es defined by the algorithmspecification. (For
exanple, if a digital signature and one-way hash are used for the
I CV conputation, the matching process is nore conpl ex.)

Audi ting

Not all systens that inplenent AH will inplenent auditing. However,
if AHis incorporated into a systemthat supports auditing, then the
AH i mpl enent ati on MJUST al so support auditing and MJST all ow a system
adm nistrator to enable or disable auditing for AH  For the nost
part, the granularity of auditing is a local matter. However,
several auditable events are identified in this specification, and
for each of these events a mininmumset of information that SHOULD be
included in an audit log is defined. Additional information also MAY
be included in the audit log for each of these events, and additiona
events, not explicitly called out in this specification, also MAY
result in audit log entries. There is no requirenent for the
receiver to transmt any nessage to the purported sender in response
to the detection of an auditable event, because of the potential to

i nduce denial of service via such action

Conf or mance Requirenents

| mpl enent ations that claimconformance or conpliance with this
specification MUST fully inplenent the AH syntax and processing
described here for unicast traffic, and MJST conply with al

requi rements of the Security Architecture docurment [Ken-Arch].
Additionally, if an inplenmentation clains to support multicast
traffic, it MJUST conply with the additional requirenments specified
for support of such traffic. |If the key used to conpute an ICV is
manual |y distributed, correct provision of the anti-replay service
woul d require correct maintenance of the counter state at the sender
until the key is replaced, and there likely would be no automated
recovery provision if counter overflow were immnent. Thus, a
conpliant inplenentati on SHOULD NOT provide this service in
conjunction with SAs that are manual |y keyed.

The mandatory-to-inpl enent algorithms for use with AH are descri bed
in a separate RFC [Eas04], to facilitate updating the algorithm
requi renents independently fromthe protocol per se. Additiona

al gorithnms, beyond those mandated for AH MAY be support ed.
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6.

9.

9.

1

Security Considerations

Security is central to the design of this protocol, and these
security considerations perneate the specification. Additiona
security-rel evant aspects of using the |IPsec protocol are discussed
in the Security Architecture docunent.

Di fferences from RFC 2402
Thi s docunent differs from RFC 2402 [ RFC2402] in the foll owi ng ways.

o0 SPI -- nodified to specify a uniformalgorithmfor SAD | ookup
for unicast and nulticast SAs, covering a w der range of
mul ticast technol ogies. For unicast, the SPI may be used
al one to select an SA, or may be conbined with the protocol
at the option of the receiver. For nulticast SAs, the SPI is
conbined with the destinati on address, and optionally the
source address, to select an SA

o Extended Sequence Nunber -- added a new option for a 64-bit
sequence nunber for very high-speed communications. Cdarified
sender and receiver processing requirenments for nulticast SAs
and nulti-sender SAs.

o Moved references to mandatory algorithms to a separate
docunent [ Eas04].
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| Pv4 Options

| P Aut henti cati on Header

Decenmber 2005

| P Options/ Extensi on Headers

This table shows how the 1 Pv4 options are classified with regard to

"mutability". Were tw references are provided, the second one
supercedes the first. This table is based in part on infornmation
provided in RFC 1700, "ASSI GNED NUMBERS', (Cctober 1994).
Opt .
Copy Class # Nane Ref er ence
| MMUTABLE -- included in ICV cal cul ation
0 ©O 0 End of Options List [ RFC791]
0 ©O 1 No Operati on [ RFC791]
1 0 2 Security [ RFC1108] (historic but
in use)
1 0 5 Ext ended Security [ RFC1108] (historic but
in use)
1 0 6 Conmerci al Security
1 0 20 Router Alert [ RFC2113]
1 0 21 Sender Directed Milti- [ RFC1770]
Destination Delivery
MUTABLE -- zeroed
1 0 3 Loose Source Route [ RFC791]
0 2 4 Time Stanp [ RFC791]
0 ©O 7 Record Route [ RFC791]
1 0 9 Strict Source Route [ RFC791]
0 2 18 Traceroute [ RFC1393]
EXPERI MENTAL, SUPERCEDED -- zeroed
1 0 8 Stream|D [ RFC791, RFC1122 (Host
Req) ]
0 O 11 MIU Probe [ RFC1063, RFC1191 (PMIU)]
0 O 12 MIU Reply [ RFC1063, RFC1191 (PMIU)]
1 0 17 Extended Internet Protocol [RFC1385, DHI8 (1 Pv6)]
0 0 10 Experinental Measurenent
1 2 13 Experinmental Flow Contro
1 0 14 Experinmental Access Ct
0 O 15 2?7
1 0 16 IM Traffic Descriptor
1 0 19 Address Extension

NOTE
use of

Kent

| Psec.

St andards Track

Use of the Router Alert option is potentially inconpatible with
Al 't hough the option is immutable,
each router along a packet’s path wll
consequently m ght change the packet.
by-hop basis as the packet goes fromrouter to router.

its use inplies that

"process" the packet and
Thi s woul d happen on a hop-

Prior to
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bei ng processed by the application to which the option contents are
directed (e.g., Resource Reservation Protocol (RSVP)/Internet G oup
Managenment Protocol (1Gw)), the packet should encounter AH
processi ng. However, AH processing would require that each router
along the path is a nenber of a multicast-SA defined by the SPI
This m ght pose problens for packets that are not strictly source
routed, and it requires multicast support techniques not currently
avail abl e.

NOTE: Addition or renoval of security labels (e.g., Basic Security
Option (BSO, Extended Security Option (ESO, or Conmercial |nternet
Protocol Security Option (CIPSO)) by systens al ong a packet’s path
conflicts with the classification of these IP options as imutable
and is inconpatible with the use of |Psec.

NOTE: End of Options List options SHOULD be repeated as necessary to
ensure that the I P header ends on a 4-byte boundary in order to
ensure that there are no unspecified bytes that could be used for a
covert channel

A2. | Pv6 Extension Headers

This table shows how the | Pv6 extension headers are classified with
regard to "mutability".

Opt i on/ Ext ensi on Nane Ref er ence
MUTABLE BUT PREDI CTABLE -- included in ICV cal cul ation
Routing (Type 0) [ DHO8]
BI T | NDI CATES | F OPTION | S MUTABLE ( CHANGES UNPREDI CTABLY DURI NG
TRANSI T)
Hop- by- Hop options [ DHO8]
Destinati on options [ DHI8]
NOT APPLI CABLE
Fragment ati on [ DHO8]
Options -- 1 Pv6 options in the Hop-by-Hop and Desti nation

Ext ensi on Headers contain a bit that indicates whether the option
m ght change (unpredictably) during transit. For any option for
whi ch contents may change en route, the entire "Option Data" field
nust be treated as zero-val ued octets when conputing or verifying
the 1CV. The Option Type and Opt Data Len are included in the ICV
calculation. Al options for which the bit indicates inmmtability
are included in the ICV calculation. See the |IPv6 specification
[DHO98] for more information
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Routing (Type 0) -- The I Pv6 Routing Header "Type 0" wll
rearrange the address fields within the packet during transit from
source to destination. However, the contents of the packet as it
wi Il appear at the receiver are known to the sender and to al
i nternedi ate hops. Hence, the I Pv6 Routing Header "Type 0" is
included in the Integrity Check Val ue cal cul ation as nutabl e but
predi ctable. The sender nmust order the field so that it appears as
it will at the receiver, prior to performng the |ICV conputation.

Fragmentation -- Fragnentation occurs after outbound | Psec
processing (Section 3.3) and reassenbly occurs before inbound | Psec
processing (Section 3.4). So the Fragnmentation Extension Header, if
it exists, is not seen by IPsec.

Note that on the receive side, the IP inplenmentation could | eave a
Fragment ati on Extensi on Header in place when it does re-assenbly. |If
this happens, then when AH receives the packet, before doing I CV
processi ng, AH MUST "renove" (or skip over) this header and change
the previous header’s "Next Header" field to be the "Next Header"
field in the Fragnentati on Extension Header

Note that on the send side, the IP inplementation could give the

| Psec code a packet with a Fragnentation Extension Header with Ofset
of 0 (first fragnent) and a More Fragnents Flag of 0 (last fragnent).
If this happens, then before doing |ICV processing, AH MJST first
"renmove" (or skip over) this header and change the previ ous header’s
"Next Header" field to be the "Next Header" field in the
Fragment ati on Ext ensi on Header
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Appendi x B: Extended (64-bit) Sequence Nunbers

B1.

B2.

Overvi ew

Thi s appendi x descri bes an Extended Sequence Number (ESN) scheme for
use with I Psec (ESP and AH) that enploys a 64-bit sequence nunber,
but in which only the loworder 32 bits are transmtted as part of
each packet. It covers both the wi ndow schenme used to detect

repl ayed packets and the determnation of the high-order bits of the
sequence nunber that are used both for replay rejection and for
conputation of the ICV. It also discusses a mechanismfor handling
| oss of synchronization relative to the (not transmtted) high-order
bits.

Anti - Repl ay W ndow
The receiver will maintain an anti-replay w ndow of size W This
window will limt how far out of order a packet can be, relative to

the packet with the highest sequence nunber that has been
authenticated so far. (No requirenent is established for m nimm or
reconmended sizes for this wi ndow, beyond the 32- and 64-packet

val ues al ready established for 32-bit sequence nunmber w ndows.
However, it is suggested that an inplenmenter scale these val ues
consistent with the interface speed supported by an inplenentation
that makes use of the ESN option. Also, the algorithm described

bel ow assunes that the window is no greater than 2731 packets in
width.) Al 2732 sequence nunbers associated with any fixed val ue
for the high-order 32 bits (Segh) will hereafter be called a sequence
nunber subspace. The following table lists pertinent variables and
their definitions.

Var . Size
Nanme (bits) Meani ng
W 32 Si ze of w ndow
T 64 H ghest sequence nunber authenticated so far,
upper bound of wi ndow
T 32 Lower 32 bits of T
Th 32 Upper 32 bits of T
B 64 Lower bound of w ndow
Bl 32 Lower 32 bits of B
Bh 32 Upper 32 bits of B
Seq 64 Sequence Number of received packet
Seql 32 Lower 32 bits of Seq
Segh 32 Upper 32 bits of Seq
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B2.

When perfornming the anti-replay check, or when determ ning which
hi gh-order bits to use to authenticate an incom ng packet, there are
two cases:

+ Case A- Tl >= (W- 1). In this case, the window is within one
sequence nunber subspace. (See Figure 1)

+ Case B: Tl < (W- 1). In this case, the wi ndow spans two
sequence nunber subspaces. (See Figure 2)

In the figures below, the bottomline ("----") shows two consecutive
sequence nunber subspaces, with zeros indicating the beginning of
each subspace. The two shorter |ines above it show the higher-order
bits that apply. The "====" represents the wi ndow. The "****"
represents future sequence nunbers, i.e., those beyond the current

hi ghest sequence number authenticated (ThTl).

Th+1 kkhkkkhkkkhk*k

Th ===k kk k%

Bl Tl B
(Bl +2732) nod 2732

Figure 1 -- Case A

Th ———=%kkkkhkhkhkhkhkhkhkk*

Bl Tl B
(Bl +2732) nod 2732

Figure 2 -- Case B
1. Managi ng and Using the Anti-Replay W ndow

The anti-replay wi ndow can be thought of as a string of bits where
‘W defines the length of the string. W= T - B + 1 and cannot
exceed 2732 - 1 in value. The bottomnost bit corresponds to B and
the top-nost bit corresponds to T, and each sequence nunber from B
through Tl is represented by a corresponding bit. The value of the
bit indicates whether or not a packet with that sequence nunber has
been received and authenticated, so that replays can be detected and
rej ected.
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B2.

When a packet with a 64-bit sequence nunber (Seq) greater than T is
recei ved and val i dat ed,

B is increased by (Seq - T)

(Seq - T) bits are dropped fromthe | ow end of the w ndow

(Seq - T) bits are added to the high end of the w ndow

The top bit is set to indicate that a packet with that sequence
nunber has been received and aut henti cated

The new bits between T and the top bit are set to indicate that
no packets with those sequence nunbers have been received yet.
+ T is set to the new sequence nunber

+ + + +

+

In checking for replayed packets,

+ Under Case A1 If Seql >= Bl (where Bl =TI - W+ 1) AND
Seql <= Tl, then check the corresponding bit in the wi ndow to
see if this Seql has already been seen. |If yes, reject the
packet. If no, performintegrity check (see Appendi x B2.2
bel ow for determ nation of SeqH)

+ Under Case B: If Seql >= Bl (where Bl =TI - W+ 1) OR
Seql <= Tl, then check the corresponding bit in the wi ndow to
see if this Seql has already been seen. |If yes, reject the
packet. If no, performintegrity check (see Appendi x B2.2
bel ow for determ nation of Segh).

2. Determining the H gher-Order Bits (Segh) of the Sequence Number

Because only ‘Seql’ will be transmitted with the packet, the receiver
nust deduce and track the sequence nunber subspace into which each
packet falls, i.e., determne the value of Segh. The follow ng

equati ons define how to sel ect Segh under "normal" conditions; see
Appendi x B3 for a discussion of howto recover fromextrenme packet
| oss.

+ Under Case A (Figure 1):

If Seql >= Bl (where Bl =Tl - W+ 1), then Segh = Th

If Seql < Bl (where Bl =TI - W+ 1), then Segh = Th + 1
+ Under Case B (Figure 2):

If Seql >= Bl (where Bl =TI - W+ 1), then Segh = Th - 1

If Seql < Bl (where Bl =Tl - W+ 1), then Segh = Th
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B2.3. Pseudo- Code Exanpl e

The foll owi ng pseudo-code illustrates the above algorithns for anti-
replay and integrity checks. The values for “Seql’, ‘TI’, 'Th’, and
‘W are 32-bit unsigned integers. Arithmetic is nod 2"32.
If (Tl >= W- 1) Case A
If (Seqgl >= T - W+ 1)
Segh = Th

If (Seql <= Tl)
I f (pass replay check)
If (pass integrity check)
Set bit corresponding to Seq
Pass t he packet on
El se rej ect packet
El se rej ect packet
El se
If (pass integrity check)
TI = Seql (shift bits)
Set bit corresponding to Seq
Pass t he packet on
El se rej ect packet
El se
Segh = Th + 1
If (pass integrity check)
TI = Seql (shift bits)
Th = Th + 1
Set bit corresponding to Seq
Pass t he packet on
El se rej ect packet
El se Case B
If (Seqgl >=TI - W+ 1)
Segh = Th - 1
I f (pass replay check)
If (pass integrity check)
Set the bit corresponding to Seq
Pass packet on
El se rej ect packet
El se rej ect packet
El se
Segh = Th
If (Seql <= Tl)
I f (pass replay check)
If (pass integrity check)
Set the bit corresponding to Seq
Pass packet on
El se rej ect packet
El se rej ect packet
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B3.

El se
If (pass integrity check)
TI = Seql (shift bits)
Set the bit corresponding to Seq
Pass packet on
El se rej ect packet

Handl i ng Loss of Synchronizati on due to Significant Packet Loss

If there is an undetected packet |oss of 2732 or nore consecutive
packets on a single SA, then the transmitter and receiver will |ose
synchroni zati on of the high-order bits, i.e., the equations in
Appendix B2.2. will fail to yield the correct value. Unless this
problemis detected and addressed, subsequent packets on this SA wll
fail authentication checks and be discarded. The follow ng procedure
SHOULD be i nmpl enented by any | Psec (ESP or AH) inplementation that
supports the ESN option.

Note that this sort of extended traffic |oss seens unlikely to occur
if any significant fraction of the traffic on the SA in question is
TCP, because the source would fail to receive ACKs and woul d stop
sendi ng | ong before 2732 packets had been lost. Also, for any bi-
directional application, even ones operating above UDP, such an

ext ended outage would likely result in triggering some form of
timeout. However, a unidirectional application, operating over UDP
m ght |ack feedback that would cause automatic detection of a |oss of
this magni tude, hence the notivation to devel op a recovery method for
this case.

The sol ution we’ve chosen was sel ected to:
+ minimze the inpact on normal traffic processing.

+ avoid creating an opportunity for a new denial of service attack
such as mght occur by allowi ng an attacker to force diversion of
resources to a re-synchronization process.

+ limt the recovery nechanismto the receiver because anti-replay
is a service only for the receiver, and the transmtter generally
is not aware of whether the receiver is using sequence numnbers in
support of this optional service. It is preferable for recovery
mechani sns to be local to the receiver. This also allows for
backward conpatibility.
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B3.

1. Triggering Re-synchronization

For each SA, the receiver records the nunmber of consecutive packets
that fail authentication. This count is used to trigger the re-
synchroni zati on process, which should be performed in the background
or using a separate processor. Receipt of a valid packet on the SA
resets the counter to zero. The value used to trigger the re-
synchroni zati on process is a local paranmeter. There is no

requi rement to support distinct trigger values for different SAs,

al t hough an i nmpl enenter may choose to do so.

2. Re-synchronization Process

When the above trigger point is reached, a "bad" packet is selected
for which authentication is retried using successively |arger val ues
for the upper half of the sequence nunber (Segh). These values are
generated by incrementing by one for each retry. The nunber of
retries should be Iimted, in case this is a packet fromthe "past"
or a bogus packet. The limt value is a |local paraneter. (Because
the Segh value is inplicitly placed after the AH (or ESP) payload, it
may be possible to optim ze this procedure by executing the integrity
al gorithm over the packet up to the endpoint of the payl oad, then
conpute different candidate I CVs by varying the value of Seqh.)
Successful authentication of a packet via this procedure resets the
consecutive failure count and sets the value of T to that of the
recei ved packet.

This solution requires support only on the part of the receiver,
thereby allow ng for backward compatibility. Al so, because re-
synchroni zation efforts would either occur in the background or
utilize an additional processor, this solution does not inpact
traffic processing and a denial of service attack cannot divert
resources away fromtraffic processing.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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