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Abst ract

Thi s docunent specifies a new ASN. 1 type for representing tinme:

Bi naryTi me. This docunment al so specifies an alternate to the
signing-tinme attribute for use with the Cryptographi c Message Synt ax
(CVvB) SignedData and Aut henticat edData content types; the binary-
signing-time attribute uses BinaryTime. CM and the signing-tinme
attribute are defined in RFC 3852.

1. Introduction

Thi s docunent specifies a new ASN.1 [ASNl] type for representing
time: BinaryTime. This ASN. 1 type can be used to represent date and
time val ues.

Thi s docunent al so specifies an alternative to the signing-tine
attribute used with the Cryptographic Message Syntax (CMVS) [ Cvp]
Si gnedbDat a and Aut henti catedData content types, allow ng the

Bi naryTime type to be used instead of the traditional UTCTi ne and
General i zedTi me types.

1.1. BinaryTine

Many operating systenms represent date and tine as an integer. This
docunent specifies an ASN.1 type for representing date and time in a
manner that is also an integer. Although sone conversion may be
necessary due to the selection of a different epoch or a different
granularity, an integer representation has several advantages over
the UTCTi ne and CeneralizedTi ne types.
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First, a BinaryTinme value is smaller than either a UTCTinme or a
General i zedTi me val ue.

Second, in some operating systems, the value can be used with little
or no conversion. Conversion, when it is needed, requires only
straightforward conputation. |If the endian ordering is different
fromthe ASN. 1 representation of an | NTEGER, then straightforward
mani pul ation is needed to obtain an equival ent integer value. If the
epoch is different than the one chosen for BinaryTine, addition or
subtraction is needed to conpensate. |If the granularity is something
ot her than seconds, then nultiplication or division is needed to
conpensate. Also, padding may be needed to convert the variabl e-

l ength ASN. 1 encoding of INTEGER to a fixed-length value used in the
operating system

Third, date conparison is very easy with BinaryTime. |nteger

conparison is easy, even when nulti-precision integers are involved.
Dat e conparison with UTCTi ne or GeneralizedTi me can be conpl ex when
the two values to be conpared are provided in different tine zones.

This is a rare instance which both nenory and processor cycles can be
saved.

1.2. Binary Signing Tine Attribute
The signing-tine attribute is defined in [CM5]. The alternative
bi nary-signing-time attribute is defined in this docunment in order to
obtain the benefits of the BinaryTi nme type.

1.3. Term nol ogy
In this docunment, the key words MJST, MJST NOT, REQUI RED, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTIONAL are to be interpreted as
descri bed in [ STDWORDS] .

2. BinaryTine Definition
The BinaryTime ASN. 1 type is used to represent an absolute tine and
date. A positive integer value is used to represent tinme val ues
based on coordi nated universal time (UTC), which is also called
Greenwi ch Mean Tine (GMIN and ZULU cl ock tine.
The syntax for BinaryTine is:

Bi naryTine ::= I NTEGER (0..MAX)
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The integer value is the nunber of seconds, excluding | eap seconds,
after mdnight UTC, January 1, 1970. This tinme format cannot
represent time values prior to January 1, 1970. The latest UTC tine
val ue that can be represented by a four-octet integer value is
03:14: 07 on January 19, 2038, which is represented by the hexadeci ma
val ue 7FFFFFFF. Ti ne val ues beyond 03: 14: 07 on January 19, 2038, are
represented by integer values that are |onger than four octets, and a
five-octet integer value is sufficient to represent dates covering
the next seventeen nillennia.

Thi s specification uses a variable-length encoding of I NTEGER. This
permts any tinme value after mdnight UTC, January 1, 1970, to be
repr esent ed

When encodi ng an integer value that consists of nore than one octet,
which includes alnost all the time values of interest, the bits of
the first octet and bit 8 of the second octet MJUST NOT all be ones or
all zeros. This rule ensures that an integer value is al ways encoded
in the small est possible nunber of octets. However, it means that

i mpl enent ati ons cannot assune a fixed length for the integer val ue.

3. Binary Signing Time Attribute Definition

The binary-signing-time attribute type specifies the time at which
the signer (purportedly) performed the signing process. The binary-
signing-tinme attribute type is intended for use in the CV5 Si gnedData
content type; however, the attribute can also be used with the

Aut hent i cat edDat a content type.

The binary-signing-time attribute MJST be a signed attribute or an
authenticated attribute; it MJUST NOT be an unsigned attribute,
unaut henticated attribute, or unprotected attribute.

The followi ng object identifier identifies the binary-signing-tine
attribute:

i d-aa-bi narySi gni ngTi ne OBJECT IDENTIFIER ::= { iso(1l)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
smnme(16) aa(2) 46 }

The binary-signing-time attribute values have ASN. 1 type
Bi narySi gni ngTi ne:

Bi narySi gni ngTine ::= BinaryTi nme
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4.

4.

4.

5.

In [CVB], the SignedAttributes syntax and the AuthAttributes syntax
are each defined as a SET OF Attributes. However, the binary-
signing-tine attribute MJUST have a single attribute value, even
though the syntax is defined as a SET OF AttributeValue. There MJST
NOT be zero or nultiple instances of AttributeVal ue present.

The SignedAttributes contained in the signerinfo structure within

Si gnedbat a MJUST NOT include nultiple instances of the binary-
signing-tine attribute. Similarly, the AuthAttributes in an

Aut hent i cat edDat a MJST NOT include multiple instances of the binary-
signing-time attribute.

No requirenent is inposed concerning the correctness of the signing
time itself, and acceptance of a purported signing tinme is a matter
of a recipient’s discretion. It is expected, however, that sone
signers, such as tine-stanp servers, will be trusted inmplicitly.
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Security Consi derations

Use of the binary-signing-tine attribute does not necessarily provide
confidence in the tine when the signature val ue was produced.
Therefore, acceptance of a purported signing tinme is a matter of a
recipient’s discretion. RFC 3161 [TSP] specifies a protocol for
obtaining tine stanps froma trusted entity.
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The original signing-tinme attribute defined in [CM5] has the sane
semantics as the binary-signing-tinme attribute specified in this
document. Therefore, only one of these attributes SHOULD be present
in the signedAttrs of a Signerinfo object or in the authAttrs of an
Aut hent i cat edDat a obj ect. However, if both of these attributes are
present, they MJST provide the sanme date and tine.
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Appendi x A: ASN. 1 Modul e

The ASN. 1 nodul e contained in this appendi x defines the structures

that are needed to inplenent this specification. It is expected to

be used in conjunction with the ASN. 1 nodules in [ CV5].

Bi narySi gni ngTi neModul e

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)

pkcs-9(9) smine(16) nodul es(0) 27 }

DEFINITIONS I MPLICI T TAGS :: =

BEG N

-- BinaryTine Definition

Bi naryTime ::= I NTEGER (0. . MAX)

-- Signing Binary Tine Attribute

i d- aa- bi narySi gni ngTi me OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs9(9)
sm nme(16) aa(2) 46 }

Bi narySi gningTine ::= BinaryTine

END
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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