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Abst r act

Thi s docunent describes known inconpatibilities between Network
Address Transl ation (NAT) and | Psec, and describes the requirenents
for addressing them Perhaps the nbst comobn use of IPsec is in
providing virtual private networking capabilities. One very popul ar
use of Virtual Private Networks (VPNs) is to provide tel ecomuter
access to the corporate Intranet. Today, NATs are wi dely deployed in
hone gateways, as well as in other locations likely to be used by

tel ecommuters, such as hotels. The result is that |Psec-NAT

i nconmpatibilities have becone a nmmjor barrier in the deploynent of

| Psec in one of its principal uses.
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1. Introduction

Per haps the nobst common use of | Psec [ RFC2401] is in providing
virtual private networking (VPN) capabilities. One very popul ar use
of VPNs is to provide teleconmuter access to the corporate Intranet.
Today, Network Address Transl ations (NATs) as described in [ RFC3022]
and [ RFC2663], are widely deployed in hone gateways, as well as in
other locations likely to be used by tel ecommuters, such as hotels.
The result is that | Psec-NAT inconpatibilities have becone a nmjor
barrier in the deploynent of IPsec in one of its principal uses.
Thi s docunent describes known inconpatibilities between NAT and

| Psec, and describes the requirenents for addressing them

1.1. Requirenents Language

In this docunent, the key words "MAY", "MJST, "MJST NOT", "optional"
"“recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [ RFC2119].

Pl ease note that the requirenents specified in this docunment are to
be used in evaluating protocol subnissions. As such, the

requi renents | anguage refers to capabilities of these protocols; the
protocol docunents will specify whether these features are required,
recormended, or optional. For exanple, requiring that a protoco
support confidentiality is not the sane thing as requiring that al
protocol traffic be encrypted.
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A protocol submssion is not conpliant if it fails to satisfy one or
nore of the MJUST or MJUST NOT requirenents for the capabilities that
it inplenents. A protocol submission that satisfies all the MJST,
MUST NOT, SHOULD, and SHOULD NOT requirenments for its capabilities is
said to be "unconditionally conpliant”; one that satisfies all the
MUST and MJUST NOT requirenments, but not all the SHOULD or SHOULD NOT
requirenents for its protocols is said to be "conditionally
conpliant."

2. Known Inconpatibilities between NA(P)T and | Psec

The inconpatibilities between NA(P)T and | Psec can be divided into
three categories:

1) Intrinsic NA(P)T issues. These inconpatibilities derive directly
fromthe NA(P)T functionality described in [RFC3022]. These
inconpatibilities will therefore be present in any NA(P)T devi ce.

2) NA(P)T inpl enentati on weaknesses. These inconpatibilities are not
intrinsic to NA(P)T, but are present in many NA(P)T
i mpl ementations. Included in this category are problens in
handl i ng i nbound or outbound fragments. Since these issues are
not intrinsic to NA(P)T, they can, in principle, be addressed in
future NA(P)T inplenentations. However, since the inplenentation
probl ens appear to be wi de spread, they need to be taken into
account in a NA(P)T traversal solution.

3) Hel per issues. These inconmpatibilities are present in NA(P)T
devices which attenpt to provide for I Psec NA(P)T traversal
Ironically, this "helper" functionality creates further
i ncompatibilities, making an already difficult problem harder to
solve. Wiile IPsec traversal "helper" functionality is not
present in all NA(P)Ts, these features are beconing sufficiently
popul ar that they also need to be taken into account in a NA(P)T
traversal solution.

2.1. Intrinsic NA(P)T Issues
Inconmpatibilities that are intrinsic to NA(P)T include

a) Inconpatibility between | Psec AH [ RFC2402] and NAT. Since the AH
header incorporates the I P source and destination addresses in the
keyed nessage integrity check, NAT or reverse NAT devi ces naking
changes to address fields will invalidate the nessage integrity
check. Since |Psec ESP [ RFC2406] does not incorporate the IP
source and destination addresses in its keyed nmessage integrity
check, this issue does not arise for ESP
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b)

c)

I nconpatibility between checksums and NAT. TCP and UDP checksuns
have a dependency on the I P source and destinati on addresses

t hrough inclusion of the "pseudo-header"” in the calculation. As a
result, where checksuns are cal cul ated and checked upon receipt,
they will be invalidated by passage through a NAT or reverse NAT
devi ce.

As a result, |Psec Encapsul ating Security Payload (ESP) will only
pass t hrough a NAT uni npeded if TCP/UDP protocols are not invol ved
(as in IPsec tunnel node or |Psec protected GRE), or checksuns are
not calculated (as is possible with IPv4 UDP). As described in

[ RFC793], TCP checksum cal culation and verification is required in
| Pv4. UDP/ TCP checksum cal cul ati on and verification is required
in |IPv6.

Stream Control Transm ssion Protocol (SCTP), as defined in

[ RFC2960] and [ RFC3309], uses a CRC32C al gorithm cal cul ated only
on the SCTP packet (comon header + chunks), so that the |IP header
is not covered. As a result, NATs do not invalidate the SCTP CRC,
and the probl em does not ari se.

Note that since transport node I Psec traffic is integrity
protected and aut henticated using strong cryptography,

nodi fications to the packet can be detected prior to checking
UDP/ TCP checksuns. Thus, checksum verification only provides
assurance against errors made in internal processing.

I nconmpatibility between | KE address identifiers and NAT. \ere IP
addresses are used as identifiers in Internet Key Exchange
Protocol (IKE) Phase 1 [ RFC2409] or Phase 2, nodification of the

| P source or destination addresses by NATs or reverse NATs will
result in a msmtch between the identifiers and the addresses in
the I P header. As described in [RFC2409], |KE inplenentations are
required to discard such packets.

In order to avoid use of |IP addresses as | KE Phase 1 and Phase 2
identifiers, userlDs and FQDNs can be used instead. Were user
authentication is desired, an ID type of I D USER FQDN can be used,
as described in [RFC2407]. Were machine authentication is
desired, an ID type of ID FQDN can be used. 1In either case, it is
necessary to verify that the proposed identifier is authenticated
as a result of processing an end-entity certificate, if
certificates are exchanged in Phase 1. While use of USER FQDN or
FQDN i dentity types is possible within IKE, there are usage
scenarios (e.g. Security Policy Database (SPD) entries describing
subnets) that cannot be accomodated this way.
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Since the source address in the Phase 2 identifier is often used
to forma full 5-tuple inbound SA selector, the destination
address, protocol, source port and destination port can be used in
the selector so as not to weaken i nbound SA processing.

d) Inconpatibility between fixed | KE source ports and NAPT. \Were
nmul tiple hosts behind the NAPT initiate |KE SAs to the sane
responder, a mechanismis needed to allow the NAPT to denul tipl ex
the incoming | KE packets fromthe responder. This is typically
acconpl i shed by translating the | KE UDP source port on outbound
packets fromthe initiator. Thus responders nmust be able to
accept IKE traffic froma UDP source port other than 500, and nust
reply to that port. Care nust be taken to avoid unpredictable
behavi or during re-keys. |If the floated source port is not used
as the destination port for the re-key, the NAT may not be able to
send the re-key packets to the correct destination.

e) Inconpatibilities between overlapping SPD entries and NAT. Were
initiating hosts behind a NAT use their source |IP addresses in
Phase 2 identifiers, they can negotiate overlapping SPD entries
with the sane responder | P address. The responder could then send
packets down the wong | Psec SA. This occurs because to the
responder, the | Psec SAs appear to be equival ent, since they exist
bet ween the sane endpoints and can be used to pass the sane
traffic.

f) Inconpatibilities between | Psec SPI selection and NAT. Since
| Psec ESP traffic is encrypted and thus opaque to the NAT, the NAT
must use elenments of the IP and | Psec header to demultiplex
incoming | Psec traffic. The conbination of the destination IP
address, security protocol (AHESP), and IPsec SPl is typically
used for this purpose.

However, since the outgoing and i ncom ng SPIs are chosen

i ndependently, there is no way for the NAT to determ ne what

i ncom ng SPI corresponds to what destination host nerely by

i nspecting outgoing traffic. Thus, were two hosts behind the NAT
to attenpt to create | Psec SAs at the sane destination

simul taneously, it is possible that the NAT will deliver the

i ncom ng | Psec packets to the wong destination

Note that this is not an inconpatibility with | Psec per se, but
rather with the way it is typically inplenented. Wth both AH and
ESP, the receiving host specifies the SPI to use for a given SA a
choice which is significant only to the receiver. At present, the
conbi nati on of Destination IP, SPlI, and Security Protocol (AH,

ESP) uniquely identifies a Security Association. Also, SPlI val ues
in the range 1-255 are reserved to | ANA and nmay be used in the
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g9)

h)

future. This means that, when negotiating with the sane externa
host or gateway, the internal hosts behind the sane NAPT can
sel ect the same SPI val ue, such that one host inbound SA is

(SPI =470, Internal Dest |1P=192.168.0.4)
and a different host inbound SA is

(SPI =470, Internal Dest |P=192.168.0.5).
The receiving NAPT will not be able to deternine which interna
host an i nbound | Psec packet with SPI =470 shoul d be forwarded to.

It is also possible for the receiving host to allocate a uni que
SPI to each unicast Security Association. |In this case, the
Destination | P Address need only be checked to see if it is "any
valid unicast IP for this host", not checked to see if it is the
specific Destination |IP address used by the sending host. Using
this technique, the NA(P)T can be assured of a | ow but non-zero
chance of forwarding packets to the wong internal host, even when
two or nore hosts establish SAs with the same external host.

Thi s approach is conpletely backwards conpatible, and only
requires the particular receiving host to make a change to its SP
al l ocation and | Psec_esp_input() code. However, NA(P)T devices
may not be able to detect this behavior w thout problens

associ ated with parsing | KE payl oads. And a host may still be
required to use a SPI in the I ANA reserved range for the assigned
pur pose.

I nconmpatibilities between enbedded | P addresses and NAT. Since
the payload is integrity protected, any |IP addresses encl osed
within | Psec packets will not be translatable by a NAT. This
renders ineffective Application Layer Gateways (ALGs) inpl enented
within NATs. Protocols that utilize enbedded | P addresses include
FTP, I RC, SNWP, LDAP, H. 323, SIP, SCTP (optionally), and nmany
ganes. To address this issue, it is necessary to install ALGs on
the host or security gateway that can operate on application
traffic prior to I Psec encapsul ati on and after |Psec
decapsul ati on.

Implicit directionality of NA(P)T. NA(P)Ts often require an
initial outbound packet to flow through themin order to create an
i nbound mapping state. Directionality prohibits unsolicited
establ i shnent of I Psec SAs to hosts behind the NA(P)T.

| nbound SA sel ector verification. Assuming | KE negoti ates phase 2
sel ectors, inbound SA processing will drop the decapsul at ed
packet, since [RFC2401] requires a packet’s source address match
the SA sel ector value, which NA(P)T processing of an ESP packet
woul d change.
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2. 2.

NA(P) T | npl ement ati on Weaknesses

| npl enentati on problens present in many NA(P)Ts incl ude:

1)

k)

Inability to handl e non-UDP/ TCP traffic. Some NA(P)Ts discard
non- UDP/ TCP traffic or perform address-only transl ati on when only
one host is behind the NAT. Such NAPTs are unable to enable SCTP
ESP (protocol 50), or AH (protocol 51) traffic.

NAT mapping timeouts. NA(P)Ts vary in the time for which a UDP
mappi ng will be maintained in the absence of traffic. Thus, even
where | KE packets can be correctly translated, the translation
state may be renpved prematurely.

Inability to handl e outgoing fragments. Mbst NA(P)Ts can properly
fragment outgoing IP packets in the case where the | P packet size
exceeds the MIU on the outgoing interface. However, proper
transl ati on of outgoing packets that are already fragnmented is
difficult and nost NAPTs do not handle this correctly. As noted
in Section 6.3 of [RFC3022], where two hosts originate fragnented
packets to the same destination, the fragnment identifiers can
overlap. Since the destination host relies on the fragmentation

identifier and fragment offset for reassenbly, the result will be
data corruption. Few NA(P)Ts protect against identifier
collisions by supporting identifier translation. Ildentifier

collisions are not an issue when NATs performthe fragnmentation
since the fragnent identifier need only be unique within a
source/ destination | P address pair

Since a fragnent can be as small as 68 octets [RFC791], there is
no guarantee that the first fragnment will contain a conplete TCP
header. Thus, a NA(P)T | ooking to recalculate the TCP checksum
may need to nodi fy a subsequent fragnent. Since fragments can be
reordered, and | P addresses can be enbedded and possibly even
split between fragnments, the NA(P)T will need to perform
reassenbly prior to conpleting the translation. Few NA(P)Ts
support this.

Inability to handle incoming fragnents. Since only the first
fragment will typically contain a conplete | P/UDP/ SCTP/ TCP header
NAPTs need to be able to performthe translati on based on the
source/ dest | P address and fragnent identifier alone. Since
fragnments can be reordered, the headers to a given fragnent
identifier may not be known if a subsequent fragment arrives prior
to the initial one, and the headers may be split between
fragments. As a result, the NAPT nay need to performreassenbly
prior to completing the translation. Few NAPTs support this.

Note that with NAT, the source/dest |IP address is enough to
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determine the translation so that this does not arise. However,
it is possible for the IPsec or | KE headers to be split between
fragments, so that reassenbly may still be required.

2.3. Helper Inconpatibilities

Inconpatibilities between | Psec and NAT "hel per" functionality
i ncl ude:

n) Internet Security Association and Key Managenent Protocol (| SAKMP)
header inspection. Today sonme NAT inplementations attenpt to use
| KE cookies to de-nmultiplex incomng IKE traffic. As with
source-port de-multiplexing, |KE cookie de-nultiplexing results in
problenms with re-keying, since Phase 1 re-keys typically will not
use the sanme cookies as the earlier traffic.

0) Special treatnment of port 500. Since sone |KE inplenmentations are
unabl e to handl e non-500 UDP source ports, sonme NATs do not
transl ate packets with a UDP source port of 500. This neans that
these NATs are linmted to one | Psec client per destination
gat eway, unless they inspect details of the | SAKMP header to
exam ne cooki es which creates the probl em noted above.

p) | SAKMP payl oad inspection. NA(P)T inplenentations that attenpt to
parse | SAKMP payl oads nmay not handl e all payl oad ordering
conbi nati ons, or support vendor _id payloads for |KE option
negoti ati on.

3. Requirenments for |Psec-NAT Conpatibility

The goal of an | Psec-NAT conpatibility solution is to expand the
range of usable IPsec functionality beyond that available in the
NAT- conpati bl e | Psec tunnel node sol ution described in Section 2.3.

In evaluating a solution to | Psec-NAT inconpatibility, the follow ng
criteria should be kept in mnd

Depl oynent

Since IPv6 will address the address scarcity issues that
frequently lead to use of NA(P)Ts with IPv4, the |Psec- NAT
conpatibility issue is a transitional problemthat needs to be
solved in the tine frane prior to wi despread depl oynent of |Pv6.
Therefore, to be useful, an | Psec-NAT conpatibility solution MJUST
be depl oyabl e on a shorter tinme scale than | Pv6.
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Since | Pv6 depl oynent requires changes to routers as well as
hosts, a potential |Psec-NAT conpatibility solution, which
requires changes to both routers and hosts, will be depl oyable on
approximately the sane tine scale as | Pv6. Thus, an | Psec- NAT
conpatibility solution SHOULD require changes only to hosts, and
not to routers.

Anong other things, this inplies that comunicati on between the
host and the NA(P) T SHOULD NOT be required by an | Psec- NAT
conpatibility solution, since that would require changes to the
NA(P) Ts, and interoperability testing between the host and NA(P)T
i npl enentations. In order to enable deploynent in the short term
it is necessary for the solution to work with existing router and
NA(P) T products within the deployed infrastructure.

Prot ocol Compatibility

An | Psec NAT traversal solution is not expected to resolve issues
with protocols that cannot traverse NA(P) T when unsecured with

| Psec. Therefore, ALGs nmay still be needed for sone protocols,
even when an | Psec NAT traversal solution is avail able.

Security

Since NA(P)T directionality serves a security function, |Psec
NA(P) T traversal solutions should not allow arbitrary incom ng

| Psec or IKE traffic fromany |IP address to be received by a host
behi nd the NA(P)T, although mapping state shoul d be naintai ned
once bidirectional IKE and | Psec communi cation i s established.

Tel ecommut er Scenari o

Since one of the primary uses of IPsec is renpte access to
corporate Intranets, a NA(P)T traversal solution MJST support
NA(P) T traversal, via either |IPsec tunnel node or L2TP over |Psec
transport nmode [ RFC3193]. This includes support for traversal of
nore than one NA(P)T between the renote client and the VPN

gat eway.

The client may have a routabl e address and the VPN gateway may be
behi nd at | east one NA(P)T, or alternatively, both the client and
the VPN gateway nmay be behind one or nore NA(P)Ts. Tel ecommuters
may use the sane private |P address, each behind their own NA(P)T,
or many tel ecomuters may reside on a private network behind the
sanme NA(P)T, each with their own uni que private address,
connecting to the sane VPN gateway. Since |KE uses UDP port 500
as the destination, it is not necessary to enable multiple VPN
gat eways operating behind the same external |P address.
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Gat eway-t o- Gat eway Scenari o

In a gateway-gateway scenario, a privately addressed network (DM?)
may be inserted between the corporate network and the Internet.

In this design, |Psec security gateways connecting portions of the
corporate network may be resident in the DMZ and have private
addresses on their external (DMZ) interfaces. A NA(P)T connects
the DMZ network to the Internet.

End-to- End Scenario

A NAT-1Psec sol ution MJUST enabl e secure host-host TCP/IP

conmuni cation via |IPsec, as well as host-gateway comruni cations.
A host on a private network MJST be able to bring up one or

mul tiple | Psec-protected TCP connections or UDP sessions to

anot her host with one or nore NA(P)Ts between them For exanple,
NA(P) Ts may be depl oyed within branch offices connecting to the
corporate network, with an additional NA(P)T connecting the
corporate network to the Internet. Likew se, NA(P)Ts nmay be

depl oyed within a corporate network LAN or WAN to connect wireless
or remote location clients to the corporate network. This nmay
requi re special processing of TCP and UDP traffic on the host.

Bringi ng up SCTP connections to another host with one or nore NA(P)Ts
bet ween t hem nay present special challenges. SCTP supports nulti-
homing. |If nore than one |P address is used, these addresses are
transported as part of the SCTP packet during the association setup
(in the INIT and I NI T-ACK chunks). If only single homed SCTP end-

poi nts are used, [RFC2960] section 3.3.2.1 states:

Note that not using any | P address paraneters in the INIT and
INIT-ACK is an alternative to make an association nore |ikely
to work across a NAT box.

This inplies that | P addresses should not be put into the SCTP packet
unl ess necessary. |f NATs are present and | P addresses are included,
then association setup will fail. Recently [AddlIP] has been proposed
whi ch allows the nodification of the |IP address once an associ ation
is established. The nodification nessages have al so | P addresses in
the SCTP packet, and so will be adversely affected by NATs.

Firewal | Compatibility

Since firewalls are wi dely deployed, a NAT-IPsec conpatibility
solution MJST enable a firewall administrator to create sinple,
static access rule(s) to permt or deny IKE and I Psec NA(P)T
traversal traffic. This inplies, for exanple, that dynamc

all ocation of IKE or |IPsec destination ports is to be avoi ded.
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Scal i ng

An | Psec- NAT conpatibility solution should be capable of being
depl oyed within an installation consisting of thousands of
telecommuters. In this situation, it is not possible to assune
that only a single host is communicating with a given destination
at a tine. Thus, an |Psec-NAT conpatibility solution MJST address
the i ssue of overlapping SPD entries and de-multipl exi ng of

i ncom ng packets.

Mode Support

At a minimum an | Psec-NAT conpatibility solution MJST support
traversal of the IKE and | Psec nodes required for support wthin
[ RFC2409] and [ RFC2401]. For exanple, an |IPsec gateway MJST
support ESP tunnel node NA(P)T traversal, and an |Psec host MJST
support I Psec transport node NA(P)T traversal. The purpose of AH
is to protect immutable fields within the I P header (including
addresses), and NA(P)T transl ates addresses, invalidating the AH
integrity check. As a result, NA(P)T and AH are fundanental |y

i nconpatible and there is no requirenent that an | Psec- NAT
conpatibility solution support AH transport or tunnel node.

Backward Conpatibility and Interoperability

An | Psec- NAT conpatibility solution MJST be interoperable with

exi sting | KE/ I Psec inplementations, so that they can conmuni cate
where no NA(P)T is present. This inplies that an | Psec- NAT
conpatibility solution MJST be backwards-conpatible with | Psec as
defined in [ RFC2401] and I KE as defined in [ RFC2409]. In
addition, it SHOULD be able to detect the presence of a NA(P)T, so
that NA(P)T traversal support is only used when necessary. This
inmplies that it MJST be possible to determine that an existing I KE
i mpl enent ati on does not support NA(P)T traversal, so that a
standard | KE conversation can occur, as described in [ RFC2407],

[ RFC2408], and [ RFC2409]. Note that while this inplies initiation
of IKE to port 500, there is no requirenment for a specific source
port, so that UDP source port 500 nay or may not be used.

Security

An | Psec- NAT conpatibility solution MJST NOT introduce additiona

| KE or | Psec security vulnerabilities. For exanple, an acceptable
solution nust denpnstrate that it introduces no new denial of
service or spoofing vulnerabilities. |KE MJST be allowed to re-
key in a bi-directional manner as described in [ RFC2408].
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4. Existing Solutions
4.1. |Psec Tunnel Mode

In alimted set of circunstances, it is possible for an | Psec tunne
node i npl enentation, such as that described in [DHCP], to traverse
NA(P) T successfully. However, the requirenents for successfu
traversal are sufficiently limted so that a nore general solution is

needed:
1) I Psec ESP. [|Psec ESP tunnels do not cover the outer |P header
within the nessage integrity check, and so will not suffer

Aut hentication Data invalidation due to address transl ation
| Psec tunnels al so need not be concerned about checksum
i nval i dati on.

2) No address validation. Mst current |Psec tunnel node
i npl enent ati ons do not perform source address validation so that
i nconmpatibilities between I KE identifiers and source addresses
will not be detected. This introduces security vulnerabilities as
described in Section 5.

3) "Any to Any" SPD entries. |Psec tunnel node clients can negotiate
"any to any" SPDs, which are not invalidated by address
translation. This effectively precludes use of SPDs for the
filtering of allowed tunnel traffic.

4) Single client operation. Wth only a single client behind a NAT,
there is no risk of overlapping SPDs. Since the NAT will not need
to arbitrate between conpeting clients, there is also no risk of
re-key ms-translation, or inproper incomng SPlI or cookie
de- mul ti pl exi ng.

5) No fragnmentation. When certificate authentication is used, |KE
fragmentation can be encountered. This can occur when certificate
chains are used, or even when exchanging a single certificate if
the key size, or the size of other certificate fields (such as the
di sti ngui shed name and ot her extensions), is |arge enough
However, when pre-shared keys are used for authentication
fragmentation is less likely.

6) Active sessions. Most VPN sessions typically nmaintain ongoing

traffic flow during their lifetime so that UDP port nappings are
less likely be removed due to inactivity.
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4.2. RSIP

RSI P, described in [RSIP] and [RSIPFrane], includes nechanisns for

| Psec traversal, as described in [RSIPsec]. By enabling host-NA(P)T

conmuni cati on, RSIP addresses issues of |Psec SPI de-multiplexing, as
well as SPD overlap. It is thus suitable for use in enterprises, as

wel | as home networking scenarios. By enabling hosts behind a NAT to
share the external |P address of the NA(P)T (the RSIP gateway), this

approach is conpatible with protocols including enbedded I P

addr esses.

By tunneling I KE and | Psec packets, RSIP avoids changes to the I KE
and | Psec protocols, although major changes are required to host |IKE
and | Psec inplenentations to retrofit them for RSIP-conpatibility.

It is thus conpatible with all existing protocols (AH ESP) and nodes
(transport and tunnel).

In order to handl e de-multiplexing of I|KE re-keys, RSIP requires
floating of the I KE source port, as well as re-keying to the floated
port. As aresult, interoperability with existing |Psec

i mpl ementations i s not assured.

RSI P does not satisfy the deployment requirenents for an | Psec- NAT
conpatibility solution because an RSI P-enabl ed host requires a
correspondi ng RSI P-enabl ed gateway in order to establish an | Psec SA
wi th another host. Since RSIP requires changes only to clients and
routers and not to servers, it is less difficult to deploy than |IPv6.
However, for vendors, inplementation of RSIP requires a substantia
fraction of the resources required for |IPv6 support. Thus, RSIP
solves a "transitional" problemon a long-termtine scale, which is
not useful.

4.3. 6to4d

6t 04, as described in [RFC3056] can formthe basis for an | Psec- NAT
traversal solution. In this approach, the NAT provides |IPv6 hosts
with an I Pv6 prefix derived fromthe NAT external |Pv4 address, and
encapsul ates | Pv6 packets in I Pv4d for transm ssion to other 6to4
hosts or 6to4 relays. This enables an |IPv6 host using |IPsec to
conmuni cate freely to other hosts within the I Pv6 or 6to4 clouds.

While 6to4 is an el egant and robust solution where a single NA(P)T
separates a client and VPN gateway, it is not universally applicable.
Since 6to4 requires the assignnent of a routable IPv4 address to the
NA(P)T in order to allow formation of an I Pv6 prefix, it is not
usabl e where nultiple NA(P)Ts exist between the client and VPN
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gateway. For exanple, an NA(P)T with a private address on its
external interface cannot be used by clients behind it to obtain an
| Pv6 prefix via 6to4.

VWile 6to4 requires little additional support from hosts that already
support I Pv6, it does require changes to NATs, which need to be
upgraded to support 6to4. As a result, 6tod4 nmay not be suitable for
depl oyment in the short term

5. Security Considerations

By definition, |Psec-NAT conpatibility requires that hosts and
routers inplenenting | Psec be capabl e of securely processing packets
whose | P headers are not cryptographically protected. A nunber of

i ssues arise fromthis that are worth di scussing.

Since | Psec AH cannot pass through a NAT, one of the side effects of
providing an | Psec-NAT conpatibility solution may be for |Psec ESP
with null encryption to be used in place of AH where a NAT exists

bet ween the source and destination. However, it should be noted that
ESP with null encryption does not provide the sane security
properties as AH. For exanple, there are security risks relating to
| Pv6 source routing that are precluded by AH, but not by ESP with
nul | encryption.

In addition, since ESP with any transform does not protect against
source address spoofing, sone sort of source |IP address sanity
checki ng needs to be performed. The inportance of the anti-spoofing
check is not wi dely understood. There is normally an anti-spoofing
check on the Source | P Address as part of |Psec_{esp,ah} input().
This ensures that the packet originates fromthe sane address as that
claimed within the original |KE Phase 1 and Phase 2 security

associ ations. Wen a receiving host is behind a NAT, this check

m ght not strictly be meaningful for unicast sessions, whereas in the
G obal Internet this check is inportant for tunnel-npde unicast
sessions to prevent a spoofing attack described in [AuthSource],

whi ch can occur when access controls on the receiver depend upon the
source | P address of verified ESP packets after decapsul ation

| Psec- NAT conpatibility schemes should provide anti-spoofing
protection if it uses source addresses for access controls.

Let us consider two hosts, A and C, both behind (different) NATs, who
negotiate | Psec tunnel nbde SAs to router B. Hosts A and C nay have
different privileges; for exanple, host A nmight belong to an enpl oyee
trusted to access nuch of the corporate Intranet, while C night be a
contractor only authorized to access a specific web site.
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6.

6.

If host C sends a tunnel node packet spoofing A's |IP address as the
source, it is inmportant that this packet not be accorded the
privileges corresponding to A. If authentication and integrity
checking is performed, but no anti-spoofing check (verifying that the
originating | P address corresponds to the SPI) then host C may be
allowed to reach parts of the network that are off limts. As a
result, an | Psec-NAT conpatibility schene MJUST provi de sone degree of
anti-spoofing protection.
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