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Abst ract

Thi s docunent defines a Session Initiation Protocol (SIP) event
package for registrations. Through its REG STER nethod, SIP allows a
user agent to create, nodify, and delete registrations.

Regi strations can also be altered by administrators in order to
enforce policy. As a result, these registrations represent a piece
of state in the network that can change dynam cally. There are nany
cases where a user agent would like to be notified of changes in this
state. This event package defines a nechani sm by which those user
agents can request and obtain such notifications.
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1. Introduction

The Session Initiation Protocol (SIP) [1] provides all of the
functions needed for the establishnent and mai nt enance of
comuni cati ons sessions between users. One of the functions it
provides is a registration operation. A registration is a binding
between a SIP URI, called an address-of-record, and one or nore
contact URIs. These contact URIs represent additional resources that
can be contacted in order to reach the user identified by the
address-of -record. Wen a proxy receives a request within its domain
of adm nistration, it uses the Request-URH as an address-of-record,
and uses the contacts bound to the address-of-record to forward (or
redirect) the request.

The SI P REG STER net hod provides a way for a user agent to manipul ate
registrations. Contacts can be added or renoved, and the current set
of contacts can be queried. Registrations can also change as a
result of administrator policy. For exanple, if a user is suspected
of fraud, their registration can be deleted so that they cannot
recei ve any requests. Registrations also expire after sone tine if
not refreshed.
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Regi strations represent a dynam c piece of state nmaintained by the
network. There are many cases in which user agents would like to
know about changes to the state of registrations. The SIP Events
Framework [2] defines a generic framework for subscription to, and
notification of, events related to SIP systens. The framework
defines the met hods SUBSCRI BE and NOTI FY, and introduces the notion
of a package. A package is a concrete application of the event
framework to a particular class of events. Packages have been
defined for user presence [9], for exanple. This specification
defines a package for registration state.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOr*, "SHOULD', "SHOULD NOT", "RECOWMENDED', "NAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[3] and indicate requirement |evels for compliant inplementations.

3. Usage Scenari os

There are nmany applications of this event package. A few are
docunented here for illustrative purposes.

3.1. Forcing Re-Authentication

It is anticipated that many SIP devices will be wirel ess devices that
will be always-on, and therefore, continually registered to the
network. Unfortunately, history has shown that these devices can be
conprom sed. To deal with this, an admnistrator will want to

term nate or shorten a registration, and ask the device to
re-register so it can be re-authenticated. To do this, the device
subscribes to the registration event package for the
address-of-record that it is registering contacts against. Wen the
admi ni strator shortens registration (for exanple, when fraud is
suspected) the registration server sends a notification to the
device. It can then re-register and re-authenticate itself. If it
cannot re-authenticate, the expiration will termi nate shortly
thereafter.

3.2. Composing Presence

An inportant concept to understand is the rel ationship between this
event package and the event package for user presence [9]. User
presence represents the willingness and ability of a user to

conmuni cate with other users on the network. It is conposed of a set
of contact addresses that represent the various nmeans for contacting
the user. Those contact addresses m ght represent the contact
address for voice, for exanple. Typically, the contact address
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listed for voice will be an address-of-record. The status of that
contact (whether its open or closed) nmay depend on any nunber of
factors, including the state of any registrations agai nst that
address-of-record. As a result, registration state can be viewed as
an input to the process which determ nes the presence state of a
user. Effectively, registration state is "raw' data, which is
conbined with other information about a user to generate a docunent
that describes the user’s presence.

In fact, this event package allows for a presence server to be
separated froma SIP registration server, yet still use registration
information to construct a presence docunent. When a presence server
recei ves a presence subscription for sone user, the presence server
itself would generate a subscription to the registration server for
the registration event package. As a result, the presence server
woul d | earn about the registration state for that user, and it could
use that information to generate presence docunents.

3.3. Welcone Notices

A common service in current nobile networks are "wel come notices".
When the user turns on their phone in a foreign country, they receive
a nessage that welcones themto the country, and provides information
on transportation services, for exanple.

In order to inplenment this service in a SIP system an application
server can subscribe to the registration state of the user. Wen the
user turns on their phone, the phone will generate a registration.
This will result in a notification being sent to the application that
the user has registered. The application can then send a SI P MESSAGE
request [10] to the device, welcom ng the user and providing any
necessary information

4. Package Definition

This section fills in the details needed to specify an event package
as defined in Section 4.4 of [2].

4.1. Event Package Nane

The SI P Events specification requires package definitions to specify
the nanme of their package or tenplate-package.

The nane of this package is "reg". As specified in [2], this value
appears in the Event header present in SUBSCRI BE and NOTI FY requests.
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Exanpl e:
Event: reg
4.2. Event Package Paraneters

The SIP Events specification requires package and tenpl at e- package
definitions to specify any package specific paraneters of the Event
header that are used by it.

No package specific Event header parameters are defined for this
event package.

4.3. SUBSCRI BE Bodi es

The SI P Events specification requires package or tenpl ate-package
definitions to define the usage, if any, of bodies in SUBSCRI BE
requests.

A SUBSCRI BE for registration events MAY contain a body. This body
woul d serve the purpose of filtering the subscription. The
definition of such a body is outside the scope of this specification

A SUBSCRI BE for the registration package MAY be sent wi thout a body.
This inplies that the default registration filtering policy has been
requested. The default policy is:

o Notifications are generated every tinme there is any change in
the state of any of the registered contacts for the resource
bei ng subscribed to. Those notifications only contain
i nfornmati on on the contacts whose state has changed.

o Notifications triggered froma SUBSCRIBE contain full state
(the list of all contacts bound to the address-of-record).

O course, the server can apply any policy it likes to the
subscription.

4.4. Subscription Duration

The SI P Events specification requires package definitions to define a
default val ue for subscription durations, and to di scuss reasonabl e
choi ces for durations when they are explicitly specified.

Regi stration state changes as contacts are created through REG STER
requests, and then tinme out due to lack of refresh. Their rate of
change is therefore related to the typical registration expiration
Since the default expiration for registrations is 3600 seconds, the
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default duration of subscriptions to registration state is slightly

| onger, 3761 seconds. This hel ps avoid any potential problenms with
coupling of subscription and registration refreshes. O course,
clients MAY include an Expires header in the SUBSCRI BE request asking
for a different duration.

4.5. NOTI FY Bodi es

The SI P Events specification requires package definitions to describe
the all owed set of body types in NOTIFY requests, and to specify the
default value to be used when there is no Accept header in the
SUBSCRI BE request.

The body of a notification of a change in registration state contains
a registration informati on docunment. This docunment describes sone or
all of the contacts associated with a particul ar address-of-record.
Al'l subscribers and notifiers MJST support the
"application/reginfo+txm" format described in Section 5. The
subscri be request MAY contain an Accept header field. |[|f no such
header field is present, it has a default val ue of
"application/reginfotxm". |If the header field is present, it MJST

i ncl ude "application/reginfo+txm ", and MAY incl ude any other types
capabl e of representing registration information

O course, the notifications generated by the server MJST be in one
of the formats specified in the Accept header field in the SUBSCRI BE
request.

4.6. Notifier Processing of SUBSCRI BE Requests

The SI P Events framework specifies that packages shoul d define any
package- speci fi c processi ng of SUBSCRI BE requests at a notifier
specifically with regards to authentication and authorization

Regi stration state can be sensitive information. Therefore, al
subscriptions to it SHOULD be authenticated and authorized before
approval . Authentication MAY be performed using any of the

techni ques avail able through SIP, including digest, SSMMg, TLS or
ot her transport specific nechanisns [1]. Authorization policy is at
the discretion of the admi nistrator, as always. However, a few
recomendati ons can be nade.

It is RECOMWENDED that a user be allowed to subscribe to their own
registration state. Such subscriptions are useful when there are
many devices that represent a user, each of which needs to |learn the
registration state of the other devices. W also anticipate that
applications and automata will frequently be subscribers to the
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registration state. 1In those cases, authorization policy wll
typically be provided ahead of tine.

4.7. Notifier Generation of NOTIFY Requests

The SIP Event framework requests that packages specify the conditions
under which notifications are sent for that package, and how such
notifications are constructed.

To determ ne when a notifier should send notifications of changes in
registration state, we define a finite state machine (FSM t hat
represents the state of a contact for a particular address-of-record.
Transitions in this state machine MAY result in the generation of
notifications. These notifications will carry information on the new
state and the event which triggered the state change. It is
important to note that this FSMis just a nodel of the registration
state machi nery maintained by a server. An inplementation would map
its own state nmachines to this one in an inplenentation-specific
manner .

4.7.1. The Registration State Machine

The underlying state machine for a registration is shown in Figure 1
The machine is very sinple. An instance of this machine is

associ ated with each address-of-record. Wen there are no contacts
regi stered to the address-of-record, the state nachine is in the init
state. It is inmportant to note that this state nmachi ne exists, and
is well-defined, for each address-of-record in the domain, even if
there are no contacts registered to it. This allows a user agent to
subscribe to an address-of-record, and |learn that there are no
contacts registered to it. Wen the first contact is registered to
that address-of-record, the state nachi ne noves frominit to active
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Figure 1: Registration State Machine

As long as there is at |east one contact bound to the address-of -
record, the state machine remains in the active state. Wen the |ast
contact expires or is renoved, the registration transitions to
terminated. Fromthere, it inmediately transitions back to the init
state. This transition is invisible, in that it MJST NOT ever be
reported to a subscriber in a NOTIFY request.

This allows for an inplenentation optim zation whereby the

regi strar can destroy the objects associated with the registration
state nmachine once it enters the ternminated state and a NOTI FY has
been sent. Instead, the registrar can assune that, if the objects
for that state machine no | onger exist, the state machine is in
the init state.

In addition to this state nmachi ne, each registration is associ ated
with a set of contacts, each of which is nodeled with its own state
machi ne. Unlike the FSMfor the address-of-record, which exists even
when no contacts are registered, the per-contact FSMis instantiated
when the contact is registered, and deleted when it is renoved. The
diagram for the per-contact state machine is shown in Figure 2. This
FSMis identical to the registration state machine in terns of its
states, but has many nore transition events.

When a new contact is added, the FSMfor it is instantiated, and it

noves into the active state. Because of that, the init state here is
transient. There are two ways in which it can becone active. One is
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through an actual SIP REG STER request (corresponding to the
regi stered event), and the other is when the contact is created
admi ni stratively, or through some non-SIP neans (the created event).

| refreshed
| shortened
|

R + registered +------------ + expired R +
created deacti vat ed
probati on
unr egi stered
rej ected

Figure 2: Contact State Machi ne

The FSMremains in the active state so long as the contact is bound
to the address-of-record. Wen a contact is refreshed through a
REQ STER request, the FSM stays in the sane state, but a refreshed
event is generated. Likewi se, when an administrator nodifies the
expiration tinme of a binding (without deleting the binding) to
trigger the contact to re-register and possibly re-authenticate, the
FSM stays in the active state, but a shortened event is generated.

VWhen the contact is no | onger bound to the address-of-record, the FSM
noves to the termnated state, and once a NOTIFY is sent, the state
machine is destroyed. As a result, the termnated state is
effectively transient. There are several reasons this can happen

The first is an expiration, which occurs when the contact was not
refreshed by a REQ STER request. The second reason is deactivated.
Thi s occurs when the adm nistrator has rempved the contact as a valid

bi nding, but still wi shes the client to attenpt to re-register the
contact. In contrast, the rejected event occurs when an active
contact is renmoved by the adm nistrator, but

re-registrations will not help to re-establish it. This m ght occur

if a user does not pay their bills, for exanple. The probation event
occurs when an active contact is renoved by the admnistrator, and
the adm nistrator wants the client to re-register, but to do so at a
later tinme. The unregistered event occurs when a REG STER request
sets the expiration tine of that contact to zero
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4.7.2. Applying the state nachine

The server MAY generate a notification to subscribers when any event
occurs in either the address-of-record or per-contact state machines,
except for the transition fromtermnated to init in the address-of-
record state machine. As noted above, a notification MUST NOT be sent
in this case. For other transitions, whether the server sends a
notification or not is policy dependent. However, several guidelines
are defined.

As a general rule, when a subscriber is authorized to receive
notifications about a set of registrations, it is RECOVMMENDED t hat
notifications contain informati on about those contacts which have
changed state (and thus triggered a notification), instead of
delivering the current state of every contact in all registrations.
However, notifications triggered as a result of a fetch operation (a
SUBSCRIBE with Expires of 0) SHOULD result in the full state of al
contacts for all registrations to be present in the NOTIFY.

4.8. Subscriber Processing of NOTIFY Requests

The SI P Events framework expects packages to specify how a subscri ber
processes NOTIFY requests in any package specific ways, and in
particular, how it uses the NOTIFY requests to construct a coherent
view of the state of the subscribed resource. Typically, the NOTIFY
will only contain information for contacts whose state has changed.
To construct a coherent view of the total state of all registrations,
the subscriber will need to combi ne NOTI FYs received over tine. The
details of this process depend on the docunment format used to convey
registration state. Section 5 outlines the process for the
application/reginfo+xm format.

4.9. Handling of Forked Requests

The SI P Events framework mandates that packages indicate whether or
not forked SUBSCRI BE requests can install nultiple subscriptions.

Regi stration state is normally stored in sone repository (whether it
be co-located with a proxy/registrar or in a separate database). As
such, there is usually a single place where the contact information
for a particular address-of-record is resident. This inplies that a
subscription for this information is readily handl ed by a single

el ement with access to this repository. There is, therefore, no
conpel ling need for a subscription to registration information to
fork. As a result, a subscriber MJUST NOT create multiple dial ogs as
a result of a single subscription request. The required processing
to guarantee that only a single dialog is established is described in
Section 4.4.9 of the SIP Events framework [2].
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4.10. Rate of Notifications

The SI P Events framework mandat es that packages define a maxi numrate
of notifications for their package.

For reasons of congestion control, it is inportant that the rate of
notifications not beconme excessive. As a result, it is RECOVMENDED
that the server not generate notifications for a single subscriber at
a rate faster than once every 5 seconds.

4.11. State Agents

The SIP Events framework asks packages to consider the role of state
agents in their design.

State agents have no role in the handling of this package.
5. Registration Informtion
5.1. Structure of Registration Information

Regi stration information is an XM. docunent [4] that MJST be

wel | -fornmed and SHOULD be valid. Registration informtion docunents
MUST be based on XM. 1.0 and MJST be encoded using UTF-8. This
speci ficati on nakes use of XM. namespaces for identifying

regi stration informati on documents and docunment fragnents. The
nanespace URI for elenents defined by this specification is a URN
[5], using the namespace identifier "ietf’ defined by [6] and
extended by [7]. This URN is:

urn:ietf:parans: xm:ns:reginfo

A registration information document begins with the root el enment tag
"reginfo". It consists of any nunber of "registration" sub-el ements,
each of which contains the registration state for a particul ar
address-of -record. The registration information for a particular
address-of -record MJST be contained within a single "regi stration"
element; it cannot be spread across nultiple "registration" elenments
within a docunent. Qher elenents fromdifferent nanespaces MAY be
present for the purposes of extensibility; elements or attributes
from unknown namespaces MJST be ignored. There are two attributes
associated with the "reginfo" elenent, both of which MJST be present:

version: This attribute allows the recipient of registration
i nformati on docunents to properly order them Versions
start at 0, and increment by one for each new docunent
sent to a subscriber. Versions are scoped within a
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subscription. Versions MJST be representable using a
32 bit integer.

state: This attribute indicates whether the docunent contains
the full registration state, or whether it contains
only informati on on those registrations which have
changed since the previous docunent (partial).

Note that the docunment format explicitly allows for conveying
information on nultiple addresses-of-record. This enables
subscriptions to groups of registrations, where such a group is
identified by some kind of URI. For exanple, a dommin m ght define
si p:al l users@xanpl e.com as a subscri babl e resource that generates
notifications when the state of any address-of-record in the domain
changes.

The "registration"” elenent has a |list of any number of "contact”
sub-el ements, each of which contains information on a single contact.
Q her elenents fromdifferent namespaces MAY be present for the
purposes of extensibility; elements or attributes from unknown
nanespaces MJST be ignored. There are three attributes associated
with the "registration" elenent, all of which MJST be present:

aor: The aor attribute contains a URI which is the address-of -
record this registration refers to.

id: The id attribute identifies this registration. It MJST be
uni que anongst all other id attributes present in other
registration elements conveyed to the subscriber within the
scope of their subscription. In particular, if two URI
identifying an address-of-record differ after their
canoni cal i zati on according to the procedures in step 5 of
Section 10.3 of RFC 3261 [1], the id attributes in the
"registration" elenments for those addresses-of-record MJST
differ. Furthernore, the id attribute for a "registration”
el ement for a particul ar address-of-record MIST be the sane
across all notifications sent within the subscription

state: The state attribute indicates the state of the
registration. The valid values are "init", "active" and
"term nat ed".

The "contact" el enent contains a "uri" elenment, an optiona

"di spl ay-nane" el enent, and an optional "unknown-paran' el enent.

O her elenments fromdifferent namespaces MAY be present for the
purposes of extensibility; elements or attributes from unknown
nanespaces MJST be ignored. There are several attributes associated
with the "contact"” el ement which MJST be present:
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id: The id attribute identifies this contact. |t MJST be
uni que anongst all other id attributes present in other
contact el ements conveyed to the subscriber within the
scope of their subscription. 1In particular, if the UR for
two contacts differ (based on the URI conparison rules in
RFC 3261 [1]), the id attributes for those contacts MJST
differ. However, unlike the id attribute for an address-
of-record, if the URI for two contacts are the sanme, their
idattributes SHOULD be the sanme across notifications.
This requirenent is at SHOULD strength, and not MUST
strength, since it is difficult to compute such an id as a
function of the URI without retaining additional state. No
hash function applied to the URI can, in fact, neet a MJST
requirenent. This is because equality of the SIP URl is
not transitive. However, a hash function which includes
unknown URI paraneters (that is, any not defined in RFC
3261), will always result in a value that is the different
if two URI are different, and usually the sane if the UR
are equal

state: The state attribute indicates the state of the contact.
The valid values are "active" and "term nated".

event: The event attribute indicates the event which caused the
contact state machine to go into its current state. Valid
val ues are registered, created, refreshed, shortened,
expired, deactivated, probation, unregistered and rejected.

If the event attribute has a value of shortened, the "expires"”
attribute MIUST be present. It contains an unsigned | ong integer

whi ch indi cates the nunber of seconds remmining until the binding is
due to expire. This attribute MAY be included with any event
attribute value for which the state of the contact is active.

If the event attribute has a value of probation, the "retry-after”
attribute MIUST be present. It contains an unsigned | ong integer
whi ch indicates the anbunt of seconds after which the owner of the
contact is expected to retry its registration

The optional "duration-registered" attribute conveys the ambunt of
time that the contact has been bound to the address-of-record, in
seconds. The optional "q" attribute conveys the relative priority of
this contact conmpared to other registered contacts. The optiona
"callid" attribute contains the current Call-I1D carried in the

REQ STER that was | ast used to update this contact, and the optiona
"cseq" attribute contains the |ast CSeq val ue present in a REQ STER
request that updated this contact val ue.
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The "uri" elenment contains the URI associated with that contact. The
"di spl ay- nanme" el enment contains the display nane for the contact.

The "displ ay- name"” el enent MAY contain the xm:lang attribute to

i ndi cate the | anguage of the display nane.

The "unknown-parani elenent is used to convey contact header field
paranmeters that are not specified in RFC 3261. One exanple are the
user agent capability paraneters specified in [11]. Each "unknown-
param' el enent describes a single contact header field paraneter.

The nane of the parameter is contained in the nmandatory nane
attribute of the "unknown-parant el enment, and the value of the
paranmeter is the content of the "unknown-paranmt elenent. For contact
header field paranmeters that have no val ue, the content of the
"unknown- param' el enment is enpty.

5.2. Computing Registrations fromthe Docunent

Typically, the NOTIFY for registration information will only contain
i nfornmati on about those contacts whose state has changed. To
construct a coherent view of the total state of all registrations, a
subscriber will need to conbi ne NOTI FYs received over tine. The
subscriber maintains a table for each registration it receives
information for. Each registration is uniquely identified by the
"id" attribute in the "registration" element. Each table contains a
row for each contact in that registration. Each rowis indexed by
the unique ID for that contact. It is conveyed in the "id" attribute
of the "contact" element. The contents of each row contain the state
of that contact as conveyed in the "contact" elenent. The tables are
al so associated with a version nunber. The version nunber MJST be
initialized with the value of the "version" attribute fromthe
"reginfo" elenment in the first docunent received. Each tinme a new
docunent is received, the value of the | ocal version nunber, and the
"version" attribute in the new docunent, are conpared. |If the value
in the new docunent is one higher than the |ocal version nunber, the
| ocal version nunber is increased by one, and the docunent is
processed. |If the value in the docunent is nore than one higher than
the | ocal version nunber, the |ocal version nunmber is set to the

val ue in the new docunent, the docunment is processed, and the

subscri ber SHOULD generate a refresh request to trigger a full state
notification. |If the value in the docunent is less than the |oca
version, the document is discarded w thout processing.

The processing of the docunent depends on whether it contains full or
partial state. If it contains full state, indicated by the value of
the "state" attribute in the "reginfo" elenent, the contents of al
tabl es associated with this subscription are flushed. They are
re-popul ated fromthe docunent. A newtable is created for each
"registration"” element, and a new row in each table is created for
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each "contact" element. |If the reginfo contains partial state, as

i ndi cated by the value of the "state" attribute in the "reginfo"

el ement, the docunent is used to update the existing tables. For
each "registration" elenment, the subscriber checks to see if a table
exists for that registration. This check is done by comparing the
value in the "id" attribute of the "registration” element with the ID
associated with the table. |If a table doesn't exist for that
registration, one is created. For each "contact" elenment in the
regi stration, the subscriber checks to see whether a row exists for
that contact. This check is done by conparing the IDin the "id"
attribute of the "contact” elenent with the ID associated with the
row. |f the contact doesn’'t exist in the table, a rowis added, and

its state is set to the information fromthat "contact" elenent. |f
the contact does exist, its state is updated to be the information
fromthat "contact" elerment. |If a rowis updated or created, such

that its state is now term nated, that entry MAY be renoved fromthe
table at any tinme.

5.3. Exanple
The following is an exanple registration informati on docunment:

<?xm version="1.0"7>
<reginfo xm ns="urn:ietf:parans: xm :ns:reginfo"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
version="0" state="full">
<regi stration aor="sip: user @xanpl e. conf' i d="as9"
state="active">
<contact id="76" state="active" event="registered"
durati on-regi stered="7322"
g="0.8">
<uri>si p: user @c887. exanpl e. conx/ uri >
</ cont act >
<contact id="77" state="term nated" event="expired"
dur ati on-regi st ered="3600"
g="0.5">
<uri>si p: user @ni versity. edu</uri>
</ cont act >
</registration>
</ regi nf o>
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5.4. XM Schenmm
The following is the schema definition of the reginfo format:

<?xm version="1. 0" encodi ng="UTF-8""?>
<xs:schenmm target Namespace="urn:ietf: parans: xm : ns: reginfo"
xm ns:tns="urn:ietf:parans: xm : ns: regi nfo"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"
el ement For nDef aul t ="qual i fi ed" attri buteFornDef aul t="unqualified">
<l-- This inmport brings in the XML | anguage attribute xm :1|ang-->
<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ 03/ xm . xsd"/ >
<xs: el enent nanme="regi nfo">
<xs: conpl exType>
<XS:sequence>
<xs:elenent ref="tns:registration" m nCccurs="0"
maxQOccur s="unbounded”/ >
<xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="version" type="xs:nonNegativel nteger"
use="required"/>
<xs:attribute nanme="state" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="full"/>
<xs:enuneration value="partial"/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="registration">
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="tns:contact" m nCccurs="0" maxCccurs="unbounded"/ >
<Xs:any nanmespace="##ot her" processContents="1ax" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="aor" type="xs:anyURl" use="required"/>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="state" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="init"/>
<xs:enuneration val ue="active"/>
<xs:enuneration val ue="term nated"/>
</xs:restriction>
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</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="contact">
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="uri" type="xs:anyURl "/>
<xs: el enent name="di spl ay- nane" m nCccurs="0">
<xs: conpl exType>
<xs: si mpl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute ref="xm :lang" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="unknown- paranm m nCccurs="0"
maxQccur s="unbounded" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs:any nanespace="##ot her" processContents="1ax" m nCccurs="0"
maxQOccur s="unbounded”/ >
</ xs: sequence>
<xs:attribute name="state" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="active"/>
<xs:enuneration val ue="term nated"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="event" use="required">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="regi stered"/>
<xs:enuneration val ue="created"/>
<xs: enuneration val ue="refreshed"/>
<xs:enuneration val ue="shortened"/ >
<xs:enuneration val ue="expired"/>
<xs: enuneration val ue="deactivated"/>
<xs: enuneration val ue="probation"/>
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<xs: enuneration val ue="unregistered"/>
<xs:enuneration val ue="rejected"/>
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
<xs:attribute nanme="duration-regi stered" type="xs:unsignedLong"/>
<xs:attribute nanme="expires" type="xs:unsignedLong"/>
<xs:attribute name="retry-after" type="xs:unsignedLong"/>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="q" type="xs:string"/>
<xs:attribute name="callid" type="xs:string"/>
<xs:attribute nanme="cseq" type="xs:unsignedLong"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

6. Exanple Call Flow

User Regi strar Application
| | (1) SUBSCRI BE |
| | Event:reg |
| | < |
| | (2) 200 K |
RS EEE RS >|
| | (3) NOTI FY |
| D RERREEEEEEE >
| | (4) 200 OK |
| | <o |
| (5) REG STER | |
oo >| |
| (6) 200 K | |
| <o | |
| | (7) NOTIFY |
| |- >
| | (8) 200 K |
| | <o |
| (9) MESSAGE | |
R AR L ELEEEEE T EEEEEEEEEES |

Figure 3: Exanple Call Flow
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This section provides an exanple call flow, shown in Figure 3. It
shows an inpl enentati on of the wel conme notice application described
in Section 3.3. First, the application SUBSCRIBEs to the

regi stration event package for the desired user (1):

SUBSCRI BE si p: j oe@xanple.com SIP/2.0

Via: SIP/2.0/UDP app. exanpl e. com branch=z9h&bKnashds7
From sip: app. exanpl e. comtag=123aa9

To: sip:joe@xanple.com

Call-1D: 9987@pp. exanpl e. com

CSeq: 9887 SUBSCRI BE

Cont act: sip: app. exanpl e. com

Event: reg

Max- Forwards: 70

Accept: application/reginfo+xn

The registrar (which is acting as the notifier for the registration
event package) generates a 200 OK to the SUBSCRI BE

SIP/2.0 200 K

Via: SIP/2.0/UDP app. exanpl e. com branch=z9hX4bKnashds7
;received=192.0.2.1

From sip: app. exanpl e. com t ag=123aa9

To: sip:joe@xanpl e.comtag=xyzygg

Cal | -1D. 9987@pp. exanpl e. com

CSeq: 9987 SUBSCRI BE

Cont act: sip:server19. exanpl e. com

Expires: 3600

The registrar then generates a notification (3) with the current
state. Since there is no active registration, the state of the
registration is "init":

NOTI FY si p: app. exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP server19. exanpl e. com branch=z9h&G4bKnasai
From sip:joe@xanpl e.comtag=xyzygg
To: sip:app. exanpl e. com tag=123aa9
Call-1D: 9987@pp. exanpl e. com

CSeq: 1288 NOTI FY

Cont act: sip:server19. exanpl e. com
Event: reg

Max- Forwar ds: 70

Cont ent - Type: application/regi nf o+xm
Cont ent - Lengt h: .
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<?xm version="1.0"7?>
<regi nfo xm ns="urn:ietf:parans: xm :ns:reginfo"
version="0" state="full">
<regi stration aor="sip:joe@xanpl e.com' id="a7" state="init" />
</ regi nf o>

Later on, the user registers (5):

REG STER si p: exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP pc34. exanpl e. com br anch=z9h&ibKnaaf f
From sip:joe@xanpl e.comtag=99a8s

To: sip:joe@xanple.com

Call -1 D: 88askj da9@c34. exanpl e. com

CSeq: 9976 REQ STER

Contact: sip:joe@c34. exanpl e. com

This results in a NOTIFY being generated to the application (7):

NOTI FY si p: app. exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP server19. exanpl e. com branch=z9hG4bKnasai j
From sip:joe@xanpl e.comtag=xyzygg
To: sip:app. exanpl e. com t ag=123aa9
Call-1D: 9987@pp. exanpl e. com

CSeq: 1289 NOTIFY

Cont act: sip:server19. exanpl e. com
Event: reg

Max- Forwards: 70

Cont ent - Type: application/regi nf o+xm
Cont ent - Lengt h:

<?xm version="1.0"7?>
<regi nfo xm ns="urn:ietf:parans: xm :ns:reginfo"
version="1" state="partial">
<regi stration aor="sip:joe@xanpl e.com' id="a7" state="active">
<contact id="76" state="active" event="registered"
durati on-registered="0">
<uri>sip:joe@c34. exanpl e. conx/ uri >
</ cont act >
</registration>
</ regi nf o>
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The application can then send its instant nmessage to the device (9):

VESSAGE si p: j oe@c34. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP app. exanpl e. com branch=z9h&4bKnashds8
From sip: app. exanpl e. com t ag=123aal0

To: sip:joe@xanple.com

Cal | -1D. 9988@pp. exanpl e. com

CSeq: 82779 MESSACE

Max- Forwards: 70

Cont ent - Type: text/plain

Cont ent - Lengt h:

Wel cone to the exanpl e.com service!
7. Security Considerations

Security considerations for SIP event packages are discussed in RFC
3265 [2], and those considerations apply here.

Regi stration infornmation is sensitive, potentially private,
i nformati on. Subscriptions to this event package SHOULD be
aut henti cated and aut horized according to |local policy. Sone policy
gui del i nes are suggested in Section 4.6. In addition, notifications
SHOULD be sent in such a way to ensure confidentiality, nessage
integrity and verification of subscriber identity, such as sending
subscriptions and notifications using a SIPS URL or protecting the
notification bodies with S/M M

8. | ANA Consi derations

Thi s docunent registers a new SI P Event Package, a new M ME type
(application/reginfotxm ), and a new XM. nanespace

8.1. SIP Event Package Registration
Package nane: reg
Type: package
Cont act: Jonat han Rosenberg, <jdrosen@ drosen. net>

Publ i shed Specification: RFC 3680.
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8.2. application/regi nfotxm M ME Registration
M ME nedia type nane: application
M ME subtype nane: regi nfo+xm
Mandat ory paraneters: none

Optional parameters: Sane as charset paraneter application/xm
as specified in RFC 3023 [8].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [8].

Security considerations: See Section 10 of RFC 3023 [8] and
Section 7 of this specification.

Interoperability considerations: none.

Publ i shed specification: This docunent.

Applications which use this media type: This docunment type is
being used in notifications to alert SIP user agents that
their registrations have expired and nust be redone.

Addi tional |nformation:

Magi ¢ Nunber: None
File Extension: .rif or .xm

Maci ntosh file type code: "TEXT"

Personal and emai|l address for further information: Jonathan
Rosenber g, <jdrosen@ drosen. net>

I nt ended usage: COVMON

Aut hor/ Change controller: The | ETF.
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8.3. URN Sub- Nanespace Regi stration for urn:ietf:parans:xm:ns:reginfo

This section registers a new XM. nanespace, as per the guidelines in

[7].

URI: The URI for this namespace is
urn:ietf:parans: xm:ns:reginfo.

Regi strant Contact: |ETF, SIMPLE working group
<sinple@etf.org> Jonathan Rosenberg
<j drosen@ dr osen. net >.

XM_:

BEG N
<?xm version="1.0"7?>
<! DCCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht ml - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head>
<meta http-equiv="content-type"
content="text/htm ; charset =i so-8859-1"/>
<title>Registration Information Namespace</title>
</ head>
<body>
<hl>Nanespace for Registration Information</hl>
<h2>urn:ietf:parans: xm :ns:reginfo</h2>
<p>See <a href="ftp://ftp.rfc-editor.org/in-notes/rfc3680.txt">
RFC3680</ a>. </ p>
</ body>
</htm >
END
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