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Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.
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Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abst r act

In X. 500 directories, subentries are special entries used to hold
information associated with a subtree or subtree refinenent. This
docunent adapts X. 500 subentries nechanisns for use with the

Li ght wei ght Directory Access Protocol (LDAP).

1. Overview
From [ X. 501] :

A subentry is a special kind of entry inmredi ately subordinate to
an admnistrative point. It contains attributes that pertain to
a subtree (or subtree refinenent) associated with its

admi nistrative point. The subentries and their administrative
point are part of the same nami ng context.

A single subentry may serve all or several aspects of

adm nistrative authority. Alternatively, a specific aspect of
admi ni strative authority nmay be handl ed t hrough one or nore of
its own subentries.

Subentries in the Lightweight Directory Access Protocol (LDAP)

[ RFC3377] SHALL behave in accordance with X 501 unl ess noted
otherwise in this specification
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In absence of the subentries control (detailed in Section 3),
subentries SHALL NOT be considered in one-level and subtree scope
search operations. For all other operations, including base scope
search operations, subentries SHALL be consi dered.

1.1. Conventions

Schenma definitions are provided using LDAP description formats
[ RFC2252]. Definitions provided here are formatted (line wapped)
for readability.

Protocol elenents are described using ASN.1 [ X.680]. The term "BER-
encoded" neans the elenent is to be encoded using the Basic Encoding
Rul es [ X. 690] under the restrictions detailed in Section 5.1 of

[ RFC2251] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. Subentry Schena
2.1. Subtree Specification Syntax

The Subtree Specification syntax provides a general purpose mechani sm
for the specification of a subset of entries in a subtree of the
Directory Information Tree (DI T). A subtree begins at sone base
entry and includes the subordinates of that entry down to some
identified | ower boundary, possibly extending to the leaf entries. A
subtree specification is always used within a context or scope which
inmplicitly determ nes the bounds of the subtree. For exanple, the
scope of a subtree specification for a subschema adninistrative area
does not include the subtrees of any subordinate adnministrative point
entries for subscherma administration. Were a subtree specification
does not identify a contiguous subset of the entries within a single
subtree the collection is ternmed a subtree refinenent.

This syntax corresponds to the SubtreeSpecification ASN. 1 type
described in [ X 501], Section 11.3. This ASN. 1 data type definition
is reproduced here for conpl eteness.

SubtreeSpecification ::= SEQUENCE {
base [0] Local Name DEFAULT { },
COVPONENTS OF ChopSpeci ficati on,
specificationFilter [4] Refinenent OPTIONAL }

Local Nanme :: = RDNSequence
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ChopSpeci fication ::= SEQUENCE {
speci fi cExclusions [1] SET OF CHO CE {
chopBefore [0] Local Nane,
chopAfter [1] Local Name } OPTI ONAL

m ni mum [ 2] BaseDi stance DEFAULT O,

maxi mum [ 3] BaseDi stance OPTI ONAL }
BaseDi stance ::= INTEGER (0 .. MNAX
Refi nement ::= CHO CE {

item [ 0] OBJECT- CLASS. & d

and [1] SET OF Refinenent,

or [2] SET OF Refinement,

not [3] Refinenent }

The conponents of SubtreeSpecification are: base, which identifies
the base entry of the subtree or subtree refinenent, and

speci fi ceExcl usi ons, m ni num maxi rum and specificationFilter, which
then reduce the set of subordinate entries of the base entry. The
subtree or subtree refinenent contains all the entries within scope
that are not excluded by any of the conmponents of the subtree
specification. Wen all of the conmponents of SubtreeSpecification
are absent (i.e., when a value of the Subtree Specification syntax is
the enpty sequence, {}), the specified subtree inplicitly includes
all the entries within scope.

Any particular use of this mechani sm MAY inpose linmitations or
constraints on the conmponents of SubtreeSpecification

The LDAP syntax specification is:
( 1.3.6.1.4.1.1466.115.121. 1. 45 DESC ' SubtreeSpecification’ )

The LDAP-specific encoding of values of this syntax is defined by the
CGeneric String Encoding Rul es [ RFC3641]. Appendi x A provides an

equi val ent Augrent ed Backus- Naur Form (ABNF) [ RFC2234] for this

synt ax.

2.1.1. Base

The base conponent of SubtreeSpecification nom nates the base entry
of the subtree or subtree refinement. The base entry nay be an entry
which is subordinate to the root entry of the scope in which the
subtree specification is used, in which case the base conponent
contains a sequence of Relative Distingui shed Names (RDNs) relative
to the root entry of the scope, or may be the root entry of the scope
itself (the default), in which case the base conponent is absent or
contains an enpty sequence of RDNs.
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Entries that are not subordi nates of the base entry are excluded from
the subtree or subtree refinenent.

2.1.2. Specific Exclusions

The speci fi cExcl usi ons conponent of a ChopSpecification is a list of
exclusions that specify entries and their subordi nates to be excl uded
fromthe subtree or subtree refinenent. The entry is specified by a
sequence of RDNs relative to the base entry (i.e., a Local Nane).

Each exclusion is of either the chopBefore or chopAfter form If the
chopBefore formis used then the specified entry and its subordi nates
are excluded fromthe subtree or subtree refinement. |If the
chopAfter formis used then only the subordinates of the specified
entry are excluded fromthe subtree or subtree refinenent.

2.1.3. Mninmm and Maxi num

The m ni mum and maxi mum conponents of a ChopSpecification allowthe
exclusion of entries based on their depth in the D T.

Entries that are | ess than the m ni mum nunber of RDN arcs bel ow the
base entry are excluded fromthe subtree or subtree refinement. A
m ni mum val ue of zero (the default) corresponds to the base entry.

Entries that are nmore than the maxi mum nunber of RDN arcs bel ow t he
base entry are excluded fromthe subtree or subtree refinenment. An
absent naxi mum conponent indicates that there is no upper linit on
the nunber of RDN arcs bel ow the base entry for entries in the
subtree or subtree refinement.

2.1.4. Specification Filter

The specificationFilter conmponent is a bool ean expression of
assertions about the values of the objectCl ass attribute of the base
entry and its subordinates. A Refinenent assertion itemevaluates to
true for an entry if that entry’s objectCl ass attribute contains the
O D nominated in the assertion. Entries for which the overall filter
evaluates to fal se are excluded fromthe subtree refinenent. |If the
specificationFilter is absent then no entries are excluded fromthe
subtree or subtree refinenent because of their objectC ass attribute
val ues.
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2.2. Adnministrative Role Attribute Type

The Adm nistrative Mddel defined in [X 501], clause 10 requires that
adm nistrative entries contain an adninistrativeRole attribute to
indicate that the associated adm nistrative area i s concerned with
one or nore adm nistrative roles.

The adm ni strativeRol e operational attribute is specified as foll ows:

( 2.5.18.5 NAME 'admini strativeRol e’
EQUALI TY obj ectldentifierMatch
USAGE directoryQperation
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

The possible values of this attribute defined in X 501 are:

1 aut ononousAr ea
2 accessControl Speci fi cArea
.3 accessControl I nner Area
23.4 subschemaAdm nSpeci fi cArea
5 col l ectiveAttri buteSpecificArea
6 col l ectiveAttributel nnerArea

NNNNNN
cooooo
N
[N

O her values may be defined in other specifications. Nanes
associ ated with each adm nistrative role are Cbject ldentifier
Descriptors [ RFC3383].

The adm nistrativeRol e operational attribute is also used to regulate
the subentries permitted to be subordinate to an adm nistrative
entry. A subentry not of a class pernitted by the administrativeRole
attribute cannot be subordinate to the administrative entry.

2.3. Subtree Specification Attribute Type
The subtreeSpecification operational attribute is defined as foll ows:

( 2.5.18.6 NAME 'subtreeSpecification
SI NGLE- VALUE
USAGE directoryQperation
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 45 )

This attribute is present in all subentries. See [X 501], clause 10.
Val ues of the subtreeSpecification attribute nom nate collections of
entries within the DIT for one or nore aspects of administrative

aut hority.
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2. 4.

3.

Subentry Object d ass
The subentry object class is a structural object class.

( 2.5.17.0 NAME ’subentry’
SUP top STRUCTURAL
MUST ( cn $ subtreeSpecification ) )

Subentries Contro

The subentries control MAY be sent with a searchRequest to contro

the visibility of entries and subentries which are within scope.
Non-visible entries or subentries are not returned in response to the
request.

The subentries control is an LDAP Control whose control Type is
1.3.6.1.4.1.4203.1.10.1, criticality is TRUE or FALSE (hence absent),
and control Val ue contai ns a BER-encoded BOOLEAN i ndi cati ng
visibility. A control Val ue contai ning the value TRUE i ndi cates that
subentries are visible and nornal entries are not. A control Val ue
contai ning the value FALSE indicates that normal entries are visible
and subentries are not.

Note that TRUE visibility has the three octet encoding { 01 01 FF }
and FALSE visibility has the three octet encoding { 01 01 00 }.

The control Val ue SHALL NOT be absent.

In absence of this control, subentries are not visible to singlelLeve
and whol eSubtree scope Search requests but are visible to baseOhject
scope Search requests.
There is no correspondi ng response control
This control is not appropriate for non-Search operations.

Security Considerations

Subentries often hold administrative information or other sensitive
i nformati on and shoul d be protected from unauthorized access and

di scl osure as described in [ RFC2829] [ RFC2830] .

General LDAP [RFC3377] security considerations also apply.
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5. 1 ANA Consi derati ons
5.1. Descriptors

The |1 ANA has registered the LDAP descriptors detailed in this
technical specification. The following registration tenplate is
suggest ed:

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short nanme): see conmmrent

nject ldentifier: see comment

Person & ermil address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: see conment

Speci fication: RFC3672

Aut hor/ Change Control ler: |ESG

Comment s:

accessControl I nner Area
accessControl Speci fi cArea

adm ni strativeRol e

aut ononousAr ea

col l ectiveAttributel nnerArea
col l ectiveAttributeSpecificArea
subentry

subschemaAdm nSpeci fi cArea

subt reeSpeci fication

>XVOXVIUVID>>0D
NMNNMNNONNNNN
oo oooa
N
oOROUIORUINW

where Type Ais Attribute, Type Ois OhjectC ass, and Type Ris
Admi ni strative Rol e.

5.2. (Object ldentifiers

Thi s docunent uses the OD 1.3.6.1.4.1.4203.1.10.1 to identify an
LDAP protocol el ement defined herein. This OD was assigned [ ASSI GN|
by OpenLDAP Foundati on, under its | ANA-assigned private enterprise

al l ocation [PRIVATE], for use in this specification.

O her O Ds which appear in this docunent were either assigned by the
| SO I EC Joint Technical Commttee 1 - Subconmittee 6 to identify

el ements of X 500 schema or assigned in RFC 2252 for the use
described here.
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5.3. Protocol Mechani sns

The |1 ANA has regi stered the LDAP protocol nechanisns [ RFC3383]
detailed in this specification.

Subj ect: Request for LDAP Protocol Mechani sm Registration
Description: Subentries

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>

Usage: Contr ol
Speci fication: RFC3672
Aut hor/ Change Control ler: |ESG
Comments: none
6. Acknow edgnent

Thi s docunent is based on engi neering done by | ETF LDUP and LDAPext
Wor ki ng Groups including "LDAP Subentry Schema" by Ed Reed. This
docunent al so borrows froma nunber of |TU docunents including X 501.

7. Intellectual Property Statenent

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nmay cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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A

Subtree Specificati on ABNF
Thi s appendi x i s non-nornmative.

The LDAP-specific string encoding for the Subtree Specification
syntax is specified by the Generic String Encodi ng Rul es [ RFC3641].
The ABNF [ RFC2234] in this appendix for this syntax is provided only
as a convenience and is equivalent to the encoding specified by the
application of [RFC3641]. Since the SubtreeSpecification ASN. 1 type
may be extended in future editions of [X 501], the provi ded ABNF
shoul d be regarded as a snapshot in tinme. The LDAP-specific encoding
for any extension to the SubtreeSpecification ASN. 1 type can be

det erm ned from [ RFC3641].

In the event that there is a discrepancy between this ABNF and the
encodi ng determ ned by [ RFC3641], [RFC3641] is to be taken as
definitive.

SubtreeSpecification = "{" [ sp ss-base ]

sep sp ss-specificExcl usions ]

sep sp ss-mnimum ]

sep sp Ss-maxi num ]

sep sp ss-specificationFilter ]
sp "}"

— e —

ss- base
ss-speci fi cExcl usi ons

i d- base nsp Local Name
i d-speci fi cExcl usi ons msp

Speci fi cExcl usi ons
i d-m ni num msp BaseDi st ance
i d- maxi mum nsp BaseDi st ance
i d-specificationFilter nsp Refinenent

SS-m ni mum
SS- maxi mnum
ss-specificationFilter

i d- base
i d-speci fi cExcl usi ons

%62.61. 73.65 ; "base"

%% 73. 70. 65. 63. 69. 66. 69. 63. 45. 78. 63. 6C. 75. 73
9% 69. 6F. 6E. 73 ; "speci fi cExcl usi ons”

% 6D. 69. 6E. 69. 6D. 75. 6D ; "m ni nunt'

%6D. 61. 78. 69. 6D. 75. 6D ; "nmaxi munt'

9% 73. 70. 65. 63. 69. 66. 69. 63. 61. 74. 69. 6F. 6E. 46
% 69. 6C. 74.65.72 ; "specificationFilter"

i d-m ni mum
i d- maxi mum
i d-specificationFilter

Speci fi cExcl usi ons "{" [ sp SpecificExclusion

*("," sp SpecifickExclusion) ] sp "}"
Speci fi cExcl usion = chopBefore / chopAfter
chopBef or e = id-chopBefore ":" Local Nane
chopAfter = id-chopAfter ":" Local Nane
i d-chopBefore = %63. 68. 6F. 70. 42. 65. 66. 6F. 72. 65 ; "chopBefore"
i d- chopAfter = 963. 68. 6F. 70. 41. 66. 74. 65. 72 ; "chopAfter”
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Ref i nenent
item

and

or

not

Ref i nenent s

id-item
i d-and
i d-or
i d- not

BaseDi st ance
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item/ and / or / not

= jid-item":" OBJECT-I| DENTI FI ER
= id-and ":" Refinenents
= id-or ":" Refinenents
= id-not ":" Refinenent
= "{" [ sp Refinenent
*("," sp Refinenent ) ] sp "}"

= U69.74.65.6D ; "itent
= Ux61. 6E. 64 ;. "and"
= Ox6F. 72 ;o "or"
= OX6E. 6F. 74 : "not"

= | NTEGER- 0- MAX

The <sp>, <msp>, <sep>, <INTECGER>, <I|NTECER-0-MAX>, <OBJECT-
| DENTI FI ER> and <Local Nane> rul es are defined in [ RFC3642].
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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