Net wor k Wor ki ng Group B. Foster

Request for Comments: 3661 C. Sivachel van
Updat es: 3435 Ci sco Systens
Cat egory: I nfornational Decenber 2003

Medi a Gateway Control Protocol (M3CP) Return Code Usage
Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2003). Al Rights Reserved.
Abst r act

Thi s docunent provides inplementation guidelines for the use of
return codes in RFC 3435, Media Gateway Control Protocol (M3CP)
Version 1.0. Return codes in RFC 3435 do not cover all possible
specific situations that nay ever occur in a gateway. That is not
possi bl e and not necessary. What is inmportant is to ensure that the
Call Agent that receives a return code behaves appropriately and
consistently for the given situation. The purpose of this docunent
is to provide inplenentation guidelines to ensure that consistency.
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2.

2.

| ntroducti on

Thi s docunent provides inplenmentation guidelines for the use of
return codes in the Media Gateway Control Protocol M3CP 1.0 [1].
Return codes in [1] do not cover all possible specific situations
that may ever occur in the gateway. That is not possible and not
necessary. What is inportant is to ensure that the Call Agent that
receives that return code behaves appropriately and consistently for
the situation that occurred. The solution described in this docunent
is to categorize return codes that gateways return based on the
expect ed behavior for the Call Agents that receive them

Categorizing errors hel ps both Call Agent and gateway devel opers: it
hel ps gat eway devel opers choose an appropriate return code when a
specific one for the situation is not available; it also helps Cal
Agent devel opers ensure that there is consistent behavior for the
return code that is received

2. Docunment Organization

In addition to categorizing return codes (section 2.1), section 2.2
provides a consolidated list of return codes in terms of "situations"
that may have triggered and the "categories” that they fall under
Thi s provides sone additional inplenentation guidelines for the use
of these return codes. Section 2.3 includes a sunmary of the return
codes and their categories. Section 3 provides sone additiona

i mpl enentati on guidelines for Call Agent and gateway devel opers.

Return Code Usage
1. Return Code Categories

The foll owi ng categorizes return codes from gateways based on
expected Call Agent behavi or.

Category nornal : These return codes are used in normal operation and
do not represent error conditions.

Cat egory none (specific errors requiring specific action): Areturn
code associated with a specific situation in the gateway that wll
i nvoke a correspondi ng specific Call Agent behavior. As such
these return codes are not categorized into a common behaviora
cat egory.

Category "Service Failure": A category in which the endpoint is
either out-of-service or the treatment by the Call Agent is
expected to be the same as for an out-of-service endpoint.
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Category "Provisioning Msmatch": A situation where the gateway has
indicated that it does not support what the Call Agent has asked
it to do. This may be caused by a |l ack of synchronization between
the provisioning of the Call Agent and the gateway. Note that
attenpts shoul d be made to weed out these types of error
situations during integration testing.

Category "Tenporary Failure": The transient nature of this error is
such that this particular call is likely to be pernmanently
affected but later calls on the same endpoi nt nay proceed
successfully. Typically the situation that caused this error is
not going to di sappear unless there is sone change in state in the
gateway or network (e.g., nore bandwi dth becones avail able, nore
CPU resources becone available etc.). This situation is not
likely to change in a few 10's of nilliseconds but coul d change
wi thin some nunber of seconds or minutes |later (as resources
beconme free), i.e., within the tinme period that you m ght expect a
different call to be tried on that endpoint.

Category "State Msmatch": A case where there is a state m snatch
between the Call Agent and the gateway that can be resol ved by the
Call Agent making a request that is nore appropriate to the
gateway state. Although categorized with a conmon category
i ndi cator the behavior of the Call Agent will depend on the
situation (the type of state mismatch that has occurred as well as
other state information, e.g., call state).

Cat egory "Renote Connection Descriptor Error": This indicates sone

m smat ch between the two gateways involved in the call. Note that
per RFC 2327, all gateways should ignore SDP attributes that they
do not recognize (i.e., lack of recognition of an SDP attribute

shoul d not be the cause of an error indication).

The exact behavior of the Call Agent for the above categories may
depend on the type of endpoint (analog, |SUP trunk, CAS trunk, etc.),
whet her this is the originating or term nating endpoint in the cal
and possibly other information related to call state. This docunent
does not attenpt to outline the Call Agent behavior based on cal
state. Instead, it just recommends that the Call Agent behavior be
consi stent based on a conbination of call state and the specific
category of error received.

2.2. Return Code Situations and Categories
This section describes return codes in MSCP 1.0 [1] in terns of
"situations" that may have triggered that return code and

"categories" to which the return code belongs. The purpose is to
provi de devel opers additional guidelines for return code use.
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Note that any indication that a response is valid for a
NotificationRequest (RONT) is also an indication that it is valid for
a connection handling request, i.e., CreateConnection (CRCX),

Modi f yConnecti on (MDCX), or Del eteConnection (DLCX) with an

encapsul ated RONT. The same hol ds for the Endpoi nt Configuration
(EPCF) command

000 - Response acknow edgenent

Response valid for: Confirmation of a final response after a
provi si onal response (3-way handshake).

Situation: If the final response that follows a provisiona
response contains an enpty response acknow edgenent paraneter, a
Response Acknow edgenent is used to acknow edge the fina
response (section 3.5.6 of [1]).
Cat egory: nor mal

100 - Transaction in progress

Response valid for: Any conmmand that may result in a |ong
transacti on execution tine, e.g., nore than 200 ns.

Situation: When a transaction is expected to take a processing
time that is beyond the normal retry timer, the gateway will
return a provisional response. A final response will be

provided later, after the transaction has conpleted. Refer to
section 3.5.6 of [1]. An exanple of this mght be a

Creat eConnecti on comand using RSVP, where the tinme to create
the connection may be | onger than usual because of the need to
performthe network resource reservation

Cat egory: nor mal
101 - Transaction has been queued for execution
Response valid for: Any conmmand.

Situation: As described in [1], Section 4.4.8, we assume that
Call Agents and gateways conceptually maintain a queue of

i ncom ng transactions to be executed. Associated with this
transaction queue is a high-water and a | owwater nmark. Once
the queue | ength reaches the high-water nark, the entity should
start issuing 101 provisional responses (transaction queued)
until the queue length drops to the |lowwater mark. This
applies to new transactions as well as to retransmi ssions. A
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final response will be provided later, after the transaction has
conpleted. In this case, the Call Agent should throttle back
its request rate for this gateway.
Cat egory: nor mal

200 - Transaction executed nornally
Response valid for: Any command (i ncl udi ng Del et eConnecti on).
Situation: Nor mal response as a result of successfu
execution. The 250 response code can be used to acknow edge a
successful conpletion of a Del eteConnecti on conmand. However, a
200 response code is al so appropriate.

Cat egory: nor ma

250 - The connecti on was del et ed

Response valid for: Del et eConnecti on
Situation: Response to a successful Del et eConnection conmmand.
Cat egory: nor mal

400 - Unspecified transient error

Response valid for: Any conmmand.

Situation: Unspecified transient error. A nore specific error
code should be used if one is available since this error code
provides very little information. |f used, sone specific

comentary should be included to aid in debug.
Cat egory: "Tenporary Failure".

401 - The phone is already off-hook
Response valid for: Noti fi cati onRequest.
Situation: This is returned in response to a request for an
of f-hook transition requested event when the phone is already
of f-hook. It is also returned when a request is nade to
generate a signal that has an explicit on-hook precondition in

the signal definition, such as the ringing signal ("rg") in the
Li ne package [2]. It is also returned when requesting an
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i ncom ng of f-hook/sei zure indication for a Channel Associated
Signaling (CAS) trunk when the incom ng hook-state for that
trunk is already off-hook.

Category: "State Msmatch". |If the Call Agent makes the request
with a requested event indicating a different hook-state, the
request should not result in this return code again

402 - The phone is already on-hook
Response valid for: Noti fi cati onRequest .

Situation: This is returned in response to a request for an on-
hook or hook-flash requested event when the phone is already
on-hook. It is also returned when a request is made to generate
a signal that has an explicit off-hook precondition in the
signal definition, such as the dial tone ("dl") in the Line
package [2]. It is also returned when requesting an i ncom ng
on- hook indication for a CAS trunk when the incom ng hook-state
for that trunk is already on-hook

Cat egory: "State Msmatch". |If the Call Agent makes the
request with a requested event indicating a different hook-
state, the request should not result in this error again

403 - Insufficient resources available at this tine
Response valid for: Any conmmand.
Situation: This is returned if the request cannot be processed

due to a temporary |lack of gateway resources, such as CPU
utilization, DSP resources, nenory etc; however, the command may
succeed at a later time when resources free up. Note that |ack
of network resources should not result in this code (i.e.

return code 404 woul d be nore appropriate).

Cat egory: "Tenporary Failure".

404 - Insufficient bandwidth at this tinme.
Response valid for: Cr eat eConnecti on, Modi fyConnecti on
Situation: This is an indication that there is not enough
bandwi dth available to sustain the call. It is as a result of

some failed bandw dth check (could be RSVP or sone ot her
mechanisn). It is possible that the Call Agent could request a
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codec requiring | ower bandw dth codec and have a successfu
result. Alternatively, it could treat this as a "Tenporary
Failure" for this codec.

Cat egory: "Tenporary Failure”. Al though categorized under
this general category, note that the Call Agent could apply sone
specific behavior (try a |ower bandw dth codec) dependi ng on

policy.
405 - Endpoint is restarting
Response valid for: Any conmand.

Situation: It may be returned to requests nade when the
endpoint is in-service and has initiated the restart procedures
(see [1], Section 4.4.6) but the procedure has not yet
conpleted. If the request is nade at a later tine, it may be
"successful" but may not be appropriate (because of possible
state msnatch). The Call Agent should proceed after it
bel i eves the restart procedure has conpl et ed.

Cat egory: "Tenporary Fail ure"
406 - Transaction Ti neout
Response valid for: Any conmmand.

Situation: The transaction took | onger than expected and has
been aborted. An exanple nmight be a transaction where a
provi si onal response (100 response code) was returned.

Fol l owi ng that, the gateway determ ned that the actual
transaction was taking |longer than should reasonably be expected
and as a result it aborted the transaction and returned 406 as
the final response

Cat egory: "Tenporary Failure". |If this error code is
returned repeatedly, it could indicate a nore serious problem

407 - Transaction aborted by sonme external action
Response valid for: Any conmand
Si tuation: This is returned to indicate cancellation of a
pendi ng request (see [1] Section 4.4.4). For exanple,

Del et eConnection is received while processing a CreateConnection
or Modi fyConnection. Also, if either a MdifyConnection
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Noti fi cati onRequest, or Endpoi nt Configuration comand is in
progress, and the sane comand is received with a different
transaction Id, 407 will be returned.

Cat egory: none (specific situation and behavior).
409 - Internal overl oad
Response valid for: Any conmmand.

Situation: Gateway is overloaded (e.g., too many requests per
second fromthe Call Agent) and is unable to process any nore
transactions at this tinme. In this case, the Call Agent SHOULD
throttle back its request rate for this gateway as described in
[1], Section 4.4.8.

Cat egory: "Tenporary Failure". Note that although the Cal
Agent behavior with respect to the call being set up corresponds
to this general category, there is sone specific Call Agent
behavior inplied as well (i.e., the Call Agent throttling back).

410 - No endpoint avail abl e
Response valid for: CreateConnection using an "any of" wildcard.

Si tuati on: A CreateConnection request was nmade with an "any
of" ("$") wildcard and no endpoint was available to execute the
request. As described in [1], Section 2.3.5, when the "any of"
wildcard is used with the CreateConnecti on conmand, the endpoi nt
assi gned MJUST be in-service and MJST NOT al ready have any
connections on it.

Cat egory: none (specific situation and behavior).
500 - Endpoi nt unknown
Response valid for: Any conmand.

Si tuati on: There is no endpoint natching the Endpointld
provided with the command. This could be the result of a

provi sioning msmatch between the Call Agent and the gateway or
it could be because a card was renoved fromthe gateway so that
the endpoint is no |onger available (in which case a

Restart| nProgress shoul d be received, although the Call Agent
cannot depend on this). Note that the endpoint is not just out-
of -service (in which case 501 would be used); it is conpletely
unknown/ unavai |l able to the MGCP.
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Cat egory: "Provi sioning Msmatch".
501 - Endpoint is not ready or is out of service
Response valid for: Any conmand

Situation: This is returned if the endpoint is in a pernmanent
"not ready" state. This includes maintenance states such as
out-of -service. Note that an endpoint that has initiated the
restart procedure is in-service, and hence should not use this
return code, even if the restart procedure has not yet conpleted
(see [1], Section 4.4.5).

Cat egory: "Service Failure"

502 - Insufficient resources (pernanent).
Response valid for: Any conmand.
Si tuati on: This is returned when the endpoi nt does not have
sufficient resources and future requests on this endpoint are
expected to fail, meaning sone resources dedicated to the
endpoi nt are broken (e.g., return code 529 - "hardware failure"

m ght be a nore specific indication). For situations where
resources nmay becone available in the future (i.e., resources
are pooled and not available at the present tine), return code
403 shoul d be used i nstead.

Cat egory: "Service Failure".
503 - "All of" wildcard too conpli cat ed.
Response valid for: Any conmmand.

Situation: This is returned when the w |l dcard convention used
in the request is understood, but the requested conmand cannot
be processed with the specified wldcarding. An exanple of this
woul d be a NotificationRequest with a request such that a
failure would make it too difficult to roll back the state of
all the endpoints to what they were prior to the request.

Category: Normally treated as a "Provisioning Msmatch". Note
however, that the Call Agent could treat it differently by
recovering with sone specific behavior (e.g., generate a nunber
of individual requests without wldcards instead of a single one
with the wildcard).
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Unknown or unsupported comand.
Response valid for: Any unknown conmand.

Situation: A command was requested other than those specified
in the MECP specification [1], and the comand is not supported.

Cat egory: "Provi sioning Msmatch".

Unsupported renote connection descriptor.

Response valid for: CreateConnection, MdifyConnection
Situation: One or nore nandatory paraneters or values in the
Renot eConnecti onDescri ptor are not supported by the gateway.
Note that, per [3], unsupported attribute Iines nmust be ignored
and hence should not result in any errors.

Cat egory: "Renot e Connection Descriptor Error".

Inability to satisfy both |ocal connection options and renote
connection descriptor simultaneously.

Response valid for: CreateConnection, MdifyConnection

Si tuati on: The Local Connecti onOptions and

Renot eConnecti onDescri ptor contain one or nore nandatory
parameters or values that conflict with each other and/or cannot
be supported at the sanme tinme (except for codec negotiation
failure - see error code 534).

Cat egory: "Renot e Connection Descriptor Error".

Unsupported Functionality. Note that this error code SHOULD
only be used if there is no other nore specific error code for
the unsupported functionality.

Response valid for: Any conmmand.

Situation: Any situation where a request fromthe Call Agent
is not supported by the gateway - beyond the situations already
covered by other nore specific return codes.

Cat egory: "Provi sioning Msmatch".

Unknown or unsupported quarantine handling.

Response valid for: Noti fi cati onRequest.
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Situation: The endpoi nt does not support or does not recognize
the requested quarantine handli ng.

Cat egory: "Provi sioning Msmatch".

509 - Error in RenoteConnectionDescriptor
Response valid for: CreateConnection, MdifyConnection
Situation: There is a syntax or semantic error in the Renote
Connection Descriptor. For example, there is no |IP address for
an RTP nedia stream
Cat egory: "Renpte Connection Descriptor Error".

510 - Protocol error
Response valid for: Any conmand.
Situation: Sone unspecified protocol error was detected.
Gat eways should use this error as a last resort since it
provides very little information. |If used, sone specific
comment ary should be included to aid in debug.

Cat egory: "Provi sioning Msmatch".

511 - Unrecogni zed paraneter extension

Response valid for: Any conmand
Situation: It is returned if the requested command contains an
unrecogni zed nandatory paraneter extension ("X+"). In MCP 1.0,

this specifically refers to unrecogni zed paraneters, since other
error codes are available for unrecognized connecti on nodes
(517), unrecogni zed packages (518), unrecogni zed | oca
connection options (541), etc.

Cat egory: "Provisioning Msmatch".

512 - Gateway not equi pped to detect one of the requested events.
Response valid for: Noti fi cati onRequest.
Situation: A valid event was requested however the gateway is
not equi pped to detect this event (i.e., the package is only
i mpl enented partially). O course, such an inplenentati on would

not conformto [1]. Note that if an invalid event was
requested, i.e., an event not defined in the rel evant package,
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then error code 522 should be used. Also note, that if the
package i s unknown or unsupported, then error code 518 should be
used.

Cat egory: "Provi sioning Msmatch".

513 - gateway is not equipped to generate one of the requested
si ghal s.

Response valid for: Noti fi cati onRequest .

Situation: A valid signal was requested, however the gateway is
not equi pped to generate this signal (i.e., the package is only
i mpl emented partially). O course, such an inplementation woul d
not conformto [1]. Note that if an invalid signal was
requested, i.e., a signal not defined in the rel evant package,
then error code 522 should be used. Also note, that if the
package i s unknown or unsupported, then error code 518 should be
used.

Cat egory: "Provi sioning Msmatch".
514 - The gateway cannot send the specified announcemnent.

Response valid for: NotificationRequest with a request for an
announcenent to be pl ayed.

Situation: This is a specific situation with respect to
pl ayi ng announcenments on an endpoi nt or connection associ ated
with the endpoint. Error code 538 could be used instead.

Cat egory: "Provi sioning Msmatch".
515 - Incorrect connection-id.
Response valid for: Creat eConnecti on, Modi fyConnecti on

Del et eConnection, Notificati onRequest, AuditConnection

Si tuati on: An unknown connection-id has been specified. It is
possi bl e that the connection has al ready been deleted. It
shoul d be noted that a connection-id can also supplied with
events and signals (e.g., "S: L/rt@onnld"). Note that a

m smat ch bet ween connection-id and call-id should use error code
516.
Cat egory: "State M smatch".
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516 - Unknown or incorrect call-id.

Response valid for: MdifyConnection, Del eteConnection

Situation: Unknown call-id, or the call-id supplied is
:g;orrect (e.g., connection-id not associated with this call-
Cat egory: "State M smatch".

517 - Invalid or unsupported node.
Response valid for: Creat eConnecti on, Modi fyConnecti on
Situation: This is returned if the command specifies a

connection node that the endpoint does not support (note that
not all endpoints will support all nodes). Note that if the
unsupported node is an extension connecti on node, error code 518
(unsupported package) shoul d be used instead.
Cat egory: "Provi sioning Msmatch".

518 - Unsupported or unknown package.
Response valid for: Any conmand
Situation: A package nane included in a request is not
supported (or unknown). Note that the package name may be a
prefix to an event or other things (e.g., a paraneter) as
defined in [1]. Note that it is recomended to include a
PackagelLi st parameter with a |ist of supported packages in the
response.
Cat egory: "Provi sioning Msmatch".

519 - Endpoint does not have a digit map
Response valid for: Notificati onRequest.

Situation: Request was made to detect digits based on a digit
map and the gateway does not have a digit nmap

Cat egory: "State Msmatch". The Call Agent needs to send
down a digit map in order to continue with the call
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520 - Endpoint is restarting.

Situation: This is nornally a transient error in which error
code 405 SHOULD be used. Gateways SHOULD not use this error
code unless there is sone relevant situation that warrants the
category of "Service Failure". Note that this was included in
[1] only to maintain backwards conpatibility with previous

rel eases of the MSCP specification

Cat egory: If it is returned, this return code will be treated
as category "Service Failure", i.e., as if this endpoint is
out - of - service

521 - Endpoint re-directed to another Call Agent.
Response valid for: RestartlnProgress.
Situation: A RestartlnProgress command was sent to the Cal
Agent and the Call Agent returns this return code along with a
NotifiedEntity paranmeter pointing to another Call Agent. The
gateway then sends a new RestartlnProgress comand to the Cal
Agent specified in the Notified Entity.
Cat egory: none (specific situation and behavior).

522 - No such event or signal

Response valid for: Noti fi cati onRequest .
Situation: This is returned if the requested event/signal nane
is not registered with this package. |If on the other hand the

signal or event is part of the package but is not supported by
the gateway, then return code 512 or 513 SHOULD be provi ded
instead. |If the package is not supported, return code 518
SHOULD be returned.

Cat egory: "Provi sioning Msmatch".
523 - Unknown action or illegal conbination of actions.

Response valid for: Notificati onRequest with one or nore
requested events.

Situation: Request was made with a requested event(s) that
i ncluded an action or actions defined in [1] that are either
unknown, unsupported or an illegal conbination as indicated in

section 2.3.3 of [1]. Note that unsupported extension actions
shoul d generate error code 518 (unsupported package).
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Cat egory: "Provi sioning Msmatch".

524 - Internal inconsistency in Local Connection Options
Response valid for: Creat eConnecti on, Modi fyConnecti on
Si tuation: This is returned if one or nore of the

Local ConnectionOptions (LCO paraneters are coded with val ues
that are not consistent with each other (e.g., other LCO
paraneters inconsistent with the network type).

Cat egory: "Provi sioning Msmatch".
525 - Unknown extension in Local Connection Options.
Response valid for: CreateConnection, MdifyConnection

Situation: This is returned if the request contains a Loca
Connection Option with one or nore unrecogni zed mandatory ("x+")
extensions. Note that unsupported package extensions should use
error code 518 (unsupported package) instead.

Cat egory: "Provisioning Msmatch".
526 - Insufficient bandwi dth
Response valid for: Cr eat eConnecti on, ModifyConnection

Situation: In nost cases where there is insufficient

bandwi dth, a 404 return code should be used. 526 would be used
in cases where future requests are destined to fail. An exanple
m ght be a very restricted bandwi dth case, where there is not
enough bandwi dth avail able for the codec requested even for a
single endpoint. Making a request with the sane codec in the
future will fail. However, making a request for some other
codec (with a higher degree of conpression) may pass. For

cases, where the bandwi dth is pool ed over nultiple endpoints and
could free up at sonme future tinme (because an endpoi nt becones

i nactive), then 404 is nore appropriate.

Cat egory: If it is returned, this return code will be treated
as category "Provisioning Msmatch", e.g., the codec was
i ncorrectly provisioned for the bandw dth avail abl e.

527 - M ssing RenoteConnectionDescri ptor.

Response valid for: CreateConnection, MdifyConnection
Noti fi cati onRequest.
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Situation: This is returned if the connection has not yet

recei ved a RenoteConnecti onDescriptor when one is required to
support the request. This can for exanple happen if a
connection is attenpted to be placed in "send/receive node", or
if a signal is applied on a connection

Cat egory: "Renote Connection Descriptor Error" in the case
where the other end did not provide a connection descriptor.
Alternatively, if this is an initial request nade by a Cal
Agent (such there is no renote connection descriptor), then this
is a "State Msmatch" probl em

528 -1 nconpatible protocol version
Response valid for: Any conmmand.

Situation: A command was received with a protocol version that
was not support ed.

Cat egory: "Provi sioning Msmatch". This could al so be
treated as a "State M smatch" problemif the there is a recovery
mechani sm (e.g., Call Agent recognizes the protocol version
m smatch and switches to the correct protocol version)

529 - Internal Hardware Error
Response valid for: Any conmmand.
Situation: A hardware fault occurred during the execution of a
conmand such that repeating this command will result in a
failure indication once again. This is a slightly nore specific
error code than error 502, although nore comrentary shoul d be
provi ded (for debug purposes) if possible.
Cat egory: "Service Failure".

530 - CAS Signaling Protocol Error
Response valid for: Noti fi cati onRequest.
Situation: This is specific to Channel Associated Signaling
(CAS) interfaces. A typical exanple mght be an attenpt to
out pul se digits failed for sonme reason

Cat egory: none (specific situation and behavior).
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531 - Failure of a grouping of trunks (e.g., facility failure)

Response valid for: Cr eat eConnecti on, ModifyConnection
Noti fi cati onRequest .

Situation: Request made to an endpoint that has a failed trunk
connection (e.g., T1 or E1 failed). Note that an RSIP should
have been sent as a result of the facility failure. This is a
nore specific response than return code 501.
Cat egory: "Service Failure".

532 - Unsupported val ue(s) in Local Connection Options.
Response valid for: CreateConnection, MdifyConnection
Situation: This is returned if one or nore of the
Local Connecti onOptions paraneters are coded with a val ue that
the gat eway does not support.
Cat egory: "Provi sioning Msmatch".

533 - Response too | arge
Response valid for: Any conmand.
Situation: This would only be likely to occur in the case of an
audit where the maxi num response packet size would end up being
too | arge.
Cat egory: none (specific situation and behavior).

534 - Codec negotiation failure
Response valid for: CreateConnection, MdifyConnection
Si tuation: The intersection between the |ist of codecs that
the gateway supports, the codecs all owed by the | ocal connection

options and the codecs supplied in the Renpte Connection
Descriptor (if provided) is enpty.

Cat egory: "Provisioning Msmatch” if the error resulted from
an enpty approved |list of codes as described in [1], Section
2.6). "Renote Connection Descriptor Error" if the error

resulted froman enpty negotiated |ist of codecs, as described
in [1], Section 2.6.
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Packeti zation period not supported

Response valid for: Cr eat eConnecti on, ModifyConnection
Situation: Normal Iy this error should not be generated since
if the gateway is unable to support the packetization period
specified in the | ocal connection options for the codec

i ndicated, it should follow the behavior specified in [1] (which
is to pick an appropriate value rather than failing the
request).
Cat egory: "none".

Unknown or unsupported Restart Method

Response valid for: RestartlnProgress.
Situation: This error is generated by the Call Agent if it
receives a RestartlnProgress conmand with an unsupported restart
method. Note that if the restart nmethod is an extension restart
nmet hod, error code 518 (unsupported package) shoul d be used

i nst ead.
Cat egory: "Provi sioning Msmatch".

Unknown or unsupported digit nmap extension

Response valid for: Notificati onRequest.
Situation: Digit map letter in the digit map unknown or
unsupported. Note that this code does apply to extension digit
map letters as well.

Cat egory: "Provi sioning Msmatch".

Event/si gnal paraneter error

Response valid for: Noti fi cati onRequest.
Situation: It is returned if the event/signal paraneter is in
error or not supported. |If the event/signal or a package is not

supported, then one of 512, 513, 518, or 522 shoul d be used
i nst ead.

Cat egory: "Provi sioning Msmatch".
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539 - Invalid or unsupported conmrand paraneter
Response valid for: Any conmmand.

Situation: This is returned if the command contains an invalid
or unsupported paraneter, which is neither a package (which
woul d use return code 518) nor vendor specific extension (which
woul d use return code 511). For exanple, if an endpoint does
not support the Bearerlnformation paranmeter of the
Endpoi nt Confi gurati on command, this return code coul d be used.
O course, such an inplenmentation would not conformto [1].

Cat egory: "Provi sioning Msmatch".
540 - Per endpoint connection limt exceeded

Response valid for: CreateConnection

Si tuation: A CreateConnection conmand was nade, but the
gat eway cannot support any additional connections on that
endpoi nt .
Cat egory: "State M smatch".

541 - Invalid or unsupported Local Connection Options
Response valid for: Cr eat eConnecti on, ModifyConnection
Situation: This is returned if the command contains an invalid

or unsupported Local ConnectionOption, which is neither a package
(whi ch woul d use return code 518) nor vendor specific extension
(which woul d use return code 511).
Cat egory: "Provisioning Msmatch".
2.3. Summary of Return Code Categories
A summary of the categories of the various error codes is included in

the following table. This information is also repeated in the
detail ed error descriptions in the next section.
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| Category | Return Codes

o |
" hone | Ta0s, 407, a10, 510, so1, ss0, ses, ses T |
svice | oL 5oz, 520, 528, Be1 T |
| Failure" | |

| "Provisioning| 500, 503*, 504, 507, 508, 510, 511, 512, 513, 514,

| Msmatch” | 517, 518, 522, 523, 524, 525, 526, 528*, 532, 534*,
| | 536, 537, 538, 539, 541

R | |
| "Temporary | 400, 403, 404*, 405, 406, 409

| Failure" | |

| "State | 401, 402, 515, 516, 519, 540 |
| Msmatch" | |

| "Renote |
| Connection

| Descriptor |
| Error" |

Not es:

* 404: may be treated as a "Tenporary Failure", but specific
behavior is possible (e.g., trying an alternate codec with | ower
bandwi dt h requirement rather than failing this call).

* 503: rather than treating this as a "Provisioning Msmatch", it is
possi ble for the Call Agent to recover fromthis error

* B527: See the detailed description for this error code in section
2.2. This could be treated as a "State M snmatch" dependi ng on the
ci rcunst ances.

* 528: See the detailed description for this error code in section
2.2. This could be treated as a "State M smatch"” dependi ng on the
ci rcunst ances.

* 534: See the note on error code 534 in the detail ed description
section (2.2) of this docurment (may be treated as a "Renote
Connection Descriptor Error” if no |local connection options were
suppl i ed).
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3.

Addi ti onal Guidelines

This section provides additional guidelines to Gateway and Call Agent
devel opers.

3.1. Gateway Recommendati ons

The foll owi ng guidelines are recommended for gateway inplenentations:

*

3. 2.

For uncategorized return codes (category "none") that involve
specific situations, gateways should make sure they do an accurate
mappi ng between the situation and the return code.

Al so for category "State Msmatch", it is equally inportant that
the situation (and state) is accurately mapped to the specific
error code.

For situations simlar to those involving return codes in "Service
Failure", Provisioning Msnmatch", "Tenporary Failure" and "Renote
Connection Descriptor Error" categories, the gateway shoul d nmake
sure that it uses a return code in the correct category.

MCP al | ows additional comentary to be included with the return
code. It is inportant that the gateway includes nore specific
i nformati on concerning the situation for debug purposes.

It is recoomended that return codes 502, 520 and 526 not be used
unl ess there is sonething that nakes these permanent situations.
As indicated in the detail ed description of these return codes,
403, 405 and 404 respectively are nore appropriate in al nost al
situations. If a gateway presently uses 502, 520 and 526 for
temporary situations and expects to upgrade to 403, 405 and 404,
the gateway should refrain fromusing 502, 520 and 526 for sone
other use immediately after the upgrade. This is to avoid probl ens
where a Call Agent is expected to treat the sanme error code in two
different ways, e.g., 403 is a category "Tenporary Failure" which
requires a different Call Agent behavior from502 which is in
category "Service Failure".

Call Agent Reconmendati ons

The foll owi ng guidelines are recommended for gateway inplenentations:

*

Fost er

Call Agents should handle return codes they do not recognize (or
do not expect) based on the first digit in the return code as
outlined in [1].
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4.

* For categories "Service Failure", "Provisioning Msnmatch",
"Tenporary Failure", and "Renote Connection Descriptor Error",
Call Agents are expected to treat return codes that are within the
same category in the same way (i.e., make the sane deci sion, based
on the return code and other state information available to them.

* Because there was little guidance given for return codes 502, 520
and 526 in RFC 2705 [4], Call Agents may have to treat these as
403, 405 and 404 respectively for gateways that have not been
updated according to [1] and these reconmendati ons. The gateway
i mpl enenter shoul d be consulted for information on the gateway
behavior for (now and in the future) for these return codes (i.e.
it may be that return codes 502, 520 and 526 are presently used
incorrectly but will be replaced with 403, 405 and 404 in the
future).

Security Considerations

Thi s docunent nerely provides a convenient way to categorize M3CP
return codes in order to facilitate decisions related to failure
conditions; it does not inpact M3CP security in any way.
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.
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Thi s docunent and the information contained herein is provided on an
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