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Abst ract

Mul tiple Access Protocol over SONET/SDH (MAPOS) is a high-speed

i nk-1ayer protocol that provides nultiple access capability over a
Synchronous Optical NETwork/ Synchronous Digital Hierarchy

( SONET/ SDH) .

Thi s docunent specifies the frame format for encapsulating an | Pv6
datagramin a MAPCS franme. It also specifies the method of formng
I Pv6 interface identifiers, the nethod of detecting duplicate
addresses, and the format of the Source/ Target Link-|ayer Addresses
option field used in | Pv6 Nei ghbor Di scovery nessages.
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1. Introduction

Mul tiple Access Protocol over SONET/ SDH (MAPCS) [1][2] is a high-
speed |ink-layer protocol that provides nultiple access capability
over SONET/SDH. Its frame format is based on the HDLC-Iike (High
Level Data Link Control) framng [3] for PPP. A conponent called a
"Frane Switch" [1] allows multiple nodes (hosts and routers) to be
connected together in a star topology to forma LAN.  Using | ong-hau
SONET/ SDH | i nks, the nodes on such a "SONET-LAN' can span a w de
geogr aphi cal area.

Thi s docunent specifies the frame format for encapsul ating an
Internet Protocol version 6 (IPv6) [4] datagramin a MAPCS frane, the
nmet hod of fornming IPv6 interface identifiers, the method of detecting
duplicate addresses, and the format of the Source/ Target Link-I|ayer
Addresses option field used in Neighbor D scovery nessages such as
Router Solicitation, Router Advertisement, Neighbor Solicitation

Nei ghbor Adverti senent, and Redirect messages.

In the remai nder of this docunent, the term "MAPGOS" is used unl ess

the distinction between MAPCS version 1 [1] and MAPCS 16 [2] is
required.
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2. Frane Format for Encapsul ating |Pv6 Datagrans
2.1. Franme Format

MAPCS uses the sanme HDLC-1i ke fram ng as PPP-over- SONET, described in
[3]. The MAPGCS frane begins and ends with a flag sequence 01111110
(Ox7E), and the MAPCS frane header contains address, control, and
protocol fields. The address field contains a destination HDLC
address. In MAPCS 16, the address field is extended to 16 bits, and
the control field of MAPOCS version 1 is omtted. The frame check
sequence (FCS) field is 16 bits long by default, but a 32-bit FCS nmay
be used optionally. Details of the MAPCS franme format are descri bed
in[1]1[2].

An | Pv6 datagramis encapsul ated in the MAPCS frane. |In the case of
encapsul ating an | Pv6 datagram the protocol field nust contain the
val ue 0x0057 (hexadecimal). The IPv6 datagramis stored in the
information field which follow imediately after the protocol field.
That is, this field contains the | Pv6 header followed i medi ately by
the payload. Figure 1 shows the frane format. The fields are
transmitted fromleft to right.

TSR TSR TSR TSR +
| | | Control/ | Protocol
| Fl ag | Address | Address | 16 bits
| 01111110 | 8 bits | 8 bits | (0x0057) |
S S S S +
Fom e e e e oo - Fomm e oo - Fomm oo - S
| | | | Inter-frane
| 1Pv6 header | FCS | Fl ag | fill or next
| and payload | 16/32 bits | 01111110 | address
Fom e Fom o S Fom o

Figure 1. Frame format.
2.2. Maxi mum Transm ssion Unit (MIU)

The I ength of the information field of the MAPCS frame may vary, but
shal | not exceed 65,280 (64K - 256) octets [1][2]. The default
maxi mum transmi ssion unit (MIU) is 65,280 octets.

However, the MIU size may be reduced by a Router Advertisenment [5]
contai ning an MIU option that specifies a snaller MU, or by manua
configuration of each node. |f a Router Advertisenent received on a
MAPCS i nterface has an MIU option specifying an MIU | arger than

65, 280, or larger than a nmanually configured value, that MIU option
may be | ogged for the system managenent but nust be ot herw se

i gnor ed.
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2.3. Destination Address Mapping

Thi s section specifies the nethod of mapping an | Pv6 destination
address to the address field in the MAPOS frane header.

2.3.1. Unicast

I n unicasting, the address field of a MAPCS frame contains the HDLC
address that has been assigned via NSP (Node Switch Protocol) [6] to
the MAPCS interface, which has the I Pv6 unicast destination address.

In order to determ ne the destination HDLC address that corresponds
to an I Pv6 unicast destination address, the sender uses Link-I|ayer
Addr ess Resol ution described in [5].

2.3.2. Milticast

Address resolution is never perfornmed on | Pv6 nulticast addresses.
An I Pv6 nulticast destination address is nmapped to the address field
in the MAPCS frame header as described bel ow for MAPCS version 1 and
MAPCS 16.

MAPCS version 1

The address field of the MAPCS version 1 frame header contains an 8-
bit-wi de destination HDLC address [1]. The least significant bit
(LSB) of the field nust always be 1 to indicate the end of the field.
The nost significant bit (MSB) is used to indicate whether the frane
is a unicast or a nulticast frane.

In the case of an IPv6 nmulticast, the MSB of the address field is 1
toindicate that the frane is nulticast. As described above, the LSB
of the address field is 1. The other six bits of the address field
must contain the |owest-order six bits of the IPv6 nmulticast address.
Figure 2 shows the address field of the MAPCS version 1 franme header
in the case of an IPv6 nulticast, where D(1) through D(6) represent
the I owest-order six bits of the IPv6 nulticast address. Exceptions
ari se when these six bits are either all zeros or all ones. In these
cases, they should be altered to the bit sequence 111110. That is,
the address field should be OxFD (hexadeci nmal).

Qgura, et. al. I nf or mati onal [ Page 4]



RFC 3572 | Pv6 over MAPOS July 2003

M5B LSB
s I TS

B

+

I | |
1ID(6) - D(l)Ill
+

+—— +

AN

VAN

| | .

| EA bit (always 1)
1 (multicast)

Figure 2. Address nmapping in multicasting (MAPOS version 1).

MAPCS 16:

The address field of the MAPOS 16 frane header contains the 16-bit-
wi de destination HDLC address [2]. The LSB of the first octet nust
al ways be 0 to indicate the continuation of this field, and the LSB
of the second octet nust always be 1 to indicate the end of this
field. The MSB of the first octet is used to indicate whether the
frane is a unicast or a nulticast frane.

In the case of an IPv6 nulticast, the MSB of the first octet is 1to
indicate that the frame is nulticast. As described above, the LSB of
the first octet is 0 and the LSB of the second octet is 1. The other
13 bits of the address field nmust contain the | owest-order 13 bits of
the 1Pv6 multicast address. Figure 3 shows the address field of the
MAPCOS 16 frame header in the case of an I Pv6 multicast, where D(1)
through D(13) represent the | owest-order 13 bits of the |IPv6

nmul ticast address. Exceptions arise when these 13 bits are either

all zeros or all ones. |In these cases, the address field should be
OxXFEFD (hexadeci mal).

MSB LSB

i S S N S i oI S S S

| | | | | |

I1ID(13)-D(8) IOI D(7)-D(1) I1I

i i S R e e o o T

N N N

| | |

| | +-- EA bit (always 1)
| +-- EA bit (always 0)

1 (multicast)

Figure 3. Address mapping in multicasting (MAPCS 16).
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3.

Interface ldentifier

This section specifies the method of fornming the interface identifier

[7].

A node that has one or nore MAPCS interfaces nust create one or nore
EUl -64 [8] based interface identifiers. Here, it should be noted
that deriving interface identifiers fromHDLC addresses of MAPCS
interfaces is undesirable for the foll owi ng reasons.

1. Wen a node is connected to a frane switch, an HDLC address is
assigned to the interface of the node fromthe franme switch via
NSP [6]. (In the remainder of this docunent, the term "MAPOS
address" is used to refer to the address.) The value of the MAPOS
address assigned to the interface depends on the conbination of
the switch nunber of the frame switch and the port number of the
franme switch to which the interface is connected. The switch
nunber is required to be unique only within a MAPCS nulti-swtch
environnent [6]; that is, there can be frane switches that have
the sane switch nunber in different MAPOS nulti-switch environnment
separated by I P routers. Therefore, the uniqueness of a MAPCS
address is guaranteed only within a MAPOS multi-sw tch
envi ronnent .

Furthernore, if an inplenmentation ensures that the |link between
the interface of the node and the port of the frame switch is
hot - swappabl e, the port nunber of the frame switch or the frame
switch connected to the interface of the node can be changed, so
the MAPCS address assigned to the interface can al so be changed
wi t hout performng a systemre-start of the node.

In short, the gl obal uniqueness of a MAPOS address is not
guaranteed, and a MAPOS address is not a built-in address but can
be changed wi t hout performing a systemre-start. Thus, if an
interface identifier were derived froma MAPCS address, it could
al so be changed without a systemre-start. This would not follow
the recomendation in [7].

2. In the case of a point-to-point connection between two nodes, the

same MAPOS address is assigned to each interface. Specifically,
in the case of MAPCS version 1, the assigned address is 0x03 [6],
and in the case of MAPOS 16, the assigned address is 0x0003 [2].
It is not easy to achieve link-locality of the interface

identifier in a strict manner using the sane Link-Iayer address.

For the above reasons, nodes with MAPCS i nterfaces nust not derive
their interface identifiers fromtheir MAPOS addresses.
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The following are nethods of formng an interface identifier in
the order of preference. These are alnpst the sanme as the nethods
described in [9] except that a MAPCS address must not be used as a
source of uni queness when an | EEE gl obal identifier is
unavai |l abl e.

1) If an | EEE global identifier (EU-48 or EU -64) is avail able
anywhere on the node, it should be used to construct the interface
identifier due to its uniqueness. When extracting an | EEE gl oba
identifier from another device on the node, care should be taken
to ensure that the extracted identifier is presented in canonica
ordering [10].

The only transformation froman EU -64 identifier is to invert the

u" bit (universal/local bit in |IEEE EU -64 term nol ogy). For

exanple, for a globally unique EU -64 identifier as shown in

Fi gure 4:
V5B LSB
| O 111 3|3 4| 4 6
| O 5|6 1|2 718 3
oo o - oo o - oo o - oo o - +
| cccceccOgeccccccec| cccececececceeeeeeee| eeeeeeceeeeeeeeee| eeeeeeceeeeeeeeee
S S S S +

Figure 4. Gobally unique EU -64 identifier

where "c" are the bits of the assigned conpany_id, "0" is the

val ue of the universal/local bit to indicate gl obal scope, "g" is

the group/individual bit, and "e" are the bits of the extension

identifier, the IPv6 interface identifier would be as shown in

Figure 5. The only change is inverting the value of the

uni versal /1 ocal bit.
VSB LSB
| O 111 3|3 4| 4 6
| O | 6 | 2 | 8 3
o o o o +
| cccececelgeecceccecec| ccccecececceeeeeeee| eeeeeeeeeeeeeeee| eceeeeeeeeeeeeee
oo o - oo o - oo o - oo o - +

Figure 5. IPv6 interface identifier derived froma globally unique
EU - 64 identifier

In the case of an EUI -48 identifier, it is first converted to the
EU -64 format by inserting two octets, with hexadeci mal val ues of
OxFF and OxFE, in the mddle of the 48-bit MAC (between the

conpany_id and extension-identifier portions of the EU -48 val ue).
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For exanple, for a globally unique 48-bit EU -48 identifier as
shown in Figure 6:

VBB LSB
| 0 11 3|3 4|
| | 1| 7]
o o o +
| cccccecOgecccccecc| ccecececccceeeeeeee| eeeeeeeeeeeeeeee

oo oo oo +

Figure 6. dobally unique EU -48 identifier

where "c" are the bits of the assigned conpany id, "0" is the
val ue of the universal/local bit to indicate gl obal scope, "g
the group/individual bit, and "e" are the bits of the extension
identifier, the IPv6 interface identifier would be as shown in
Figure 7.

is

Figure 7. IPv6 interface identifier derived froma globally unique
EUl -48 identifier

2) If an I EEE global identifier is not available, a different source
of uni queness shoul d be used. Suggested sources of uni queness
i ncl ude nmachi ne serial numbers, etc. MAPOS addresses must not be
used.

In this case, the "u" bit of the interface identifier nmust be set

to O.

3) If a good source of uniqueness cannot be found, it is recomended
that a random nunber be generated. |In this case the "u" bit of
the interface identifier nmust be set to O.

4. Duplicate Address Detection

I mredi ately after the systemstart-up, the MAPCS address has not yet
been assigned to a MAPCS interface. The assignnent is not conpleted
until the adjacent frame switch, or adjacent node in the case of a
poi nt -t o- poi nt connection between two nodes, has delivered the MAPCS
address to the interface via NSP [6]. Until then, no data

transm ssion can be perforned on the interface. Thus, a node nust
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conduct duplicate address detection [11] on all unicast addresses of
MAPCS i nterfaces after the MAPOS address assi gnnent has been
conpl eted by NSP

5. Source/ Target Link-layer Address Option

As specified in [5], the Source/ Target Link-layer Address option is
one of the options included in Neighbor Discovery nmessages. In [5],
the length of the Source/ Target Link-layer Address option field is
specified in units of 8 octets. However, in the case of MAPCS, the

l ength of the address field is 2 octets (MAPCS 16) or 1 octet (MAPCS
version 1)[1][2]. Thus, if the exact formof the address field is
enbedded in the Link-layer Address field of the Source/ Target Link-

| ayer Address option field, the total length of the option field is 4
octets (MAPCS 16) or 3 octets (MAPCS version 1), both of which are
shorter than 8 octets.

For the above reason, in the case of MAPCS, the Link-1ayer Address
field of the Source/ Target Link-Iayer Address option nmust be extended
with zeros in order to extend the |length of the option field to 8
octets, and the Length field nmust be set to 1 as shown bel ow.

MAPCS version 1
0 1 2 3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Length | Al O
B s i S i I i S S S i i
| Al 0O | Addr ess | Al 0O
i T S i it SN DR SR
Fi el ds:
Type: 1 for Source link-layer address.
2 for Target |ink-layer address.
Lengt h: 1 (in units of 8 octets).
Addr ess: MAPCS version 1 8-bit address.

Figure 8. Fornat of the Source/ Target Link-1layer Address option
field (MAPOS version 1).
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MAPCS 16:

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Type | Lengt h | Al 0O
I i T T i i I S it S i
| Li nk-1ayer Address | Al O
I s S i T it S S S it N S
Fi el ds:
Type: 1 for Source |link-layer address.
2 for Target link-layer address.
Lengt h: 1 (in units of 8 octets).
Li nk- 1 ayer Address: MAPCS 16 16-bit address.

Figure 9. Fornmat of the Source/ Target Link-1layer Address option
field (MAPGCS 16).

6. Security Considerations

In MAPGCS, a link-1layer address (MAPCOS address) is assigned to a
network interface by a frame switch via NSP; unlike other |ink-I|ayer
protocol s such as Ethernet that use a built-in address on a network
interface. Security considerations derived fromthis are described
in 6.1 and 6.2. Because there is no link-layer security in MAPOS
the same security considerations as those of other |ink-Iayer
protocols woul d be applied to other points.

6.1. Issues concerning Link-layer Addresses
6.1.1. Protection against fraudul ent reception of traffic

In MAPCS, a MAPCS address is assigned by a frame switch, and it

consi sts of the switch nunber and the port nunber of the switch to
which the network interface is connected. (In the case of a point-

t o- poi nt connection between two nodes, a fixed address is assigned to
their network interfaces.) This brings the foll ow ng advant ages.

1. The val ue of the MAPOS address of a MAPCS network interface
indicates the location of the interface in the MAPOS network. In
other words, the value itself of the destination address of a
MAPCS frane defines the actual |ocation of the network interface
to which the frane should be finally delivered. Therefore, as
| ong as MAPCS addresses of network interfaces of nodes that have
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been connected to the network through proper admnistrative
process are held and franmes are delivered only to those addresses,
ot her nodes cannot receive franmes unless their network interfaces
are connected to the same ports of frane switches as those to

whi ch network interfaces of properly adm nistered nodes are
connected. This nmakes fraudul ent reception of traffic difficult.

2. In the case where MAPOS addresses are not adm nistered as
nmentioned above, it is possible that a nalicious node could hijack
traffic by spoofing its IPv6 address in a response to an | Pv6
Nei ghbor Di scovery. Even in this case, the node nust advertise
the true MAPCS address of its network interface in the response so
that it can receive successive franes. This nakes it easy to
pi npoi nt the | ocation of the host.

6.1.2. Protection against inproper traffic

A MAPCS frane does not have a field for including its sender’s
address. Therefore, in the case where a node sends one-way i nproper
traffic maliciously or accidentally, there is no way to obtain the
sender’s MAPCS address fromthe traffic and this leads to difficulty
in identifying the node (because source | P addresses m ght be

f orged).

An effective way to alleviate the difficulty is to noderate the size
of MAPOS nulti-switch environment [6]. A common approach is to
separate it using IP routers. This nmakes it easy to identify the
node sending inproper traffic within the nulti-swtch environment.
To secure the environment against inproper traffic fromoutside it,
boundary I P routers need to block it using packet filtering based on
| P | ayer information.

6.2. Uniqueness of Interface Identifiers

G obal uni queness of a MAPOS address is not guaranteed, and a MAPCS
address is not a built-in address but can be changed without
performng a systemre-start if an inplenentation ensures that the
i nk between the network interface of the node and the port of the
franme switch is hot-swappable. Thus, an interface identifier mnust
not be derived froma MAPOS address in order to ensure that the
interface identifier is not changed without a systemre-start.

As a consequence, in IP Version 6 over MAPCS, the existence of
network interfaces other than MAPCS that have | EEE gl obal identifier
based addresses has great inmportance in creating interface
identifiers. However, it nay be common for there to be no such
interfaces on a node, so a different source of uniqueness nust be
used. Therefore, sufficient care should be taken to prevent
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dupl

ication of interface identifiers. At present, there is no

protection agai nst duplication through accident or forgery.
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Engl i sh.
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BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
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