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Abst r act

Thi s docunent describes a header conpression schene for point to
point links with packet [oss and |long delays. It is based on
Conpressed Real -time Transport Protocol (CRTP), the | P/ UDP/ RTP header
conpressi on described in RFC 2508. CRTP does not performwell on
such links: packet loss results in context corruption and due to the
| ong del ay, many nore packets are di scarded before the context is
repaired. To correct the behavior of CRTP over such links, a few
extensions to the protocol are specified here. The extensions aimto
reduce context corruption by changing the way the conpressor updates
the context at the deconpressor: updates are repeated and include
updates to full and differential context parameters. Wth these

ext ensions, CRTP perforns well over links with packet |oss, packet
reordering and | ong del ays.
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1. Introduction

RTP header conpression (CRTP) as described in RFC 2508 was desi gned
to reduce the header overhead of | P/ UDP/ RTP datagranms by conpressing
the three headers. The | P/ UDP/ RTP headers are conpressed to 2-4
bytes mpost of the tinme.

CRTP was designed for reliable point to point |inks with short
delays. It does not performwell over links with high rate of packet
| oss, packet reordering and | ong del ays.

An exanpl e of such a link is a PPP session that is tunneled using an
I P level tunneling protocol such as L2TP. Packets within the tunne
are carried by an IP network and hence may get | ost and reordered.
The | onger the tunnel, the longer the round trip tine.

Anot her exanple is an I P network that uses |ayer 2 technol ogi es such
as ATM and Franme Relay for the access portion of the network. Layer
2 transport networks such as ATM and Franme Rel ay behave |ike point to
point serial links in that they do not reorder packets. In addition
Frame Relay and ATMvirtual circuits used as | P access technol ogi es
often have a low bit rate associated with them These virtua
circuits differ fromlow speed serial links in that they may span a

| arger physical distance than a point to point serial |ink. Speed of
light delays within the |layer 2 transport network will result in

hi gher round trip del ays between the endpoints of the circuit. In
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addi tion, congestion within the layer 2 transport network may result
in an effective drop rate for the virtual circuit which is
significantly higher than error rates typically experienced on point
to point serial |inks.

It may be desirable to extend existing CRTP i npl ementations for use
al so over IP tunnels and other virtual circuits, where packet |osses,
reordering, and | ong del ays are conmon characteristics. To address
these scenarios, this document defines nodifications and extensions
to CRTP to increase robustness to both packet |oss and m sordering
bet ween the conpressor and the deconpressor. This is achieved by
repeati ng updates and all owi ng the sendi ng of absol ute (unconpressed)
values in addition to delta values for selected context paraneters.
Al t hough t hese new nmechani sns i npose sone additional overhead, the
overall conpression is still substantial. The enhanced CRTP, as
defined in this docunent, is thus suitable for many applications in
the scenarios di scussed above, e.g., tunneling and other virtua
circuits.

RFC 3095 defi nes anot her RTP header conpression schene call ed Robust
Header Conpression [ROHC]. ROHC was devel oped with wireless |inks as
the main target, and introduced new conpressi on nmechani sms with the
primary objective to achi eve the conbi nati on of robustness agai nst
packet | oss and maxi mal conpression efficiency. ROHC is expected to
be the preferred conpressi on nmechani smover |inks where conpression
efficiency is inportant. However, ROHC was designed with the same
link assunptions as CRTP, e.g., that the conpression schene shoul d
not have to tolerate msordering of conpressed packets between the
conpressor and deconpressor, which may occur when packets are carried
in an I P tunnel across nultiple hops.

At sone time in the future, enhancenments may be defined for ROHC to
allowit to performwell in the presence of misordering of conpressed
packets. The result might be nore efficient than the conpression
protocol specified in this docunent. However, there are nany
environnents for which the enhanced CRTP defined here nay be the
preferred choice. |In particular, for those environments where CRTP
is already inplenmented, the additional effort required to inplenent
the extensions defined here is expected to be snmall. There are al so
cases where the inplementation sinplicity of this enhanced CRTP
relative to ROHC is nore inportant than the performance advant ages of
ROHC.
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1.1. CRTP Qperation

Duri ng conpression of an RTP stream a session context is defined.

For each context, the session state is established and shared between
the conpressor and the deconpressor. Once the context state is

est abl i shed, conpressed packets may be sent.

The context state consists of the full | P/ UDP/RTP headers, a few
first order differential values, a |link sequence nunber, a generation
nunber and a delta encodi ng table.

The headers part of the context is set by the FULL HEADER packet t hat
al ways starts a conpression session. The first order differentia

val ues (delta values) are set by sendi ng COWPPRESSED RTP packets that
i ncl ude updates to the delta val ues.

The context state nust be synchroni zed between conpressor and
deconpressor for successful deconpression to take place. |If the
context gets out of sync, the deconpressor is not able to restore the
conpressed headers accurately. The deconpressor invalidates the
context and sends a CONTEXT_STATE packet to the conpressor indicating
that the context has been corrupted. To resune conpression, the
conpressor mnust re-establish the context.

During the tine the context is corrupted, the deconpressor discards
all the packets received for that context. Since the context repair
mechani smin CRTP invol ves feedback fromthe deconpressor, context
repair takes at least as much time as the round trip tine of the
link. [If the round trip time of the link is long, and especially if
the link bandwi dth is high, many packets w Il be discarded before the
context is repaired. On such links it is desirable to minimze
context invalidation.

1.2. How do contexts get corrupted?

As long as the fields in the conbi ned | P/ UDP/ RTP headers change as
expected for the sequence of packets in a session, those headers can
be conpressed, and the deconpressor can fully restore the conpressed
headers using the context state. Wen the headers don't change as
expected it’s necessary to update sone of the full or the delta

val ues of the context. For exanple, the RTP tinestanp is expected to
increnent by delta RTP tinmestanmp (dT). |If silence suppression is
used, packets are not sent during silence periods. Then when voice
activity resunmes, packets are sent again, but the RTP tinestanp is
incremented by a |arge value and not by dT. |In this case an update
must be sent.
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If a packet that includes an update to sone context state values is
lost, the state at the deconpressor is not updated. The shared state
is now different at the conpressor and deconpressor. When the next
packet arrives at the deconpressor, the deconpressor will fail to
restore the conpressed headers accurately since the context state at
the deconpressor is different than the state at the conpressor

1.3. Preventing context corruption

Note that the deconpressor fails not when a packet is |lost, but when
the next conpressed packet arrives. |If the next packet happens to

i nclude the sane context update as in the | ost packet, the context at
the deconpressor nmay be updated successfully and deconpressi on nay
continue uninterrupted. |If the |ost packet included an update to a
delta field such as the delta RTP tinmestanp (dT), the next packet
can’'t conpensate for the |l oss since the update of a delta value is
relative to the previous packet which was lost. But if the update is
for an absol ute value such as the full RTP timestanp or the RTP

payl oad type, this update can be repeated in the next packet

i ndependently of the | ost packet. Hence it is useful to be able to
update the absol ute val ues of the context.

The next chapter describes several extensions to CRTP that add the
capability to selectively update absol ute val ues of the context,
rather than sending a FULL_HEADER packet, in addition to the existing
updates of the delta values. This enhanced version of CRTP is

i ntended to mnimze context invalidation and thus inprove the
performance over lossy links with a long round trip tinme.

1.4. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Enhanced CRTP

This chapter specifies the changes in this enhanced version of CRTP
They are:

- Extensions to the COVPRESSED UDP packet to allow updating the
differential RTP values in the deconpressor context and to
sel ectively update the absolute IPv4 ID and the foll owi ng RTP
val ues: sequence nunber, tinestanp, payload type, CSRC count and
CSRC list. This allows context sync to be maintained even with
some packet | oss.
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- A "headers checksunt to be inserted by the conpressor and renoved
by the deconpressor when the UDP checksumis not present so that
val idation of the deconmpressed headers is still possible. This
all ows the deconpressor to verify that context sync has not been
| ost after a packet | oss.

An algorithmis then described to use these changes with repeated
updates to achi eve robust operation over links with packet |oss and
| ong del ay.

2.1. Extended COVPRESSED UDP packet

It is possible to accommpdat e sone packet | oss between the conpressor
and deconpressor using the "twice" algorithmin RFC 2508 so | ong as
the context remains in sync. |In that algorithm the delta values are
added to the previous context twice (or nore) to effect the change
that woul d have occurred if the m ssing packets had arrived. The
result is verified with the UDP checksum Keeping the context in
sync requires reliably conmunicating both the absol ute value and the
del ta val ue whenever the delta val ue changes. For nany environnents,
sufficient reliability can be achi eved by repeating the update with
each of several successive packets.

The COVPRESSED UDP packet satisfies the need to comruni cate the

absol ute values of the differential RTP fields, but it is specified
in RFC 2508 to reset the delta RTP timestanp. That limtation can be
renoved with the follow ng sinple change: RFC 2508 describes the
format of COVMPRESSED UDP as being the sane as COVPRESSED RTP except
that the M S and T bits are always 0 and the corresponding delta
fields are never included. This enhanced version of CRTP changes
that specification to say that the T bit MAY be nonzero to indicate
that the delta RTP tinestanmp is included explicitly rather than being
reset to zero.

A second change adds anot her byte of flag bits to the COVPRESSED UDP
packet to allow only selected individual unconpressed fields of the
RTP header to be included in the packet rather than carrying the ful
RTP header as part of the UDP data. The additional flags do increase
conput ati onal conpl exity somewhat, but the corresponding increase in
bit efficiency is inmportant when the differential field updates are
conmuni cated multiple times in successi ve COVWRESSED UDP packets.
Wth this change, there are flag bits to indicate inclusion of both
del ta val ues and absol ute values, so the flag nonenclature is
changed. The original S, T, | bits which indicate the inclusion of
deltas are renaned dS, dT, dl, and the inclusion of absolute val ues
is indicated by S, T, I. The Mbit is absolute as before. A new
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flag P indicates inclusion of the absolute RTP payl oad type val ue and
another flag C indicates the inclusion of the CSRC count. Wen C=1,
an additional byte is added following the two flag bytes to include
the absolute value of the four-bit CCfield in the RTP header

The last of the three changes to the COVWRESSED UDP packet deals with
updating the IPv4 ID field. For this field, the COMWRESSED UDP
packet as specified in RFC 2508 can al ready convey a new val ue for
the delta IPv4 I D, but not the absolute value which is only conveyed
by the FULL_HEADER packet. Therefore, a newflag | is added to the
COVPRESSED UDP packet to indicate inclusion of the absolute IPv4 ID
value. The | flag replaces the dS flag which is not needed in the
COVPRESSED UDP packet since the delta RTP sequence nunber al ways
remains 1 in the deconpressor context and hence does not need to be
updated. Note that |Pv6 does not have an IP ID field, so when
conpressing | Pv6 packets both the | and the dl flags are always set
to O.

The format of the flags/sequence byte for the original COMWRESSED UDP
packet is shown here for reference:

R T T ST
| O] O] O |]dl | link sequence
T S i N S

The new definition of the flags/sequence byte plus an extension flags
byte for the COVPRESSED UDP packet is as follows, where the new F
flag indicates the inclusion of the extension flags byte:

B T S T g
| F|] I |dT |dl | link sequence
i S LT i

M: S: T: P: C:0:0:0: (if F=1)
I T TTTTTI U T o ETTTIE JUPIE.

dil = delta IPv4 ID

dT = delta RTP tinmestanp

I = absolute IPv4 ID

F = additional flags byte

M = marker bit

S = absolute RTP sequence numnber
T = absolute RTP tinestanp

P = RTP payl oad type

C = CSRC count

CID = Context ID
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When F=0, there is only one flags byte, and the only available flags

are: dl, dT and I. In this case the packet includes the full RTP
header. As in RFC 2508, if dl =0, the deconpressor does not change
deltal. [If dT=0, the deconpressor sets deltaT to O.

When C=1, an additional byte is added following the two flag bytes.
This byte includes the CC, the count of CSRC identifiers, inits
lower 4 bits:

R T T ST
| F|] I |dT |dl | link sequence
T S i N S

M: S: T: P: C:0:0:0: (ifF

1)

R T S TTTTTE U J
0:0:0: 0: cC o (if C=1)

The bits narked "0" in the second flag byte and the CC byte SHOULD be
set to zero by the sender and SHOULD be ignored by the receiver.
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Sone exanpl e packet formats will illustrate the use of the new fl ags.
First, when F=0, the "traditional" COVWRESSED UDP packet which
carries the full RTP header as part of the UDP data:

nsb of session context ID : (if 16-bit CI D)

| I sb of session context ID

R T T ST
| F=0] I |dT |dl | link sequence
T S i N S

+ UDP checksum + (if nonzero in context)
E ¥

+ "RANDOM' fi el ds + (i f encapsul at ed)
T +

: delta IPv4 ID Do (if dl o= 1)
T +

: delta RTP tinestanp o (if dT = 1)

F +

4 | Pv4 1D +o(if 1= 1)
T ¥

| UDP dat a |

(unconpressed RTP header)

When F=1, there is an additional flags byte and the avail able flags
are: dl, dT, I, M S T, P, C If C=1, there is an additional byte
that includes the nunber of CSRC identifiers. Wen F=1, the packet
does not include the full RTP header, but includes selected fields
fromthe RTP header as specified by the flags. As in RFC 2508, if

dl =0 the deconpressor does not change deltal. However, in contrast
to RFC 2508, if dT=0 the deconpressor KEEPS THE CURRENT deltaT in the
context (DOES NOT set deltaT to 0).

An enhanced COVMPRESSED UDP packet is simlar in contents and behavi or

to a COWRESSED RTP packet, but it has nore flag bits, some of which
correspond to absol ute values for RTP header fields.
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COVPRESSED UDP wi th individual RTP fields, when F=1

B +
: msb of session context ID : (if 16-bit Cl D)
oo e e e e e e oo - oo +

| | sb of session context ID
T T TN I g
| F=1] 1 |dT |dl | link sequence
L S e e e
| M| S| T| P] C| O] O] O]
B T S T g

0: 0: 0: 0: CcC . (if C=121
T T T, +
+ UDP checksum + (if nonzero in context)
E ¥
; "RANDOM' fi el ds ; (i f encapsul at ed)
B ¥
: delta IPv4 ID o (ifdl o= 1)
T +
: delta RTP tinestanp o (if dT = 1)
F o +
+ | Pv4 I D +o(if 1= 1)
E ¥
+ RTP sequence numnber + (if S=1)
B ¥
+ +
4 RTP ti mest anp + (if T=1)
+ +
A \
: RTP payl oad type o (if P=1)
F o +
: CSRC i st . (if CC > 0)
+ +
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; RTP header extension ; (if X set in context)
e e il +
| |
/ RTP dat a /
/ /
| |
e e +
: paddi ng : (if P set in context)
B +

Usage for the enhanced COVPRESSED UDP packet :

It is useful for the conpressor to periodically refresh the state of
the deconpressor to avoid having the deconpressor send CONTEXT_STATE
nmessages in the case of unrecoverable packet |oss. Using the flags

F=0 and 1=1, dl=1, dT=1, the COWPRESSED UDP packet refreshes all the
cont ext paraneters.

When conpression is done over a lossy link with a long round trip
delay, we want to mnimze context invalidation. |f the delta val ues
are changing frequently, the context mght get invalidated often. |In
such cases the conpressor MAY choose to al ways send absol ute val ues
and never delta val ues, using COWRESSED UDP packets with the flags
F=1, and any of S, T, | as necessary.

2.2. CRTP Headers Checksum

RFC 2508, in Section 3.3.5, describes how the UDP checksum may be
used to validate header reconstruction periodically or when the
"twice" algorithmis used. Wen a UDP checksumis not present (has
val ue zero) in a stream such validation would not be possible. To
cover that case, this enhanced CRTP provides an opti on whereby the
conpressor MAY replace the null UDP checksumwi th a 16-bit headers
checksum ( HDRCKSUM) whi ch i s subsequently renpoved by the deconpressor
after validation. Note that this option is never used with |Pv6
since a null UDP checksumis not all owed.

A new flag Cin the FULL_HEADER packet, as specified bel ow, indicates
when set that all COVWRESSED UDP and COVWPRESSED RTP packets sent in
that context will have HDRCKSUM i nserted. The conpressor MAY set the
C flag when UDP packet carried in the FULL_HEADER packet originally
contai ned a checksum val ue of zero. If the Cflag is set, the
FULL_HEADER packet itself MJST al so have the HDRCKSUM i nserted. If a
packet in the same stream subsequently arrives at the conpressor with
a UDP checksum present, then a new FULL_HEADER packet MJST be sent
with the flag cleared to re-establish the context.
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The HDRCKSUM is calculated in the sane way as a UDP checksum except
that it does not cover all of the UDP data. That is, the HDRCKSUM i s
the 16-bit one’s conpl ement of the one’'s conpl enent sum of the
pseudo- | P header (as defined for UDP), the UDP header, the first 12
bytes of the UDP data which are assuned to hold the fixed part of an
RTP header, and the CSRC list. The extended part of the RTP header
beyond the CSRC Iist and the RTP data will not be included in the
HDRCKSUM  The HDRCKSUM i s pl aced in the COVPRESSED UDP or
COWPRESSED_RTP packet where a UDP checksum woul d have been. The
deconpressor MJST zero out the UDP checksumfield in the
reconstructed packets.

For a non-RTP context, there may be fewer than 12 UDP data bytes
present. The |IP and UDP headers can still be conpressed into a
COWPRESSED_UDP packet. For this case, the HDRCKSUM is cal cul at ed
over the pseudo-I|P header, the UDP header, and the UDP data bytes
that are present. |If the nunber of data bytes is odd, then a zero
paddi ng byte is appended for the purpose of calculating the checksum
but not transmtted.

The HDRCKSUM does not validate the RTP data. |If the link layer is
configured to deliver packets wi thout checking for errors, then
errors in the RTP data will not be detected. Over such links, the
conpressor SHOULD add the HDRCKSUM i f a UDP checksumis not present,
and the deconpressor SHOULD val i date each reconstructed packet to
nake sure that at |east the headers are correct. This ensures that
the packet will be delivered to the right destination. |If only
HDRCKSUM i s avail able, the RTP data will be delivered even if it
includes errors. This mght be a desirable feature for applications
that can tolerate errors in the RTP data. The sane holds for the
ext ended part of the RTP header beyond the CSRC li st.

Here is the format of the FULL_HEADER length fields with the new flag
Cto indicate that a header checksumwi ||l be added i n COVWRESSED UDP
and COVPRESSED RTP packet s:

For 8-bit context |ID
bk ok ok o R S R

| 0] 1] Generati on] CID | First length field
B i S S S it s ol T S S
R i T S e e rh

0 |C] seq | Second length field
oot - - - - - - - - +-+-+-+ C=1: HDRCKSUM wi | | be added
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For 16-bit context |D:

bk ok ok o R S R
| 1] 1| Generation| O |C] seq | First length field
o b oo - - - - - -+ -+ +-+ C=1: HDRCKSUM wil | be added

R o i e e e R e o
| cD | Second length field
R e e ks ik oI S S e

2.3. Achieving robust operation

Enhanced CRTP achi eves robust operation by sending changes multiple
times to keep the conpressor and deconpressor in sync. This nethod
is characterized by a nunmber "N' that represents the quality of the
i nk between the hosts. What it neans is that the probability of
nore than N adj acent packets getting lost on this link is small. For
every change in a full value or a delta value, if the conpressor

i ncl udes the change in N+1 consecutive packets, then the deconpressor
can keep its context state in sync with the conpressor using the
“twice" algorithmso long as no nore than N adj acent packets are

| ost.

Since updates are repeated in N+1 packets, if at |east one of these
N+1 updat e packets is received by the deconpressor, both the full and
delta values in the context at the deconpressor will get updated and
its context will stay synchronized with the context at the
conpressor. W can conclude that as long as | ess than N+1 adj acent
packets are lost, the context at the deconpressor is guaranteed to be
synchroni zed with the context at the conpressor, and use of the
"twice" algorithmto recover frompacket loss will successfully
update the context and restore the conpressed packets.

The |ink sequence nunmber cycles in 16 packets, so it’s not always

cl ear how many packets were lost. For exanple, if the previous |ink
sequence nunber was 5 and the current nunber is 4, one possibility is
that 15 packets were |ost, but another possibility is that due to

m sordering packet 5 arrived before packet 4 and they are really
adjacent. If there is an interpretation of the |link sequence nunbers
that could be a gap of less than N+1, the "twi ce" algorithmmy be
applied that many tines and verified with the UDP checksum (or the
HDRCKSUM) .

When nore than N packets are lost, all of the repetitions of an
update m ght have been lost. The context state may then be different
at the conpressor and decompressor. The deconpressor can still try
to recover by making one or nore guesses for how many packets were

| ost and then applying the "twice" algorithmthat many tines.
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However, since the IPv4 ID field is not included in the checksum
this does not validate the |IPv4 |D.

The conclusion is that for IPv4 if nore than N packets were |ost, the
deconpressor SHOULD NOT try to recover using the "tw ce" algorithm
and instead SHOULD invalidate the context and send a CONTEXT_ STATE
packet. In IPv6 the deconpressor MAY always try to recover from
packet |oss by using the "tw ce" algorithmand verifying the result
with the UDP checksum

It is up to the inplenentation to derive an appropriate N for a link
The val ue is maintained i ndependently for each context and is not
required to be the sane for all contexts. Wen conpressing a new
stream the conpressor sets a value of N for that context and sends
N+1 FULL_HEADER packets. The conpressor MJST al so repeat each
subsequent COVPRESSED UDP update N+1 times. The value of N may be
changed for an existing context by sending a new sequence of
FULL_HEADER packet s.

The deconpressor |earns the value of N by counting the nunber of
times the FULL_HEADER packet is repeated and storing the resulting
value in the corresponding context. |If sone of the FULL_HEADER
packets are |l ost, the deconpressor may still be able to determ ne the
correct value of N by observing the change in the 4-bit sequence
nunber carried in the FULL_HEADER packets. Any inaccuracy in the
counting will lead the deconpressor to assune a snaller value of N
than the conpressor is sending. This is safe in that the only
negati ve consequence is that the deconpressor mght send a
CONTEXT_STATE packet when it was not really necessary to do so. In
response, the conmpressor will send FULL HEADER packets again,
provi di ng anot her opportunity for the deconpressor to count the
correct N

The sendi ng of FULL_HEADER packets is also triggered by a change in
one of the fields held constant in the context, such as the IP TCS

If such a change should occur while the conpressor is in the mddle
of sending the N+1 FULL_ HEADER packets, then the conpressor MJST send
N+1 FULL_HEADER packets after making the change. This could cause
the deconpressor to receive nore than N+1 FULL_HEADER packets in a
rowwith the result that it assumes a larger value for Nthan is
correct. That could lead to an undetected | oss of context
synchroni zati on. Therefore, the conpressor MJST change the
"generation" nunber in the context and in the FULL _HEADER packet when
it begins sending the sequence of N+1 FULL_HEADER packets so the
deconpressor can detect the new sequence. For |IPv4, this is a change
in behavior relative to RFC 2508.
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CONTEXT_STATE packets SHOULD al so be repeated N+1 tinmes (using the
same sequence nunber for each context) to provide a simlar neasure
of robustness agai nst packet |oss. Here N can be the |argest N of
all contexts included in the CONTEXT_STATE packet, or any number the
deconpressor finds necessary in order to ensure robustness.

2.3.1. Exanples

Here are some exanpl es to denonstrate the robust operation of
enhanced CRTP using N+1 repetitions of updates. 1In this streamthe
audi o codec sends a sanple every 10 mlliseconds. The first

tal kspurt is 1 second long. Then there are 2 seconds of silence,
then another tal kspurt. W also assune in this first exanple that
the IPv4 ID field does not increment at a constant rate because the
host is generating other uncorrelated traffic streans at the sane
time and therefore the delta I Pv4 I D changes for each packet.

In these exanples, we will use sone short notations:

FH FULL_HEADER
CR COMPRESSED_RTP
cu COVPRESSED_UDP

When operating on a link with | ow | oss, we can just use
COVPRESSED RTP packets in the basic CRTP nethod specified in RFC
2508. W night have the followi ng packet sequence:

seq Ti ne pkt updates and comments
# type

1 10 FH

2 20 CR dl dT=10

3 30 CR dl

4 40 CR dl

100 1000 CR dl

101 3010 CR dl dT=2010
102 3020 CR dl dT=10
103 3030 CR dl

104 3040 CR dl

In the above sequence, if a packet is |ost we cannot recover ("tw ce"
will not work due to the unpredictable IPv4 ID) and the context nust
be invali dat ed.
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Here is the sane exanple using the enhanced CRTP nethod specified in

this docunent,

seq Tine pkt

#

O~NO O WN B

100
101
102
103

104
105

10
20
30
40
50
60
70
80

1000

3010
3020
3030
3040
3050

FH
FH
FH

2eeeg g gegee

when N=2. Note that the conpressor only sends the
absolute IPv4 ID (I) and not the delta IPv4 ID (dl).

CU fl ags updates and comments
type F I dT dl MS TP

B RPRRPRR

PR RRR

repeat constant fields
repeat constant fields

1 1 oMO1lO0 | T=40 dT=10

1 1 oMO10 | T=50 dT=10 repeat update T & dT
1 1 oMO0O10 | T=60 dT=10 repeat update T & dT
1 0 oMOOO

1 0 oMOOO

1 0 oMOOO

1 0 oMO10 | T=3010 T changed, keep deltas
1 0 oMO10 | T=3020 repeat updated T

1 0 oMO10 | T=3030 repeat updated T

1 0 oMOOO

1 0 oMOOO

Thi s second exanple is the same sequence, but assuming the delta IP

IDis constant.

seq
#

A WNPE

100
101
102

103
104

Kor en,

Ti me

10
20
30
40

1000

3010
3020
3030
3040

et al.

pkt

type
FH

9339 I 999

First the basic CRTP for a | ossless |ink

updates and comments

dl dT=10

dT=2010
dT=10
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the nore efficient

be used once the deltas are al

seq Tine pkt CU flags updates and comments

# type F I dT dl MSTP

1 10 FH

2 20 FH repeat constant fields

3 30 FH repeat constant fields

4 40 CQU 11 1 1MO010 | dl T=40 dT=10

5 50 QU 11 1 1MO010 | dl T=50 dT=10 repeat updates
6 60 U 11 1 1MO010 | dl T=60 dT=10 repeat updates
7 70 CR

8 80 CR

100 1000 CR

101 3010 cUu 10 O OMOZ1O T=3010 T changed, keep deltas
102 3020 cU 10 0 OMO1Z1O T=3020 repeat updated T
1033030 cUu 10 0O OMOZ1O T=3030 repeat updated T

104 3040 CR

105 3050 CR

Here is the second exanpl e when using | Pv6.

a | ossl ess |ink:

seq
#

A WNPE

100
101
102

103
104

Kor en,

Ti me

10
20
30
40

1000

3010
3020
3030
3040

et al.

pkt

type
FH

9339 I 999

updates and comments

dT=10

dT=2010
dT=10

St andards Track
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For the equival ent sequence in enhanced CRTP, the nore efficient
COVPRESSED_RTP packet can still be used once the deltas are al
est abl i shed:

seq Tine pkt CU flags updates and comments

# type F I dT dl MSTP

1 10 FH

2 20 FH repeat constant fields
3 30 FH repeat constant fields
4 40 CQU 10 1 OMO1O0 T=40 dT=10

5 50 QU 10 1 oMO1O0 T=50 dT=10 repeat updates

6 60 cU 10 1 oMO1O0 T=60 dT=10 repeat updates

7 70 CR

8 80 CR

100 1000 CR

101 3010 cUu 10 O OMOZ1O T=3010 T changed, keep deltas
102 3020 cU 10 0 OMO1Z1O T=3020 repeat updated T
1033030 cUu 10 0O OMOZ1O T=3030 repeat updated T
104 3040 CR

105 3050 CR

3. Negotiating usage of enhanced- CRTP

The use of | P/ UDP/ RTP conpression (CRTP) over a particular link is a
function of the link-layer protocol. It is expected that negotiation
of the use of CRTP will be defined separately for each link |ayer.

For link layers that already have defined a negotiation for the use
of CRTP as specified in RFC 2508, an extension to that negotiation

will be required to indicate use of the enhanced CRTP defined in this
docunent since the syntax of the existing packet formats has been
ext ended.

4. Security Considerations

Because encryption elimnates the redundancy that this conpression
schene tries to exploit, there is some inducenent to forego
encryption in order to achi eve operation over a | ow bandw dth Iink
However, for those cases where encryption of data and not headers is
sati sfactory, RTP does specify an alternative encryption nmethod in
which only the RTP payload is encrypted and the headers are left in
the clear [SRTP]. That would allow conpression to still be applied.
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A mal functioning or nalicious conpressor could cause the deconpressor
to reconstitute packets that do not match the original packets but
still have valid IP, UDP and RTP headers and possi bly even valid UDP
check-sums. Such corruption may be detected with end-to-end

aut hentication and integrity mechani snms which will not be affected by
the conpression. Constant portions of authentication headers will be
conpressed as described in [|PHCOW] .

No authentication is perfornmed on the CONTEXT_STATE control packet
sent by this protocol. An attacker with access to the |link between
the deconpressor and conpressor could inject fal se CONTEXT_STATE
packets and cause conpression efficiency to be reduced, probably
resulting in congestion on the |ink. However, an attacker with
access to the link could also disrupt the traffic in many ot her ways.

A potential denial-of-service threat exists when using conpression
techni ques that have non-uniformreceiver-end conputational |oad. The
attacker can inject pathological datagrans into the stream which are
conpl ex to deconpress and cause the receiver to be overl oaded and
degradi ng processing of other streams. However, this conpression
does not exhibit any significant non-uniformty.
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