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Abst r act

Thi s docunent di scusses those things that application designers night
wi sh to consi der when designing new protocols. Wile many conmon
Internet applications will operate cleanly in the presence of Network
Address Translators, others suffer froma variety of problens when
crossing these devices. Cuidelines are presented herein to help
ensure new protocols and applications will, to the extent possible,
be conpatible with NAT (Network Address Translation).

1. Introduction

O her docunments that describe Network Address Transl ation (NAT)
di scuss the Termnm nol ogy and Consi derations [ RFC2663] and Protoco
| ssues [ RFC3022], [RFC3027] or discuss the inplications of NAT
[RFC2993]. Al of those relate to various issues with the NAT
nmechani sm effects on protocols and effects upon general |nternet
architecture.

It is the focus of this document to provide reconmendations to

aut hors of new protocols about the effects to consider when designing
new protocol s such that special handling is not required at NAT

gat eway points.

When a protocol is unable to pass cleanly through a NAT, the use of

an Application Level Gateway (ALG may still permt operation of the
protocol. Depending on the encoding used in a protocol, an ALG may
be difficult or easy to construct, though in sone cases it may not be
possible at all. Wile adjunct to NAT, the fornulation of protocols

that cannot directly operate through NAT shoul d be consi dered such
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that the ALG design may be sinple and autonmated. ALGs typically
operate inside small routers along with the NAT conponent. Ideally,
the ALG should be sinple and not require excessive conmputation or
state storage.

Many of the sane issues in application design that create issues for
NAT (and thus can require ALG support) are also issues for firewalls.
An application designer would do well to keep this in mind, as any
protocol that does require special handling by NAT or firewal
products will be nmore difficult to deploy than those that require no
speci al handl i ng.

2. Di scussion

Net wor k Address Transl ation presents a challenge to sonme existing
applications. 1In many cases, it should be possible for devel opers of
new applications to avoid problenms if they understand the issues.
Thi s docunent ainms to provide the application designer with

i nformati on on what things they can do and what to avoid when trying
to build applications that are able to function across NAT.

The proliferation of NAT, especially in homes and small offices
cannot be dism ssed. The marketing of these technol ogies to hones
and smal |l businesses is often focused on a singl e-conputer
environnent, and thus providers only give out a single |P address to
each user. NAT has becone a popul ar choice for connecting nore than
a single system per |ocation

Clearly the nost comon probl em associated with NAT inpl enentations
is the passing of addressing data between stations. Were possible,
applications should find alternatives to such schenes. Studying a
few existing protocols will serve to highlight the different

appr oaches possi bl e.

Two conmmon forns of Traditional NAT exist. Wth Basic NAT, only the
| P addresses of packets are altered by the NAT inplenentation. Many
applications will operate correctly with Basic NAT. The other common
formis Network Address Port Translation. Wth NAPT, both the IP
addresses and the source and destination ports (for TCP and UDP) are
potentially altered by the gateway. As such, applications passing
only port nunber information will work with Basic NAT, but not with
NAPT.

Application designers should strive for conpatibility with NAPT, as
this formof NAT is the npbst widely deployed. This is also the form
of NAT that will likely see the greatest penetration in homes and
smal |l offices. Not all applications |end thenselves to the
architectural nodel inposed by NAPT.
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3. Reconmendati ons and Exanpl es

Application designers who work within the constraints of NAT, and who
do not rely on the presence of ALGs will generally find the easier
acceptance in user communities where NAT is conmon. When designing a
new application or service, the requirenent for an ALGw ll limt

depl oyment until the required additional code is incorporated into
the many devi ces whi ch inpl ement NAT.

Each of the areas called out bel ow are exanples of issues to consider
when buil ding an application. This list is |likely not conprehensive,
but does cover a nunber of inportant issues and considerations.

3.1 Issues and Recommendations affecting all types of Network Address
Transl ators

3.1.1. Peer-to-Peer Applications Limtations

Peer to peer applications are problematic in a NAT world. dient-
server applications are nore generally workable. Peer-to-peer
applications rely on each peer being reachable as a server (i.e.
bound to a listening port, and able to accept connections) for the
other to connect to. Wth NAPT, there are likely many machi nes
behi nd one address. Wth other types of NAT such as Basic NAT with
Static Address Assignnment (providing one-to-one mappings), there is a
greater chance of naking such applications work.

Sone i nmpl enent ati ons of NAT can be made to function for UDP-based
peer-to-peer applications. This capability is dependent on the

net hodol ogy used to inplenment the UDP sessions in the NAT device. |If
the NAT device tracks the tuple (private address, private port,
public port) then it is possible for an outbound UDP packet to
establish a channel by which inconming traffic can flow froma source
other than that originally contacted by the system The source IP
address is NOT used in this case to match i ncom ng packets to UDP
sessions, allowi ng any source address using the UDP port nunber to be
transl ated

NAT devi ces which track source and destination |P addresses, in
addition to port numbers, will not permt third-party packets. NAT
is often inplemented in conjunction along with stateful-inspection
firewall functionality. As such the latter inplenentation of UDP
associ ati on tracking woul d be consi dered nore secure.

NAT/ Fi rewal | device inplenmentations could be constructed to have a
software switch within them permtting the consumer the ability to
sel ect whether they want the greater security, or greater ability to
run peer-to-peer applications.
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3.1.2. Applications Requiring End-to-End | PSec WII Fail

Use of IPSec for end-to-end security will not function in the
presence of a NAT inplenentation. Application designers nay want to
expl ore the use of Transport Layer Security (TLS) [RFC2246] as a
transport nmode that will traverse NAT cleanly. See [RFC2709] for
addi ti onal discussion on conbi ning NAT with Tunnel - node | PSec
security on the sanme device.

3.1.3. Use DNS Nanes, Not |P Addresses |In Payl oad

Applications shoul d, where possible, use fully qualified domai n names
rather than | P addresses when referring to | P endpoints. Wen

endpoi nts are across a NAT gateway, private addresses nust not be
allowed to leak to the other endpoint. An exanple of where this can
happen today is with the HTTP and HTM. protocols. It is possible for
web pages to be specified with nunmeric I P addresses, rather than with
nanes, for exanple http://192.168. 1. 10/index. htm could be used as a
URL, but would likely create a problemif this address is on a server
| ocat ed behind a NAT gateway. Users outside the gateway woul d not be
able to reach the address 192.168.1.10, and so would not see the

page.

Further exacerbating the problemis the possibility of duplicate
addresses between realns. |If a server offers a link with a private
address space | P address enbedded within it, such as 192.168. 1. 10,
the page referenced may resolve to a systemon the | ocal network the
browser is on, but would be a completely different server. The
resulting confusion to end-users would be significant. Sessions

i nvol ving multiple NAT inplenentations would be exceptionally

vul nerable to address reuse issues of this sort.

3.1.4. Multicast Considerations

Not all NAT devices inplenment nmulticast routing protocols.
Application designers should verify whether the devices in the
networ ks where their applications will be deployed are able to
process nulticast traffic if their applications rely on that
capability.

3.1.5. Retention O Address Mppi ng

Wth the exception of statically configured NAT bi ndings,
applications should not assune address mapping will be maintained
from one session (association between machi nes, for whatever protoco
for a period of time) to another. An exanple of this is RSVP, which
forns one connection to reserve the resources, then the actua
session for which resources were reserved is started. The sessions
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do not necessarily overlap. There is no guarantee that the NAT

i mpl enentation will keep the binding association. As such
applications that rely on subsequent sessions being mapped to the
same host | P address may not function wthout an ALG

Anot her consideration is the nunber of addressing realnms. It is
entirely possible to have nmultiple |evels of NAT inplenentations
bet ween the two end points involved. As such, one rust think about
the lifetime of such mappings at all such |evels.

Load bal ancers and ot her devices may use a single |IP address and port
to map to nmultiple actual end points. Many products inpl enment
variations on this theme, sonmetines using NAT, sometines using other
technol ogies. The lack of guarantee of napping is inmportant to
understand, since the mapping to one actual systemto another may not
survive across such internedi ate boxes.

Don’t assune systens know their own | P addresses. A system behind a
NAT may be reachable via a particular |P address, but that address
may not be recogni zed by the systemitself. Consider the case of
Static, one-to-one mapping using Basic NAT. A server in this context
will have an I P address fromthe private realm and may not know t he
public address which maps to it. Simlarly, sone such systens may
not know their own DNS nanes, while others may. This is largely
dependent on the configuration of the servers and the network within
the private realm

3.2 Recomendati ons for NAPT
As many of the issues specifically address NAPT issues, this section
will group these issues. NAPT is the nost conmon form of NAT in
actual deploynment in routers, especially in smaller offices and hone
of fices.

3.2.1 I P Addresses Specific To A Realm

Avoid the use of I P address and port nunber information within the

payl oad of packets. Wiile in some cases ALGs will permt such
protocols to function, this presupposes every NAT device can be
updated in a tinely fashion to support a new protocol. Since this is

unli kely, application witers are urged to avoid pl aci ng addressi ng
information in payl oads all together

In addition to avoi ding addresses and port nunbers within packet
payl oads, it is inmportant to avoi d assunptions of (address, port)
tupl es are uni que beyond the scope of the present session. Load
bal anci ng devi ces i npl enenti ng NAT may, for exanple, map subsequent
sessions to other systens in the private realm
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3.2.2 Avoid Session Bundl es

| ndependent sessions, such as used by POP or SMIP, are preferred to
protocols that attenpt to nanage a bundl e of related sessions, such
as FTP. The term "session"” here is used to refer to any association
bet ween end systens, and may be using any transport protocol or

conbi nati on of protocols (UDP, TCP, SCTP).

In the FTP protocol, port information is passed over one TCP
connection and is used to construct a second TCP connection for
passing the actual data. Use of a separate connection to transfer
the file data nmakes determination of file end quite sinple, however
ot her schenmes coul d be envi sioned which could use a single
connecti on.

The HTTP protocol, for exanple, uses a header and content |ength
approach to passing data. |In this nodel, all data is transferred
over the single TCP connection, with the header portion indicating
the length of the data to follow. HITP has evolved to allow nultiple
objects to be passed on a single connection (thereby cutting the
connection establishment overhead). Cearly a new file transfer
function could be built that would performmnpst of the functions of
FTP wi t hout the need for additional TCP connecti ons.

The goal is to keep to single connections where possible. This keeps
us from needing to pass addressing information of any sort across the
network. However, multiplexing traffic over a single connection can

create problenms as well.

3.2.3. Session Bundles Oiginate From Sane End

Oigination of connections is an inportant consideration. Were
possi bl e, the client should originate all connections. The FTP
protocol is the npbst obvious exanmple, where by default the server
opens the data connection to a port on the client (the client having
specified the port number via a PORT command over the control TCP
sessi on).

As pointed out in [RFCL579], the use of the passive open option in
FTP (PASV) renedies this situation as the client is responsible for
openi ng the connection in this case. Wth client-opened connecti ons,
the standard functions of NAPT will process the request as it would
any other sinple TCP connection, and so an ALG is not required.

I n cases where session bundl es are unavoi dabl e, each session in the
bundl e shoul d originate fromthe same end station.
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3.2.4. Choice of Transport Protoco

NAPT gat eways nust track which sessions are alive, and flush old
sessions. TCP has clear advantages in this area, since there are
speci fic begi nning and end of session indicators in the packets (SYN
and FIN packets). While UDP works for sone types of applications
with NAT, there can be issues when that data is infrequent. Since
there is no clean way to know when an end station has finished using
a UDP session, NAT inplenmentations use tineouts to guess when a UDP
session conmpletes. |If an application doesn’'t send data for a | ong
period of time, the NAT translation may tine out.

NAT i npl ementations also use tiners to guess when TCP sessi ons have
di sappeared. \While TCP sessions should disappear only after FIN
packets are exchanged, it is possible that such packets may never
cone, for example if both end stations die. As such, the NAT

i mpl enentati on nust use a tiner for cleaning up its resources.

NAT i npl ementers in many cases provide several tineouts, one for live
TCP sessions, one for TCP sessions on which a FIN has been seen, and

one for UDP sessions. It is best when such flexibility is provided,
but some inplementations appear to apply a single tiner to al
traffic.

Protocol s other than TCP and UDP can work with Traditional NAT in
nmany cases, provided they are not carrying addressing informtion
For NAPT inpl ementati ons use of any protocols other than TCP and UDP
will be problematic unless or until such protocols are programred
into the inplenmentations.

It’s inportant to note that NAPT depl oynents are based on the
assunption of a client-server application nodel, with the clients in
the private realm

3.2.5. IP Fragnmentation

Applications should attenpt to avoid fragmentati on when packets pass
over NAPT devices. Wile not always practical or possible, there are
failures that can occur with NAPT. Specifically, if tw stations in
the private real mpick matching fragmentation identifiers, and talk
to the same renmote host, it may be inpossible to determ ne which
fragnents belong to which session. A clever NAPT inpl enentation
could track fragnentation identifiers and map those into a uni que
space, though it is not clear how many do so.
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I deal |y, applications should |imt packet size, use Path MIU

Di scovery or both. Unfortunately, at |east sone firewall/NAT devices
bl ock Path MrU Di scovery, apparently believing all |ICMP packets are
evil.

Sone i nmpl enentati ons of NAT nay inplenent fragnent reassenbly prior
to Forwardi ng, however many do not. Application designers are
advi sed to design assum ng the devices do not reassenbl e fragnents.

3.3 Issues and recommendati ons for Basic NAT

If only Basic NAT inplenentations are involved, not NAPT, then nany
of the issues above do not apply. This is not to say that this form
of NAT is better or worse than NAPT. Application designers may think
they could just specify users must use Basic NAT, and many
application issues would go away. This is unrealistic, however, as
many users have no real alternative to NAPT due to the way their
providers sell service

Many of the issues raised earlier still apply to Basic NAT, and many
protocols will not function correctly w thout assistance.

3.3.1. Use | P and TCP/ UDP Headers Al one

Applications that use only the information in the IP and TCP or UDP
headers for conmunication (in other words, do not pass any additiona
addressing information in the payl oad of the packets), are clearly
easier to support in a NAT environment. \Were possible, applications
designers should try to limt thenselves in this area.

This comes back to the same recomendati on nade for NAPT, that being
to use a single connection whenever possible.

The X wi ndowi ng system for exanple, uses fixed port nunbers to
address X servers. Wth X the server (display) is addressed via
ports 6000 through 6000 + n. These map to hostnane: 0 through
host nane: n server displays. Since only the address and port are
used, the NAT administrator could nap these ports to one or nore
private addresses, yielding a functioning solution

The X exanple, in the case of NAPT, requires configuration of the NAT
i npl enentation. This results in the ability for no nore than one
station inside the NAT gateway to use such a protocol. This approach
to the problemis thus OK for NAT but not recommended for NAPT

envi ronnent s.
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3.3.2. Avoid Addressing In Payl oad

As with NAPT, transporting |IP address and/or port numnber information
in the payload is likely to cause trouble. As stated earlier, |oad
bal ancers and simlar platforms may well map the sanme | P address and
port nunber to a conpletely different system Thus it is problematic
to assunme an address or port nunmber which is valid in the real mon
one side of a NAT is valid on the other side.

3.4 Bi-directional NAT

Bi -directional NAT nmakes use of DNS nmappi ng of nanes to point
sessions originating outside the private realmto servers in the
private realm Through use of a DNS-ALG [ RFC2694], | ookups are
performed to find the proper host and packets are sent to that host.

Requi renents for applications are the same as for Basic NAT.

Addr esses are mapped one-to-one to servers. Unlike Traditional NAT
devi ces, Bi-directional NAT devices (in conjunction with DNS-ALG are
amenabl e to peer-to-peer applications.

3.5 Twice NAT

Twi ce NAT is address translation where both source and destination |IP
addresses are nodified due to addressing conflicts between two
private realns. Two bi-directional NAT boxes connected together
woul d essentially performthe sane task, though a conmon address
space that is not otherw se used by either private real mwould be
required.

Requirenents for applications to work in the Twi ce NAT environnent
are the sane as for Basic NAT. Addresses are napped one to one.

3.6 Miulti-homed NAT

Mul ti-homed NAT is the use of multiple NAT inplenentations to provide
redundancy. The multiple inplenentations share configuration

i nformati on so that sessions mght continue in the event of a fail-
over. Unless the multiple inplenmentations share the sanme externa
addresses, sessions will have to restart regardl ess.

Requirenents for multi-homed NAT are the sane as for Basic NAT or

NAPT, dependi ng on how the nulti-honmed NAT is inplenmented and
confi gured.
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3.7 Real m Specific IP (RSIP)

Real m Specific IP is described in [ RFC2663] and defined in [RSIP] and
rel ated docurments. Cdients within a private realmusing RSIP are
aware of the delineation between private and public, and access a
server to allocate address (and optionally port) information for use
in conversing with hosts in the public realm By doing this, clients
create packets that need not be altered by the RSIP server on their
way to the renpte host. This technique can permt |IPSec to function
and potentially makes any application function as if there were no
speci al processing involved at all

RSI P uses a view of the world in which there are only two real ns, the
private and public. This isn't always the case. Situations with
multiple level s of NAT inplenentations are growi ng. For exanpl e,
some | SPs are handi ng out [RFC1918] addresses to their dialup users,
rat her than obtaining real addresses. Any user of such an ISP who

al so uses a NAT inplenentation will see two | evels of NAT, and the
advantages of RSIP will have been wasted.

3.8 Performance Inplications of Address Translation |nplenmentations

Resource utilization on the NAT gateway shoul d be considered. An
application that opens and cl oses many TCP connections, for exanple,
will use up nore resources on the NAT router than an application
performng all transfers over a single TCP connection. HITP 1.0
opened a connection for each object on a web page, whereas HITP 1.1
permts the TCP session to be held open for additional objects that
may need to be transferred. Clearly the latter inposes a |ower
overhead on the NAT gateway, as it is only maintaining state on a
singl e connection instead of nultiple connections.

New session establishnment will typically remain a software function
even in inplementations where the packet-by-packet transl ation work
i s handl ed by hardware forwardi ng engi nes. \While high-performance
NAT boxes may be built, protocols that open nmany sessions instead of
nmultiplexing will be slower than those that do not.

Applications with different types of data, such as interactive
conferencing, require separate streans for the different types of
data. In such cases the protocol needs of each stream nust be
optimzed. Wile the goal of nultiplexing over a single session is
preferred, clearly there are cases where this is inpractical

The [ atency of NAT translation overhead is inplenentation dependent.
On a per-packet basis, for established sessions only the source or
destination |IP address is replaced, the source or destination port
(for NAPT) and the checksuns for IP, and TCP or UDP are recal cul at ed.
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The functionality can be efficiently inplenented in hardware or
sof t war e.

4. Security Considerations

Net wor k Address Transl ators have inplications for |PSec, as noted
above. Wien application devel opers are considering whether their
applications function with NAT inplenentations, care should be given
to selection of security nmethodol ogy. Transport Layer Security (TLS)
[ RFC2246] operates across transl ation boundaries. End-to-end |PSec
will prove problematic in nmany cases.
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