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Control of Service Context using SIP Request-UR
Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.
Abst r act

This menmo provides information for the Internet community. It
descri bes a useful way to conceptualize the use of the standard SIP
(Session Initiation Protocol) Request-URl (Uniform Resource
Identifier) that the authors and many nenbers of the SIP community
think is suitable as a convention. It does not define any new
protocol with respect to RFC 2543.

In a conventional tel ephony environnent, extended service
applications often use call state information, such as calling party,
called party, reason for forward, etc, to infer application context.
In a SIP/2.0 call, nuch of this information may be either non-

exi stent or unreliable. This document proposes a mechanismto
conmuni cate context information to an application. Under this
proposal, a client or proxy can conmuni cate context through the use
of a distinctive Request-URI. This docurment continues wth exanples
of how this mechani smcould be used in a voice nmail application
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1. Introduction

A comuni cation service should make use of the information it has at
hand when bei ng accessed. For exanple, in nost current voice nai

i mpl enent ati ons, a subscriber retrieving nessages fromhis own desk
does not have to reenter his voice nail box nunmber - the service
assunes that the store being accessed is the one associated with the
endpoi nt being used to access the service. Sone services allowthe
user to validate this assunption using |IVR techni ques before
prompting for a PIN

Thi s concept of context-awareness can be captured in a voice nai
service inplenmenting SIP as defined in RFC 2543[ 1], w thout

nodi fication, through the standard use of that protocol’s Request-
URI. Furthernore, the concept is applicable to any SlIP-based service
where initial application state should be determ ned from context.

This concept is a usage convention of standard SIP as defined in RFC
2543[ 1] and does not nodify or extend that protocol in any way.

2. Exanpl e Application

In this document, we use the exanple of voice mail to illustrate the
technique. One notivation for applying this technique to this
problemis allowing a proxy or |ocation server to control the initia
state of a voice service. For exanple, a voice client mght register
a contact list ending with the URL that woul d accept voi ce nessages
for the client.

2.1 Using URIs to Control Voice Mail Service Behavi or

Many conventional voice mail systens use call state information, such
as the calling party, called party, reason for forward, etc, to
decide the initial application state. For exanple, it mght play one
out goi ng nessage if the call reached voice mail because the called
party did not answer and another if the |line was busy. It decides
whom t he nessage is for based on the called party information. |If
the call originated froma subscriber’s phone nunber, it m ght
authenticate the caller and then go directly to the nessage retrieva
and account nai ntenance menu.

When a new subscriber is added to a system a set of identities could
be generated, each given a unique sip URI. The follow ng tables show
sonme of the identities that might be generated (it is not

exhaustive). The exanple schenes show that the URIs could, but don’t
necessarily have to, have mmenoni c val ue.
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In practical applications, it is inportant that an application does
not apply semantic rules to the various URIs. Instead, it should
allow any arbitrary string to be provisioned, and map the string to
the desired behavior. The owner of the system nmay choose to
provi si on menoni c strings, but the application should not require
it. In any large installation, the systemowner is likely to have
pre-existing rules for menonic URIs, and any attenpt by an
application to define its own rules nay create a conflict. For our
exanpl e, this nmeans a voice nmail systemshould allow an arbitrary mx
of URLs fromthese schenmes, or any other scheme that renders valid
SIP URIs to be provisioned, rather than enforce one particul ar

schene.
URI ldentity Exanpl e Schene 1
Exanmpl e Schere 2
Exampl e Scherme 3
Deposit with si p: sub-rj s-deposit@m wcom com
standard greeting Si p: 677283@m wcom com
sip:rjs@mweom com node=deposi t
Deposit with on Si p: sub-rj s-deposit-busy.vm wcom com
phone greeting Sip: 677372@m wcom com
sip:rjs@mweom com node=3991243
Deposit with si p: sub-rj s-deposit-sg@m wcom com
speci al greeting Si p: 677384@m wcom com
sip:rjs@mweom com node=sg
Retrieve - SIP sip:sub-rjs-retrieve@m wcom com
aut henti cation Si p: 677405@m wcom com

sip:rjs@mweom com node=retrieve

Retrieve - pronpt sip:sub-rjs-retrieve-inpin.vmweom com
for PIN in-band Si p: 677415@m wcom com
sip:rjs@mwecom com node=i npi n

When a service is first set up, identities such as the follow ng
coul d be created.

URI ldentity Exampl e Schere 1
Exampl e Schene 2
Exanmpl e Scherme 3

Deposit - si p: deposit @m wcom com
identify target Si p: 670001@m wcom com
mai | box by To: si p: deposit @m wcom com
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Retrieve - sip:retrieve@m wcom com
identify target si p: 670002@ m wcom com
mai | box by SIP sip:retrieve@mwcom com

aut henti cati on

Deposit - pronpt si p: deposit-i n@m wcom com

for target si p: 670003@m wcom com

mai | box i n-band si p: deposi t @m wcom cony node=i nband

Retrieve - pronpt sip:retrieve-in@mwcom com

for target si p: 670004@m wcom com
mai | box and PIN sip:retrieve@m wcom com node=i nband
i n- band

In addition to providing this set of URIs to the subscriber (to use
as he sees fit), an integrated service provider could add these to
the set of contacts in a find-me proxy. The proxy could then route
calls to the appropriate URI based on the origin of the request, the
subscriber’s preferences and current state.

3. Voice Mail Scenario Descriptions

In each of these scenarios, the PSTN gateway is configured to
conmuni cate only with a particul ar proxy-registrar.

3.1 Deposits

3.1.1 Direct Request to Deposit to a particular mail box

3.1.1.1 SIP source
A SIP client that knew the URI for a particular deposit mail box
(sip:sub-rjs-deposit@mwcom con) could place a direct invitation to
the voicemnil service, or through a protecting proxy. The proxy
could restrict access to deposit identities with special greetings by
aut henticating the requester.

3.1.1.2 Arbitrary PSTN source
The gateway’s proxy would map a call from an unrecogni zed PSTN numnber
to a nunber associated with a subscriber’s mailbox into an invite to

the deposit with standard greeting URl (sip:sub-rjs-
deposit @m wcom con .
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3.1.1.3 Recogni zed PSTN source

The gateway’s proxy would map a call froma recogni zed (exact or
pattern match) PSTN nunmber to a nunmber associated with a subscriber’s
mai | box into an invite to the appropriate special greeting UR
(sip:sub-rjs-deposit-sg@mwcomcom). The gateway's ability to
identify the calling party (using calling party nunber) is trusted,
so no further authentication of the requester is perfornmed.

3.1.2 Direct Request to Deposit, nailbox to be determn ned
3.1.2.1 SIP source

A voice nmail service or its protecting proxy could expose a generic
deposit URL for use when a caller wished to go directly to voice
mail. The service would likely play an I VR dial og to determ ne what
nmessage store to deposit a nmessage into.

An application designer nay be tenpted to attenpt to match the To:
and From headers on a call to infer information. However, this
approach coul d cause conplications when multiple proxy forwards occur
inacall. For example, Acalls B, who has all calls forwarded to C
C forwards the call to her voice mail service. |If the voice mai
service matches the To: header to deternmine the nessage store, it
will get the information for B instead of C. But there is no reason
to assunme that Cs voice nail service has any know edge of B.

3.1.2.2 PSTN source

The gateway’s proxy would map a call from an unrecogni zed PSTN nunber
to the top level voice mail service access nunber to an invite to the
Deposit - pronpt for target mail box in-band URI (sip:deposit-
in@mwcom com for exanple). Getting the call to the target mail box
woul d proceed as in the SIP source case.

3.1.2.3 Indirect Request to Deposit, due to find-me proxy decision

A find-me proxy could map an invitation to a subscriber
(sip:rjs@wcomcon) to the appropriate voice mail service UR
dependi ng on the subscriber’s current state. The normal deposit UR
could be chosen if the subscriber’s contact |ist has been ot herw se
exhausted with no answer. The busy-announcement URI woul d be chosen
when a busy everywhere response is received fromone of the contacts.
A DND announcement URI coul d be selected if the subscriber had
activated DND. Calls to sip:receptionist@wcomcom could be configured
to roll to sip:deposit@ecomcom
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3.2 Retrievals

3

3

w

.2.1 Request to Retrieve froma particular mail box

.2.1.1 Trusted SIP source

A request to retrieve the contents of a particular mail box (sip:sub-
ris-retrieve@mweom con) comng froma trusted source could be
honored wi thout further authentication checks. A trusted source is
one with which the voice mail service has secure conmunications, and
to which it is willing to delegate authentication. This could be the
service's protecting proxy for exanple.

.2.1.2 Authenticated SIP source

A service, or its protecting proxy, could choose to honor a retrieve
request for a particular mailbox (sip:sub-rjs-retrieve@m wcom con
based on SIP authentication. |If SIP |level authentication failed, the
service or proxy could be configured to send the call to the in-band
pin pronpting URI (sip:sub-rjs-retrieve-inpin@mwom conj.

.2.1.3 Unauthenticated SIP source

A service, or its protecting proxy, receiving a retrieve request for

a particular mailbox (sip:sub-rjs-retrieve@mweomcom) with no other
nmet hod of authenticating the requestor could send the request to the

i n-band pin pronpting URI (sip:sub-rjs-retrieve-inpi n@m wcom conj.

.2.1.4 PSTN source

Thi s scenario assunes that the service provider’'s network has been
configured such that a PSTN nunber could be dialed explicitly for
retrieving nmessages froma particular mailbox. Such services
currently exist, but are not common. In such a network, the
gateway’s proxy would map the call to the in-band pin pronmpting UR
(sip:sub-rjs-retrieve-inpin@mwom conj.

.2.2 Request to Retrieve, mailbox to be deterni ned

.2.2.1 SIP source

As in the Request to Deposit scenario, when a service receives a
request for the top level retrieve URI it would nost likely need to
use in-band | VR techniques to deternmine the target mail box and

aut henticate the caller.
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3.2.2.2 Arbitrary PSTN source

This scenario assunmes there is a single PSTN nunmber that subscribers
dial to access the voice nmail service to retrieve nessages. This is
the nmost conmon access met hod provided by current voice mai

servi ces.

The gateway’s proxy would map a call to the top | evel PSTN nunber to
the top level retrieve in-band pronpting URI (sip:retrieve-
in@mwcomcon). Once the systemidentifies the target mail box, the
call would be transferred to the appropriate in-band pin pronpting
URI (sip:sub-rjs-retrieve-inpin@mwcom con.

3.2.2.3 Recogni zed PSTN source

This scenario al so assunmes there is a single PSTN number t hat
subscribers dial to access the voice nail service to retrieve
nessages.

The gateway’s proxy would recognize the calling party nunber as a
subscriber, and map the call to the subscriber’s in-band pronpting
URI (sip:sub-rjs-retrieve-inpin@mwcom com

4. Voice Mail Call Flow Exanpl es
The foll owi ng section describes sone exanple call flows for a
hypot heti cal voice mail service, with the host name of vm wcom com
Al the call flows assume that a proxy protects the voi ce nai
service and that a trust relationship exists between the voice nai
service and the proxy.

4.1 CGeneric Scenario

4.1.1 Direct call to the voice mail system
User A calls the voice mail systemdirectly. The voice mail system

i nvokes the top-level menu, which mght pronpt the caller for an
extension or the first fewletters of a nane.
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User A Pr oxy VM Servi ce

Flow Id

INVI TE F1
A- >Pr oxy

I I I
| INVITE F1 |

|
|
(100 Trying) F3 R R >
|
|

|

|

|

| 180 Ringing F5 | <c----mmmmmmmmai e
| <oeemee oo | |
|

|

|

|

|

| 200 OK F6 |
200 OK F6 | <ommmmm e |

|

|

|

|

|

| |

RTP Established- Play top | evel nenu |
<-mmmmmmmmmmmmmmmmmmmm S|
|

|

|

|

|

|

| BYE F10

I
I
I
I | <-mmmmm e I
I I
| <-mmmmm e I I
I I

Comment s

I NVI TE si p: Voi ceMai | @eom com SIP/ 2.0
Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp
To: VoiceMail <sip:Voi ceMail @wom conp
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Cont act: TheBi gGuy <sip: User A@ere. conp

Pr oxy- Aut hori zati on: Di gest user nanme="User A"

real m="MCI Worl dCom SI P",
nonce="ea9c8e88df 84f 1cc4e341laeb6che5a359"

opaque="",

uri ="sip: Voi ceMai | @wcom coni, response=<appropriately

cal cul at ed hash goes here>
Cont ent - Type: application/sdp
Content - Lengt h: <appropri ate val ue>
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0
User A 2890844526 2890844526 IN | P4 client.here.com
Sessi on SDP

IN I P4 100. 101. 102. 103
00

audi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"ocno<
i m

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE F2 I NVI TE si p:top@m wcom com SIP/ 2.0

Pr oxy->VM Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: Voi ceMai | @wcom cone
From TheBi gQuy <si p: User A@er e. conr
To: Voi ceMail <sip: Voi ceMai | @eom conp
Cal | -1d: 12345600@ere.com
CSeq: 1 INVITE
Cont act: TheBi gGQuy <si p: User A@er e. conp
Cont ent - Type: application/sdp
Content - Lengt h: <appropriate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN I P4 100. 101. 102. 103
00

audi o 49170 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

ﬁ'-"ocno<
I m

(100 Trying SIP/2.0 100 Trying

F3 Via: SIP/2.0/UDP here.com 5060

Pr oxy- >A) From TheBi gQuy <si p: User A@er e. conr
To: Voi ceMail <sip: Voi ceMai | @ecom conp
Cal | -1d: 12345600@ere.com
CSeq: 1 INVITE
Content-Length: O

180 Ri ngi ng SIP/2.0 180 Ri nging
F4 Via: SIP/2.0/UDP wcom com 5060; branch=1
VM >Pr oxy Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: VoiceMi |l <sip:VoiceMiil @eom conp; tag=3145678
Cal | -1d: 12345600@ere. com
CSeq: 1 INVITE
Content-Length: O

Canpbel I & Sparks I nf or mati onal [ Page 10]
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180 Ri ngi ng
F5
Pr oxy- >A

200 X F6
VM >Pr oxy

200 K F7
Pr oxy->A
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SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <sip: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom conp; t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 200 &K

Via: SIP/2.0/UDP wcom com 5060; branch=1

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui | <sip:VoiceMil @erom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act: Voi ceMail System <si p:top@m wcom conp
Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

er B 2890844527 2890844527 IN | P4 vm wcom com
ssi on SDP

NI1P4 110.111.112.114

0

mrFaudi o 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wmwo<
oI g
b &

o —

SIP/2.0 200 X

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom conp; t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act Voi ceMai | Syst em <si p:t op@m wcom conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User B 2890844527 2890844527 IN I P4 vm wcom com
Sessi on SDP

INI1P4 110.111.112.114
00

audi o 3456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||
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ACK F8
A- >Pr oxy

ACK F9
Pr oxy->VM

BYE F10
A- >Pr oxy

BYE F11
Pr oxy->VM

200 K F12
VM >Pr oxy
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ACK si p: Voi ceMai | @wom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: t op@m wcom conp

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMai |l @erom conp; t ag=3145678
Cal | -1d: 12345600@ere.com

CSeq: 1 ACK

Content-Length: O

ACK si p:top@m wcom com Sl P/ 2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui |l <sip:VoiceMil @eom conmp; tag=3145678
Cal | -1d: 12345600@ere. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between A and VM VM
systemstarts IVR dialog for top | evel nmenu */

[* User A Hangs Up with VM system Alternatively, the
VM system could initiate the BYE*/

BYE si p: Voi ceMai | @eom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: top@m wcom conp

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom conp; t ag=3145678
Cal | -1d: 12345600@ere. com

CSeq: 2 BYE

Content-Length: O

BYE sip: top@mwcomcom SIP/2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui|l <sip:VoiceMil @eom conp; tag=3145678
Cal | -1d: 12345600@ere. com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMai |l @erom conp; t ag=3145678
Call-1d: 12345600@ere. com

I nf or mati onal [ Page 12]
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CSeq: 2 BYE
Content-Length: O

200 K F13 SIP/2.0 200 K
Pr oxy->A Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: Voi ceMail <sip: VoiceMil @eom conp; tag=3145678
Cal | -1d: 12345600@ere.com
CSeq: 2 BYE
Content-Length: O

4.2 Message Deposit Scenari os

4.2.1 Call to known subscriber forwarded on no answer
User A attenmpts to call UserB, who does not answer. The call is
forwarded to UserB' s nmail box, and the voice mail system plays UserB' s
out goi ng nessage for a ring-no-answer. The flow assunes that the URL

of "sip: UserB-dep-fna@m wcom com maps"” to the desired behavior for
depositing a nmessage on a forward-no-answer.
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User A Pr oxy User B VM Syst em
| | | |
| INVITE F1 | | |
[-----mmmmm - > INVITE F2 | |
| | |- > |
| (100 Trying) F3 | | |
SRR | 180 Ringing F4 | |
| | <o |
| 180 Ringing F5 | | |
| <-----emmmee - | (Request Tinmeout)| |
| | |
| | Cancel F6 | |
| R >| |
| | | |
| | 200 OK F7 | |
| | <o | |
| | |
| | I NVI TE F8 |
| |~ >|
| | | |
| | 200 X F9| |
| 200 K F10 SRR R T R |
SERREEEEEEEEEEEE | |
| | |
| ACK F11 | |
[----mmmm e >| ACK F12 |

[ == - m e >

|
|
|
|
| |
| | | |
| RTP Est abl i shed Both Ways-Deposit Msg for B |
[<-mmmmmmmmmmmmmmmnmmmnmmnmmmmnm>|
| |
| |

|

|

|

|

|
[EEEEEEEEPPE >| BYE F14 |

Flow Id Comrent s

I N\VI TE F1 I NVI TE si p: User B@wcom com SI P/ 2.0

A- >Pr oxy Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conr
To: ThelLittl eGuy <sip: User B@com conp
Call-1d: 12345600@ere. com
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I NVI TE F2
Pr oxy->B1

(100
F3

Tryi ng

Pr oxy- >A)
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CSeq: 1 INVITE

Cont act: TheBi gGQuy <si p: User A@er e. conp

Pr oxy- Aut hori zati on: Di gest user name="User A",

real m="MCl Worl dCom SI P,

nonce="ea9c8e88df 84f 1cec4341aebche5a359", opaque="",
uri ="sip: UserB@com cont', response=<appropriately
cal cul at ed hash goes here>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN P4 100.101.102. 103
00

audi o 49170 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE si p: User BL@&omewher e. wcom com Sl P/ 2. 0
Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B@com conp

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eCGuy <sip:User B@wcom conp
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Cont act: TheBi gGuy <si p: User A@ere. conp
Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

er A 2890844526 2890844526 IN I P4 client. here.com
ssi on SDP
N I P4 100.101.102. 103
0
mrFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

0O wo<<
oI i n C”D
&

o —

SIP/2.0 100 Trying

Via: SIP/2.0/UDP here.com 5060

From TheBi gGuy <si p: User A@er e. conr
To: TheLittl eCuy <sip:User B@wcom conp
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Content-Length: O
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180 Ri ngi ng
F4
B1- >Pr oxy

180 Ri ngi ng
F5
Pr oxy->A

CANCEL F6
Pr oxy->B1

200 K F7
B1- >Pr oxy

I N\VI TE F8
Pr oxy- >VM

Canpbel I & Sparks
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SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP weom com 5060; branch=1

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eGuy <sip: User B@wcom conp;t ag=3145678
Cal | -1d: 12345600@ere.com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 180 Ri nging

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: TheLittleQuy <sip: User B@wcom conp;tag=3145678
Call-1d: 12345600@nere. com

CSeqg: 1 INVITE

Content-Length: O

/* Bl rings for 9 seconds, this duration is a
configurabl e paraneter in the Proxy Server. Proxy
sends Cancel and proceeds down the |ist of routes,
eventual ly hitting the voice mail URI for forward no
answer */

CANCEL si p: UserBl@wcom com SIP/ 2.0

Via: SIP/2.0/UDP wecom com 5060; branch=1

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eCuy <sip:UserB@wcom conp; t ag=3145678
Call-1d: 12345600@ner e. com

CSeq: 1 CANCEL

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP weom com 5060; branch=1

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eGuy <sip: User B@wcom conp;t ag=3145678
Call-1d: 12345600@ere. com

CSeq: 1 CANCEL

Content-Length: O

I NVI TE si p: User B-dep-f na@m wcom com Sl P/ 2. 0
Via: SIP/2.0/UDP wecom com 5060; branch=2

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B@com conp

From TheBi gQuy <si p: User A@er e. conr

To: ThelLittl eGuy <sip: User B@com conp
Call-1d: 12345600@nere. com

CSeq: 1 INVITE
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Contact: TheBi gGuy <sip: User A@ere. conp
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN P4 100.101.102. 103
00

audi o 49170 RTP/ AVP O
a=rt pmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||

200 X F9 SIP/2.0 200 K
VM >Pr oxy Via: SIP/2.0/UDP wcom com 5060; branch=2
Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: User B@com conp
From TheBi gQuy <si p: User A@er e. conr
To: TheLittl eGuy <sip: UserB@com cone; tag=123456
Cal | -1d: 12345600@ere. com
CSeq: 1 INVITE
Contact: TheLittl eGyVoi ceMail <sip: UserB-dep-
f na@m wcom comne
Cont ent - Type: application/sdp
Content - Lengt h: <appropri ate val ue>

0
User B 2890844527 2890844527 IN | P4 vm wcom com
Sessi on SDP

INIP4 110.111.112.114
00

audi o 3456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"owo<
o

200 X F10 SIP/2.0 200 X
Pr oxy- >A Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: User B@com conp
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Call-1d: 12345600@ner e. com
CSeq: 1 INVITE
Contact: TheLittl eGuyVoi ceMail <sip: UserB-dep-
f na@m wcom conp
Cont ent - Type: application/sdp
Cont ent - Lengt h: <appropri ate val ue>

v=0
o=User B 2890844527 2890844527 IN | P4 vm wcom com

Canpbel I & Sparks I nf or mati onal [ Page 17]
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ACK F11
A- >Pr oxy

ACK F12

Pr oxy->VM

BYE F13

A->Pr oxy

BYE F14
Pr oxy- >VM

Canpbel I & Sparks
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s=Sessi on SDP

c=INI1P4 110.111.112.114
t=0 0

mFaudi o 3456 RTP/ AVP 0
a=rt pmap: 0 PCMJ 8000

ACK si p: UserB@com com SIP/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User B- dep-f ha@m wcom cone

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Cal | -1d: 12345600@ere.com

CSeq: 1 ACK

Content-Length: O

ACK si p: User B-dep-f na@m wcom com SI P/ 2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Cal | -1d: 12345600@ere. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between A and B2.

2001

VM

system starts | VR dial og for nessage-deposit on no-

answer for UserB */

/* User A Hangs Up with VM system Alternatively,

VM system could initiate the BYE*/

BYE si p: UserB@com com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User B-dep-f nha@m wcom cone

From TheBi gQuy <si p: User A@er e. conp

To: ThelLittl eGuy <sip: UserB@com conk; tag=123456
Call-1d: 12345600@ere. com

CSeq: 2 BYE

Content-Length: O

BYE si p: UserB-dep-fna@m wcom com SI P/ 2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gGuy <si p: User A@er e. conr

To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Call-1d: 12345600@ner e. com

CSeq: 2 BYE

Content-Length: O

t he
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200 K F15 SIP/2.0 200 K
VM >Pr oxy Via: SIP/2.0/UDP wcom com 5060
Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conr
To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Call-1d: 12345600@ere. com
CSeq: 2 BYE
Content-Length: O

200 K F16 SIP/2.0 200 K
Pr oxy->A Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuy <sip: UserB@com conp; tag=123456
Cal | -1d: 12345600@ere.com
CSeq: 2 BYE
Content-Length: O

4.2.2 Call to known subscriber forwarded on busy

User A attenpts to call UserB, who is busy. The call is forwarded to
UserB s numil box, and the voice mail system plays UserB' s outgoing
nmessage for a busy. This flow assumes that "sip: UserB-dep-

fb@m wcom cont naps to UserB' s mail box and the behavi or of "deposit
nessage on busy."

Canpbel I & Sparks I nf or mati onal [ Page 19]
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User A Pr oxy User B VM Syst em
| | | |
| INVITE F1 | | |
[----mmmm e > INVITE F2 | |
| | |- >| |
| (100 Trying) F3 | | |
SRR | 486 Busy Here F4 | |
| | <o | |
| | | |
| | ACK F5 | |
| | -----mmm - >| |
| | | |
| | | NVI TE F6 |
| R L EEEEEEEE >|
| | |
| | 200 K F7| |
| 200 OK F8 R e T R |
| <----mmmmmee-- | |
| | |
| ACK F9 | |
[--------mmmem - - >| ACK F10 |

I R >

<-mmmmmmmmmmmmmmmmmmmmnmnmmnmm>

|

|

|

|

| | |
| RTP Est abl i shed Both Ways-Deposit Msg for B |
| |
| |
| | |
R TR >| BYE F12 | |
|

|

|

Flow Id Comrent s

I N\VI TE F1 I NVI TE si p: User B@wcom com SI P/ 2.0
A- >Pr oxy Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conr
To: ThelLittl eGuy <sip: User B@com conp
Cal | -1d: 12345600@ere.com
CSeq: 1 INVITE
Cont act: TheBi gGuy <si p: User A@er e. conp
Pr oxy- Aut hori zati on: Di gest user name="User A",
real m="MCl Worl dCom SI P,
nonce="ea9c8e88df 84f 1cec4341aebche5a359", opaque="",
uri ="sip: UserB@com cont', response=<appropriately

Canpbel I & Sparks I nf or mati onal [ Page 20]
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I NVI TE F2
Pr oxy->B1

(100 Trying
F3
Pr oxy- >A)

486 Busy
Here F4
B1- >Pr oxy

Canpbel I & Sparks
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cal cul at ed hash goes here>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN P4 100.101.102. 103
00

audi o 49170 RTP/ AVP O
a=rt pmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE si p: User BL@&omewher e. wcom com Sl P/ 2. 0
Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B@com conp

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eCuy <sip:User B@wcom conp
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Cont act: TheBi gGuy <si p: User A@ere. conp
Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

er A 2890844526 2890844526 IN I P4 client. here.com
ssi on SDP
N I P4 100.101.102. 103
0
mrFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

0O wo<<
oI i n C”D
&

o —

SIP/2.0 100 Trying

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eCuy <sip:User B@wcom con
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 486 Busy Here

Via: SIP/2.0/UDP wcom com 5060; br anch=1

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. con

To: TheLittl eGuy <sip: UserB@com cone; tag=123456
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Call-1d: 12345600@ere. com
CSeq: 1 INVITE
Content-Length: O

ACK F5 ACK sip: UserBl@wcomcom SIP/ 2.0
Pr oxy->B Via: SIP/2.0/UDP wecom com 5060; branch=1
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuy <sip: User B@com conp; t ag=123456
Call-1d: 12345600@nere. com
CSeq: 1 ACK
Content-Length: O

I NVI TE F6 I NVI TE si p: User B-dep-fb@m wcom com SI P/ 2.0
Pr oxy- >VM Via: SIP/2.0/UDP wcom com 5060; br anch=2
Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: User B@com conp
From TheBi gQuy <si p: User A@er e. conr
To: TheLittl eGuy <sip: User B@com conp
Cal | -1d: 12345600@ere. com
CSeq: 1 INVITE
Cont act: TheBi gGQuy <si p: User A@er e. conp
Cont ent - Type: application/sdp
Cont ent - Lengt h: <appropri ate val ue>

0
User A 2890844526 2890844526 IN | P4 client.here.com
Sessi on SDP

IN I P4 100. 101. 102. 103
00

audi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"ocno<
i m

200 K F7 SIP/2.0 200 K
VM >Pr oxy Via: SIP/2.0/UDP wcom com 5060; branch=2
Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: User B@com conp
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eCuy <sip:UserB@wcom con; t ag=3145678
Cal | -1d: 12345600@ere. com
CSeq: 1 INVITE
Contact: TheLittl eGuyVoi ceMail <sip: UserB-dep-
fb@m wcom conp
Cont ent - Type: application/sdp
Cont ent - Lengt h: <appropri ate val ue>

v=0

o=User B 2890844527 2890844527 IN | P4 vm wcom com
s=Sessi on SDP

Canpbel I & Sparks I nf or mati onal [ Page 22]



RFC 3087

200 K F8
Pr oxy->A

ACK F9
A- >Pr oxy

ACK F10
Pr oxy->VM

Canpbel I & Sparks
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c=IN I P4 110.111.112.114
t=0 0

mraudi o 3456 RTP/ AVP O
a=rt pmap: 0 PCMJ 8000

SIP/2.0 200 X

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B@com conp

From TheBi gQuy <si p: User A@er e. conr

To: ThelLittl eCQuy <sip: User B@wcom conp;t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Contact TheLittl eGuyVoi ceMail <sip: UserB-dep-
fb@m wcom cone

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User B 2890844527 2890844527 IN | P4 vm wcom com
Sessi on SDP

INIP4 110.111.112.114
00

audi o 3456 RTP/ AVP 0
a=rt pmap: 0 PCMJ 8000

ﬁ'-"ocno<
I m

ACK si p: User B@com com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User B- dep- f b@m wcom conp

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eQuy <sip: User B@com conp;tag=3145678
Call-1d: 12345600@ere. com

CSeq: 1 ACK

Content-Length: O

ACK si p: User B-dep-fb@m wcom com SI P/ 2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eCuy <sip:UserB@wcom conp; t ag=3145678
Call-1d: 12345600@ner e. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between A and B2.

2001

VM

system starts | VR dial og for message-deposit on busy

for UserB */
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BYE F11
A- >Pr oxy

BYE F12
Pr oxy->VM

200 K F13
VM >Pr oxy

200 X F14
Pr oxy->A

4.2.3 Direct call

SIP Service Control April 2001

/* User A Hangs Up with VM system Alternatively, the
VM system could initiate the BYE*/

BYE si p: User B@com com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User B-dep-f nb@m wcom cone

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eCuy <sip:UserB@wcom conp; t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

BYE si p: UserB-dep-fnb@m wcom com SIP/2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eGuy <sip: User B@wcom conp;t ag=3145678
Cal | -1d: 12345600@ere.com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eCuy <sip:UserB@wcom con;t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: ThelLittl eCGuy <sip: User B@wcom conp;tag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

to a subscriber’s nail box

User A calls UserB s mailbox directly. This flow assunmes that
"si p: User B-dep@m wcom conf maps to UserB' s mmil box and the behavi or
of "generic nessage deposit"

Canpbel I & Sparks
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User A Pr oxy VM Servi ce
| | |
| INVITE F1 | |
R R >| |
| | INVITE F2 |
| (100 Trying) F3 R R >|
| <o |
| | 200 KX F4 |
| 200 K F5 SRR R R P R |
| <o | |
| | |
| ACK F6 | |
R T TR > ACK F7 |
| e |
| RTP Both Ways - Deposit Msg for B |
[<-mmmmmmmmmmmmmnmmmmmmnmm>|
| | |
| BYE F8 | |
| =mccmmemeeeeaeaaa > BYE F9 |
| |- >
| | 200 K F10 |
| | <o |
| 200 K F11 | |
| <o | |
| | |
Flow Id Comment s
INVI TE F1 I NVI TE si p: User B- VM@m wcom com Sl P/ 2. 0
A- >Pr oxy Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: TheLittl eGuyVoi ceMail <sip: User B- VM@wom cone

Call-1d: 12345600@nere. com
CSeq: 1 INVITE
Contact: TheBi gGuy <sip: User A@ere. conp

Pr oxy- Aut hori zati on: Di gest user name="User A",

real m="MCl Worl dCom S| P*,
nonce="ea9c8e88df 84f 1cec4341laeb6che5a359",

opaque="",

uri="sip: User B-VM@wxom conf, response=<appropriately

cal cul at ed hash goes here>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

v=0

o=User A 2890844526 2890844526 IN I P4 client. here.com

s=Sessi on SDP

Canpbel I & Sparks I nf or mati onal
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| NVI TE F2
Pr oxy- >B1

(100 Trying
F3
Pr oxy- >A)

200 KX F4
VM >Pr oxy

Canpbel I & Sparks
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c=I N I P4 100.101. 102. 103
t=0 0

mraudi o 49170 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE si p: User B-dep@m wcom com SI P/ 2.0
Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B- VM@wxom conp
From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eGuyVoi ceMai | <sip: User B-VM@m wcom cone
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act: TheBi gGuy <sip: User A@ere. conp
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

er A 2890844526 2890844526 IN I P4 client. here.com
ssi on SDP
N I P4 100.101.102. 103
0
mrFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

0O wmwo<
oI g
b &

o —

SIP/2.0 100 Trying

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eGuyVoi ceMni | <sip: User B- VM@wom conp
Cal | -1d: 12345600@ere. com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: User B- VM@wom conp
From TheBi gQuy <si p: User A@er e. conp

To: TheLittl eGuyVoi ceMail <sip: UserB-
VMa@wom conp; t ag=3145678

Call-1d: 12345600@nere. com

CSeqg: 1 INVITE

Contact: TheLittl eG@yVoi ceMail <sip: UserB-
dep@m wcom cone

Cont ent - Type: application/sdp
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200 X F5
Pr oxy- >A

ACK F6
A- >Pr oxy

ACK F7
Pr oxy- >VM

Canpbel I & Sparks
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Content - Lengt h: <appropriate val ue>

v=0

o=User B 2890844527 2890844527 IN | P4 vm wcom com
s=Sessi on SDP

c=IN P4 110.111.112.114

t=0 0

mraudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

SIP/2.0 200 K

Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: User B- VM@wxom conp
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuyVoi ceMai |l <sip: User B-
VMa@wom cone; t ag=3145678

Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Contact TheLittl eGuyVoi ceMail <sip: UserB-
dep@m wcom cone

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User B 2890844527 2890844527 IN I P4 vm wcom com
Sessi on SDP

INI1P4 110.111.112.114
00

audi o 3456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||

ACK si p: User B- VM@wom com SI P/ 2.0
Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User B- dep@m wcom conp
From TheBi gQuy <si p: User A@er e. conr
To: TheLittl eGuyVoi ceMail <sip: UserB-
VMa@wom conp; t ag=3145678

Cal | -1d: 12345600@ere.com

CSeq: 1 ACK

Content-Length: O

ACK si p: User B-dep@m wcom com SI P/ 2.0
Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gGuy <si p: User A@er e. conr

To: TheLittl eGuyVoi ceMai |l <sip: User B-
VMawom conp; t ag=3145678

Call-1d: 12345600@nere. com

CSeq: 1 ACK

2001
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Content-Length: O

/* RTP streans are established between A and VM VM
system starts I VR dialog for generic nmessage-deposit
for UserB */

/* User A Hangs Up with VM system Alternatively, the
VM system could initiate the BYE*/

BYE F8 BYE si p: User B- VM@wom com SI P/ 2.0

A- >Pr oxy Via: SIP/2.0/UDP here.com 5060
Rout e: <si p: User B- dep@m wcom conp
From TheBi gQuy <si p: User A@er e. conp
To: ThelLittl eGuyVoi ceMail <sip: UserB-
VM@wom conp; t ag=3145678
Cal | -1d: 12345600@ere. com
CSeq: 2 BYE
Content-Length: O

BYE F9 BYE si p: UserB-dep@m wcomcom SIP/2.0
Pr oxy- >VM Via: SIP/2.0/UDP wcom com 5060
Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conr
To: TheLittl eGuyVoi ceMail <sip: UserB-
VMa@wom conp; t ag=3145678
Cal | -1d: 12345600@ere. com
CSeq: 2 BYE
Content-Length: O

200 X F10 SIP/2.0 200 X
VM >Pr oxy Via: SIP/2.0/UDP wcom com 5060
Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuyVoi ceMai | <sip: User B-
VMawom conp; t ag=3145678
Call-1d: 12345600@nere. com
CSeq: 2 BYE
Content-Length: O

200 X F11 SIP/2.0 200 &K

Pr oxy->A Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: TheLittl eGuyVoi ceMail <sip: UserB-
VMa@wom conp; t ag=3145678
Cal | -1d: 12345600@ere.com
CSeq: 2 BYE
Content-Length: O
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SIP Service Contro

4.3 Message Retrieval Scenarios

April 2001

4.3.1 Call to retrieve nmessages believed to be froma known subscri ber

Some user

systemto retrieve messages.

uses a SIP client on UserA's desk to call the

to the proxy using credentials assigned to the device.

nmake a weak assunption that the caller

of "sip:UserA-retrieve@m weom conf' nmaps to User A’ s nai
"retrieve nmessages after pronpting for and verifying
PIN." The VM Systemtrusts the proxy, and will not accept calls from
an untrusted source. The proxy will not allow direct calls to
UserA-retrieve@mwcom com The proxy will forward cal
Voi ceMai | @wom comto UserA-retri eve@mweomcomonly for calls
pl aced froma client device assigned to UserA

behavi or

of

voi ce nmai

The SIP client has authenticated itself

The proxy can

is the device owner. The UR

box and the

s placed to

User A Pr oxy VM Ser vi ce
| | |
| INVITE F1 | |
R R >| |
| | INVITE F2 |
| (100 Trying) F3 [-----mmmmm e - >
| <o | |
| | 200 K F4 |
| 200 OK F5 R e T |
| <o | |
| | |
| ACK F6 | |
R > ACK F7 |

| --mmmmmm >|
|

|

| RTP Both Ways - VM pronpts for PIN

[ <-mmmmmmmmmmmmmmmmmmmm>|
I
I

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
- y_ _

N

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

I

N

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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Flow Id

I NVI TE F1
A- >Pr oxy

I NVI TE F2
Pr oxy->B1

Canpbel |

& Sparks

SIP Service Control April 2001

Comment s

I NVI TE si p: Voi ceMai | @weom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: Voi ceMail <sip: VoiceMail @eom conp

Cal | -1d: 12345600@ere.com

CSeq: 1 INVITE

Cont act: TheBi gGQuy <si p: User A@er e. conp

Pr oxy- Aut hori zati on: Di gest user name="User APhone",
real m="MCl Worl dCom SI P*,

nonce="ea9c8e88df 84f 1cec4341laeb6che5a359", opaque="",
uri ="sip: Voi ceMai | @wom coni, response=<appropriately
cal cul at ed hash goes here>

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN I P4 100. 101. 102. 103
00

audi o 49170 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

ﬁ'-"ocno<
I m

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE sip: UserA-retrieve@m wcom com SI P/ 2.0
Via: SIP/2.0/UDP wecom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone
From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMai | @ecom conp
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Contact: TheBi gGuy <sip: User A@ere. conp
Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

0
User A 2890844526 2890844526 IN I P4 client. here.com
Sessi on SDP

IN P4 100.101.102. 103
00

audi o 49170 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"otno<
I I ||
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(100 Trying
F3
Pr oxy- >A)

200 K F4
VM >Pr oxy

200 K F5
Pr oxy->A

Canpbel I & Sparks

SIP Service Control April

SIP/2.0 100 Trying

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <sip: User A@er e. conr
To: Voi ceMail <sip: Voi ceMai | @erom conp
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 200 &K

Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone
From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui | <sip:VoiceMil @erom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act: Voi ceMail System <si p: User A-
retri eve@m wcom conp

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

er B 2890844527 2890844527 IN | P4 vm wcom com
ssi on SDP

NI1P4 110.111.112.114

0

mrFaudi o 3456 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

0O wo<<
oI i n C”D
&

o —

SIP/2.0 200 X

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone
From TheBi gQuy <si p: User A@er e. conr
To: Voi ceMail <sip: Voi ceMail @erom conp; t ag=3145678
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act Voi ceMai | System <si p: User A-
retri eve@m wcom conp

Cont ent - Type: application/sdp

Content - Lengt h: <appropriate val ue>

0
User B 2890844527 2890844527 IN | P4 vm wcom com
Sessi on SDP

INIP4 110.111.112.114
00

audi o 3456 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

ﬁ'-"ocno<
I m
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ACK F6
A- >Pr oxy

ACK F7
Pr oxy->VM

BYE F8
A- >Pr oxy

BYE F9
Pr oxy- >VM

200 & F10
VM >Pr oxy

Canpbel I & Sparks
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ACK si p: Voi ceMai | @wom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User A-retri eve@m wcom conp

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMai |l @erom conp; t ag=3145678
Cal | -1d: 12345600@ere.com

CSeq: 1 ACK

Content-Length: O

ACK sip:UserA-retrieve@mwecom com SI P/ 2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui |l <sip:VoiceMil @eom conmp; tag=3145678
Call-1d: 12345600@ere. com

CSeq: 1 ACK

Content-Length: O

/* RTP streans are established between A and VM VM
determines that the call is likely from UserA, and
starts a nessage retrieval session, prompting for

PI N*/

/* User A Hangs Up with VM system Alternatively, the
VM system could initiate the BYE*/

BYE si p: Voi ceMai |l @eom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User A-retri eve@m wcom conp

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: VoiceMil @eom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

BYE sip: UserA-retrieve@mwomcom SIP/2.0

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom comnmp; t ag=3145678
Call-1d: 12345600@ner e. com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP weom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr
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To: Voi ceMail <sip: VoiceMil @eom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

200 K F11 SIP/2.0 200 X
Pr oxy->A Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: VoiceMai |l <sip:Voi ceMail @eom conp; tag=3145678
Call-1d: 12345600@ner e. com
CSeq: 2 BYE
Content-Length: O

4.3.2 Call to retrieve nessages from an authenticated subscri ber

UserA to call the voice mail systemto retrieve nmessages.
Assumptions: The caller is authenticated using UserA' s credentials.
"sip:UserA-retrieve-auth@m wcom conm’ maps to UserA' s nail box and the
behavi or of "retrieve nmessages." The voice mail service trusts the
proxy not to forward any calls to that URl unless the call is

aut henticated to be from UserA

G ven these assunptions, The VM service may choose not require a PIN
for calls to this URI.
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User A Pr oxy VM Servi ce

| | |
| INVITE F1 | |
R R >| |
| | INVITE F2 |
| (100 Trying) F3 R R >
| <o |
| | 200 KX F4 |
| 200 K F5 SRR R R P R |
| <o | |
| | |
| ACK F6 | |
R T TR > ACK F7 |
| e |
| RTP Both Ways - Deposit Msg for B

[<-mmmmmmmmmmmmmnmmmmmmnmm>|
| | |
| BYE F8 | |
| =mccmmemeeeeaeaaa > BYE F9 |
| |- >
| | 200 K F10 |
| | <o |
| 200 K F11 | |
| <o | |
| | |

Flow Id Comment s
INVI TE F1 I NVI TE si p: Voi ceMai | @eom com SIP/2.0
A- >Pr oxy Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr
To: Voi ceMail <sip: Voi ceMai | @ecom conp
Call-1d: 12345600@ner e. com

CSeq: 1 INVITE

Contact: TheBi gGuy <sip: User A@ere. conp

Pr oxy- Aut hori zati on: Di gest user nanme="User A"

real m="MCl Worl dCom S| P*,
nonce="ea9c8e88df 84f 1cec4341laebche5a359"

opaque="",

uri ="sip: Voi ceMai | @Gwcom conf, response=<appropriately

cal cul at ed hash goes here>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

v=0

o=User A 2890844526 2890844526 IN | P4 client. here.com

s=Sessi on SDP
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| NVI TE F2
Pr oxy- >B1

(100 Trying
F3
Pr oxy- >A)

200 KX F4
VM >Pr oxy
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c=I N I P4 100.101. 102. 103
t=0 0

mraudi o 49170 RTP/ AVP 0O
a=rt pmap: 0 PCMJ 8000

/*Client for A prepares to receive data on port 49170
fromthe network. */

I NVI TE sip: UserA-retrieve-auth@m wecom com SIP/ 2.0
Via: SIP/2.0/UDP wcom com 5060; branch=1
Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wom cone
From TheBi gQuy <si p: User A@er e. conp

To: Voi ceMui |l <sip: Voi ceMail @eom conp
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Cont act: TheBi gGuy <sip: User A@ere. conp
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

er A 2890844526 2890844526 IN I P4 client. here.com
ssi on SDP
N I P4 100.101.102. 103
0
mrFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

0O wmwo<
oI g
b &

o —

SIP/2.0 100 Trying

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp
To: VoiceMui | <sip: Voi ceMil @eom conp
Call-1d: 12345600@nere. com

CSeq: 1 INVITE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP wcom com 5060; branch=1

Via: SIP/2.0/UDP here.com 5060

Recor d- Rout e: <si p: Voi ceMai | @wcom cone

From TheBi gQuy <si p: User A@er e. conp

To: Voi ceMail <sip: VoiceMil @ecom conp; tag=3145678
Cal | -1d: 12345600@ere. com

CSeq: 1 INVITE

Cont act: Voi ceMil System <si p: UserA-retrieve-
aut h@m wcom conp

Cont ent - Type: application/sdp

Content - Lengt h: <appropri ate val ue>
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0
User B 2890844527 2890844527 IN | P4 vm wcom com
Sessi on SDP

INIP4 110.111.112.114
00

audi o 3456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

ﬁ'-"ocno<
i m

200 K F5 SIP/2.0 200 &K
Pr oxy->A Via: SIP/2.0/UDP here.com 5060
Recor d- Rout e: <si p: Voi ceMai | @wcom cone
From TheBi gQuy <si p: User A@er e. conp
To: Voi ceMail <sip: VoiceMil @eom conp;tag=3145678
Call-1d: 12345600@nere. com
CSeqg: 1 INVITE
Cont act Voi ceMai |l System <sip: UserA-retrieve-
aut h@m wcom conp
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

er B 2890844527 2890844527 IN | P4 vm wcom com
ssi on SDP

NI1P4 110.111.112.114

0

mrFaudi o 3456 RTP/ AVP 0O

a=rtpmap: 0 PCMJ 8000

0O wmwo<
oI g
b &

o —

ACK F6 ACK si p: Voi ceMni | @wcom com SI P/ 2.0
A- >Pr oxy Via: SIP/2.0/UDP here.com 5060
Rout e: <sip:UserA-retrieve-auth@m wcom conp
From TheBi gQuy <si p: User A@er e. conp
To: VoiceMui|l <sip:VoiceMil @eom conp; tag=3145678
Call-1d: 12345600@ner e. com
CSeq: 1 ACK
Content-Length: O

ACK F7 ACK si p: User A-retrieve-auth@m wcom com SI P/ 2.0
Pr oxy- >VM Via: SIP/2.0/UDP wcom com 5060
Via: SIP/2.0/UDP here.com 5060
From TheBi gQuy <si p: User A@er e. conp
To: Voi ceMail <sip: VoiceMil @ecom conp; tag=3145678
Cal | -1d: 12345600@ere. com
CSeq: 1 ACK
Content-Length: O
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BYE F8
A- >Pr oxy

BYE F9
Pr oxy->VM

200 XK F10
VM >Pr oxy

200 X F11
Pr oxy->A
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/* RTP streans are established between A and VM VM
determines that the call is likely from UserA, and
starts a nessage retrieval session. Since the proxy
has al ready authenticated the identity of UserA the
VM does not need to pronmpt for PIN */

/* User A Hangs Up with VM system Alternatively, the
VM system could initiate the BYE*/

BYE si p: Voi ceMai | @eom com SI P/ 2.0

Via: SIP/2.0/UDP here.com 5060

Rout e: <si p: User A-retri eve- aut h@m wcom cone

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui | <sip:VoiceMil @erom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

BYE sip: UserA-retrieve-auth@mwcomcom SIP/2.0
Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom conp; t ag=3145678
Cal | -1d: 12345600@ere.com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP wcom com 5060

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conp

To: VoiceMui|l <sip:VoiceMil @eom conp; tag=3145678
Call-1d: 12345600@nere. com

CSeq: 2 BYE

Content-Length: O

SIP/2.0 200 K

Via: SIP/2.0/UDP here.com 5060

From TheBi gQuy <si p: User A@er e. conr

To: Voi ceMail <sip: Voi ceMail @erom comnmp; t ag=3145678
Call-1d: 12345600@ner e. com

CSeq: 2 BYE

Content-Length: O
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5. Security Considerations

Thi s docunent di scusses a usage of SIP/2.0 as defined by RFC 2543[1].
It introduces no additions, nodifications, or restrictions to the
protocol defined therein. Any inplenentation of the concepts in this
docunent is subject to the issues discussed there.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
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