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Abst r act

As the internet becomes increasingly critical to the world s socia
and econom c infrastructure, attention has rightly focused on the
correct, safe, reliable, and secure operation of the internet
infrastructure itself. The root donmin name servers are seen as a
crucial part of that technical infrastructure. The primary focus of
this docunment is to provide guidelines for operation of the root name
servers. Oher major zone server operators (gTLDs, ccTLDs, major
zones) may also find it useful. These guidelines are intended to
neet the perceived societal needs w thout overly prescribing

techni cal details.

1. Background

The resol ution of domain nanes on the internet is critically
dependent on the proper, safe, and secure operation of the root
domai n nane servers. Currently, these dozen or so servers are

provi ded and operated by a very conpetent and trusted group of

vol unteers. This docunment does not propose to change that, but
nmerely to provide formal guidelines so that the community understands
how and why this is done.
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1.1 The Internet Corporation for Assigned Nanes and Nunbers (|1 CANN)
has becone responsible for the operation of the root servers.

The | CANN has appointed a Root Server System Advisory Comittee
(RSSAC) to give technical and operational advice to the | CANN
board. The I CANN and the RSSAC | ook to the | ETF to provide
engi neeri ng standards.

1.2 The root servers serve the root, aka ".", zone. Although today
sone of the root servers also serve sone TLDs (top | evel domains)
such as gTLDs (COM NET, ORG etc.), infrastructural TLDs such as
I NT and | N- ADDR. ARPA, and sonme ccTLDs (country code TLDs, e.g. SE
for Sweden), this is likely to change (see 2.5).

1.3 The root servers are neither involved with nor dependent upon the
"whoi s’ data.

1.4 The domai n nanme system has proven to be sufficiently robust that
we are confident that the, presumably tenporary, |oss of nobst of
the root servers should not significantly affect operation of the
i nternet.

1.5 Experience has shown that the internet is quite vulnerable to
incorrect data in the root zone or TLDs. Hence authentication
validation, and security of these data are of great concern

2. The Servers Thensel ves

The following are requirenments for the technical details of the root
servers thensel ves:

2.1 1t would be short-sighted of this docunment to specify particular
har dwar e, operating systems, or nane serving software.
Variations in these areas would actually add overall robustness.

2.2 Each server MJST run software which correctly inplements the |IETF
standards for the DNS, currently [RFCL035] [RFC2181]. While
there are no fornal test suites for standards conpliance, the
mai nt ai ners of software used on root servers are expected to take
all reasonable actions to conformto the |ETF s then current
docunent ed expectations.

2.3 At any tinme, each server MJST be able to handle a | oad of
requests for root data which is three tinmes the neasured peak of
such requests on the nost | oaded server in then current norna
conditions. This is usually expressed in requests per second.
This is intended to ensure continued operation of root services
should two thirds of the servers be taken out of operation
whet her by intent, accident, or nalice.
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Each root server should have sufficient connectivity to the
internet to support the bandwi dth needs of the above requirenent.
Connectivity to the internet SHOULD be as diverse as possible.

Root servers SHOULD have mechani sms in place to accept IP
connectivity to the root server fromany internet provider
delivering connectivity at their own cost.

Servers MJST provide authoritative responses only fromthe zones
they serve. The servers MJST di sabl e recursive | ookup
forwardi ng, or any other function that may allow themto provide
cached answers. They also MJUST NOT provi de secondary service for
any zones other than the root and root-servers.net zones. These
restrictions help prevent undue | oad on the root servers and
reduce the chance of their caching incorrect data.

Root servers MJST answer queries fromany internet host, i.e. nmay
not bl ock root nanme resolution fromany valid | P address, except
in the case of queries causing operational problens, in which
case the bl ocking SHOULD | ast only as long as the problem and be
as specific as reasonably possible.

Root servers SHOULD NOT answer AXFR, or other zone transfer,
queries fromclients other than other root servers. This
restriction is intended to, anong other things, prevent
unnecessary |l oad on the root servers as advice has been heard
such as "To avoid having a corruptibl e cache, nake your server a
stealth secondary for the root zone." The root servers MAY put
the root zone up for ftp or other access on one or nore |ess
critical servers.

Servers MJST generate checksuns when sendi ng UDP dat agrans and
MUST verify checksuns when receiving UDP datagranms containing a
non-zero checksum

urity Considerations

servers need both physical and protocol security as well as

unanbi guous aut hentication of their responses.

3.1

Bush,

Physi cal security MJST be ensured in a manner expected of data
centers critical to a major enterprise

3.1.1 Wether or not the overall site in which a root server is
| ocated has access control, the specific area in which the
root server is |located MJIST have positive access control
i.e. the nunber of individuals permtted access to the
area MJUST be limted, controlled, and recorded. At a
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m ni mum control measures SHOULD be either nechanical or
el ectronic | ocks. Physical security MAY be enhanced by
the use of intrusion detection and notion sensors,

mul tiple serial access points, security personnel, etc.

Unl ess there is docunentabl e experience that the |oca
power grid is nore reliable than the MIBF of a UPS (i.e.
five to ten years), power continuity for at |east 48 hours
MUST be assured, whether through on-site batteries, on-
site power generation, or some conbination thereof. This
MJST supply the server itself, as well as the

i nfrastructure necessary to connect the server to the
internet. There MJST be procedures which ensure that
power fallback nechani sns and supplies are tested no |ess
frequently than the specifications and reconmendati ons of
the manuf acturer.

Fire detection and/or retardati on MUST be provided.

Provi si on MUST be nade for rapid return to operation after
a system outage. This SHOULD i nvol ve backup of systemns
software and configuration. But SHOULD al so invol ve
backup hardware which is pre-configured and ready to take
over operation, which MAY require manual procedures.

3.2 Network security should be of the I evel provided for critica
i nfrastructure of a major comrercial enterprise.

Bush,

3.2.1 The root servers thenmsel ves MJST NOT provi de services

3. 2.

et al.

2

ot her than root name service e.g. renpte internet
protocols such as http, telnet, rlogin, ftp, etc. The
only login accounts permtted should be for the server
administrator(s). "Root" or "privileged user" access MJST
NOT be permtted except through an intermedi ate user
account .

Servers MJST have a secure nechanismfor renote

admini strative access and nmmi ntenance. Failures happen

gi ven the 24x7 support requirenent (per 4.5), there wll
be ti nes when sonet hi ng breaks badly enough that senior

wi zards will have to connect renmptely. Renote |ogins MJST
be protected by a secure nmeans that is strongly

aut henticated and encrypted, and sites fromwhich renpte
login is allowed MJST be protected and hardened.

Root nanme servers SHOULD NOT trust other hosts, except

secondary servers trusting the primary server, for matters
of authentication, encryption keys, or other access or
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security information. |f a root operator uses kerberos
aut hentication to manage access to the root server, then
the associ ated kerberos key server MJST be protected with
the sane prudence as the root server itself. This applies
to all related services which are trusted in any manner

The LAN segnent(s) on which a root server is homed MJST
NOT al so hone crackabl e hosts. 1.e. the LAN segnents
shoul d be switched or routed so there is no possibility of
masquer adi ng. Some LAN switches aren’t suitable for
security purposes, there have been published attacks on
their filtering. While these can often be prevented by
careful configuration, extrene prudence is recommended.

It is best if the LAN segnent sinply does not have any

ot her hosts on it.

The LAN segnent(s) on which a root server is homed SHOULD
be separately firewall ed or packet filtered to di scourage
network access to any port other than those needed for
name service

The root servers SHOULD have their clocks synchronized via
NTP [ RFC1305] [RFC2030] or simlar mechanisnms, in as
secure manner as possible. For this purpose, servers and
their associated firewalls SHOULD al | ow t he root servers
to be NTP clients. Root servers MJST NOT act as NTP peers
or servers.

Al attenpts at intrusion or other conprom se SHOULD be

| ogged, and all such logs fromall root servers SHOULD be
anal yzed by a cooperative security team conmmunicating with
all server operators to |look for patterns, serious
attenpts, etc. Servers SHOULD log in GMI to facilitate

| og compari son.

Server |ogging SHOULD be to separate hosts which SHOULD be
protected simlarly to the root servers thensel ves.

The server SHOULD be protected from attacks based on
source routing. The server MJUST NOT rely on address- or
nane- based aut henticati on.

The network on which the server is honmed SHOULD have
i n-addr. arpa service.

3.3 Protocol authentication and security are required to ensure that
data presented by the root servers are those created by those
authorized to naintain the root zone data.

Bush, et al.
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The root zone MUST be signed by the Internet Assigned
Nunmbers Authority (I ANA) in accordance with DNSSEC, see

[ RFC2535] or its replacenents. It is understood that
DNSSEC i s not yet depl oyabl e on sone conmon pl atforms, but
wi || be depl oyed when supported.

Root servers MJUST be DNSSEC-capable so that queries nmay be
authenticated by clients with security and authentication
concerns. It is understood that DNSSEC i s not yet

depl oyabl e on some comon platforns, but will be depl oyed
when support ed.

Transfer of the root zone between root servers MJIST be

aut henticated and be as secure as reasonably possible.

Qut of band security validation of updates MJUST be
supported. Servers MJST use DNSSEC to authenticate root
zones received fromother servers. It is understood that
DNSSEC i s not yet depl oyabl e on sonme conmon pl atfornms, but
wi || be depl oyed when supported.

A ' hidden primary’ server, which only allows access by the
aut hori zed secondary root servers, MAY be used.

Root zone updates SHOULD only progress after a nunber of
heuristic checks designed to detect erroneous updates have
been passed. |n case the update fails the tests, hunan

i nterventi on MUST be request ed.

Root zone updates SHOULD nornally be effective no | ater
than 6 hours fromnotification of the root server
oper at or.

A special procedure for emergency updates SHOULD be
defined. Updates initiated by the emergency procedure
SHOULD be made no | ater than 12 hours after notification

In the advent of a critical network failure, each root
server MJST have a nethod to update the root zone data via
a medium which is delivered through an alternative, non-
net wor k, path.

Each root MUST keep global statistics on the ampbunt and
types of queries received/ answered on a daily basis. These
statistics must be made avail able to RSSAC and RSSAC
sponsored researchers to help determ ne howto better
depl oy these machines nore efficiently across the
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internet. Each root MAY coll ect data snapshots to help
det erm ne data points such as DNS query storns,
significant inplenmentation bugs, etc.

4. Conmuni cations

Conmruni cati ons and coordi nati on between root server operators and
bet ween the operators and the | ANA and | CANN are necessary.

4.1 Pl anned out ages and ot her down tines SHOULD be coordi nated
bet ween root server operators to ensure that a significant numnber
of the root servers are not all down at the sane tine.
Preannouncenent of planned outages al so keeps ot her operators
fromwasting time wondering about any anonalies.

4.2 Root server operators SHOULD coordinate backup timng so that
many servers are not off-line being backed up at the sane tine.
Backups SHOULD be frequently transferred off site.

4.3 Root server operators SHOULD exchange log files, particularly as
they relate to security, |oading, and other significant events.
This MAY be through a central |og coordination point, or MAY be
i nformal .

4.4 Statistics as they concern usage rates, |oading, and resource
utilization SHOULD be exchanged between operators, and MJST be
reported to the 1 ANA for planning and reporting purposes.

4.5 Root nane server admi nistrative personnel MJST be available to
provi de service 24 hours a day, 7 days per week. On cal
personnel MAY be used to provide this service outside of nornal
wor ki ng hours.

5. Acknow edgenent s
The authors would |like to thank Scott Bradner, Robert Elz, Chris

Fl et cher, John Kl ensin, Steve Bellovin, and Vern Paxson for their
constructive conments.

Bush, et al. Best Current Practice [ Page 7]



RFC 2870

6. References

[ RFC1035]

[ RFC1305]

[ RFC2030]

[ RFC2181]

[ RFC2535]

Bush,

et al.

Root Nanme Server Operational Requirenents June 2000

Mockapetris, P., "Domain names - inplenmentation and
speci fication", STD 13, RFC 1035, Novenber 1987.

MIlls, D, "Network Tinme Protocol (Version 3)
Speci fication, |Inplenentation", RFC 1305, March 1992.

MIls, D, "Sinple Network Time Protocol (SNTP) Version 4
for 1Pv4, IPv6 and OSI", RFC 2030, Cctober 1996.

Elz, R and R Bush, "Clarifications to the DNS
Speci fication", RFC 2181, July 1997.

East| ake, D. and C. Kaufman, "Domain Nane System Security
Ext ensi ons", RFC 2535, March 1999.

Best Current Practice [ Page 8]



RFC 2870 Root Nanme Server Operational Requirenents June 2000

7. Aut hors’ Addresses

Randy Bush

Verio, Inc.

5147 Crystal Springs

Bai nbri dge Island, WA US-98110

Phone: +1 206 780 0431
EMai | : randy@sg. com

Dani el Karrenberg

Rl PE Net wor k Coordi nation Centre (NCC
Si ngel 258

NL- 1016 AB Ansterdam

Net her | ands

Phone: +31 20 535 4444
EMai | : dani el . karrenberg@i pe. net

Mar k Kosters

Net wor k Sol uti ons

505 Huntmar Park Drive
Her ndon, VA 22070-5100

Phone: +1 703 742 0400
EMai | : nmarkk@et sol . com

Raynmond Pl zak

SAI C

1710 Goodridge Drive
McLean, Virginia 22102
+1 703 821 6535

EMai | : pl zakr @ai c. com
8. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

Bush, et al. Best Current Practice [ Page 9]



RFC 2870 Root Nanme Server Operational Requirenents June 2000

9. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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