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Thi s docunent was originally requested for Proposed Standard status.
However, due to mixed reviews during Last Call and within the HITP
wor ki ng group, it is being published as an Experinmental docunent.
This is not necessarily an indication of technical flaws in the
docunent; rather, there is a nore general concern about whether this
docunent actually represents comrunity consensus regardi ng the
evolution of HTTP. Additional study and di scussion are needed before
this can be deternined.

Note al so that when HTTP is used as a substrate for other protocols,
it may be necessary or appropriate to use other extension mechani sns
in addition to, or instead of, those defined here. This document
shoul d therefore not be taken as a blueprint for adding extensions to
HTTP, but it defines nechani sns that mght be useful in such

ci rcunst ances.
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Abst ract

An HTTP Ext ensi on Franework February 2000

A wi de range of applications have proposed vari ous extensions of the

HTTP protocol. Current efforts span an enornmous range, including

di stributed authoring, collaboration, printing, and renote procedure

call mechani sns. These HITP extensions are not coordinated, since
there has been no standard framework for defining extensions and

t hus,

and p

separation of concerns. This docunent describes a generic
ext ensi on nechani sm for HTTP, which is designed to address the
tensi on between private agreenent and public specification and to
acconmodat e extensi on of applications using HITP clients, servers,

r oxi es.

The proposal associates each extension with a globally

uni que identifier, and uses HTTP header fields to carry the extension
identifier and rel ated informati on between the parties involved in
t he extended communi cati on

Tabl e of Contents

L. IntroduCti ON ... 3
2. Notational Conventions ............. .. 3
3. Extension Declarations ............ . .. . ... 4
3.1 Header Field Prefixes ..... ... . . . . 5
4. Extension Header Fields ........ . .. . .. . i, 6
4.1 End-to-End EXtensions .. ... .. 7
4.2 Hop-by-Hop EXtensions ............... .. 7
4.3 Ext ensi on Response Header Fields ........................ 8
5. Mandatory HTTP Requests ........... i 8
5.1 Fulfilling a Mandatory Request ......................... 10
6. Mandatory HTTP ReSPONSEeS . ... ...t 11
7. 510 Not Extended ......... ... ... i 11
8. Publishing an Extension ............. .. .. iiiiinnnn. 11
9. Caching Considerations .......... ... i 12
10. Security Considerations .......... ... .. .. 13
11, Ref erenCes . ... . 13
12. Acknowl edgemBnt S .. ... . . 14
13. Authors’ AddresSes . ...t 14
14. Sunmmary of Protocol Interactions .......................... 15
15, BXanmpl €S .. 16
15.1 User Agent to Origin Server ........... ... 16
15.2 User Agent to Origin Server via HITP/1.1 Proxy ......... 17
15.3 User Agent to Origin Server via HITP/1.0 Proxy ......... 18
Ful | Copyright Statement ......... .. .. . . ... . 20

Ni el sen, et al. Experi ment al [ Page 2]



RFC 2774 An HTTP Ext ensi on Franework February 2000

1. Introduction

This proposal is designed to address the tension between private
agreement and public specification; and to accommodat e dynam c
extension of HITP clients and servers by software conponents. The
ki nd of extensions capabl e of being introduced range from

o extending a single HTTP nessage;
o introduci ng new encodi ngs;
o initiating HTTP-derived protocols for new applications; to..

0 switching to protocols which, once initiated, run independent
of the original protocol stack

The proposal is intended to be used as foll ows:

o Sone party designs and specifies an extension; the party
assigns the extension a globally unique URI, and nakes one or
nore representations of the extension avail able at that address
(see section 8).

0 An HTTP client or server that inplenents this extension
nmechani sm (hereafter called an agent) declares the use of the
extension by referencing its URI in an extension declaration in
an HTTP nmessage (see section 3).

o The HITP application which the extension declaration is
i ntended for (hereafter called the ultinmate recipient) can
deduce how to properly interpret the extended nessage based on
t he extension declaration

The proposal uses features in HITP/1.1 but is conpatible with

HTTP/ 1.0 applications in such a way that extended applications can
coexist with existing HTTP applications. Applications inplenenting
this proposal MJST be based on HTTP/1.1 (or later versions of HITP)

2. Notational Conventions

Thi s specification uses the sane notational conventions and basic
parsi ng constructs as RFC 2068 [5]. In particular the BNF constructs

"token", "quoted-string", "Request-Line", "field-nane", and
"absoluteURI" in this docunment are to be interpreted as described in
RFC 2068 [5].
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [6].

Thi s proposal does not rely on particular features defined in URLs
[8] that cannot potentially be expressed using URNs (see section 8).
Therefore, the nore generic term URl [8] is used throughout the
speci fication.

3. Extension Declarations

An extension declaration can be used to indicate that an extension
has been applied to a nmessage and possibly to reserve a part of the
header namespace identified by a header field prefix (see 3.1). This
section defines the extension declaration itself; section 4 defines a
set of header fields using the extension declaration.

Thi s specification does not define any ram fications of applying an
extension to a nessage nor whether two extensions can or cannot
logically coexist within the sane nessage. It is sinmply a framework
for describing which extensi ons have been applied and what the
ultimate recipient either nust or may do in order to properly
interpret any extension declarations within that nessage.

The grammar for an extension declaration is as foll ows:

ext - decl = <"> ( absoluteURl | field-nane ) <">
[ namespace ] [ decl -extensions ]

nanespace =";" "ns" header - prefi x
header - prefi x =2*DIAT

decl - ext ensi ons *( decl-ext )

decl - ext =";" token [ "=" ( token | quoted-string ) ]

An extension is identified by an absolute, globally unique UR or a
field-nane. A field-name MJST specify a header field uniquely defined
in an | ETF Standards Track RFC [3]. A URI can unanbi guously be

di stingui shed froma field-name by the presence of a colon (":").

The support for header field names as extension identifiers provides
atransition strategy fromdecentralized extensions to extensions
defined by | ETF Standards Track RFCs until a mappi ng between the

gl obal Il y unique URI space and features defined in | ETF Standards
Track RFCs has been defined according to the guidelines described in
section 8.
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Exampl es of extension declarations are

“http://ww. conpany. com ext ensi on"; ns=11
"Range"

An agent MAY use the decl -extensions nechanismto include optiona

ext ensi on decl arati on paraneters but cannot assune these paraneters
to be recogni zed by the recipient. An agent MJST NOT use decl -
extensions to pass extension instance data, which MAY be passed using
header field prefix values (see section 3.1). Unrecogni zed decl - ext
par amet ers SHOULD be i gnored and MJUST NOT be renoved by proxies when
forwardi ng the extension declaration

3.1 Header Field Prefixes

The header-prefix is a dynami cally generated string. Al header
fields in the message that match this string, using string prefix-
mat chi ng, belong to that extension declaration. Header field prefixes
al l ow an extension declaration to dynam cally reserve a subspace of
the header space in a protocol nessage in order to prevent header
field nane clashes and to allow nultiple declarations using the sane
extension to be applied to the sane nessage without conflicting.

Header fields using a header-prefix are of the form

prefi xed- header
prefix-match

= prefix-match field-nane

= header-prefix "-"

Li near white space (LW5S) MJST NOT be used between the header-prefix
and the dash ("-") or between the prefix-match and the field-nane.
The string prefix matching algorithmis applied to the prefix-match
string.

The format of the prefix using a conbination of digits and the dash
("-") guarantees that no extension declaration can reserve the whole
header field nane space. The header-prefix mechani smwas preferred
over other solutions for exchangi ng extension instance paraneters
because it is header based and therefore allows for easy integration
of new extensions with existing HTTP features.

Agents MUST NOT reuse header-prefix values in the sane nessage unl ess
explicitly allowed by the extension (see section 4.1 for a discussion
of the ultimate recipient of an extension declaration).

Clients SHOULD be as consistent as possible when generating header-
prefix values as this facilitates use of the Vary header field in
responses that vary as a function of the request extension

decl aration(s) (see [5], section 13.6).
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Servers including prefixed-header header fields in a Vary header
field value MJST al so i nclude the correspondi ng extension declaration
field-nane as part of that value. For exanple, if a response depends
on the value of the 16-use-transform header field defined by an
optional extension declaration in the request, the Vary header field
in the response could |l ook like this:

Vary: Opt, 16-use-transform

Not e, that header-prefix consistency is no substitute for including
an extension declaration in the message: header fields with header-
prefix values not defined by an extension declaration in the sane
nessage are not defined by this specification

Exanpl es of header-prefix values are

12
15
23

A d applications may introduce header fields independent of this
ext ensi on nechani sm potentially conflicting with header fields

i ntroduced by the prefix mechanism In order to mnimze this risk,
prefixes MJST contain at least 2 digits.

4. Extension Header Fields

Thi s proposal introduces two types of extension declaration strength:
mandat ory and optional, and two types of extension declaration scope:
hop- by-hop and end-to-end (see section 4.1 and 4.2).

A mandatory extension declaration indicates that the ultimte
reci pi ent MUST consult and adhere to the rules given by the extension
when processing the nmessage or reporting an error (see section 5 and
7).

An optional extension declaration indicates that the ultimte
reci pi ent of the extension MAY consult and adhere to the rules given
by the extension when processing the nmessage, or ignore the extension
decl arati on conpletely. An agent nmay not be able to distinguish

whet her the ultinmate recipient does not understand an extension
referred to by an optional extension or sinply ignores the extension
decl arati on.
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The conbi nation of the declaration strength and scope defines a 2x2
matri x which is distinguished by four new general HITP header fi el ds:
Man, Opt, C-Man, and C-Opt. (See sections 4.1 and 4.2; also see
appendi x 14, which has a table of interactions with origin servers
and proxies.)

The header fields are general header fields as they describe which
extensions actually are applied to an HTTP nessage. Optiona

decl arati ons MAY be applied to any HITP nessage if appropriate (see
section 5 for how to apply nandatory extension declarations to
requests and section 6 for howto apply themto responses).

4.1 End-to-End Extensions

End-t o-end decl arations MJST be transnmitted to the ultimte recipient
of the declaration. The Man and the Opt general header fields are
end- to-end header fields and are defined as foll ows:

nmandat ory = "Man" ":" 1#ext-dec
opt i onal = "Opt" ":" 1l#ext-dec

For exanpl e

HTTP/ 1.1 200 K

Content-Lengt h: 421

Opt: "http://ww. di gest.org/Digest"; ns=15
15-di gest: "snfksjgor 2t saj kt 52"

The ultimate reci pient of a mandatory end-to-end extension
decl arati on MJUST handl e that extension declaration as described in
section 5 and 6.

4.2 Hop-by-Hop Extensions

Hop- by- hop extensi on decl arations are neaningful only for a single
HTTP connection. In HTTP/ 1.1, CMan, C-Opt, and all header fields

wi th matchi ng header-prefix val ues defined by CMin and C Opt MJST be
protected by a Connection header field. That is, these header fields
are to be included as Connection header field directives (see [5],
section 14.10). The two header fields have the foll ow ng grammar:

"C-Man" ":" 1#ext-dec
"C-Opt" ":" 1l#ext-dec

c- nandat ory
c-optiona
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For exanpl e

MGET / HTTP/1.1

Host: sone. host

C-Man: "http://ww. di gest. org/ ProxyAuth"; ns=14
14- Credenti al s="g5gj 262j dw@df "

Connection: C Man, 14-Credentials

The ultimate recipient of a mandatory hop-by-hop extension
decl arati on MJUST handl e t hat extension decl aration as described in
section 5 and 6.

4.3 Extensi on Response Header Fields

Two extension response header fields are used to indicate that a
request containi ng mandat ory extensi on decl arati ons has been
fulfilled by the ultimte recipient as described in section 5.1. The
ext ensi on response header fields are exclusively intended to serve as
ext ensi on acknow edgenents, and can not carry any other information.

The Ext header field is used to indicate that all end-to-end
mandat ory extension declarations in the request were fulfilled:

ext = "Ext" "

The C Ext response header field is used to indicate that all hop-by-
hop mandatory extension declarations in the request were ful fill ed.

c- ext = "CExt" ":"

In HTTP/ 1.1, the C Ext header fields MJST be protected by a
Connecti on header (see [5], section 14.10).

The Ext and the C Ext header fields are not mutually exclusive; they
can both occur within the sane message as described in section 5.1.

5. Mandatory HTTP Requests

An HTTP request is called a mandatory request if it includes at |east
one mandatory extension declaration (using the Man or the C Man
header fields). The nmethod name of a mandatory request MJST be
prefixed by "M". For exanple, a client mght express the binding

ri ghts- managenent constraints in an HTTP PUT request as foll ows:
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M PUT /a-resource HITP/ 1.1

Man: "http://ww. copyright.org/rights-managenent"”; ns=16
16- copyright: http://ww. copyright.org/ COPYRI GHT. ht ni
16-contributions: http://ww. copyright.org/ PATCHES. ht m
Host: www. w3. org

Content-Lengt h: 1203

Cont ent - Type: text/htn

<! doctype htn

An ultimate recipient conformng to this specification receiving a
mandat ory request MJST process the request by perforning the
following actions in the order |isted bel ow

1. ldentify all mandatory extension declarations (both hop-by-hop
and end-to-end); the server MAY ignore optional declarations
wi thout affecting the result of processing the HITP nessage;

2. Examine all extensions identified in 1) and deternmne if they
are supported for this nessage. If not, respond with a 510 ( Not
Ext ended) status-code (see section 7);

3. If 2) did not result in a 510 (Not Extended) status code, then
process the request according to the semantics of the
ext ensions and of the existing HITP net hod nanme as defined in
HTTP/ 1.1 [5] or later versions of HITP. The HITP net hod nane
can be obtained by ignoring the "M" method nane prefix.

4. |If the evaluation in 3) was successful and the mandatory
request fulfilled, the server MJST respond as defined in
section 5.1. A server MJST NOT fulfill a request w thout
under st andi ng and obeying all mandatory extension
declaration(s) in a request.

A proxy that does not act as the ultinmate recipient of a mandatory
extensi on decl arati on MJUST NOT renove the extension declaration or
the "M" nethod nane prefix when forwarding the nessage (see section
5.1 for how to detect when a mandatory extension has been fulfilled).

A server receiving an HITP/1.0 (or earlier versions of HITP) nessage
that includes a Connection header MJST, for each connection-token in
this field, renmove and ignore any header field(s) fromthe nessage
with the same nane as the connection-token.

A server receiving a mandatory request including the "M" nethod name

prefix wi thout any mandatory extension declarations to foll ow MUST
return a 510 (Not Extended) response.
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The "M" prefix is reserved by this proposal and MJST NOT be used by
ot her HTTP ext ensi ons.

5.1 Fulfilling a Mandatory Request

A server MJST NOT claimto have fulfilled any mandatory request

unl ess it understood and obeyed all the nmandatory extension
declarations in the request. This section defines a nmechanism for
conveying this information to the client in such a way that it

i nteroperates with existing HTTP applications and prevents broken
servers fromgiving the false inpression that an extended request was
fulfilled by responding with a 200 (k) response without
under st andi ng t he net hod.

I f any end-to-end mandatory extension declarations were anong the
fulfilled extensions then the server MJIST include an Ext response
header field in the response. In order to avoid that the Ext header
field inadvertently is cached in an HTTP/ 1.1 cache, the response MJST
contain a no-cache cache-control directive. If the response is

ot herwi se cachabl e, the no-cache cache-control directive SHOULD be
limted to only affect the Ext header field:

HTTP/ 1.1 200 OK
Ext :
Cache-Control : no-cache="Ext"

If the mandatory request has been forwarded by an HTTP/ 1.0
internediary proxy then this is indicated either directly in the
Request-Line or by the presence of an HTTP/1.1 Via header field. In
this case, the server MJST include an Expires header field with a
date equal to or earlier than the value of the Date header field (see
section 9 for a discussion on caching considerations):

HTTP/ 1.1 200 K

Date: Sun, 25 Cct 1998 08:12:31 GMI
Expires: Sun, 25 Cct 1998 08:12:31 GMI

Ext:

Cache-Control : no-cache="Ext", max-age=3600

I f any hop-by-hop mandatory extension declarations were anong the
fulfilled extensions then the server MIUST include a C Ext response
header field in the response. The C Ext header field MJST be
protected by a Connection header field (see [5], section 14.10).
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HTTP/ 1.1 200 K
C- Ext:
Connection: C Ext

Note, that the Ext and C Ext header fields are not nutually

excl usive; they can be both be present in a response when fulfilling
mandat ory request containing both hop-by-hop as well as end-to-end
mandat ory extension decl arati ons.

6. Mandatory HTTP Responses

A server MJST NOT include mandatory extension declarations in an HTTP
response unless it is responding to a mandatory HTTP request whose
definition all owed for the mandatory response or the server has sone
a priori know edge that the recipient can handl e the extended
response. A server MAY include optional extension declarations in
any HTTP response (see section 4).

If aclient is the ultimate recipient of a mandatory HTTP response
cont ai ni ng nandatory extension declarations that either the client
does not understand or does not want to use, then it SHOULD di scard
the conplete response as if it were a 500 (Internal Server Error)
response.

7. 510 Not Extended

The policy for accessing the resource has not been met in the
request. The server should send back all the information necessary
for the client to issue an extended request. It is outside the scope
of this specification to specify how the extensions informthe
client.

If the 510 response contains information about extensions that were
not present in the initial request then the client MAY repeat the
request if it has reason to believe it can fulfill the extension
policy by nodifying the request according to the information provided
in the 510 response. O herwise the client MAY present any entity

i ncluded in the 510 response to the user, since that entity nmay

i ncl ude rel evant diagnostic information.

8. Publishing an Extension

Wil e the protocol extension definition should be published at the
address of the extension identifier, this specification does not
require it. The only absolute requirenment is that extension
identifiers MJST be globally unique identifiers, and that distinct
nanes be used for distinct semantics.
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Li kewi se, applications are not required to attenpt resolving
extension identifiers included in an extension declaration. The only
absolute requirenment is that an application MJST NOT claim
conformance with an extension that it does not recognize (regardl ess
of whether it has tried to resolve the extension identifier or not).
Thi s docunent does not provide any policy for how |l ong or how often
an application nay attenpt to resolve an extension identifier

The associ ation between the extension identifier and the
specification m ght be made by distributing a specification, which
references the extension identifier

It is strongly reconmended that the integrity and persistence of the
extension identifier be maintained and kept unquestioned throughout
the lifetime of the extension. Care should be taken not to distribute
conflicting specifications that reference the same name. Even when an
extension specification is made avail able at the address of the URI
care must be taken that the specification nade avail able at that
address does not change over tinme. One agent may associate the
identifier with the old senantics, while another m ght associate it
with the new semanti cs.

The extension definition may be made avail able in different
representations ranging from

0o a human-readabl e specification defining the extension semantics
(see for exanple [7]),

o downl oadabl e code which inplenments the semantics defined by the
ext ensi on,

o a formal interface description provided by the extension, to

0 a machi ne-readabl e specification defining the extension
semanti cs.

For exanple, a software conponent that inplenents the specification
may reside at the sane address as a human-readabl e specification
(di stinguished by content negotiation). The human-readabl e
representati on serves to docunment the extension and encourage

depl oynment, while the software conponent would allow clients and
servers to be dynam cally extended

9. Caching Consi derations
Use of extensions using the syntax defined by this docunent may have

additional inplications on the cachability of HITP response messages
ot her than the ones described in section 5. 1.
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10.

11.

The originator of an extended nessage should be able to determ ne
fromthe semantics of the extension whether or not the extension’s
presence inpacts the caching constraints of the response nessage. |f
an extension does require tighter constraints on the cachebility of
the response, the originator MJST include the appropriate conbination
of cache header fields (Cache-Control, Vary, Expires) corresponding
to the required | evel of constraints of the extended semanti cs.

Security Consi derations

Dynamic installation of extension facilities as described in the

i ntroduction involves software witten by one party (the provider of
the inplenmentation) to be executed under the authority of another
(the party operating the host software). This opens the host party to
a variety of "Trojan horse" attacks by the provider, or a malicious
third party that forges inplenentations under a provider’s nane. See,
for exanple RFC2046 [4], section 4.5.2 for a discussion of these
risks.
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Appendi ces

14. Sunmmary of Protocol Interactions

The foll owi ng tables summari ze the outcone of strength and scope rul es
of the nandatory proposal of conpliant and non-conpliant HITP proxies
and origin servers. The sunmary is intended as a guide and index to
the text, but is necessarily cryptic and inconplete. This summary
shoul d never be used or referenced separately fromthe conplete

speci fication.

Table 1. Oigin Server

Scope Hop- by- hop End-t o- end
Strength Opt i onal Requi r ed Opt i onal Requi r ed
(may) (must) (may) (must)
Mandat ory St andard 501 ( Not St andard 501 ( Not
unsupported processing | nplenmented) processing | mpl enent ed)
Ext ensi on St andard 510 ( Not St andard 510 ( Not
unsupported processi ng Ext ended) processi ng Ext ended)
Ext ensi on Ext ended Ext ended Ext ended Ext ended
support ed processi ng processing processi ng processi ng
Tabl e 2: Proxy Server
Scope Hop- by- hop End-t o-end
Strength Opt i onal Requi r ed Opt i onal Requi r ed
(may) (must) (may) (must)
Mandat or y Strip 501 ( Not For war d 501 ( Not
unsupported ext ensi on | mpl enent ed) extension | mpl enent ed)
or tunnel or tunne
Ext ensi on Strip 510 ( Not For war d For war d
unsupport ed ext ensi on Ext ended) ext ensi on ext ensi on
Ext ensi on Ext ended Ext ended Ext ended Ext ended
support ed processi ng processing processi ng, processing,
and strip and strip may strip may strip
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15. Exanpl es

The foll owi ng exanpl es show vari ous scenarios using rmandatory in
HTTP/ 1.1 requests and responses. Information not essential for
illustrating the exanples is left out (referred to as "...")

15.1 User Agent to Origin Server
Table 3: User Agent directly to origin server

Client issues a request M GET /sone-docunment HITP/ 1.1
with one optional and Qpt: "http://ww. ny. com tracki ng"
one nmandatory extension Man: "http://ww.foo. conf privacy"

Origin server accepts HTTP/ 1.1 200 K

the mandat ory extension Ext:

but ignores the Cache- Control : max-age=120, no-cache="Ext"
optional one. The

client can not see in

this case that the

opti onal extension was

i gnor ed.

Table 4. Oigin server with Vary header field
Client issues a request MGET /p/q HTTP/ 1.1

wi th one mandat ory Man: "http://ww. x.y/transforni; ns=16
ext ensi on 16-use-transform xyzzy

Oigin server accepts HTTP/ 1.1 200 XK

the mandat ory but Ext :

i ndi cates that the Vary: Man, 16-use-transform

response varies on the Date: Sun, 25 COct 1998 08:12:31 GMI

request extension Expires: Sun, 25 Cct 1998 08:12:31 GMI

decl aration Cache-Control: no-cache="Ext", max-age=1000
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15.2 User Agent to Origin Server via HTTP/ 1.1 Proxy

These two exanpl es show how an extended request interacts with an
HTTP/ 1.1 proxy.

Table 5: HITP/ 1.1 Proxy forwards extended request

Client issues a request M GET /sone-docunment HTTP/ 1.1

with one optional and COpt: "http://www. meter.org/hits”
one nmandatory hop- by- C-Man: "http://ww. copy.org/rights"
hop ext ensi on Connection: C Opt, C Man

HTTP/ 1.1 proxy forwards M GET /sone-docunent HTTP/ 1.1
the request and takes Via: 1.1 new

out the connection

header s

Oigin server fails as HITP/ 1.1 510 Not Extended
the request does not ..

contai n any information

bel onging to the M GET

met hod

Table 6: HITP/ 1.1 Proxy does not forward extended request

Client issues a request M GET /sone-docurment HTTP/ 1.1

with one optional and COpt: "http://www. meter.org/hits”
one nmandatory hop- by- C-Man: "http://ww. copy.org/rights”
hop ext ensi on Connection: C Opt, C Man

HTTP/ 1.1 proxy refuses HITP/ 1.1 501 Not I npl enented
to forward the M GET

nmet hod and returns an

error

Oigin server never

sees the extended
request
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15.3 User Agent to Origin Server via HTTP/ 1.0 Proxy

These two exanpl es show how an extended request

HTTP/ 1.0 proxy in the nmessage path

Table 7: HITP/ 1.0 Proxy forwards extended request

Client issues a request
wi th one mandat ory
ext ensi on

HTTP/ 1. 0 proxy forwards
the request as a
HTTP/ 1. 0 request

wi t hout changi ng the
nmet hod

Origin server accepts
decl aration and returns
a 200 response and an
ext ensi on

acknow edgenent. The
response can be cached
by HTTP/ 1.1 caches for
10 mi nutes.

M GET /some-docunment HTTP/ 1.1
Man: "http://wwmv. price. com sal e"

M GET /some-docunent HTTP/ 1.0
Man: "http://ww. price.com sal e"

HTTP/ 1.1 200 OK
Ext :
Date: Sun, 25 Cct 1998 08:12:31 GV

uary 2000

interacts with an

Expires: Sun, 25 Oct 1998 08:12:31 GMI
Cache-Control : no-cache="Ext", max-age=600

Tabl e 8: HTTP/ 1.0 and HTTP/ 1.1 Proxy Chain

Client issues request
with one nmandatory and
one hop-by-hop optiona
ext ensi on

HTTP/ 1. 0 proxy forwards
request as HITP/ 1.0
request without
changi ng the net hod and
wi t hout honoring the
Connection directives

HTTP/ 1.1 proxy del etes
(and i gnores) optiona
ext ensi on and forwards
the rest including a
via header field. It

al so add a hop- by-hop
mandat ory extension

Ni el sen, et al

M GET /some-docunment HITP/ 1.1
Man: "http://ww. copy.org/rights"
C-Opt: "http://ww. ads. or g/ noads"
Connection: C- Opt

M GET /some-docunment HTTP/ 1.0
Man: "http://ww. copy.org/rights"
C-Opt: "http://ww. ads. or g/ noads"
Connection: C-Man

M GET /some-docunent HTTP/ 1.1

Man: "http://ww. copy.org/rights"

C- Man: "http://ww. ads. or g/ gi veneads
Connection: C-Man

Via: 1.0 new

Experi ment al
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Origin server accepts HTTP/ 1.1 200 K

bot h nandatory Ext :

extensi ons. The C Ext

response i s not Connection: GC-Ext

cachabl e by the Date: Sun, 25 Cct 1998 08:12: 31 GVI

HTTP/ 1. 0 cache but can Expires: Sun, 25 Oct 1998 08:12:31 GMI
be cached for 1 hour by Cache-Control: no-cache="Ext", nax-age=3600
HTTP/ 1.1 caches. c

HTTP/ 1.1 proxy renmoves HITP/1.1 200 OK

the hop- by- hop Ext :
ext ensi on Date: Sun, 25 Cct 1998 08:12:31 GVI
acknow edgerent and Expires: Sun, 25 Cct 1998 08:12:31 GMI

forwards the remai nder Cache-Control: no-cache="Ext", nax-age=3600
of the response.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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