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Abst r act

Domai n Nanme Service (DNS) provides name to address mapping within a
routing class (ex: IP). Network Address Transl ators (NATs) attenpt to
provi de transparent routing between hosts in disparate address real ns
of the sane routing class. Typically, NATs exist at the border of a
stub dommin, hiding private addresses from external addresses. This
document identifies the need for DNS extensions to NATs and outlines
how a DNS Application Level Gateway (DNS_ALG can neet the need
DNS_ALG nodi fies payl oad transparently to alter address mappi ng of
hosts as DNS packets cross one address real minto another. The
docunent also illustrates the operation of DNS ALG with specific
exanpl es.

1. Introduction

Net wor k Address Transl ators (NATs) are often used when network’s
internal |P addresses cannot be used outside the network either for
privacy reasons or because they are invalid for use outside the

net wor k.

| deal | y speaking, a host name uniquely identifies a host and its
address is used to locate routes to the host. However, host nane and
address are often not distinguished and used interchangeably by
applications. Applications enbed | P address instead of host nanme in
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payl oad. Exanples would be e-mails that specify their MX server
address (ex: user@66.42.7.11) instead of server nane (ex:

user @rivate.con) as sender ID, HTM. files that include |IP address
i nstead of nanes in URLs, etc. Use of IP address in place of host
nane in payl oad represents a problem as the packet traverses a NAT
devi ce because NATs alter network and transport headers to suit an
address realm but not payl oad.

DNS provi des Nane to address mappi ng. Whereas, NAT perforns address
translation (in network and transport headers) in datagrans
traversi ng between private and external address realns. DNS
Application Level Gateway (DNS ALG outlined in this docunent hel ps
transl ate Nanme-to-Private-Address mappi ng in DNS payl oads i nto Nare-
t o- ext ernal - address mappi ng and vice versa using state information
avai | abl e on NAT.

A Network Address Port Translator (NAPT) perforns address and
Transport |level port translations (i.e, TCP, UDP ports and | CVP query
| Ds). DNS nane mapping granularity, however, is limted to IP
addresses and does not extend to transport level identifiers. As a
result, the DNS_ALG processing for an NAPT configuration is
simplified in that all host addresses in private network are bound to
a single external address. The DNS nane | ookup for private hosts
(fromexternal hosts) do not nmandate fresh private-external address
bi nding, as all private hosts are bound to a single pre-defined

ext ernal address. However, reverse nane | ookups for the NAPT externa
address will not nmap to any of the private hosts and will sinply map
to the NAPT router. Suffices to say, the processing requirenents for
a DNS_ALG supporting NAPT configuration are a nere subset of Basic
NAT. Hence, the discussion in the remai nder of the docunent wll
focus nmainly on Basic NAT, Bi-directional NAT and Twi ce NAT
configurations, with no specific reference to NAPT setup.

Definitions for DNS and related terms may be found in [Ref 3] and
[Ref 4]. Definitions for NAT related ternms may be found in [Ref 1].

2. Requirenment for DNS extensions

There are many ways to ensure that a host name is mapped to an
address relevant within an address realm In the foll ow ng sections,
we will identify where DNS extensions would be needed.

Typically, organizations have two types of authoritative nane
servers. Internal authoritative name servers identify all (or
majority of) corporate resources within the organization. Only a
portion of these hosts are allowed to be accessed by the externa
worl d. The remai ning hosts and their nanmes are unique to the private
network. Hosts visible to the external world and the authoritative
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nane server that maps their names to network addresses are often
configured within a DMZ (De-M litarized Zone) in front of a firewall.
W will refer the hosts and name servers within DMZ as DMZ hosts and
DWZ name servers respectively. DWZ host names are end-to-end uni que
in that their FQDNs do not overlap with any end node t hat

comuni cates with it.

\ |/
T +
| Servi ce Provider Router|
o e e e e e +

WAN |

Stub A ......... Ry
+| ------- +
| St ub Rout er w NAT|
o e oo +

+- -+ +- -+ +- -+ +- -+ Fommmmeaaa +
| __| | __| | __| | __| | Firewall |
/ \ / \ / \ / \ Fome e o +
DWZ- Host1 DWZ-Host2 ... DMZ- Name D\VZ- Wb
Server Server etc.

Internal hosts (Private |IP network)

+--+ +--+ +--+ +--+

| __| | __| | __| | __|
/ \ / \ / \ / \
I nt-Host1 Int-Host2 ..... I nt - Host n I nt - Nane Server

Figure 1. DMZ network configuration of a private Network.

Figure 1 above illustrates configuration of a private network which

i ncludes a DVZ. Actual configurations may vary. Internal nane servers
are accessed by users within the private network only. Internal DNS
gueries and responses do not cross the private network boundary. DWW
nane servers and DMZ hosts on the other hand are end-to-end unique
and coul d be accessed by external as well as internal hosts.
Throughout this docunment, our focus will be linited to DMZ hosts and
DMZ nanme servers and will not include internal hosts and internal
nane servers, unless they happen to be sane.
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2.1. DVZ hosts assigned static external addresses on NAT

Take the case where DWZ hosts are assigned static external addresses
on the NAT device. Note, all hosts within private domain, including
the DVZ hosts are identified by their private addresses. Static
mappi ng on the NAT device allows the DVEZ hosts to be identified by
their public addresses in the external domain.

2.1.1. Private networks with no DVMZ nane servers

Take the case where a private network has no DMZ name server for
itself. If the private network is connected to a single service
provi der for external connectivity, the DMZ hosts may be |isted by
their external addresses in the authoritative nane servers of the
service provider within their forward and in-add. arpa reverse zones.

If the network is connected to multiple service providers, the DMZ
host nanes may be |isted by their external address(es) within the

aut horitative nane servers of each of the service providers. This is
particularly significant in the case of in-addr.arpa reverse zones,
as the private network may be assigned different address prefixes by
the service providers.

In both cases, externally generated DNS | ookups will not reach the
private network. A |large nunber of NAT based private domai ns pursue
this option to have their DVZ hosts listed by their externa
addresses on service provider’'s name servers.

2.1.2. Private networks with DWZ nane servers

Take the case where a private network opts to keep an authoritative
DMZ nanme server for the zone within the network itself. If the
network is connected to a single service provider, the DV name
server may be configured to obviate DNS payl oad interceptions as
follows. The hosts in DVZ nanme server must be mapped to their
statically assigned external addresses and the internal nane server
nust be configured to bypass the DVMZ nane server for queries
concerning external hosts. This scheme ensures that DMZ nane servers
are set for exclusive access to external hosts alone (not even to the
DWZ hosts) and hence can be configured with external addresses only.

The above schene requires careful adm nistrative planning to ensure
that DVMZ nane servers are not contacted by the private hosts directly
or indirectly (through the internal nane servers). Using DNS-ALG
woul d obviate the administrative ordeals with this approach

Srisuresh, et al. I nf or mati onal [ Page 4]



RFC 2694 DNS ext ensi ons to NAT Sept ember 1999

2.2. DVZ hosts assigned external addresses dynamically on NAT

Take the case where DWZ hosts in a private network are assigned

ext ernal addresses dynamically by NAT. Wile the addresses issued to
these hosts are fixed within the private network, their externally
known addresses are epheneral, as determined by NAT. In such a
scenario, it is mandatory for the private organization to have a DVZ
nane server in order to allow access to DVZ hosts by their nane.

The DMZ name server would be configured with private addresses for
DVZ hosts. DNS Application Level Gateway (DNS_ALG residing on NAT
device will intercept the DNS packets directed to or fromthe DVZ
nane server(s) and performtransparent payl oad translations so that a
DVZ host name has the right address nmapping within each address real m
(i.e., private or external).

3. Interactions between NAT and DNS ALG

Thi s docunent operates on the paradigmthat interconnecting address
real ms may have overl appi ng address space. But, nanes of hosts within
i nterconnected real ms nmust be end-to-end unique in order for themto
be accessed by all hosts. In other words, there cannot be an overl ap
of FQDNs between end nodes comunicating with each other. The
following diagramillustrates how a DNS packet traversing a NAT
device (with DNS ALG is subject to header and payl oad transl ations.
A DNS packet can be a TCP or UDP packet with the source or
destination port set to 53. NAT would translate the I P and TCP/ UDP
headers of the DNS packet and notify DNS-ALG to perform DNS payl oad
changes. DNS-ALG woul d interact with NAT and use NAT state
information to nodify payl oad, as necessary.
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Figure 2: NAT & DNS-ALG in the translation path of DNS packets
3.1. Address Binding considerations

We will nake a distinction between "Tenporary Address Bindi ng" and
"Comm tted Address Binding” in NATs. This distinction becones
necessary because the DNS ALG wi |l allow external users to create
state on NAT, and thus the potential for denial-of-service attacks.
Tenporary address binding is the phase in which an address binding is
reserved w thout any NAT sessions using the binding. Conmitted
address binding is the phase in which there exists at |east one NAT
session using the binding between the external and private addresses.
Both types of bindings are used by DNS ALG to nodi fy DNS payl oads.
NAT uses only the commtted address bindings to nodify the IP and
Transport headers of datagrans pertaining to NAT sessions.

For statically mapped addresses, the above distinction is not

rel evant. For dynam cally napped addresses, tenporary address binding
often precedes commtted binding. Tenporary binding occurs when DMZ
nane server is queried for a nane | ookup. Nane query is likely a
pre-cursor to a real session between query originator and the queried
host. The tenporary bindi ng becomes comitted only when NAT sees the
first packet of a session between query initiator and queried host.

A configurabl e paraneter, "Bind-holdout tinme" nmay be defined for
dynam ¢ address assignnents as the maxi mum period of tinme for which a
temporary address binding is held active without transitioning into a
conmitted binding. Wth each use of tenporary binding by DNS ALG (to
nodi fy DNS payl oad), this Bind-holdout period is renewed. A default

Bi nd- hol dout tine of a couple of mnutes mght suffice for nost DNS-
ALG i npl ementations. Note, it is possible for a conmtted address
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bi nding to occur without ever having to be preceded by a tenporary

bi nding. Lastly, when NAT is ready to unbind a committed address

bi nding, the binding is transitioned into a tenporary bindi ng and
kept in that phase for an additional Bind-hol dout period. The binding
is freed only upon expiry of Bind-holdout tine. The Bi nd-hol dout tine
precedi ng the comm tted-address-binding and the address-unbinding are
required to ensure that end hosts have sufficient tine in which to
initiate a data session subsequent to a nane | ookup

For exanple, say a private network with address prefix 10/8 is mapped
to 198.76.29/24. Wien an external hosts nmakes a DNS query to host7,
bearing address 10.0.0.7, the DMZ nane server within private network
responds with an A type RR for host7 as:

host7 A 10.0.0.7

DNS _ALG woul d intercept the response packet and if 10.0.0.7 is not
assigned an external address already, it would request NAT to create
a tenporary address binding with an external address and start Bind-
hol dout tiner to age the binding. Say, the assigned external address
is 198.76.29.1. DNS-ALG woul d use this tenmporary binding to nodify
the RRin DNS response, replacing 10.0.0.7 with its external address
and reply wth:

host7 A 198.76.29.1

When query initiator receives DNS response, only the assigned
external address is seen. Wthin a short period (presunably before
the bi nd-hol dout tinme expires), the query initiator would initiate a
session with host7. Wien NAT notices the start of new session
directed to 198.76.29.1, NAT would term nate Bi nd-hol dout timer and
transition the tenporary binding between 198.76.29.1 and 10.0.0.7
into a commtted binding.

To m nim ze denial of service attacks, where a malicious user keeps
attenpting name resolutions, without ever initiating a connection
NAT woul d have to nonitor tenporary address bindings that have not
transitioned into commtted bindings. There could be a limt on the
nunber of tenporary bindings and attenpts to generate additiona
tenmporary bindings could be sinmply rejected. There may be ot her
heuristic solutions to counter this type of nualicious attacks.

We will consider bi-directional NAT to illustrate the use of

temporary binding by DNS ALG in the foll owi ng sub-sections, even
t hough the concept is applicable to other flavors of NATs as well.
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3.2. Incom ng queries

In order to initiate incom ng sessions, an external host obtains the
V4 address of the DMZ-host it is trying to connect to by making a DNS
request. This request constitutes prelude to the start of a
potential new session.

The external host resolver nakes a nane | ookup for the DVMZ host
through its DNS server. Wen the DNS server does not have a record
of 1 Pv4 address attached to this name, the | ookup query is redirected
at some point to the Primary/Backup DNS server (i.e., in DMVZ) of the
private stub donmain.

Enroute to DMZ nanme server, DNS ALG woul d intercept the datagram and
nodi fy the query as foll ows.

a) For Host nanme to Host address query requests:
Make no change to the DNS payl oad.

b) For Host address to Host name queries: Replace the external V4
address octets (in reverse order) preceding the string "IN
ADDR. ARPA" with the corresponding private V4 address, if such
an address binding exists already. However, if a binding does
not exist, the DNS ALG would sinply respond (as a nane server
woul d) with a response code (RCODE) of 5 (REFUSED to respond
due to policy reasons) and set ANCOUNT, NSCOUNT and ARCOUT to O
in the header section of the response.

In the opposite direction, as DNS response traverses fromthe DNS
server in private network, DNS ALG woul d once again intercept the
packet and nodify as foll ows.

a) For a host nanme to host address query requests, replace the
private address sent by DWZ name server with a public address
internally assigned by the NAT router. If a public address is
not previously assigned to the host’s private address, NAT
woul d assign one at this tine.

b) For host address to host name queries, replace the private
address octets preceding the string "I N ADDR ARPA" in response
RRs with their external address assignments. There is a chance
here that by the tinme the DMZ nane server replies, the bind-
hol dout tiner in NAT for the address in question has expired.
In such a case, DNS ALG would sinply drop the reply. The sender
will have to resend the query (as woul d happen when a router
enroute drops the response).
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For static address assignnments, the TTL val ue supplied in the
original RRwill be left unchanged. For dynam c address assignhnents,
DNS _ALG woul d nodi fy the TTL value on DNS resource records (RRs) to
be 0, inplying that the RRs should only be used for transaction in
progress, and not be cached. For conpatibility with broken

i npl enentations, TTL of 1 might in practice work better.

Clearly, setting TTL to be O will create nore traffic than if the
addresses were static, because nane-to-address mapping i s not cached.
Specifically, network based applications will be required to use
nanes rather than addresses for identifying peer nodes and nust use
DNS for every name resol ution, as nane-to-address mappi ng cannot be
shared fromthe previously run applications.

In addition, NAT would be requested to initiate a bind-hol dout tinmer
followi ng the assignment. If no session is initiated to the private
host wi thin the Bind-hol dout tine period, NAT would term nate the

t erpor ary bi ndi ng.

3.3. Qutgoing Queries

For Basic and bi-directional NATs, there is no need to distinguish

bet ween tenporary and committed bi ndings for outgoing queries. This
i s because, DNS ALG does not nodify the DNS packets directed to or

fromexternal nane servers (used during outbound sessions), unlike

t he i nbound DNS sessi ons.

Say, a private host needs to comrunicate with an external host. The
DNS query goes to the internal nane server (if there exists one)
and fromthere to the appropriate authoritativel/ cache nane server
outside the private domain. The reply follows the sane route but
neither the query nor the response are subject to DNS ALG

transl ations.

This however will not be the case with address isolated tw ce NAT
private and external domains. In such a case, NAT would intercept al
DNS packets and nmake address nodifications to payload as discussed in
the previous section. Tenporary Private to external address bindings
are created when responses are sent by private DNS servers and
tenmporary external to private address bindings are created when
responses are sent by external DNS servers.

4. DNS payl oad nodifications by DNS-ALG
Typically, UDP is enployed as the transport mechani smfor DNS queries
and responses and TCP for Zone refresh activities. In either case,

nane servers are accessed using a well-known DNS server port 53
(decimal) and all DNS payl oads have the followi ng format of data [ Ref
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4]. Wiile NAT is responsible for the translation of | P and TCP/ UDP
headers of a DNS packet, DNS-ALG is responsible for updating the DNS
payl oad.

The header section within the DNS payl oad is al ways present and

i ncludes fields specifying which of the remaining sections are
present. The header identifies if the nmessage is a query or a
response. No changes are required to be nmade by DNS-ALG to the Header
section. DNS_ALG woul d parse only the DNS payl oads whose QCLASS i s
set to IN (IP class).

T +
| Header |

o e e e e e oo +

| Question | the question for the name server

o m e e e e aa o - +

| Answer | RRs answering the question
T +

| Aut hority | RRs pointing toward an authority

o e e e e e oo +

| Addi ti onal | RRs holding additional information
o m e e e e aa o - +

4.1. Question section

The question section contains Q)COUNT (usually 1) entries, as
specified in Header section, with each of the entries in the
foll owi ng fornat

1111 11

0 1 2 3 456 7 8 9 01 2 3 435
R T R e i I e e S S o S &
| |
/ QNANE /
/ /
I s i I R e S R I it I e e e s
| QTYPE |
R T R e i I e e S S o S &
I QCLASS |

T T T T T
4.1.1. PTR type Queries

DNS_ALG nust identify all nanes, whose FQDNs (i.e., Fully Qualified
Domai n Names) fall within | N-ADDR ARPA domai n and repl ace the address
octets (in reverse order) preceding the string "IN ADDR ARPA" with
the correspondi ng assi gned address octets in reverse order, only if
the address bhinding is active on the NAT router. If the address
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preceding the string "I N-ADDR ARPA" falls within the NAT address nap,
but does not have at |east a tenporary address binding, DNS ALG woul d
sinply sinply respond back (as a DNS name server would) with a
response code (RCODE) of 5 (REFUSED to respond due to policy reasons)
and set ANCOUNT, NSCOUNT and ARCOUT to O in the header section of the
response.

Note that the above form of host address to host name type queries
will likely yield different results at different tinmes, depending
upon address bind status in NAT at a given tinme.

For exanple, a resolver that wanted to find out the hostnane
correspondi ng to address 198.76.29.1 (externally) would pursue a
query of the form

QIYPE = PTR, QCLASS = IN, QNAME = 1.29.76.198. | N- ADDR ARPA.

DNS ALG woul d intervene and if the address 198.76.29.1 is internally
mapped to a private address of 10.0.0.1, nodify the query as bel ow
and forward to DMZ nanme server within private network.

QIYPE = PTR, QCLASS = IN, QNAME = 1.0.0.10. | N ADDR ARPA

Presunably, the DMZ nanme server is the authoritative name server for
10. I N- ADDR. ARPA zone and will respond with an RR of the follow ng
formin answer section. DNS_ALG translations of the response RRs wil |
be considered in a follow ng section

1.0.0.10.1 N-ADDR. ARPA  PTR host 1. f ooboo_or g. provi der _domai n

An exanpl e of Inverse translation is e-mail prograns using inverse
translation to trace e-mail originating hosts for spam prevention
Verify if the address fromwhich the e-mail was sent does indeed
bel ong to the same domain nane the sender clainms in sender I|D.

Query nodifications of this nature will likely change the |l ength of
DNS payl oad. As a result, the corresponding | P and TCP/ UDP header
checksuns nmust be updated. In case of TCP based queries, the sequence
nunber deltas nmust be tracked by NAT so that the delta can be applied
to subsequent sequence nunbers in datagranms in the same direction and
acknow edgenment nunbers in datagranms in the opposite direction. In
case of UDP based queries, nmessage sizes are restricted to 512 hytes
(not counting the IP or UDP headers). Longer nessages nust be
truncated and the TC bit should be set in the header
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Lastly, any conpressed domai n nanmes using pointers to represent
conmon domai n denom nati ons nust be updated to reflect new pointers
with the right offset, if the original domain nanme had to be

transl ated by NAT.

4.1.2. A, MX; NS and SOA type Queries

For these queries, DNS ALG woul d not nodify any of the fields in the
guery section, not even the nane field.

4.1.3. AXFR type Queries

AXFR is a special zone transfer type query. Zone transfers from
private address real mnust be avoi ded for address assignments that
are not static. Typically, TCP is used for AXFR requests.

VWen changes are made to a zone, they mnmust be distributed to all name
servers. The general nodel of autonmatic zone transfer or refreshing
is that one of the nane servers is the naster or prinmary for the
zone. Changes are coordinated at the primary, typically by editing a
master file for the zone. After editing, the adninistrator signals
the master server to |oad the new zone. The other non-nmaster or
secondary servers for the zone periodically check the SERIAL field of
the SOA for the zone for changes (at sone polling intervals) and

obt ai n new zone copi es when changes have been nade.

Zone transfer is usually fromprimary to backup name servers. In the
case of NAT supported private networks, primary and backup servers
are advised to be located in the sanme private domain (say,
private.zone) so zone transfer is not across the domain and DNS ALG
support for zone transfer is not an issue. In the case a secondary
nane server is |ocated outside the private dommin, zone transfers
must not be permitted for non-static address assignments. Primary and
secondary servers are required to be within the sane private donain
because all references to data in the zone had to be captured. Wth
dynam ¢ address assignnents and bindings, it is inpossible to
translate the axfr data to be up-to-date. Hence, if a secondary
server for private.zone were to be located external to the donmain, it
woul d contain bad data. Note, however, the requirenent outlined here
is not in confirmence with RFC 2182, which recommends prinmary and
secondary servers to be placed at topol ogically and geographically

di spersed | ocations on the Internet.

During zone transfers, DNS ALG nust exanine all A type records and

repl ace the original address octets with their statically assigned
address octets. DNS ALG could also examne if there is an attenpt to

Srisuresh, et al. I nf or mati onal [ Page 12]



RFC 2694 DNS ext ensi ons to NAT Sept ember 1999

transfer records for hosts that are not assigned static addresses and
drop those records alone or drop the whole transfer. This would
m ni m ze misconfiguration and human errors.

4.1.4. Dynam c Updates to the DNS

An authoritative name server can have dynani ¢ updates fromthe nodes
within the zone without intervention from NAT and DNS-ALG so long as
one avoi ds spreading a DNS zone across address real ns. W reconmend
keeping a DNS zone within the same realmit is responsible for. By
doing this, DNS update traffic will not cross address real ns and
hence will not be subject to consideration by DNS-ALG

Further, if dynam c updates do cross address real ns, and the updates
nmust al ways be secured via DNSSEC, then such updates are clearly out
of scope for DNS-ALG (as described in section 7).

4.2. Resource records in all other sections

The answer, authority, and additional sections all share the sane
format, with a variable nunber of resource records. The nunber of RRs
specific to each of the sections may be found in the correspondi ng
count fields in DNS header. Each resource record has the foll ow ng
format:

The TTL value supplied in the original RRs will be |eft unchanged for
static address assignments. For dynani c address assignnents, DNS ALG
will nmodify the TTL to be 0, so the RRs are used just for the
transaction in progress, and not cached. RFC 2181 requires all RRs
in an RRset (RRs with the sane nane, class and type, but with

di fferent RDATA) to have the same TTL. So if the TTL of an RR is set
to 0, all other RRs within the sanme RRset will also be adjusted by
the DNS-ALG to be 0.
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01 2 3 45 6 7 8 9 0 1 2 3 45
e

/ /
/ NANVE /
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| TYPE |
T S i S S S T S S
| CLASS |
T I S T S B
| TTL
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| RDLENGTH
T
/ RDATA /
/ /
T

4.2.1. PTR type RRs

The considerations specified in the Question section is equally valid
with names for PTR type RRs. Private address preceding the string

"I N-ADDR. ARPA" (in reverse order of octets) must be replaced by its
external address assignnent (in reverse order), if a binding exists.
The remaining fields for this RR remai n unchanged.

4.2.2. A type RRs

The RDATA for A records is a 4-byte IP address. DNS ALG woul d sinmply
repl ace the original address in RDATAwith its externally assigned IP
address, if it succeeded in finding an address binding. Successfu
address translation should cause no changes to payload length. Only
the transport header checksum woul d need updating. In case of failure
to find an address binding, DNS ALG would have to drop the record and
decrenment the corresponding COUNT field in the header section

4.2.3. CNAME, MX, NS and SQA type RRs
No changes required to be nade by DNS ALG for these RRs, as the RDATA

does not contain any | P addresses. The host nanes within the RDATA
remai n unchanged between real ns.
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5. Illustration of DNS ALG in conjunction with Bi-directional NAT
The following diagramillustrates the operation of DNS ALGin a a

bi -directional NAT router. W will illustrate by wal king through how
nane | ookup and reverse nane | ookup queries are processed.

Ext ernal . com

( )

( . S +
+- -+ ( I nt er net )-.---| Border Router
|- ( ) R ERREREEEE +

) |
Root | : |
DNS Server I
LR + . | |
| Provi der Router| . +- -+ +- -+
R +

| __| | __|
| : I\ I\
| . DNS Server Host X
|

Ext ernal dommain 171.68.1.1 171.68.10.1

| Bi -Directional NAT router with DNS_ALG
| |
| Private addresses: 172.19/16 |
| External addresses: 131.108.1/24 |

e +
| |
| | DNS Server
+- -+ +--+ Authoritative
| | | | for private.com
/ \ /
Host A DNS Server
172.19.1.10 172.19.2.1

(Mapped to 131.108.1.8)
Figure 3: DNS-ALG operation in Bi-Directional NAT setup

The above di agram depicts a scenario where a conmpany private.com
using private address space 172.19/16 connects to the Internet using
bi -directional NAT. DNS ALG i s enbedded in the NAT device to nmke
necessary DNS payl oad changes. NAT is configured to translate the
private addresses space into an external address bl ock of
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131.108.1/24. NAT is also configured with a static translation for
private.conms DNS server, so it can be referred in the externa
domain by a valid address.

The conpany external.comis |ocated in the external dommin, using a
regi stered address block of 171.68/16. Also shown in the topology is
a root DNS server.

Foll owi ng sinplifications are made to the above configuration

* private.comis not nultihomed and all traffic to the externa
space transits a single NAT.

* The DNS server for private.comis authoritative for the
private.comdonmain and points to the root server for all other
DNS resolutions. The same is true for the DNS server in
external . com

* The internal nanme servers for private.comand external.comare
same as their DMZ name servers. The DNS servers for these
domai ns are configured with addresses private to the
or gani zati on.

* The nane resolvers on host nodes do not have recursion
avai |l abl e on them and desire recursive service from servers.
Al'l nanme servers are assuned to be able to provide recursive
servi ce.

5.1. Qutgoing Name-|ookup queries

Say, Host A in private.comneeds to performa name | ookup for host X
in external.comto initiate a session with X. This would proceed as
fol | ows.

1. Host A sends a UDP based nane | ookup query (A record) for
"X External.Cont' to its |local DNS server.

2. Local DNS server sends the query to the root server enroute NAT.
NAT woul d change the | P and UDP headers to reflect DNS server’s
statically assigned external address. DNS ALG will make no
changes to the payl oad.

3. The root server, in turn, refers the local DNS server to query the
DNS server for External.com This referal transits the NAT enroute
to the local DNS server. NAT would sinply translate the IP and
UDP headers of the incom ng packet to reflect DNS server’s private
address. No changes to the payl oad by DNS ALG
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4. Private.com DNS server will now send the query to the DNS server
for external.com once again, enroute NAT. Just as with the query
to root, The NAT router would change the I P and UDP headers to
reflect the DNS server’s statically assigned external address.
And, DNS_ALG wi || make no changes to the payl oad.

5. The DNS server for external.comreplies with the I P address
171.68.10.1. This reply also transits the NAT. NAT woul d
translate the I P and UDP headers of the incom ng packet to reflect
DNS server’s private address. Once again, no changes to the
payl oad by DNS ALG

6. The DNS server in Private.comreplies to host A

When Host A finds the address of Host X, Ainitiates a session with
host X, using a destination IP address of 171.68.10.1. This datagram
and any others that followin this session will be translated as
usual by NAT.

Not e, DNS ALG does not change the payl oad for DNS packets in either
direction.

5.2. Reverse nane | ookups originated from private domain

This scenario builds on the previous case by having host Ain
Private.comperforma reverse nane | ookup on 171.68.10.1, which is
host X' s global address. Following is a sequence of events.

1. Host A sends a UDP based inverse nanme | ookup query (PTR record)
for "1.10.68.171.1 N-ADDR. ARPA." to its local DNS server.

2. Local DNS server sends the query to the root server enroute NAT.
As before, NAT would change the I P and UDP headers to reflect DNS
server’s statically assigned external address. DNS ALG wi |l nake
no changes to the payl oad.

3. The root server, in turn, refers the local DNS server to query the
DNS server for External.com This referal transits the NAT enroute
to the local DNS server. NAT would sinply translate the IP and
UDP headers of the incom ng packet to reflect DNS server’s private
address. No changes to the payl oad by DNS ALG

4. Private.com DNS server will now send the query to the DNS server
for external.com once again, enroute NAT. Just as with the query
to root, The NAT router would change the | P and UDP headers to
reflect the DNS server’s statically assigned external address.
And, DNS_ALG wi || make no changes to the payl oad.
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5. The DNS server for external.comreplies with the host nane of
"X.External.Com". This reply also transits the NAT. NAT woul d
translate the I P and UDP headers of the incom ng packet to reflect
DNS server’s private address. Once again, no changes to the
payl oad by DNS ALG

6. The DNS server in Private.comreplies to host A
Not e, DNS _ALG does not change the payload in either direction
5.3. Incom ng Nane-| ookup queries

This time, host X in external.comw shes to initiate a session with
host Ain Private.com Below are the sequence of events that take
pl ace.

1. Host X sends a UDP based nane | ookup query (A record) for
“"A Private.cont to its local DNS server.

2. Local DNS server in External.comsends the query to root server.

3. The root server, in turn, refers the DNS server in External.comto
guery the DNS server for private.com

4. External.com DNS server will now send the query to the DNS server
for Private.com This query traverses the NAT router. NAT woul d
change the I P and UDP headers of the packet to reflect the DNS
server’s private address. DNS ALG wi Il make no changes to the
payl oad.

5. The DNS server for Private.comreplies with the |IP address
172.19.1.10 for host A. This reply also transits the NAT. NAT
woul d translate the IP and UDP headers of the outgoing packet from
the DNS server.

DNS ALG wi |l request NAT to (a) setup a tenporary binding for Host
A (172.19.1.10) with an external address and (b) initiate Bind-

hol dout tiner. Wien NAT successfully sets up a tenporary binding
with an external address (say, 131.108.1.12), DNS ALG would nodify
the payload to replace A's private address with its externa

assi gned address and set the Cache tinmeout to O.

6. The server in External.comreplies to host X
When Host X finds the address of Host A, X initiates a session with
A, using a destination |IP address of 131.108.1.12. This datagram and

any others that followin this session will be translated as usual by
t he NAT.
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Not e, DNS ALG changes only the response packets fromthe DNS server
for Private domain.

5.4. Reverse nane | ookups originated from external domain

This scenario builds on the previous case (section 5.3) by having
host X in External.com performa reverse nanme | ookup on 131.108.1.12,
which is host A's assigned external address. The foll ow ng sequence
of events take place.

1. Host X sends a UDP based inverse nanme | ookup query (PTR record)
for "12.1.108.131. I N-ADDR ARPA." to its |local DNS server.

2. Local DNS server in External.com sends the query to the root
server.

3. The root server, in turn, refers the local DNS server to query the
DNS server for Private.com

4. External.com DNS server will now send the query to the DNS server
for Private.com This query traverses the NAT router. NAT woul d
change the I P and UDP headers to reflect the DNS server’'s private
addr ess.

DNS ALG wi |l enquire NAT for the private address associated with
the external address of 131.108.1.12 and nodi fy the payl oad,
replacing 131.108.1.12 with the private address of 172.19.1.10.

5. The DNS server for Private.comreplies with the host nane of
"A Private.Com". This reply also transits the NAT. NAT would
translate the I P and UDP headers of the incom ng packet to reflect
DNS server’'s private address.

Once again, DNS ALG will enquire NAT for the assigned externa
address associated with the private address of 172.19.1.10 and
nodi fy the payl oad, replacing 172.19.1.10 with the assigned
external address of 131.108.1.12.

6. The DNS server in External.comreplies to host X

Not e, DNS_ALG changes the query as well as response packets from DNS
server for Private donain.

6. Illustration of DNS_ALG in conjunction with Tw ce- NAT
The following diagramillustrates the operation of DNS ALGin a Twice
NAT router. As before, we will illustrate by wal ki ng through how nane

| ookup and reverse nanme | ookup queries are processed.
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Fi gure 4: DNS-ALG operation in Tw ce-NAT setup

In this scenario, hosts in private.comwere not nunbered fromthe RFC
1918 reserved 172. 19/ 16 space, but rather were nunbered with the

gl obal l y-routable 171. 68/ 16 network, the sane as external.com Not
only does private.comneed translation service for its own host
addresses, but it also needs translation service if any of those
hosts are to be able to exchange datagrams with hosts in

external .com Tw ce-NAT acconmodates the transition by translating
the overl appi ng address space used in external.comw th a unique
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address block (10/8) from RFC 1918 address space. Routes are set up
within the private domain to direct datagranms destined for the
address bl ock 10/8 through Twi ce- NAT device to the external gl oba
net wor k space.

Sinplifications and assunptions nmade in section 5.0 will be valid
here as wel | .

6. 1. Qutgoing Name-|ookup queries

Say, Host A in private.comneeds to performa name | ookup for host X
in external.com (host X has a FQDN of X external.com, to find its
address. This would woul d proceed as foll ows.

1. Host A sends a UDP based name | ookup query (A record) for
"X.External.Coni' to its |ocal DNS server.

2. Local DNS server sends the query to the root server enroute NAT.
NAT woul d change the I P and UDP headers to reflect DNS server’s
statically assigned external address. DNS ALG will make no
changes to the payl oad.

3. The root server, in turn, refers the local DNS server to query the
DNS server for External.com This referal transits the NAT enroute
to the local DNS server. NAT would sinply translate the IP and
UDP headers of the incom ng packet to reflect DNS server’s private
addr ess.

DNS ALG wi || request NAT for an assigned private address for the
referral server and replace the external address with its assigned
private address in the payl oad.

4. Private.com DNS server will now send the query to the DNS server
for external.com using its assigned private address, via NAT.
This time, NAT would change the IP and UDP headers to reflect the
Ext ernal addresses of the DNS servers. |.e., Private.com DNS
server’'s | P address is changed to its assigned external address
and External.Com DNS server’s assigned Private address is changed
to its external address.

DNS ALG wi || nake no changes to the payl oad.
5. The DNS server for external.comreplies with the I P address
171.68.10.1. This reply also transits the NAT. NAT woul d once

again translate the I P and UDP headers of the incoming to reflect
the private addresses of the DNS servers. 1l.e., Private.com DNS
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server’'s | P address is changed to its private address and
External . Com DNS server’s external address is changed to its
assigned Private address.

DNS ALG wi |l request NAT to (a) set up a tenporary binding for
Host X (171.68.10.1) with a private address and (b) initiate

Bi nd- hol dout tiner. When NAT successfully sets up tenporary
binding with a private address (say, 10.0.0.254), DNS ALG woul d
nodi fy the payload to replace X' s external address with its
assigned private address and set the Cache timeout to O.

6. The DNS server in Private.comreplies to host A

When Host A finds the address of Host X, Ainitiates a session with
host X, using a destination |IP address of 10.0.0.254. This datagram
and any others that followin this session will be translated as
usual by Twi ce NAT.

Note, the DNS _ALG has had to change payload in both directions.
6.2. Reverse nane | ookups originated from private domain

This scenario builds on the previous case by having host Ain
Private.comperforma reverse nane | ookup on 10.0.0.254, which is
host X' s assigned private address. Following is a sequence of events.

1. Host A sends a UDP based inverse name | ookup query (PTR record)
for "254.0.0.10. 1 N-ADDR. ARPA." to its |local DNS server.

2. Local DNS server sends the query to the root server enroute NAT.
As before, NAT would change the I P and UDP headers to reflect DNS
server’'s statically assigned external address.

DNS ALG will translate the private assigned address 10.0.0. 254
with its external address 171.68.10.1.

3. The root server, in turn, refers the local DNS server to query the
DNS server for External.com This referal transits the NAT enroute
to the local DNS server. NAT would sinply translate the IP and
UDP headers of the incom ng packet to reflect DNS server’s private
addr ess.

As with the original query, DNS ALGw Il translate the private
assigned address 10.0.0.254 with its external address 171.68.10.1.
In addition, DNS_ALG will replace the external address of the
referal server (i.e., the DNS server for External.com wth its
assigned private address in the payl oad.
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6.

Private.com DNS server will now send the query to the DNS server
for external.com using its statically assigned private address,
via NAT. This tine, NAT would change the I P and UDP headers to
reflect the External addresses of the DNS servers. |.e.
Private.com DNS server’s | P address is changed to its assigned
external address and External.Com DNS server’s assigned Private
address is changed to its external address.

As with the original query, DNS_ ALGw Il translate the private
assigned address 10.0.0.254 with its external address 171.68.10.1.

The DNS server for external.comreplies with the FQDN of
"X.External.Com". This reply also transits the NAT. NAT woul d
once again translate the | P and UDP headers of the incomng to
reflect the private addresses of the DNS servers. |.e.,
Private.com DNS server’s | P address is changed to its private
address and External.Com DNS server’s external address is changed
to its assigned Private address.

Once again, DNS_ ALGwll translate the query section, replacing
the external address 171.68.10.1 with its assigned private address
of 10.0.0.254

The DNS server in Private.comreplies to host A

Note, the DNS ALG has had to change payload in both directions.

6. 3.

I ncom ng Nane-| ookup queries

This time, host X in external.comw shes to initiate a session with
host Ain Private.com Below are the sequence of events that take

pl ace.

1. Host X sends a UDP based nane | ookup query (A record) for
"A Private.com to its | ocal DNS server.

2. Local DNS server in External.comsends the query to root server.

3. The root server, in turn, refers the DNS server in External.comto
gquery the DNS server for private.com

4. External.com DNS server will now send the query to the DNS server

for Private.com This query traverses the NAT router. NAT woul d
change the I P and UDP headers to reflect the private addresses of
the DNS servers. |l.e., Private.comDNS server’'s I[P address is
changed to its private address and External.Com DNS server’s
external address is changed to assigned Private address.
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DNS ALG wi || nake no changes to the payl oad.

5. The DNS server for Private.comreplies with the |IP address
171.68.1.10 for host A. This reply also transits the NAT. NAT
woul d once again translate the IP and UDP headers of the incom ng
to reflect the external addresses of the DNS servers. |.e.,
Private.com DNS server’s |P address is changed to its assigned
external address and External.Com DNS server’s assigned private
address is changed to its external address.

DNS ALG wi |l request NAT to (a) set up tenporary binding for Host
A (171.68.1.10) with an external address and (b) initiate Bind-
hol dout tiner. Wen NAT succeeds in finding an external address
(say, 131.108.1.12) to tenporarily bind to host A, DNS ALG woul d
nodi fy the payload to replace A's private address with its

ext ernal assigned address and set the Cache tineout to O.

6. The server in External.comreplies to host X

When Host X finds the address of Host A, X initiates a session with
A, using a destination |IP address of 131.108.1.12. This datagram and
any others that followin this session will be translated as usual by
t he NAT.

Not e, DNS ALG changes only the response packets fromthe DNS server
for Private domain.

6.4. Reverse nane | ookups originated from external domain
This scenario builds on the previous case (section 6.3) by having
host X in External.com performa reverse nanme | ookup on 131.108.1.12,
which is host A's assigned external address. The foll ow ng sequence
of events take place.

1. Host X sends a UDP based inverse nanme | ookup query (PTR record)
for "12.1.108.131. 1 N-ADDR ARPA." to its |local DNS server.

2. Local DNS server in External.com sends the query to the root
server.

3. The root server, in turn, refers the local DNS server to query the
DNS server for Private.com
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4. External.com DNS server will now send the query to the DNS server
for Private.com This query traverses the NAT router. NAT woul d
change the I P and UDP headers to reflect the private addresses of
the DNS servers. l.e., Private.com DNS server’s |P address is
changed to its private address and External.Com DNS server’s
external address is changed to assigned Private address.

DNS_ALG wi Il enquire NAT for the private address associated with
the external address of 131.108.1.12 and nodi fy the payl oad,
replacing 131.108.1.12 with the private address of 171.68. 1. 10.

5. The DNS server for Private.comreplies with the host nane of
"A Private.Com". This reply also transits the NAT. NAT woul d once
again translate the I P and UDP headers of the incoming to reflect
the external addresses of the DNS servers. |.e., Private.com DNS
server’s | P address is changed to its assigned external address
and External.Com DNS server’s assigned private address is changed
to its external address.

Once again, DNS ALG will enquire NAT for the assigned externa
address associated with the private address of 172.19.1.10 and
nodi fy the payl oad, replacing 171.68.1.10 with the assigned
external address of 131.108.1.12.

6. The DNS server in External.comreplies to host X

Not e, DNS _ALG changes the query as well as response packets from DNS
server for Private domain.

7. DNS-ALG limtations and Future Wrk

NAT i ncreases the probability of m s-addressing. For exanple, sane

| ocal address may be bound to different public address at different
times and vice versa. As a result, hosts that cache the nane to
address mapping for |onger periods than the NAT router is configured
to hold the map are likely to misaddress their sessions. Note, this
is mainly an issue with bad host inplenmentations that hold DNS
records longer than the TTL in themallows and is not directly
attributable to the mechani sm descri bed here.

DNS_ALG cannot support secure DNS nane servers in the private domain.
|.e., Signed replies froman authoritative DNS nane server in the DMZ
to queries originating fromthe external world will be broken by the
DNS- ALG At best, DNS-ALG woul d be able to transform secure dnssec
data into unprotected data. End-node demanding DNS replies to be
signed may reject replies that have been tanpered with by DNS ALG
Since, the DNS server does not have a way to find where the queries
cone from(i.e., internal or external), it will nost likely have to
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resort to the comron denomi nation of today’'s insecure DNS. Both are
serious limtations to DNS ALG Zone transfers between DNS- SEC
servers is also inpacted the sane way, if the transfer crosses
addr ess real ns.

The good news, however, is that only end-nodes in DVZ pay the price
for the above Iimtation in a traditional NAT (or, a bi-directiona
NAT), as external end-nodes nay not access internal hosts due to DNS
replies not being secure. However, for outgoing sessions (from
private network) in a bi-directional NAT setup, the DNS queries can
be signed and securely accepted by DVMZ and other internal hosts since
DNS_ALG does not intercept outgoing DNS queries and incomng replies.
Lastly, zone transfers between DNS-SEC servers within the sane
private network are not inpacted.

Clearly, with DNS SEC depl oynent in DNS servers and end- host
resol vers, the scheme suggested in this docunent will not work.

8. Security Considerations

I f DNS packets are encrypted/ authenticated per DNSSEC, then DNS _ALG
will fail because it won't be able to perform payl oad nodifi cati ons.
Alternately, if packets nust be preserved in an address realm

DNS ALG will need to hold the secret key to decrypt/verify payl oad
before forwardi ng packets to a different realm For exanple, if DNS-
ALG NAT and | Psec gateway (providing secure tunneling service) are
resident on the sanme device, DNS-ALG wi |l have access to the |Psec
security association keys. The preceding section, "DNS-ALG
[imtations and Future Wbrk" has coverage on DNS ALG security

consi derati ons.

Further, with DNS-ALG there is a possibility of denial of service
attack froma malicious user, as outlined in section 3.1. Section
3.1 suggests sone ways to counter this attack
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ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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