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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the

Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet

Oficial Protocol Standards" (STD 1) for the standardization state

and status of this protocol. Distribution of this nenmo is unlimted.
Copyri ght Notice

Copyright (C The Internet Society (1998). Al Rights Reserved.
Abst r act

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks.

The PPP Encryption Control Protocol (ECP) [2] provides a nmethod to
negotiate and utilize encryption protocols over PPP encapsul ated
l'i nks.

Thi s docunent provides specific details for the use of the Triple-DES
standard (3DES) [6] for encrypting PPP encapsul ated packets.
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1

| ntroducti on

The purpose of encrypting packets exchanged between two PPP

i mpl enentations is to attenpt to insure the privacy of conmmuni cation
conducted via the two inplenentations. There exists a large variety
of encryption algorithns, where one is the DES algorithm The DES
encryption algorithmis a well studied, understood and w dely

i mpl emented encryption algorithm Triple-DES neans that this
algorithmis applied three tinmes on the data to be encrypted before
it is sent over the line. The variant used is the DES-EDE3-CBC, which
is described in nore detail in the text. It was al so chosen to be
applied in the security section of IP [5].

Thi s docunent shows how to send via the Tripl e-DES al gorithm
encrypted packets over a point-to-point-link. It lies in the context
of the generic PPP Encryption Control Protocol [2].

Because of the use of the CBC-npbde a sequence nunber is provided to
ensure the right order of transmtted packets. So | ost packets can be
det ect ed.

The paddi ng section reflects the result of the discussion on this
topic on the ppp mailing list.

In this docunent, the key words "MJST", "SHOULD', and "recomended"
are to be interpreted as described in [3].

1.1 Algorithm

The DES-EDE3-CBC algorithmis a sinple variant of the DES-CBC
algorithm In DES-EDE3-CBC, an Initialization Vector (l1V) is XOR d
with the first 64-bit (8 octet) plaintext block (Pl). The keyed DES
function is iterated three tines, an encryption (E) followed by a
decryption (D) foll owed by an encryption (E), and generates the

ci phertext (Cl) for the block. Each iteration uses an independent
key: k1, k2 and k3.

For successive bl ocks, the previous ciphertext block is XORd with
the current 8-octet plaintext block (Pi). The keyed DES- EDE3
encryption function generates the ciphertext (G ) for that block
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To decrypt, the order of the functions is reversed: decrypt with k3,
encrypt with k2, decrypt with k1, and XOR with the previous cipher-
text bl ock.

When all three keys (kl1l, k2 and k3) are the same, DES-EDE3-CBC is
equi val ent to DES- CBC.

1.2 Keys

The secret DES-EDE3 key shared between the comunicating parties is
effectively 168-bits long. This key consists of three independent
56-bit quantities used by the DES algorithm Each of the three 56-
bit subkeys is stored as a 64-bit (8 octet) quantity, with the | east
significant bit of each octet used as a parity bit.

When configuring keys for 3DESE those with incorrect parity or so-
call ed weak keys [6] SHOULD be rejected.

2. 3DESE Configuration Option for ECP
Descri ption
The ECP 3DESE Configuration Option indicates that the issuing
i mpl enentation is offering to enploy this specification for

decrypting comruni cati ons on the |ink, and may be thought of as
a request for its peer to encrypt packets in this manner. The
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ECP 3DESE Configuration Option has the followi ng fields, which
are transnmitted fromleft to right:

Figure 1: ECP 3DESE Configuration Option

0 1 2 3
01234567890123456789012345678901
T S T s i S i i S S S S ok
| Type | Lengt h | Initial Nonce
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Type

2, to indicate the 3DESE protocol
Lengt h

10
Initial Nonce
This field is an 8 byte quantity which is used by the peer
i mpl enentation to encrypt the first packet transmtted
after the sender reaches the opened state. To guard
agai nst replay attacks, the inplenentati on SHOULD offer a
di fferent val ue during each ECP negotiation
3. Packet format for 3DESE
Descri ption

The 3DESE packets that contain the encrypted payl oad have the
follow ng fields:

Figure 2: 3DESE Encryption Protocol Packet Format

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Addr ess | Cont r ol | 0000 | Protocol ID

B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| Seq. No. High | Seq. No. Low | Ci phertext

i S T S e ok i e R e et T h s

Address and Contro

These fields MJST be present unless the PPP Address and
Control Field Conpression option (ACFC) has been
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negoti at ed.
Protocol ID

The value of this field is 0x53 or 0x55; the latter

i ndi cates the use of the Individual Link Encryption
Control Protocol and that the ciphertext contains a
Mul tilink fragment. Protocol Field Conpression MAY be
applied to the I eading zero if negoti at ed.

Sequence Number

These 16-bit nunbers are assigned by the encryptor
sequentially starting with O (for the first packet
transm tted once ECP has reached the opened state).

Ci phert ext

The generation of this data is described in the next
secti on.

4. Encryption

Once the ECP has reached the Opened state, the sender MJUST NOT apply
the encryption procedure to LCP packets nor ECP packets.

If the async control character map opti on has been negotiated on the
link, the sender applies mapping after the encryption algorithm has
been run.

The encryption algorithmis generally to pad the Protocol and
Information fields of a PPP packet to sone multiple of 8 bytes, and
apply 3DES as described in section 1.1 with the three 56-bit keys kl
k2 and k3.

The encryption procedure is only applied to that portion of the
packet excluding the address and control field.

When encrypting the first packet after ECP stepped into opened state
the Initial Nonce is encrypted via 3DES-al gorithm before its use.

4.1 Padding

Since the 3DES al gorithm operates on bl ocks of 8 octets, plain text
packets which are of length not a nultiple of 8 octets nust be padded
prior to encrypting. |If this padding is not renpved after decryption
this can be injurious to the interpretation of some protocols which
do not contain an explicit length field in their protocol headers.
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Therefore all packets not already a nmultiple of eight bytes in length
MUST be padded prior to encrypting using the unanbi guous techni que of
Sel f Descri bi ng Paddi ng with a Maxi num Pad Val ue (MPV) of 8. This
nmeans that the plain text is padded with the sequence of octets 1, 2,
3, .. 7sinceits length is a multiple of 8 octets. Negotiation of
SDP is not needed. Negotiation of the LCP Self Describing Option may
be negoti ated i ndependently to solve an orthogonal problem

Plain text which length is already a multiple of 8 octets may require
padding with a further 8 octets (1, 2, 3 ... 8). These additiona
octets MJST only be appended, if the last octet of the plain text had
a value of 8 or |ess.

When using Multilink and encrypting on individual links it is
reconmended that all non-termnating fragments have a |l ength
divisible by 8. So no additional padding is needed on those
fragments.

After the peer has decrypted the ciphertext, it strips off the Self
Descri bi ng Padding octets to recreate the original plain text. The
peer SHOULD discard the frame if the octets form ng the paddi ng do
not match the Self Describing Paddi ng schenme just descri bed.

Note that after decrypting, only the content of the |ast byte needs
to be exam ned to determ ne the presence or absence of a Self
Descri bed Pad.

4.2 Recovery after packet |oss

Packet loss is detected when there is a discontinuity in the sequence
nunbers of consecutive packets. Suppose packet nunmber N - 1 has an
unrecoverabl e error or is otherwi se |ost, but packets Nand N + 1 are
received correctly.

Since the previously described algorithmrequires the last G of
packet N - 1 to decrypt Cl1 of packet N, it will be inpossible to
decrypt packet N. However, all packets N+ 1 and follow ng can be
decrypted in the usual way, since all that is required is the |ast
bl ock of ciphertext of the previous packet (in this case packet N,
whi ch WAS received).

5. Security Considerations

This proposal is concerned with providing confidentiality solely. It
does not describe any mechanisms for integrity, authentication or
nonrepudi ation. It does not guarantee that any message received has
not been nodified in transit through replay, cut-and-paste or active
tampering. It does not provide authentication of the source of any
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packet received, or protect against the sender of any packet denying
its authorship.

Security issues are the primary subject of this meno. This proposal
relies on exterior and unspecified nmethods for retrieval of shared
secrets. It proposes no new technology for privacy, but nerely
descri bes a convention for the application of the 3DES ci pher to data
transm ssion between PPP inpl ementations. Any methodol ogy for the
protection and retrieval of shared secrets, and any limitations of
the 3DES ci pher are relevant to the use described here.
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9.

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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