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Abst r act

The mailing list command specification header fields are a set of
structured fields to be added to email messages sent by emai
distribution lists. Each field typically contains a URL (usually

mai lto [ RFC2368]) locating the relevant information or performing the
conmand directly. The three core header fields described in this
docunent are List-Help, List-Subscribe, and List-Unsubscri be.

There are three ot her header fields described here which, although
not as widely applicable, will have utility for a sufficient numnber
of mailing lists to justify their formalization here. These are

Li st-Post, List-Oaer and List-Archive.

By including these header fields, |list servers can nmake it possible
for mail clients to provide automated tools for users to performli st
functions. This could take the formof a nmenu item push button, or
other user interface elenment. The intent is to sinplify the user
experience, providing a common interface to the often cryptic and
varied mailing |list manager commands.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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1. Introduction

This is a proposal for additional header fields to be added to ensi
messages sent by email distribution lists. The content of each new
field is typically a URL - usually mailto [ RFC2368] - which |ocates
the relevant information or perforns the command directly. MIAs
generating the header fields SHOULD usually include a nailto based
conmand, in addition to any other protocols used, in order to support
users who do not have access to non-nuil-based protocols.

I mpl ementing these fields will be optional. Significant functionality
and conveni ence can be gained by including them however. Many I|i st
nmanagers, especially as the proposal first gains acceptance, MAY
choose to inplenent only one or two of the fields. The List-Help
field is the nost useful individual field since it provides an access
point to detail ed user support information, and acconmpdates al npbst
all existing |list managers command sets. The List-Subscribe and

Li st-Unsubscribe fields are also very useful, but cannot describe
sone |ist manager syntaxes at this tine (those which require variable
substitution). See appendix A 5 for an expl anation

The description of command syntax provided by the fields can be used
by mail client applications to provide sinplified and consistent user
access to enmail distribution list functions. This could take the form
of menu items, push buttons, or other user interface elenents. The
intent is to sinplify the user experience, providing a common
interface to the often cryptic and varied mailing |ist manager
conmands.

Consi derati on has been given to avoiding the creation of too many
fields, while at the sane tinme avoiding the overl oadi ng of individua
fields and keeping the syntax clear and sinple.

The use of these fields does not renove the requirenent to support
the -Request commmand address for mailing lists [ RFC2142].

2. The Command Synt ax

The list header fields are subject to the encodi ng and character
restrictions for mail headers as described in [RFC3822]. Additionally,
the URL content is further restricted to the set of URL safe
characters [ RFC1738].

The contents of the list header fields nmostly consist of angle-
bracket ("<, '>") enclosed URLs, with internal whitespace being
i gnored. MrAs MJST NOT insert whitespace within the brackets, but
client applications should treat any whitespace, that mght be

i nserted by poorly behaved MIAs, as characters to ignore.
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Alist of multiple, alternate, URLs MAY be specified by a comm-
separated list of angle-bracket enclosed URLs. The URLs have order of
preference fromleft to right. The client application should use the
| eft npbst protocol that it supports, or knows how to access by a
separate application. By this nechanism protocols |ike http may be
specified while still providing the basic mailto support for those
clients who do not have access to non-nmail protocols. The client
shoul d only use one of the available URLs for a conmmand, using
another only if the first one used fail ed.

The use of URLs allows for the use of the syntax with existing URL
supporting applications. As the standard for URLs is extended, the
list header fields will gain the benefit of those extensions.
Additionally, the use of URLs provides access to multiple transport
protocols (such as ftp and http) although it is expected that the
"mai |l to" protocol [RFC2368] will be the focus of nbst use of the Iist
header fields. Use of non-mailto protocols should be considered in
light of those users who do not have access to the specified
nmechani sm (those who only have enmail - with no web access).

Conmand syntaxes requiring variable fields to be set by the client
(such as including the user’s email address within a command) are not
supported by this inplenmentati on. However, systens using such
syntaxes SHOULD still take advantage of the List-Help field to
provide the user with detailed instructions as needed or - perhaps
nore usefully - provide access to sone form of structured comrand
interface such as an HTM.- based form

The addi tional conplications of supporting variable fields within the
conmand syntax was determned to be too difficult to support by this
protocol and woul d conpromi se the |ikelihood of inplenentation by
sof t ware aut hors.

To allow for future extension, client applications MIST foll ow the
foll owi ng guidelines for handling the contents of the header fields
described in this docunent:

1) Except where noted for specific fields, if the content of the
field (followi ng any | eadi ng whitespace, including conments)
begins with any character other than the opening angl e bracket
"<, the field SHOULD be ignored.

2) Any characters follow ng an angle bracket enclosed URL SHOULD be

ignored, unless a conma is the first non-whitespace/ comment
character after the closing angle bracket.
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3) If a sub-item (conma-separated item) within the field is not an
angl e- bracket encl osed URL, the renmi nder of the field (the
current, and all subsequent, sub-itens) SHOULD be ignored.

3. The List Header Fields

Thi s docunent presents header fields which will provide the
conmand syntax description for the 'core’ and key secondary
functions of nost email distribution lists. The fields inplenented
on a given list SHOULD be included on all messages distributed by
the list (including command responses to individual users), and on
ot her messages where the nessage clearly applies to one distinct
list. There MJUST be no nore than one of each field present in any
gi ven nessage.

These fields MJST only be generated by mailing lists, not end
users.

3.1. List-Help

The List-Help field is the nmost inmportant of the header fields
described in this docunent. It would be acceptable for a |ist
manager to include only this field, since by definition it SHOULD
direct the user to conplete instructions for all other conmands.
Typically, the URL specified would request the help file, perhaps
i ncorporating an HTM. formfor |ist commands, for the list, and
alternatively provide access to an instructive website.

Exampl es:

List-Hel p: <mailto:list@ost.conPsubject=hel p> (List |Instructions)
List-Hel p: <mailto:list-mnager @ost.conPbody=i nf 0>
List-Help: <mailto:list-info@ost.conr (Info about the Iist)
Li st-Hel p: <http://ww. host.comlist/> <mailto:list-info@ost.conr
List-Help: <ftp://ftp.host.comlist.txt> (FTP),

<mai | to:list@ost.conPsubj ect =hel p>

3. 2. List-Unsubscribe

The List-Unsubscribe field describes the conmand (preferably using
mail) to directly unsubscribe the user (rempving themfromthe list).

Exanpl es:
Li st - Unsubscribe: <mailto:list@ost.con?subj ect=unsubscri be>
Li st - Unsubscribe: (Use this command to get off the list)

<mai |l to:1ist-manager @ost. conPbody=unsubscri be%0l i st >
Li st-Unsubscribe: <mailto:list-off@ost.conmp
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Li st-Unsubscri be: <http://ww. host.conf|ist.cgi ?cnd=unsub&l st=li st>,
<mai | to:list-request @ost.con?subj ect =unsubscri be>

3.3. List-Subscribe

The List-Subscribe field describes the command (preferably using
mail) to directly subscribe the user (request addition to the list).

Exanpl es:

Li st-Subscribe: <mailto:list@ost.conPsubject=subscribe>
Li st-Subscribe: <mailto:list-request@ost.conPsubject=subscribe>
Li st-Subscribe: (Use this command to join the list)
<mai | to:1ist-manager @ost. con?body=subscri be%20l i st >
Li st-Subscribe: <mailto:list-on@ost.conr
Li st - Subscri be: <http://ww. host.com |ist.cgi ?cnd=sub&l st=list>,
<mai |l to:1ist-manager @ost . con?body=subscri be%20l i st >

3.4. List-Post

3.

The List-Post field describes the nethod for posting to the list.
This is typically the address of the list, but MAY be a noderator, or
potentially some other form of subm ssion. For the special case of a
list that does not allow posting (e.g., an announcenents list), the
Li st-Post field may contain the special value "NO

Exanpl es:

Li st-Post: <mmilto:list@ost.conp

Li st-Post: <mmilto: noderat or @ost.conr (Postings are Moderat ed)
Li st-Post: <mailto: noderat or @ost. con?subj ect =l i st %20posti ng>
Li st-Post: NO (posting not allowed on this list)

Li st - Owmner

The List-Omer field identifies the path to contact a hunan
administrator for the list. The URL MAY contain the address of a
administrator for the list, the mail system administrator, or any
ot her person who can handl e user contact for the list. There is no
need to specify List-Omer if it is the same person as the nai
system adm ni strator (postmaster).

Exanpl es:
Li st-Omer: <mailto:listnom@ost. conr (Contact Person for Hel p)

Li st-Omer: <mailto:grant @oo. bar> (G ant Neufel d)
Li st-Omer: <mailto:josh@ oo. bar?Subj ect=list>

Neuf el d & Baer St andards Track [ Page 5]



RFC 2369 URLs as Met a- Synt ax July 1998

3.6. List-Archive
The List-Archive field describes how to access archives for the list.
Exampl es:

Li st-Archive: <mailto:archive@ost.conP?subject =i ndex%20li st >
Li st-Archive: <ftp://ftp.host.con pub/list/archivel/>
Li st-Archive: <http://ww.host.com list/archive/> (Wb Archive)

4. Supporting Nested Lists

Alist that is a sublist for another list in a nested nmailing |ist
hi erarchy will need to nodify sone of the List- header fields, while
| eaving others as the parent list set them

Subl i sts SHOULD remnmpove the parent list’s List-Help, List-Subscribe,
Li st - Unsubscri be and List-Owmer fields, and SHOULD i nsert their own
versions of those fields.

If the sublist provides its own archive, it SHOULD replace the List-
Archive with its own. Ot herwise, it MIST | eave the List-Archive field
unt ouched.

Dependant on how postings to the list are handl ed, the sublist MAY
repl ace the List-Post field. The appropriateness of whether to
replace List-Post is left to the determination of the individual |ist
managers. If the intention is that postings should be distributed to
all nenmbers of the primary list, List-Post should not be changed by a
sublist in such a way that postings will be distributed only to
menbers of the sublist.

5. Security Considerations

There are very few new security concerns generated with this
proposal . Message headers are an existing standard, designed to

easi |y accommpdate new types. There nay be concern with nultiple
fields being inserted or headers being forged, but these are probl ens
i nherent in Internet email, not specific to the protocol described in
this document. Further, the inplications are relatively harmnl ess.

Mail |ist processors should not allow any user-originated |ist header
fields to pass through to their lists, lest they confuse the user and
have the potential to create security probl ens.

On the client side, there may be some concern with posts or conmands

being sent in error. It is required that the user have a chance to
confirmany action before it is executed. In the case of mailto, it
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nay be appropriate to create the correctly formatted nmessage w t hout
sending it, allowing the user to see exactly what is happeni ng and
giving the user the opportunity to approve or discard the nessage
before it is sent.

Al'l security considerations for the use of URLs [RFC1738] apply
equally to this protocol. Miil client applications should not support
list header field URLs which could conprom se the security of the
user’'s system This includes the "file://" URL type which could
potentially be used to trigger the execution of a | ocal application
on some user systens.

6. Acknow edgenents
The nunerous participants of the List-Header [5], ListMom Talk [6],
Li st- Managers and M DA-Mail mailing lists contributed much to the
formati on and structure of this docunent.
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A. Background Di scussion

Thi s proposal arose from discussions started on the ListMmTalk

Di scussion List [6]. Wen the discussion reached a sufficient |evel,
a separate list was formed for discussing this proposal, the List
Headers Mail List [5] for deeper discussion. W have included
sunmari es of key issues raised, in order to show sone of the
alternatives exam ned and reasons for our decisions.

A.1. Miltiple header fields vs. a single header field

Use of a single header field for transporting comand neta-syntax was
rejected for a nunber of reasons.

Such a field would require the creation of a new neta-syntax in order
to describe the list comands (as opposed to the use of the widely
depl oyed URL syntax which was chosen for this inplenentation). Every
addi tional |ayer of conplexity and newness reduces the likelihood of
actual inplenentation because it will require additional work to
support. Also, by using the existing URL syntax, we can profit from
the end users’ know edge of that syntax and ability to use it even if
their client applications do not support the Iist header fields.

Restricting the transport of nmeta-syntax to the use of a single
header field also introduces conplications with header field size
l[imtations. Mst individual conmmands can easily be described in a
single line, but describing a nultitude of comrands can take up many
lines in the field and runs a greater risk of being nodified by an
exi sting server on route.

The client inplenmentation is also easier with nultiple fields, since
each conmand can be supported and i npl enented individually,

conpl etely i ndependent of the others. Thus, sone |ist nanagers or
mail clients can choose to inplement a subset of the fields based on
the specific needs of their individual lists.

Finally, the format described in this docunent is sinple and well
recogni zed, which reduces the chances of errors in inplenentation and
par si ng.

A. 2. URLs vs. paraneter lists

URLs are already an established syntax which is flexible, well-
defined, and in wide spread use. As its definition matures and
expands, the abilities of the list fields will grow as well, wthout
requiring nodification of this proposal. URLs are well prepared to
handl e future protocols and devel opnents, and can easily describe the
di fferent existing access protocols such as mailto, http and ftp.
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Many clients already have functionality for recogni zing, parsing, and
eval uating URLs, either internally or by passing the request to a

hel per application. This makes inplenentati on easier and nore
realistic. As an exanple, this existing support for URL parsing
allowed us to add prototype |ist header functionality to existing
mail clients (Eudora and Enmiler for the Macintosh) w thout nodifying
their source code.

A. 3. Wiy not just create a standard command | anguage?

A standard conmmand | anguage, supported by all email |ist services,
would go a long way to reducing the problens of |ist access that
currently plague existing services. It would reduce the anount of
| earning required by end users and allow for a nunber of comon
support tools to be devel oped.

However, such standardi zati on does pose problens in the areas of

mul ti-1ingual support and the custom needs of individual nailing
lists. The devel opnent of such a standard is al so expected to be net
with a slow adoption rate by software devel opers and |ist service
provi ders.

These points do not preclude the devel opnent of such a standard (in
fact, it would suggest that we should start sooner rather than
|ater), but we do need a solution that can be wi dely supported by the
current list services.

We can support nost existing |ist nanager command syntaxes w thout a
standard command | anguage. By using URLs, we allow alternate access
net hods a standard command | anguage probably woul dn’t enable, such as
web based control

Finally, client support for a standard comrand | anguage i s not at al
clear or necessarily sinple to inplenent. The variety and | arge
nunber of commands existing today woul d require conplicated user

i nterfaces which could be confusing and difficult to inplenent. By
restricting this proposal to the core functions, the client

i mpl ementation is nuch sinmpler, which significantly increases the
i kelihood of inplementation (as evidenced by the support already
announced by a nunber of client and server application authors).

A 4. Internationalization
Mul tilingual support is up to the URL standard. If URLs support it,

then the List- header fields support it. This is another advantage of
using URLs as the building blocks for the Iist header fields.
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A. 5. Variable Substitution

Variabl es would all ow the List- header fields to acconmpdate nearly
every existing |ist nanager. However, it would i mreasurably increase
the conplexity of the entire proposal, and possibly involve
redefining the URL standard, or force us to use sonething nore
conplicated (and hence nore difficult to inplenent) than URLs to
descri be the conmand synt ax.

Par ameters woul d either have to be mandatory (i.e. the user agent
doesn’t submit the nmessage if it doesn’t know what text to
substitute) or you need a way to say "if you know this paranmeter, add
its text here; otherwise, do this" where "this" is either: (a)
substitute a constant string, or (b) fail

The reason you would want a facility like this is because some |i st
server applications insist on having certain paraneters |ike users’

nanes, which the user agent mght or mght not know. e.g. listserv
insists on having a first nane and a | ast nane if you supply either
one.

VWi ch could lead to sonmething like the UNIl X shell syntax, where
${foo-bar} neans substitute the value of paraneter "foo" if "foo" is
defined, else substitute the string "bar". Perhaps $foo woul d mean
"substitute the value of paraneter foo if it is defined, else
substitute the enpty string"

This all seenms far too conplicated for the gains involved, especially
since the use of variables can often be avoi ded.

The use of variables in the conmand syntaxes of |ist services appears
to be | essening and does not, in any case, apply to all comrmands.
Wi | e the unsubscri be and subscri be command header fields nay not be
usabl e by those systens which require the use of variables, the help
field will still provide end users with a consistent point of access
t hrough which they can get support for their use of the list.

A. 6. Wiy not use a specialized MM part instead of header fields?

M ME parts were consi dered, but because nost mmil clients currently
either don’t support M ME or are not equi pped to handl e such
speci ali zed parts - such an inplenmentation would result in problens
for end users. It is also not as easy for nmany list servers to
implenent MME as it is to inplenment new header fields.

However, we are | ooking at the design of a MM part to nore fully

describe list command syntax, as well as trying to find ways to get
it supported by the applicable software.
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A. 7. Wiy include a Subscribe command?

Subscri be and Unsubscri be are the key comands needed by al nbst every
list. Other commands, such as digest nmode, are not as widely
support ed.

Addi tionally, users who have unsubscribed (before going on vacation
or for whatever other reason) may want to resubscribe to a list. O,
a nessage may be forwarded/ bounced froma subscriber to a non-
subscriber. O, the user may change addresses and want to subscribe
fromtheir new address. Having the List-Subscribe field avail abl e
could certainly help in all these cases.

A. 8. The Dangers of Header Bl oat

At what point are there just too many header fields? It really
varies on a list by list basis. On sone lists, the majority of users
will never be aware of a field unless the client software provides
sone alternative user interface to it (akin to the Reply-To field).
On others, the users will often see the header fields of messages and
woul d be able to recognize the function of the URLs contained within

The flexibility afforded by the protocol described in this docunent
(in that the header fields may be individually inplenmented as deened
appropriate) provides list admnistrators with sufficient "roomto
maneuver’' to neet their individual needs.
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B. Client Inplenentation
B.1. Cuidelines

For "mailto’ URL based commands, mail client applications may choose
to provide specialized feedback (such as presenting a dial og or
alert), instead of the actual comand emmil nessage, asking for
command confirmation fromthe user. The feedback should identify the
nmessage destination and command within a nore descriptive

expl anati on. For exanpl e:

"Do you want to send the unsubscription command 'unsubscri be
sonelist’ to 'sonelist-request @one. host.conm ? Sending the comand
will result in your removal fromthe associated list."

If the user has nultiple email addresses supported by the mai

client, the client application should pronpt the user for which
address to use when subscribing or perfornm ng sone other action where
the address to use cannot be specifically determ ned. Wen

unsubscri bing or such, the address that is subscribed shoul d be used,
unl ess that is not known by the application and cannot be deterni ned
fromthe message headers.

B.2. Inplenentation Options

The follow ng inplenentation possibilities are suggested here to give
sonme idea as to why these new header fields will be useful, and how
they coul d be supported.

In nost cases, it may be helpful to disable the interface for the
conmands when not applicable to the currently sel ected nessage.

B.2.1. Key conbi nations and conmand | i nes

On text based systens which utilize conmmand |ines or key

conbi nati ons, each field could be inplenented as a separate comrand.
Thus one conbi nati on woul d subscri be the user, another would
unsubscribe, a third request help, etc. The commands woul d only be
avai | abl e on nmessages containing the list header fields.

B.2.2. Menu itens
On graphi cal systens which have nmenus, these commands coul d take the
formof a menu or sub-nmenu of itenms. For exanple, a "Lists" nenu

m ght appear when vi ewi ng nessages containing the header fields, with
items nanmed "Subscribe", "Unsubscribe", "Get Help", "Post Message to
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List", "Contact List Omer" and "Access List Archive". This nenu
coul d be disabl ed when not applicable to the current nessage or
di sappear entirely.

B.2.3. Push Buttons and Pall ettes

On graphi cal w ndow systens, buttons could be placed in the w ndow of
the nmessage, a toolbar, or in a floating pallette of their own. Each
button could correspond to a conmand, with names "Subscri be",
"Unsubscri be", "Get Help", "Post to List", "List Oaner" and
"Archive". These buttons or pallettes could be disabled when not
applicable to the current nessage or disappear entirely.

B. 2.4 Feedback to the User

If using a dialog interface (or other feedback elenent) the client
application MJST include an option for the user to review (and
possi bly nodi fy) the nessage before it is sent. The application may
also find it useful to provide a link to nore detail ed context-
sensitive assistance about mail |ist access in general.
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