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Abst r act

Thi s docunent defines extensions to the FTP specification STD 9, RFC
959, "FILE TRANSFER PROTOCOL (FTP)" (Cctober 1985). These extensions
provi de strong authentication, integrity, and confidentiality on both
the control and data channels with the introducti on of new optional
commands, replies, and file transfer encodi ngs.

The foll owi ng new optional comands are introduced in this
speci fication:

AUTH (Aut henti cation/ Security Mechani sm,
ADAT (Aut hentication/Security Data),

PROT (Data Channel Protection Level),

PBSZ (Protection Buffer Size),

CCC (O ear Conmmand Channel),

MC (Integrity Protected Command),

CONF (Confidentiality Protected Comrand), and
ENC (Privacy Protected Comrand).

A new class of reply types (6yz) is also introduced for protected
replies.

None of the above commands are required to be inplenmented, but
i nt erdependenci es exi st. These dependenci es are documented with the
comrands.

Note that this specification is conpatible with STD 9, RFC 959.
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1

| ntroducti on

The File Transfer Protocol (FTP) currently defined in STD 9, RFC 959
and in place on the Internet uses usernanmes and passwords passed in
cleartext to authenticate clients to servers (via the USER and PASS
conmands). Except for services such as "anonynous" FTP archives,
this represents a security risk whereby passwords can be stol en
through monitoring of |ocal and w de-area networks. This either aids
potential attackers through password exposure and/or linits
accessibility of files by FTP servers who cannot or will not accept
the i nherent security risks.

Aside fromthe problem of authenticating users in a secure manner,
there is also the probl emof authenticating servers, protecting
sensitive data and/or verifying its integrity. An attacker may be
able to access valuable or sensitive data nmerely by nmonitoring a
networ k, or through active means may be able to delete or nmodify the
data being transferred so as to corrupt its integrity. An active
attacker may also initiate spurious file transfers to and froma site
of the attacker’s choice, and nmay i nvoke other commands on the
server. FTP does not currently have any provision for the encryption
or verification of the authenticity of conmands, replies, or
transferred data. Note that these security services have val ue even
to anonynous file access.

Current practice for sending files securely is generally either

1. via FTP of files pre-encrypted under keys which are manual ly
di stri buted,

2. via electronic mail containing an encoding of a file encrypted
under keys which are manual |y distributed,

3. via a PEM nessage, or
4. via the rcp command enhanced to use Kerberos.

None of these nmeans coul d be considered even a de facto standard, and
none are truly interactive. A need exists to securely transfer files
using FTP in a secure manner which is supported within the FTP
protocol in a consistent manner and which takes advantage of existing
security infrastructure and technol ogy. Extensions are necessary to
the FTP specification if these security services are to be introduced
into the protocol in an interoperable way.
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Al t hough the FTP control connection follows the Tel net protocol, and
Tel net has defined an authentication and encryption option [ TELNET-
SEC], [RFC-1123] explicitly forbids the use of Telnet option

negoti ati on over the control connection (other than Synch and |IP).

Al so, the Telnet authentication and encryption option does not
provide for integrity protection only (w thout confidentiality), and
does not address the protection of the data channel

2. FTP Security Overview

At the highest level, the FTP security extensions seek to provide an
abstract nechani smfor authenticating and/or authorizing connections,
and integrity and/or confidentiality protecting conmmands, replies,
and data transfers.

In the context of FTP security, authentication is the establishnent
of aclient’s identity and/or a server’s identity in a secure way,
usual | y using cryptographic techniques. The basic FTP protocol does
not have a concept of authentication

Aut hori zation is the process of validating a user for login. The
basi ¢ aut horization process involves the USER, PASS, and ACCT
conmands. Wth the FTP security extensions, authentication
establ i shed using a security nmechanismnmay al so be used to nake the
aut hori zati on deci si on.

Wthout the security extensions, authentication of the client, as
this termis usually understood, never happens. FTP authorization is
acconpl i shed with a password, passed on the network in the clear as
the argunent to the PASS command. The possessor of this password is
assumed to be authorized to transfer files as the user named in the
USER command, but the identity of the client is never securely

est abl i shed.

An FTP security interaction begins with a client telling the server
what security mechanismit wants to use with the AUTH command. The
server will either accept this nmechanism reject this mechanism or
in the case of a server which does not inplenent the security

ext ensions, reject the conmand conpletely. The client may try

mul tiple security nechanisns until it requests one which the server
accepts. This allows a rudinentary form of negotiation to take
place. (If nore conplex negotiation is desired, this may be

i mpl enented as a security nechanism) The server’'s reply wll
indicate if the client nust respond with additional data for the
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security nechanismto interpret. |If none is needed, this wll
usual |y nean that the nmechanismis one where the password (specified
by the PASS command) is to be interpreted differently, such as with a
token or one-time password system

If the server requires additional security information, then the
client and server will enter into a security data exchange. The
client will send an ADAT comand containing the first block of
security data. The server’s reply will indicate if the data exchange
is conplete, if there was an error, or if nmore data is needed. The
server’s reply can optionally contain security data for the client to
interpret. |If nore data is needed, the client will send anot her ADAT
conmand contai ni ng the next block of data, and await the server’s
reply. This exchange can continue as many tinmes as necessary. Once
thi s exchange conpl etes, the client and server have established a
security association. This security association may include

aut hentication (client, server, or nutual) and keying information for
integrity and/or confidentiality, depending on the mechanismin use.

The term"security data" here is carefully chosen. The purpose of
the security data exchange is to establish a security association

whi ch might not actually include any authentication at all, between
the client and the server as described above. For instance, a
Diffie-Hell man exchange establishes a secret key, but no

aut hentication takes place. |f an FTP server has an RSA key pair but
the client does not, then the client can authenticate the server, but
the server cannot authenticate the client.

Once a security association is established, authentication which is a
part of this association may be used instead of or in addition to the
st andard user nane/ password exchange for authorizing a user to connect
to the server. A usernane specified by the USER command is al ways
required to specify the identity to be used on the server.

In order to prevent an attacker frominserting or del eting conmands
on the control stream if the security association supports
integrity, then the server and client nmust use integrity protection
on the control stream unless it first transnmts a CCC command to
turn off this requirenent. Integrity protection is perforned with
the M C and ENC commands, and the 63z reply codes. The CCC comand
and its reply nmust be transmitted with integrity protection
Conmands and replies may be transnmitted without integrity (that is,
inthe clear or with confidentiality only) only if no security
association is established, the negotiated security associati on does
not support integrity, or the CCC comrand has succeeded.
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Once the client and server have negotiated with the PBSZ conmand an
acceptabl e buffer size for encapsul ating protected data over the data
channel , the security nechanismmay al so be used to protect data
channel transfers.

Policy is not specified by this docunent. |In particular, client and
server inplementations nmay choose to inplenent restrictions on what
operations can be perfornmed depending on the security association
whi ch exists. For exanple, a server may require that a client

aut horize via a security nechani smrather than using a password,
require that the client provide a one-tinme password from a token
require at least integrity protection on the conmand channel, or
require that certain files only be transnmtted encrypted. An
anonynous ftp client mght refuse to do file transfers w thout
integrity protection in order to insure the validity of files

downl oaded.

No particular set of functionality is required, except as
dependenci es described in the next section. This nmeans that none of
aut hentication, integrity, or confidentiality are required of an

i mpl ement ati on, although a mechani sm whi ch does none of these is not
of much use. For exanple, it is acceptable for a mechanismto

i mpl enent only integrity protection, one-way authentication and/or
encryption, encryption w thout any authentication or integrity
protection, or any other subset of functionality if policy or
techni cal considerations nmake this desirable. O course, one peer
mght require as a matter of policy stronger protection than the
other is able to provide, preventing perfect interoperability.

3. New FTP Commands

The foll owi ng commands are optional, but dependent on each ot her
They are extensions to the FTP Access Control Conmands.

The reply codes docunmented here are generally described as
recommended, rather than required. The intent is that reply codes
describing the full range of success and failure nodes exist, but
that servers be allowed to Iimt information presented to the client.
For exanple, a server mght inplenent a particular security
mechani sm but have a policy restriction against using it. The
server should respond with a 534 reply code in this case, but may
respond with a 504 reply code if it does not wish to divulge that the

di sal | owed nmechanismis supported. |If the server does choose to use
a different reply code than the recommended one, it should try to use
a reply code which only differs in the last digit. 1In all cases, the

server must use a reply code which is docunmented as returnable from
the command received, and this reply code nust begin with the same
digit as the recomended reply code for the situation
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AUTHENTI CATI ON/ SECURI TY MECHANI SM ( AUTH)

The argunment field is a Telnet string identifying a supported
mechanism This string is case-insensitive. Values nust be
regi stered with the I ANA, except that values beginning with "X-"
are reserved for |ocal use

If the server does not recognize the AUTH comand, it nust respond
with reply code 500. This is intended to enconpass the |arge

depl oyed base of non-security-aware ftp servers, which wll
respond with reply code 500 to any unrecogni zed command. |If the
server does recogni ze the AUTH command but does not inplenent the
security extensions, it should respond with reply code 502.

If the server does not understand the nanmed security nechanism it
shoul d respond with reply code 504.

If the server is not willing to accept the naned security
mechani sm it should respond with reply code 534.

If the server is not able to accept the naned security nechani sm
such as if a required resource is unavailable, it should respond
with reply code 431.

If the server is willing to accept the naned security nmechani sm
but requires security data, it nust respond with reply code 334.

If the server is willing to accept the named security mechani sm
and does not require any security data, it nust respond with reply
code 234.

If the server is responding with a 334 reply code, it may include
security data as described in the next section

Sone servers will allow the AUTH command to be reissued in order
to establish new authentication. The AUTH command, if accepted,
renoves any state associated with prior FTP Security conmands.
The server nust also require that the user reauthorize (that is,
rei ssue sonme or all of the USER, PASS, and ACCT conmands) in this
case (see section 4 for an explanation of "authorize" in this
cont ext).
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AUTHENTI CATI ON/ SECURI TY DATA ((ADAT)

The argurment field is a Telnet string representing base 64 encoded
security data (see Section 9, "Base 64 Encoding"). |If a reply
code indicating success is returned, the server may al so use a
string of the form "ADAT=base64data" as the text part of the reply
if it wishes to convey security data back to the client.

The data in both cases is specific to the security mechani sm

speci fied by the previous AUTH command. The ADAT command, and the
associ ated replies, allow the client and server to conduct an
arbitrary security protocol. The security data exchange nust

i ncl ude enough information for both peers to be aware of which
optional features are available. For exanple, if the client does
not support data encryption, the server nust be nmade aware of
this, so it will know not to send encrypted comand channe
replies. It is strongly recommended that the security nechani sm
provi de sequencing on the command channel, to insure that conmands
are not del eted, reordered, or replayed.

The ADAT command nust be preceded by a successful AUTH comand,
and cannot be issued once a security data exchange conpl etes
(successfully or unsuccessfully), unless it is preceded by an AUTH
conmand to reset the security state

If the server has not yet received an AUTH comrand, or if a prior
security data exchange conpl eted, but the security state has not
been reset with an AUTH conmand, it should respond with reply code
503.

If the server cannot base 64 decode the argunment, it should
respond with reply code 501.

If the server rejects the security data (if a checksumfails, for
instance), it should respond with reply code 535.

If the server accepts the security data, and requires additiona
data, it should respond with reply code 335.

If the server accepts the security data, but does not require any
additional data (i.e., the security data exchange has conpl eted
successfully), it nust respond with reply code 235.

If the server is responding with a 235 or 335 reply code, then it

may include security data in the text part of the reply as
speci fi ed above.
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If the ADAT command returns an error, the security data exchange
will fail, and the client nust reset its internal security state
If the client beconmes unsynchronized with the server (for exanple,
the server sends a 234 reply code to an AUTH conmmand, but the
client has nore data to transmt), then the client nust reset the
server’'s security state

PROTECTI ON BUFFER SI ZE ( PBSZ)

The argument is a decinmal integer representing the maxi mum size,
in bytes, of the encoded data bl ocks to be sent or received during
file transfer. This nunber shall be no greater than can be
represented in a 32-bit unsigned integer

This command allows the FTP client and server to negotiate a
maxi mum protected buffer size for the connection. There is no
default size; the client nust issue a PBSZ command before it can
i ssue the first PROT comand.

The PBSZ command nust be preceded by a successful security data
exchange.

If the server cannot parse the argument, or if it will not fit in
32 bits, it should respond with a 501 reply code.

If the server has not conpleted a security data exchange with the
client, it should respond with a 503 reply code.

O herwi se, the server nust reply with a 200 reply code. If the
size provided by the client is too large for the server, it nust
use a string of the form"PBSZ=nunber" in the text part of the
reply to indicate a smaller buffer size. The client and the
server must use the smaller of the two buffer sizes if both buffer
sizes are specified.

DATA CHANNEL PROTECTI ON LEVEL (PROT)

The argurment is a single Telnet character code specifying the data
channel protection |evel.

This command indicates to the server what type of data channe
protection the client and server will be using. The follow ng
codes are assigned:

- Cear

- Safe

- Confidenti al
- Private

oTmwno
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The default protection level if no other level is specifiedis
Clear. The C ear protection level indicates that the data channe
will carry the raw data of the file transfer, with no security
applied. The Safe protection |level indicates that the data wll
be integrity protected. The Confidential protection |eve
indicates that the data will be confidentiality protected. The
Private protection level indicates that the data will be integrity
and confidentiality protected.

It is reasonable for a security nechanismnot to provide all data
channel protection levels. It is also reasonable for a mechanism
to provide nore protection at a level than is required (for

i nstance, a nmechani sm m ght provide Confidential protection, but
include integrity-protection in that encoding, due to APl or other
consi derations).

The PROT command nust be preceded by a successful protection
buf fer size negotiation

If the server does not understand the specified protection |evel,
it should respond with reply code 504.

If the current security nechani sm does not support the specified
protection | evel, the server should respond with reply code 536.

If the server has not conpleted a protection buffer size
negotiation with the client, it should respond with a 503 reply
code.

The PROT command will be rejected and the server should reply 503
if no previous PBSZ comand was i ssued.

If the server is not willing to accept the specified protection
level, it should respond with reply code 534.

If the server is not able to accept the specified protection
| evel, such as if a required resource is unavailable, it should
respond with reply code 431.

O herwi se, the server nmust reply with a 200 reply code to indicate
that the specified protection | evel is accepted.

CLEAR COMVAND CHANNEL ( CCO)

Thi s command does not take an argumnent.
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It is desirable in sone environnents to use a security nechani sm
to authenticate and/or authorize the client and server, but not to
performany integrity checking on the subsequent comands. This
m ght be used in an environment where |P security is in place,
insuring that the hosts are authenticated and that TCP streans
cannot be tanpered, but where user authentication is desired.

I f unprotected commands are all owed on any connection, then an
attacker could insert a comuand on the control stream and the
server would have no way to know that it was invalid. |In order to
prevent such attacks, once a security data exchange conpl etes
successfully, if the security nechani sm supports integrity, then
integrity (via the MC or ENC command, and 631 or 632 reply) nust
be used, until the CCC comand is issued to enable non-integrity
protected control channel nessages. The CCC command itself mnust
be integrity protected.

Once the CCC conmand conpl etes successfully, if a command is not
protected, then the reply to that command nust al so not be
protected. This is to support interoperability with clients which
do not support protection once the CCC conmand has been issued.

Thi s command nmust be preceded by a successful security data
exchange.

If the command is not integrity-protected, the server nust respond
with a 533 reply code.

If the server is not willing to turn off the integrity
requirenent, it should respond with a 534 reply code.

O herwi se, the server nust reply with a 200 reply code to indicate
that unprotected conmands and replies may now be used on the
comand channel

| NTEGRI TY PROTECTED COMMAND (M C) and
CONFI DENTI ALI TY PROTECTED COMVAND ( CONF) and
PRI VACY PROTECTED COMVAND ( ENC)

The argurment field of MCis a Telnet string consisting of a base
64 encoded "safe" message produced by a security nechani sm
specific nessage integrity procedure. The argunent field of CONF
is a Telnet string consisting of a base 64 encoded "confidential"
nessage produced by a security nechani smspecific confidentiality
procedure. The argunment field of ENCis a Telnet string

consi sting of a base 64 encoded "private" message produced by a
security nmechani sm specific nmessage integrity and confidentiality
pr ocedure.

Horowitz & Lunt St andards Track [ Page 10]



RFC 2228 FTP Security Extensions Cct ober 1997

The server will decode and/or verify the encoded nessage.

Thi s command rmust be preceded by a successful security data
exchange.

A server may require that the first command after a successfu
security data exchange be CCC, and not inplenent the protection
comuands at all. In this case, the server should respond with a
502 reply code.

If the server cannot base 64 decode the argunment, it should
respond with a 501 reply code.

If the server has not conpleted a security data exchange with the
client, it should respond with a 503 reply code.

If the server has conpleted a security data exchange with the
client using a nechani smwhich supports integrity, and requires a
CCC comand due to policy or inplenentation lintations, it should
respond with a 503 reply code.

If the server rejects the command because it is not supported by
the current security nechanism the server should respond wth
reply code 537.

If the server rejects the command (if a checksumfails, for
i nstance), it should respond with reply code 535.

If the server is not willing to accept the conmand (if privacy is
required by policy, for instance, or if a CONF command is received
before a CCC command), it should respond with reply code 533.

O herwi se, the command will be interpreted as an FTP command. An
end-of -1 i ne code need not be included, but if one is included, it
must be a Tel net end-of-1ine code, not a | ocal end-of-line code.

The server may require that, under sone or all circunstances, al
comuands be protected. In this case, it should make a 533 reply
to conmands other than M C, CONF, and ENC
4. Login Authorization
The security data exchange nay, anpbng other things, establish the

identity of the client in a secure way to the server. This identity
may be used as one input to the | ogin authorization process.
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In response to the FTP | ogi n commands (AUTH, PASS, ACCT), the server
may choose to change the sequence of conmands and replies specified
by RFC 959 as follows. There are also some new replies avail abl e.

If the server is willing to allow the user naned by the USER conmmand
to log in based on the identity established by the security data
exchange, it should respond with reply code 232.

If the security nechanismrequires a chall enge/ response password, it
shoul d respond to the USER command with reply code 336. The text

part of the reply should contain the challenge. The client nust

di splay the challenge to the user before pronpting for the password
inthis case. This is particularly relevant to nore sophisticated
clients or graphical user interfaces which provide dial og boxes or

ot her nodal input. These clients should be careful not to pronpt for
the password before the username has been sent to the server, in case
the user needs the challenge in the 336 reply to construct a valid
passwor d.

5. New FTP Replies

The new reply codes are divided into two classes. The first class is
new replies made necessary by the new FTP Security comrands. The
second class is a newreply type to indicate protected replies.

5.1. New individual reply codes

232 User |ogged in, authorized by security data exchange.
234 Security data exchange conpl ete.
235 [ ADAT=base64dat a]
; This reply indicates that the security data exchange
; conpl eted successfully. The square brackets are not
; to be included in the reply, but indicate that
; security data in the reply is optional

334 [ ADAT=base64dat a]
; This reply indicates that the requested security nmechani sm
; 1s ok, and includes security data to be used by the client
; to construct the next command. The square brackets are not
; to be included in the reply, but indicate that
; security data in the reply is optional
335 [ ADAT=base64dat a]
; This reply indicates that the security data is
; acceptable, and nore is required to conplete the
; security data exchange. The square brackets
; are not to be included in the reply, but indicate
; that security data in the reply is optional
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336

431

533
534
535
536
537

5. 2.

One

FTP Security Extensions Cct ober 1997

User nane okay, need password. Challenge is "...."
; The exact representation of the chall enge should be chosen
; by the mechanismto be sensible to the human user of the
; system

Need sone unavail abl e resource to process security.

Command protection | evel denied for policy reasons.

Request denied for policy reasons.

Fail ed security check (hash, sequence, etc).

Requested PROT | evel not supported by mechani sm

Conmand protection | evel not supported by security nechani sm

Protected repli es.
new reply type is introduced:
6yz Protected reply

There are three reply codes of this type. The first, reply
code 631 indicates an integrity protected reply. The
second, reply code 632, indicates a confidentiality and
integrity protected reply. the third, reply code 633,

i ndicates a confidentiality protected reply.

The text part of a 631 reply is a Telnet string consisting
of a base 64 encoded "safe" nessage produced by a security
mechani sm specific message integrity procedure. The text
part of a 632 reply is a Telnet string consisting of a base
64 encoded "private" nessage produced by a security
nmechani sm speci fi ¢ nmessage confidentiality and integrity
procedure. The text part of a 633 reply is a Telnet string
consi sting of a base 64 encoded "confidential" nessage
produced by a security nechani sm specific nessage
confidentiality procedure.

The client will decode and verify the encoded reply. How
failures decoding or verifying replies are handled is

i mpl ement ati on-specific. An end-of-line code need not be
i ncluded, but if one is included, it rmust be a Tel net end-
of -l1ine code, not a local end-of-line code.

A protected reply may only be sent if a security data
exchange has succeeded.

The 63z reply may be a multiline reply. 1In this case, the
pl ai ntext reply nmust be broken up into a nunmber of
fragnments. Each fragnent nust be protected, then base 64
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6.

encoded in order into a separate line of the multiline
reply. There need not be any correspondence between the
line breaks in the plaintext reply and the encoded reply.

Tel net end-of-1ine codes nust appear in the plaintext of the
encoded reply, except for the final end-of-line code, which
i s optional

The nmultiline reply must be formatted nore strictly than the
continuation specification in RFC 959. |In particular, each
line before the | ast nust be formed by the reply code,

foll owed i medi ately by a hyphen, followed by a base 64
encoded fragnent of the reply.

For exanple, if the plaintext reply is

123-First line
Second |ine

234 A line beginning with nunbers
123 The last |ine

then the resulting protected reply could be any of the
following (the first exanple has a line break only to fit
wi thin the margins):

631 base64(protect("123-First line\r\nSecond line\r\n 234 Aline
631- base64(protect ("123-First line\r\n"))

631- base64(protect ("Second line\r\n"))

631- base64(protect (" 234 A line beginning with nunmbers\r\n"))
631 base64(protect("123 The last line"))

631- base64(protect ("123-First line\r\nSecond line\r\n 234 Aline b"))
631 base64(protect("eginning with nunbers\r\nl123 The last line\r\n"))

Dat a Channel Encapsul ati on

When data transfers are protected between the client and server (in
either direction), certain transformati ons and encapsul ati ons nust be
performed so that the recipient can properly decode the transnitted
file.

The sender nust apply all protection services after transformations
associated with the representation type, file structure, and transfer
node have been perfornmed. The data sent over the data channel is,
for the purposes of protection, to be treated as a byte stream

VWhen performng a data transfer in an authenticated manner, the
aut hentication checks are performed on individual blocks of the file,
rather than on the file as a whole. Consequently, it is possible for
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insertion attacks to insert blocks into the data stream (i.e.

repl ays) that authenticate correctly, but result in a corrupted file
bei ng undetected by the receiver. To guard agai nst such attacks, the
specific security mechani sm enpl oyed shoul d i ncl ude mechani sms to
protect agai nst such attacks. Many GSS- APl nechani sns usable with
the specification in Appendix |, and the Kerberos nechanismin
Appendi x Il do so.

The sender nust take the input byte stream and break it up into

bl ocks such that each bl ock, when encoded using a security mechani sm
specific procedure, will be no larger than the buffer size negoti ated
by the client with the PBSZ command. Each bl ock nust be encoded,
then transmitted with the length of the encoded bl ock prepended as a
four byte unsigned integer, nost significant byte first.

When the end of the file is reached, the sender nust encode a bl ock
of zero bytes, and send this final block to the recipient before
cl osing the data connection

The recipient will read the four byte I ength, read a bl ock of data
that many bytes |l ong, then decode and verify this block with a
security nechani sm specific procedure. This nust be repeated until a
bl ock encoding a buffer of zero bytes is received. This indicates
the end of the encoded byte stream

Any transformations associated with the representation type, file
structure, and transfer node are to be perforned by the recipient on
the byte streamresulting fromthe above process.

When using bl ock transfer node, the sender’s (cleartext) buffer size
i s i ndependent of the block size.

The server will reply 534 to a STOR, STQU, RETR, LIST, NLST, or APPE
conmand if the current protection level is not at the |evel dictated
by the server’s security requirements for the particular file
transfer.

If any data protection services fail at any time during data transfer
at the server end (including an attenpt to send a buffer size greater
than the negotiated maxi num), the server will send a 535 reply to the
data transfer command (either STOR STOU, RETR, LIST, NLST, or APPE)
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7.

8.

Potential policy considerations

VWhile there are no restrictions on client and server policy, there

ar

e a few reconmrendati ons which an i npl enentation should inplenment.

Once a security data exchange takes place, a server should require
all comands be protected (with integrity and/or confidentiality),
and it should protect all replies. Replies should use the sane

| evel of protection as the conmmand whi ch produced them This

i ncludes replies which indicate failure of the M C, CONF, and ENC
commands. |In particular, it is not neaningful to require that
AUTH and ADAT be protected; it is neaningful and useful to require
that PROT and PBSZ be protected. |In particular, the use of CCCis
not reconmended, but is defined in the interest of
interoperability between inplenentations which might desire such
functionality.

A client should encrypt the PASS command whenever possible. It is
reasonable for the server to refuse to accept a non-encrypted PASS
command if the server knows encryption is avail able.

Al t hough no security commands are required to be inplenmented, it

is recomended that an inplenentation provide all conmands which

can be inplenented, given the nechani sns supported and the policy
consi derations of the site (export controls, for instance).

Decl arative specifications

These sections are nodelled after sections 5.3 and 5.4 of RFC 959,
whi ch describe the sane infornmation, except for the standard FTP
conmands and replies.

8.

1. FTP Security commands and argunents

AUTH <SP> <nechani sm nane> <CRLF>
ADAT <SP> <base64dat a> <CRLF>

PROT <SP> <prot-code> <CRLF>

PBSZ <SP> <deci mal -i nt eger > <CRLF>
M C <SP> <base64dat a> <CRLF>

CONF <SP> <base64dat a> <CRLF>

ENC <SP> <base64dat a> <CRLF>

<mechani sm nane> ::= <string>
<base64data> ::= <string>
; must be formatted as described in section 9
<prot-code> ::=C| S| E| P
<deci mal -i nteger> ::= any decimal integer from1l to (2"32)-1
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8.2. Conmmand- Reply sequences

Security Association Setup

AUTH
234
334
502,
500,

ADAT
235
335
5083,
500,

Data protection

PBSZ
200
503
500,

PROT
200
504,
500,

504,
501,

501,

501,

501,

536,
501,

Command channe

MC
535,
500,

CONF
535,
500,

ENC
535,
500,

533
501,

533
501,

533
501,

534, 431
421

535
421
negoti ati on commands

421, 530

503, 534, 431
421, 530
protecti on conmands

421

421

421

Cct ober

Security-Enhanced | ogin commands (only new replies |isted)

USER
232
336

Dat a channe

STOR
534,

STQU
534,

RETR
534,

Horowi tz & Lunt

535

535

535

conmands (only new replies |isted)
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LI ST

534, 535
NLST

534, 535
APPE

534, 535

In addition to these reply codes, any security comand can return
500, 501, 502, 533, or 421. Any ftp command can return a reply
code encapsul ated in a 631, 632, or 633 reply once a security data
exchange has conpl eted successful ly.
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9. State Diagrams

This section includes a state di agram which denmonstrates the flow of
aut hentication and authorization in a security enhanced FTP

i mpl enentati on. The rectangul ar bl ocks show states where the client
must i ssue a command, and the di anmond bl ocks show states where the
server must issue a response.

B ,  USER
_\| Unauthenticated | \
| /| (new connection) | /]
| e ’ |
| |
| | AUTH
| v |
| I\ |
| 4yz,5yz |/ \ 234 |
| <-------- < D >,
| \ ||
| \_/ ||
| | ||
| | 334 ||
R N
| | Need Security Data |[<--. | |
| e R B
| | |
| | ADAT |
| v |
| I\ |
| 4yz,5yz |/ \ 335 || |
f e < D ’ | |
\ / | ]
\_/ | ]
| ||
| 235 | ]
V N
,--->| Authenticated |<-------- " | After the client and server
| B ' | have conpl eted authenti -
| | | cation, conmand nust be
| | USER | integrity-protected if
| | | integrity is available. The
| R ' CCC command may be issued to
| \% relax this restriction.
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| Need Account |

i Aut hori zed
| (Logged in) |
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10.

Base 64 Encoding

Base 64 encoding is the same as the Printable Encodi ng described in
Section 4.3.2.4 of [RFC-1421], except that |ine breaks must not be
i ncluded. This encoding is defined as foll ows.

Proceeding fromleft to right, the bit string resulting fromthe
mechani sm specific protection routine is encoded into characters
which are universally representable at all sites, though not
necessarily with the sane bit patterns (e.g., although the character
"E" is represented in an ASCl|-based system as hexadeci mal 45 and as
hexadeci mal C5 in an EBCDI C-based system the |ocal significance of
the two representations is equivalent).

A 64-character subset of International Al phabet I A5 is used, enabling
6 bits to be represented per printable character. (The proposed
subset of characters is represented identically in IA5 and ASClII.)

The character "=" signifies a special processing function used for
paddi ng within the printable encodi ng procedure.

The encodi ng process represents 24-bit groups of input bits as output
strings of 4 encoded characters. Proceeding fromleft to right
across a 24-bit input group output fromthe security mechani sm

speci fic nessage protection procedure, each 6-bit group is used as an
index into an array of 64 printable characters, nanely "[A-Z][a-
z][0-9]1+4/". The character referenced by the index is placed in the
out put string. These characters are selected so as to be universally
representabl e, and the set excludes characters with particul ar
significance to Telnet (e.g., "<CR>", "<LF>", 1AQC).

Speci al processing is perforned if fewer than 24 bits are avail abl e
in an input group at the end of a nmessage. A full encoding quantum
is always conpleted at the end of a nessage. When fewer than 24
input bits are available in an input group, zero bits are added (on
the right) to forman integral number of 6-bit groups. CQutput
character positions which are not required to represent actual input
data are set to the character "=". Since all canonically encoded
output is an integral nunber of octets, only the foll owi ng cases can
arise: (1) the final quantum of encoding input is an integra

multiple of 24 bits; here, the final unit of encoded output wll be
an integral nmultiple of 4 characters with no "=" padding, (2) the
final quantum of encoding input is exactly 8 bits; here, the fina
unit of encoded output will be two characters followed by two "="
paddi ng characters, or (3) the final quantum of encoding input is
exactly 16 bits; here, the final unit of encoded output will be three

characters foll owed by one paddi ng character.
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11.

12.

13.

| mpl enentors nust keep in mnd that the base 64 encodings in ADAT,

M C, CONF, and ENC commands, and in 63z replies may be arbitrarily
long. Thus, the entire Iine nmust be read before it can be processed.
Several successive reads on the control channel may be necessary. It
is not appropriate to for a server to reject a command containing a
base 64 encoding sinply because it is too long (assum ng that the
decoding is otherwise well forned in the context in which it was
sent).

Case must not be ignored when readi ng commands and replies containing
base 64 encodi ngs.

Security Considerations

This entire docunment deals with security considerations related to
the File Transfer Protocol.

Third party file transfers cannot be secured using these extensions,
since a security context cannot be established between two servers
using these facilities (no control connection exists between servers
over which to pass ADAT tokens). Further work in this area is

def err ed.
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Appendi x |: Specification under the GSSAP

In order to maximi se the utility of new security nechanisns, it is
desirabl e that new mechani sms be inpl enented as GSSAPI mechani sis
rather than as FTP security nechanisns. This will enable existing
ftp inplenmentations to support the new nechanisns nore easily, since
little or no code will need to be changed. In addition, the

mechani smwi || be usable by other protocols, such as | MAP, which are
built on top of the GSSAPI, with no additional specification or

i mpl enent ati on work needed by the nechani sm desi gners.

The security mechani smnane (for the AUTH conmand) associated with
al | nmechani sns enpl oying the GSSAPI is GSSAPI. |f the server
supports a security mechani smenpl oying the GSSAPI, it nust respond
with a 334 reply code indicating that an ADAT command i s expected
next .

The client nust begin the authentication exchange by calling

GSS Init_Sec_Context, passing in O for input_context handle
(initially), and a targ_name equal to output_ nanme from

GSS I nmport _Name called with input_nane_type of Host-Based Service and
i nput _nanme_string of "ftp@ostname" where "hostnane” is the fully
qgualified host nane of the server with all letters in | ower case.
(Failing this, the client may try again using input_nane_string of
"host @ost nane".) The output _token nust then be base 64 encoded and
sent to the server as the argunent to an ADAT conmand. |If

GSS Init_Sec_Context returns GSS S CONTI NUE_NEEDED, then the client
nmust expect a token to be returned in the reply to the ADAT command.
Thi s token nust subsequently be passed to another call to

GSS Init_Sec Context. 1In this case, if GSS Init_Sec_Context returns
no out put _token, then the reply code fromthe server for the previous
ADAT command nust have been 235. |If GSS Init_Sec_Context returns
GSS_S COWPLETE, then no further tokens are expected fromthe server,
and the client nmust consider the server authenticated.

The server nust base 64 decode the argument to the ADAT command and
pass the resultant token to GSS Accept_ Sec_Context as input_token
setting acceptor_cred _handle to NULL (for "use default credentials"),
and O for input_context_handle (initially). [If an output_token is
returned, it nust be base 64 encoded and returned to the client by

i ncl udi ng "ADAT=base64string” in the text of the reply. If

GSS Accept _Sec_Context returns GSS S COWPLETE, the reply code nust be
235, and the server must consider the client authenticated. |If

GSS Accept _Sec_Context returns GSS S CONTI NUE _NEEDED, the reply code
must be 335. Oherw se, the reply code should be 535, and the text
of the reply should contain a descriptive error nessage.
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The chan_bi ndings input to GSS | nit_Sec_Context and

GSS Accept _Sec_Context should use the client internet address and
server internet address as the initiator and acceptor addresses,
respectively. The address type for both should be GSS C AF I NET. No
application data should be specified.

Si nce GSSAPI supports anonynous peers to security contexts, it is
possible that the client’s authentication of the server does not
actually establish an identity.

The procedure associated with M C commands, 631 replies, and Safe
file transfers is:

GSS_ Wap for the sender, with conf_flag == FALSE
GSS Unwap for the receiver

The procedure associated with ENC commands, 632 replies, and Private
file transfers is:

GSS_Wap for the sender, with conf_flag == TRUE
GSS Unwap for the receiver

CONF conmands and 633 replies are not supported.

Both the client and server should inspect the value of conf_avail to
det ermi ne whet her the peer supports confidentiality services.

VWen the security state is reset (when AUTH is received a second
time, or when REIN is received), this should be done by calling the
GSS Del ete_sec_context function

Appendi x Il: Specification under Kerberos version 4

The security mechani smnanme (for the AUTH command) associated with
Kerberos Version 4 is KERBEROS V4. |If the server supports
KERBERCS V4, it must respond with a 334 reply code indicating that an
ADAT command i s expected next.

The client nust retrieve a ticket for the Kerberos principa

"ftp. hostnanre@eal m by calling krb_nk_req(3) with a principal name
of "ftp", an instance equal to the first part of the canonical host
nane of the server with all letters in |ower case (as returned by
krb_get phost(3)), the server’'s real mnane (as returned by
krb_real nof host(3)), and an arbitrary checksum The ticket nust then
be base 64 encoded and sent as the argunent to an ADAT conmand.
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If the "ftp" principal nane is not a registered principal in the

Ker ber os dat abase, then the client may fall back on the "rcnmd"
princi pal nane (sane instance and realm. However, servers nust
accept only one or the other of these principal names, and nust not
be willing to accept either. Cenerally, if the server has a key for
the "ftp" principal inits srvtab, then that principal only nust be
used, otherwi se the "rcnd" principal only nust be used.

The server nust base 64 decode the argument to the ADAT conmand and
pass the result to krb_rd_req(3). The server nmust add one to the
checksum from the aut henticator, convert the result to network byte
order (nobst significant byte first), and sign it using

krb_nmk _safe(3), and base 64 encode the result. Upon success, the
server must reply to the client with a 235 code and incl ude

" ADAT=base64string"” in the text of the reply. Upon failure, the
server should reply 535

Upon receipt of the 235 reply fromthe server, the client nust parse
the text of the reply for the base 64 encoded data, decode it,
convert it fromnetwork byte order, and pass the result to
krb_rd_safe(3). The client nust consider the server authenticated if
the resultant checksumis equal to one plus the value previously
sent.

The procedure associated with M C conmands, 631 replies, and Safe
file transfers is:

krb_nk_safe(3) for the sender
krb_rd_safe(3) for the receiver

The procedure associated with ENC commands, 632 replies, and Private
file transfers is:

krb_nmk_priv(3) for the sender
krb_rd_priv(3) for the receiver

CONF conmands and 633 replies are not supported.

Note that this specification for KERBEROS V4 contains no provision
for negotiating alternate neans for integrity and confidentiality
routines. Note also that the ADAT exchange does not convey whet her
the peer supports confidentiality services.

In order to stay within the all owed PBSZ, inplenmentors nust take note
that a cleartext buffer will grow by 31 bytes when processed by
krb_nmk_safe(3) and will grow by 26 bytes when processed by
krb_nmk_priv(3).
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Ful | Copyright Statenent
Copyright (C The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplnmentation nmay be prepared, copied, published
andand distributed, in whole or in part, without restriction of any
ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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