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RADI US Accounti ng
Status of this Menp
This meno provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nenmo is unlinted.
Abst ract
Thi s docunent describes a protocol for carrying accounting
i nfornmati on between a Network Access Server and a shared Accounting

Server.

Tabl e of Contents

1. Introduction .. .... ... . 2
1.1 Specification of Requirements ................... 3
1.2 Termnol 0gy . ..o 3

2. Operati ON ... 3

3. Packet Format . ........ ... . . . . e 4

4. Packet Types ... ... 6
4.1 Accounting-Request ............ ... .. . .. ... 7
4.2 Accounting-Response ............. ... 8

5. Attributes ... . 9
5.1 Acct-Status-Type .. ... 11
5.2 Acct-Delay-Time . ... ... 12
5.3 Acct-lnput-Cctets ........ . . . . 13
5.4 Acct-Qutput-QOctets ... 13
5.5 Acct-Session-1d ........ .. . 14
5.6 Acct-Authentic ....... ... .. . . . . 15
5.7 AcCt-Session-Time . ...... .., 16
5.8 Acct-Input-Packets ...... ... ... . .. ... 17
5.9 Acct-Qutput-Packets ........ ... ... ... 17
5.10 Acct-Terminate-Cause ...........iiiinunnnnnnn 18
5.11 Acct-Milti-Session-1d ...... ... ... .. .. . ... ... 20
5.12 Acct-Link-Count ......... ... . .. 21
5.13 Table of Attributes ....... ... ... .. .. ... .. ... ..... 22

Security Considerati ONS . ... ... .. . 24

Ref er ences .. ... 24

AcCknow edgenmBnt S . ... ... e 24

Chai r’'s Addr eSS ..ot 25

Aut hor’ s Addr eSS . ... i 25

Ri gney | nf or mati onal [ Page 1]



RFC 2059 RADI US Accounti ng January 1997

1

| ntroducti on

Managi ng di spersed serial |ine and nodem pools for |arge nunmbers of
users can create the need for significant adm nistrative support.

Si nce nmodem pools are by definition a link to the outside world, they
require careful attention to security, authorization and accounting.
This can be best achi eved by managi ng a single "database" of users,
which allows for authentication (verifying user nane and password) as
wel | as configuration information detailing the type of service to
deliver to the user (for exanple, SLIP, PPP, telnet, rlogin).

The RADI US (Renpte Authentication Dial In User Service) docunent [4]
specifies the RADI US protocol used for Authentication and

Aut hori zation. This nenmp extends the use of the RADIUS protocol to
cover delivery of accounting information fromthe Network Access
Server (NAS) to a RADI US accounting server.

Key features of RADI US Accounting are:
Client/Server Mde

A Network Access Server (NAS) operates as a client of the
RADI US accounting server. The client is responsible for
passi ng user accounting information to a desi gnated RADI US
accounting server.

The RADI US accounting server is responsible for receiving the
accounting request and returning a response to the client
indicating that it has successfully received the request.

The RADI US accounting server can act as a proxy client to other
ki nds of accounting servers.

Net wor k Security
Transactions between the client and RADI US accounti ng server
are authenticated through the use of a shared secret, which is
never sent over the network.

Ext ensi bl e Protoco
Al transactions are conprised of variable |l ength Attribute-
Lengt h-Value 3-tuples. New attribute values can be added
wi t hout disturbing existing inplenmentations of the protocol

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized.
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1.1 Specification of Requirenents

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification

MUST NOT This phrase neans that the definition is an absolute
prohi bition of the specification

SHOULD This word, or the adjective "recomended", neans that there
may exi st valid reasons in particular circunmstances to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl enent ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenentation which
does include the option

1.2. Term nol ogy
Thi s docunent uses the follow ng ternmns:

service The NAS provides a service to the dial-in user, such as PPP
or Tel net.

sessi on Each service provided by the NAS to a dial-in user
constitutes a session, with the begi nning of the session
defined as the point where service is first provided and
the end of the session defined as the point where service
is ended. A user may have nmultiple sessions in parallel or
series if the NAS supports that, with each session
generating a separate start and stop accounting record with
its own Acct-Session-Id.

silently discard
This nmeans the inplenmentation discards the packet wi thout
further processing. The inplenmentation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

2. Operation
VWhen a client is configured to use RADI US Accounting, at the start of

service delivery it will generate an Accounting Start packet
descri bing the type of service being delivered and the user it is
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being delivered to, and will send that to the RADIUS Accounting
server, which will send back an acknow edgement that the packet has
been received. At the end of service delivery the client wll
generate an Accounting Stop packet describing the type of service
that was delivered and optionally statistics such as el apsed tine,

i nput and output octets, or input and output packets. It will send
that to the RADIUS Accounting server, which will send back an
acknow edgenent that the packet has been received.

The Accounti ng- Request (whether for Start or Stop) is submitted to
the RADI US accounting server via the network. It is recommended t hat
the client continue attenpting to send the Accounti ng- Request packet
until it receives an acknow edgenent, using sorme form of backoff. If
no response is returned within a length of tinme, the request is re-
sent a nunber of tines. The client can also forward requests to an
alternate server or servers in the event that the primary server is
down or unreachable. An alternate server can be used either after a

nunber of tries to the primary server fail, or in a round-robin
fashion. Retry and fallback algorithns are the topic of current
research and are not specified in detail in this docunent.

The RADI US accounting server MAY make requests of other servers in
order to satisfy the request, in which case it acts as a client.

If the RADIUS accounting server is unable to successfully record the
accounting packet it MJST NOT send an Accounti ng- Response
acknow edgnent to the client.

3. Packet Format
Exactly one RADIUS Accounting packet is encapsulated in the UDP Data
field [1], where the UDP Destination Port field indicates 1813
(decimal).

VWen a reply is generated, the source and destination ports are
reversed
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A summary of the RADIUS data fornmat is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

Code | Identifier | Length |
T T i S e i s st oI S e S e S il Tt S S R S S e S

Aut hent i cat or

R e s o S e T S T T i R e e e e o o i
Attributes ...
B T i e e R

|

+-

|

|

|

|

+-

|

+-
Code

The Code field is one octet, and identifies the type of RADI US

packet. Wien a packet is received with an invalid Code field, it is

silently discarded.

RADI US Accounting Codes (decimal) are assigned as foll ows:

4 Account i ng- Request
5 Account i ng- Response
[ dentifier

The ldentifier field is one octet, and aids in matching requests and
replies.

Length

The Length field is two octets. It indicates the length of the
packet including the Code, ldentifier, Length, Authenticator and
Attribute fields. Octets outside the range of the Length field
shoul d be treated as paddi ng and should be ignored on reception. |If
the packet is shorter than the Length field indicates, it should be
silently discarded. The mnimumlength is 20 and maxi mum |l ength is
4096.

Aut henti cat or
The Authenticator field is sixteen (16) octets. The nost significant

octet is transmitted first. This value is used to authenticate the
nmessages between the client and RADI US accounting server.
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Request Aut henti cat or

I n Accounti ng- Request Packets, the Authenticator value is a 16
octet MD5 [3] checksum called the Request Authenticator.

The NAS and RADI US accounting server share a secret. The Request
Aut henticator field in Accounting- Request packets contains a one-
way MD5 hash cal cul ated over a stream of octets consisting of the
Code + ldentifier + Length + 16 zero octets + request attributes +
shared secret (where + indicates concatenation). The 16 octet M5
hash value is stored in the Authenticator field of the
Account i ng- Request packet.

Note that the Request Authenticator of an Accounting-Request can
not be done the sane way as the Request Authenticator of a RADIUS
Access- Request, because there is no User-Password attribute in an
Account i ng- Request .

Response Aut henti cat or

The Authenticator field in an Accounti ng- Response packet is called
the Response Aut henticator, and contains a one-way MD5 hash

cal cul ated over a stream of octets consisting of the Accounti ng-
Response Code, Identifier, Length, the Request Authenticator field
fromthe Accounting- Request packet being replied to, and the response
attributes if any, followed by the shared secret. The resulting 16
octet MD5 hash value is stored in the Authenticator field of the
Account i ng- Response packet.

Attributes
Attributes nay have multiple instances, in such a case the order of
attributes of the sane type SHOULD be preserved. The order of
attributes of different types is not required to be preserved.

4. Packet Types

The RADI US packet type is determined by the Code field in the first
octet of the packet.
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4.1. Accounting- Request
Descri ption

Account i ng- Request packets are sent froma client (typically a

Net wor k Access Server or its proxy) to a RADI US accounting server,
and convey information used to provide accounting for a service
provided to a user. The client transnmts a RADIUS packet with the
Code field set to 4 (Accounting-Request).

Upon recei pt of an Accounting-Request, the server MJST transnmit an
Accounti ng- Response reply if it successfully records the
accounting packet, and MJUST NOT transnmit any reply if it fails to
record the accounting packet.

Any attribute valid in a RADIUS Access- Request or Access- Accept
packet is valid in a RAD US Accounting- Request packet, except that
the following attributes MJUST NOT be present in an Accounting-
Request: User-Password, CHAP-Password, Reply-Message, State.
Ei t her NAS-1P-Address or NAS-Identifier MJST be present in a

RADI US Accounting-Request. It SHOULD contain a NAS-Port or NAS-
Port-Type attribute or both unless the service does not involve a
port or the NAS does not distinguish among its ports.

A sunmary of the Accounting-Request packet format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

Code | Identifier | Length |
T T i S e i s st oI S e S e S il Tt S S R S S e S

Request Aut henti cat or |
T T R e s o s i N R T ok o =

Attributes ...
B T i e e R

|
+-
|
|
|
|
+-
|
+-
Code

4 for Accounting-Request.
I dentifier

The ldentifier field MIST be changed whenever the content of the
Attributes field changes, and whenever a valid reply has been
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received for a previous request. For retransm ssions where the
contents are identical, the lIdentifier MJST remain unchanged.

Note that if Acct-Delay-Tine is included in the attributes of an
Account i ng- Request then the Acct-Delay-Tinme value will be updated
when the packet is retransmtted, changing the content of the
Attributes field and requiring a new Identifier and Request

Aut henti cat or.

Request Aut henti cat or

The Request Authenticator of an Accounting-Request contains a 16-
octet MD5 hash val ue cal cul ated according to the nethod descri bed
in "Request Authenticator" above.

Attributes

The Attributes field is variable in length, and contains a |ist of
Attributes.

4.2. Accounting- Response
Descri ption

Account i ng- Response packets are sent by the RADIUS accounting
server to the client to acknow edge that the Accounting- Request
has been received and recorded successfully. [|f the Accounting-
Request was recorded successfully then the RADIUS accounting
server MJST transnmit a packet with the Code field set to 5
(Accounti ng- Response). On reception of an Accounti ng- Response by
the client, the Identifier field is matched with a pending
Accounting- Request. Invalid packets are silently discarded.

A RADI US Accounti ng- Response is not required to have any
attributes init.
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A summary of the Accounting- Response packet format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
012345678901234567890123456789¢01
B T s i I S e i S i i S S e S

Code | Identifier | Length |
e s T e e e o i ik i SR S SIS S S
I

Response Aut henti cat or |

|

T T R e s o s i N R T ok o =

Attributes ...
B T i e e R

|
+-
|
|
|
|
+-
|
+-
Code

5 for Accounting- Response.

| dentifier

The ldentifier field is a copy of the Identifier field of the
Account i ng- Request whi ch caused this Accounting- Response.

Response Aut henti cat or
The Response Authenticator of an Accounting-Response contains a
16-octet MD5 hash val ue cal cul ated according to the nethod
descri bed in "Response Authenticator" above.

Attributes

The Attributes field is variable in length, and contains a list of
zero or nore Attributes.

5. Attributes

RADI US Attributes carry the specific authentication, authorization
and accounting details for the request and response.

Sonme attributes MAY be included nmore than once. The effect of this
is attribute specific, and is specified in each attribute
descripti on.

The end of the list of attributes is indicated by the Length of the
RADI US packet .

Ri gney I nf or mati onal [ Page 9]



RFC 2059 RADI US Accounti ng January 1997

A sunmmary of the attribute format is shown below. The fields are
transmtted fromleft to right.

0 1 2
012345678901234567890123
s o S S e e ik i EIE TR R R R S ke S S S S

| Type | Length | Value ..
e o e R e o Tk T i R e e S e e S e o o

Type

The Type field is one octet. Up-to-date values of the RADIUS Type
field are specified in the nost recent "Assigned Nunmbers" RFC [2].
Val ues 192-223 are reserved for experinmental use, values 224-240
are reserved for inplenentation-specific use, and val ues 241-255
are reserved and should not be used. This specification concerns
the follow ng val ues:

1-39 (refer to RADI US docunent [4])

40 Acct - St at us- Type

41 Acct - Del ay- Ti ne

42 Acct-1l nput-Cctets

43 Acct - Qut put - Cctets

44 Acct - Session-1d

45 Acct - Aut henti c

46 Acct - Sessi on-Ti e

47 Acct - | nput - Packet s

48 Acct - Qut put - Packet s
49 Acct - Ter mi nat e- Cause
50 Acct-Mil ti-Session-1d
51 Acct - Li nk- Count

60+ (refer to RADI US document [4])

Length
The Length field is one octet, and indicates the Ilength of this
attribute including the Type, Length and Value fields. |If an
attribute is received in an Accounting-Request with an invalid
Length, the entire request should be silently discarded.

Val ue
The Value field is zero or nmore octets and contains infornation
specific to the attribute. The format and | ength of the Value
field is determ ned by the Type and Length fields.

The format of the value field is one of four data types.
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0-253 octets

32 bit value, nost significant octet first.

32 bit value, nost significant octet first.

32 bit value, nobst significant octet first -- seconds
since 00:00: 00 Gv, January 1, 1970. The standard

Attributes do not use this data type but it is presented
here for possible use within Vendor-Specific attributes.

5.1. Acct-Status-Type

Descri ption

This attribute indicates whether this Accounting-Request marks the
begi nning of the user service (Start) or the end (Stop).

It MAY be used by the client to mark the start of accounting (for

exanpl e,

upon booting) by specifying Accounting-On and to nark the

end of accounting (for exanple, just before a schedul ed reboot) by
speci fyi ng Accounting-COff.

A summary of the Acct-Status-Type attribute format i s shown bel ow.
The fields are transmtted fromleft to right.

0

1 2 3

01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Type

| Lengt h | Val ue

T S i T S T i T SR S S ek T

Val ue (cont) |

T S i S VR SRp e S S

Type

40 for Acct- Status-Type.

Length

6
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Val ue
The Value field is four octets.

Start
St op
Accounti ng- On
Accounti ng- Of f

O~NN P

5.2. Acct-Del ay-Tinme
Descri ption

This attribute indicates how many seconds the client has been
trying to send this record for, and can be subtracted fromthe
time of arrival on the server to find the approximate time of the
event generating this Accounting-Request. (Network transit tine
is ignored.)

Not e that changi ng the Acct-Del ay-Tine causes the ldentifier to
change; see the discussion under Identifier above.

A summary of the Acct-Delay-Tinme attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type

41 for Acct-Del ay-Ti ne.
Length

6

Val ue

The Value field is four octets.
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5.3. Acct-Ilnput-Cctets
Descri ption

This attribute indicates how many octets have been received from
the port over the course of this service being provided, and can
only be present in Accounting-Request records where the Acct-
Status-Type is set to Stop

A summary of the Acct-lnput-Cctets attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Length | Val ue

B s i S i I i S S S i i
Val ue (cont) |

R i T S e rh

Type
42 for Acct-Ilnput-Cctets.

Lengt h
6

Val ue
The Value field is four octets.

5.4. Acct-Qutput-Cctets

Descri ption
This attribute indicates how many octets have been sent to the
port in the course of delivering this service, and can only be

present in Accounting-Request records where the Acct- Status-Type
is set to Stop.

Ri gney I nf or mati onal [ Page 13]



RFC 2059 RADI US Accounti ng January 1997

A summary of the Acct-Qutput-Cctets attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Val ue
s S S i I S R R e h T Tk e S S S o T S

Val ue (cont) |
B S S i i T S

Type
43 for Acct-Qutput-Cctets.
Length
6
Val ue
The Value field is four octets.
5.5. Acct-Session-ld
Descri ption

This attribute is a unique Accounting IDto make it easy to match
start and stop records in alog file. The start and stop records

for a given session MJST have the sanme Acct-Session-Id. It is
strongly recommended that the Acct-Session-1d be a printable ASC
string.

For exanple, one inplenentation uses a string with an 8-digit
upper case hexadeci mal nunber, the first two digits increnent on
each reboot (wrapping every 256 reboots) and the next 6 digits
counting fromO for the first person logging in after a reboot up
to 2724-1, about 16 nillion. Oher encodings are possible.
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A sunmary of the Acct-Session-1d attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2
012345678901234567890123
s o S S e e ik i EIE TR R R R S ke S S S S
| Type | Length | String ..

e o e R e o Tk T i R e e S e e S e o o

Type
44 for Acct- Session-|d.
Lengt h
>= 3
String
The String field SHOULD be a string of printable ASCI | characters.
5.6. Acct-Authentic
Descri ption
This attribute MAY be included in an Accounting- Request to
i ndi cate how the user was authenticated, whether by RADI US, the
NAS itself, or another renote authentication protocol. Users who
are delivered service wi thout being authenticated SHOULD NOT

generate Accounting records.

A summary of the Acct-Authentic attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type | Length | Val ue

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
Val ue (cont) |

T el I o e S S e el st (I S SR R

Type

45 for Acct-Authentic.
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Length
6
Val ue

The Value field is four octets.

1 RADI US
2 Loca
3 Renot e

5.7. Acct-Session-Tinme

Descri ption

This attribute indicates how many seconds the user

January 1997

has recei ved

service for, and can only be present in Accounting- Request records

where the Acct-Status-Type is set to Stop

A summary of the Acct-Session-Tine attribute fornat
The fields are transmitted fromleft to right.

0 1

i's shown bel ow.

3

01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type | Length |

T T S T o S B T S S S S S S S

Val ue (cont) |
T el I o e S S e el st (I S SR R

Type

46 for Acct- Session-Tine.
Length

6
Val ue

The Value field is four octets.
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5.8. Acct-Input-Packets
Descri ption

This attribute indicates how many packets have been received from
the port over the course of this service being provided to a
Framed User, and can only be present in Accounting-Request records
where the Acct-Status-Type is set to Stop

A summary of the Acct-Input-packets attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Length | Val ue

B s i S i I i S S S i i
Val ue (cont) |

R i T S e rh

Type
47 for Acct-Input-Packets.

Lengt h
6

Val ue
The Value field is four octets.

5.9. Acct-Qut put - Packet s

Descri ption
This attribute indicates how many packets have been sent to the
port in the course of delivering this service to a Franmed User,

and can only be present in Accounting-Request records where the
Acct - Status-Type is set to Stop
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A sunmary of the Acct-Qutput-Packets attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Val ue

s S S i I S R R e h T Tk e S S S o T S
Val ue (cont) |

B S S i i T S

Type

48 for Acct- Qut put - Packet s.
Length

6

Val ue

The Value field is four octets.

5.10. Acct-Term nat e- Cause
Descri ption

This attribute indicates how the session was term nated, and can
only be present in Accounting-Request records where the Acct-
Status-Type is set to Stop

A summary of the Acct-Term nate-Cause attribute format is shown
bel ow. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Length | Val ue

B s i S i I i S S S i i
Val ue (cont) |

R i T S e rh

Type

49 for Acct-Term nat e- Cause
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Length
6
Val ue

The Value field is four octets, containing an integer specifying
the cause of session ternination, as foll ows:

1 User Request

2 Lost Carrier

3 Lost Service

4 I dl e Timeout

5 Sessi on Ti neout
6 Adm n Reset

7 Adm n Reboot

8 Port Error

9 NAS Error

10 NAS Request

11 NAS Reboot

12 Port Unneeded
13 Port Preenpted
14 Port Suspended
15 Servi ce Unavail abl e
16 Cal | back

17 User Error

18 Host Request

The term nati on causes are as foll ows:

User Request User requested term nation of service, for
exanple with LCP Termi nate or by |ogging out.

Lost Carrier DCD was dropped on the port.
Lost Service Service can no | onger be provided; for

exanpl e, user’s connection to a host was
i nterrupted.

[ dl e Ti meout Idle timer expired.

Sessi on Ti neout Maxi mum session | ength timer expired.
Admi n Reset Admi ni strator reset the port or session
Admi n Reboot Admi ni strator is ending service on the NAS

for exanple prior to rebooting the NAS
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Port Error NAS detected an error on the port which
requi red endi ng the session

NAS Error NAS det ected sone error (other than on the
port) which required ending the session

NAS Request NAS ended session for a non-error reason not
ot herwi se |listed here.

NAS Reboot The NAS ended the session in order to reboot
non-adm ni stratively ("crash").

Port Unneeded NAS ended sessi on because resource usage fel
bel ow | ow-water mark (for exanple, if a
bandwi dt h- on- demand al gorit hm deci ded t hat
the port was no | onger needed).

Port Preenpted NAS ended session in order to allocate the
port to a higher priority use.

Port Suspended NAS ended session to suspend a virtua
sessi on.

Servi ce Unavail able NAS was unable to provide requested service.

Cal | back NAS is term nating current session in order
to perform call back for a new session

User Error Input fromuser is in error, causing
term nati on of session

Host Request Logi n Host terminated session nornally.
5.11. Acct-Milti-Session-ld
Descri ption
This attribute is a unique Accounting IDto nmake it easy to link
together multiple related sessions in alog file. Each session
I i nked together woul d have a uni que Acct-Session-Id but the sane

Acct-Milti-Session-1d. 1t is strongly recommended that the Acct-
Multi-Session-1d be a printable ASCII string.
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A sunmary of the Acct-Session-1d attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2
012345678901234567890123
s o S S e e ik i EIE TR R R R S ke S S S S

| Type | Length | String ..
e o e R e o Tk T i R e e S e e S e o o

Type
50 for Acct-Milti-Session-Id.

Lengt h
>= 3

String
The String field SHOULD be a string of printable ASCI | characters.

5.12. Acct - Li nk- Count

Descri ption
This attribute gives the count of Iinks which are known to have
been in a given multilink session at the time the accounting
record is generated. The NAS MAY include the Acct-Link-Count

attribute in any Accounting-Request which mght have multiple
l'i nks.

A summary of the Acct-Link-Count attribute format is show below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type | Length | Val ue

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
Val ue (cont) |

T el I o e S S e el st (I S SR R

Type
51 for Acct-Link-Count.
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Length

Val

5.13.

6
ue

The Value field is four octets, and contains the nunber of I|inks
seen so far in this Multilink Session.

It may be used to make it easier for an accounting server to know
when it has all the records for a given Multilink session. Wen
the nunmber of Accounting-Requests received with Acct-Status-Type =
Stop and the sane Acct-Milti-Session-l1d and uni que Acct- Sessi on-
Id" s equal s the | argest val ue of Acct-Link-Count seen in those
Account i ng- Requests, all Stop Accounting-Requests for that
Multilink Session have been received.

An exanpl e showi ng 8 Accounti ng- Requests shoul d nmake t hings
clearer. For clarity only the relevant attributes are shown, but
additional attributes containing accounting information will also
be present in the Accounting- Request.

Mul ti-Session-1d Session-1d St at us- Type Li nk- Count

"10" "10" Start 1
"10" "11" Start 2
"10" "11" St op 2
"10" "12" Start 3
"10" "13" Start 4
"10" "12" St op 4
"10" "13" St op 4
"10" "10" St op 4

Tabl e of Attributes

The followi ng table provides a guide to which attributes may be found

in
Acc

Account i ng- Request packets. No attributes should be found in
ounti ng- Response packets except Proxy-State and possibly Vendor -

Speci fic.

Ri gney

Attribute

User - Nane

User - Passwor d
CHAP- Passwor d

NAS- | P- Addr ess [ 4]
NAS- Por t

Servi ce- Type

Fr anmed- Pr ot ocol

]
=

[cNoNoloNoNoNelE:S

N e
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Framed- | P- Addr ess

Fr amed- | P- Net mask

Fr amed- Rout i ng
Filter-Id

Framed- MTU

Fr amed- Conpr essi on
Logi n- 1 P- Host

Logi n- Servi ce

Logi n- TCP- Por t

Repl y- Message

Cal | back- Nurmber

Cal | back-1d

Framed- Rout e

Fr amed- | PX- Net wor k
State

d ass

Vendor - Speci fic

Sessi on- Ti meout

| dl e- Ti meout

Term nation-Action
Called-Station-1d
Calling-Station-1d
NAS- I dentifier [4]
Proxy-State

Logi n- LAT- Servi ce
Logi n- LAT- Node

Logi n- LAT- Gr oup

Fr amed- Appl eTal k- Li nk
Fr amed- Appl eTal k- Net wor k
Fr amed- Appl eTal k- Zone
Acct - St at us- Type
Acct - Del ay- Ti ne
Acct-1l nput-Cctets
Acct-CQutput-Cctets
Acct - Session-1d

Acct - Aut henti c

Acct - Sessi on-Ti e
Acct - | nput - Packet s
Acct - Qut put - Packet s
Acct - Ter m nat e- Cause
Acct-Mil ti-Session-1d
Acct - Li nk- Count

CHAP- Chal | enge

NAS- Por t - Type
Port-Limt

Logi n- LAT- Port

++I+I 1 1
B RPRR

1
o

1 1
N

T ¥
=

¥ ¥

1
RPRRPRRRR

=+

1
RPRRRRR

1 1 1
e

1 1
PR RRR

+ ¥

ODO000000000O0OFRO0OORO000000000000000000000000000000
e
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[4] An Accounting- Request MJST contain either a NAS-IP-Address or a
NAS- I dentifier, and it is permtted (but not recomended) for it to
contai n both.

The foll owi ng table defines the above table entries.

0 This attribute MJUST NOT be present

0+ Zero or nore instances of this attribute MAY be present.
0-1 Zero or one instance of this attribute MAY be present.

1 Exactly one instance of this attribute MJUST be present.

Security Considerations
Security issues are briefly discussed in sections concerning the
aut henticator included in accounting requests and responses, using a
shared secret which is never sent over the network.
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Aut hor’ s Address
Questions about this nmeno can al so be directed to:
Carl Rigney
Li vi ngston Enterprises
6920 Kol |l Center Parkway, Suite 220
Pl easanton, California 94566
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